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CHAPTER I

INTRODUCTION

In communication theory, control systems theory, and other areas of
electrical engineering which deal with signal detection, a common problem
which is encountered deals with some type of a received signal which con-
sists of the real or desired signal plus noise. In most ipstances it is
useful to attempt to filter out as much of the noise component as possible
and thus form a reasonable approximation to the desired signal. Often,
the characteristics of the desired signal are known and conventional lin-
ear filters can be desigmed accordingly to produce a satisfactory solution
to the stated problem. However, in the case of the problem of intrusion
detection, the desired signal characteristics are not so easily deter-
mined and can vary according to many different circumstances. Therefore,
a more inventive approach is needed to solve this signal detection problem.

Recent research in the area of digital signal processing by Ahmed
{1] has led to a signal processing algorithm which is designed to deal
with the problem stated above. The algorithm involves an Adaptive Digi-
tal Predictor and cther more conventional digital filters. Its purpose
is to effectively detect noise produced by an intruder in the presence
of random ambient noise.

The emphasis of the work done by the author was in the development

of working microprocessor implementations of the algorithm and subsequent



evaluations of the various microprocessors with respect to this task.
Three microprocessors were considered. The first was the Zilog Z80.

A minimal hardware system was designed and built, and complete software
routines were written and tested to form a Z80 algorithm implementation.
The second microprocessor considered was Intel's 8048 (8748) and the
third was the RCA ATMAC. Since development systems were not available,
the work on these two devices consisted of paper studies to evaluate
the potential use of chese microprocessors for this application. The
studies included the writing of untestad software routines required by
the algorithm.

Chapter II of this report presents a brief review of the operation
of the algorithm. After that, the various implementations are discussed
beginning with the Z80 hardware and software developments in Chapters III
and IV. Chapters V and VI present the implementation considerations
relating to the 8748 and the ATMAC, respectively. Finally, some compari-
sons between the different implementations are made, and some conclusions

are formed in Chapters VII and VIII,.



CHAPTER I1
THE WIDROW ALGORITHM

For purposes of intrusion detection, a typical input data signal is
considered to have two components. They are the followiag:

1) random ambient noise

2) intruder-produced noisg.

The objective in designing a signal processing algorithm is to be
able to reliably detect the intruder-produced signal, if any, in the
presence of random ambient noise.

Figure 2.1 shows a block diagram of this intrusion detectiom tech-
nique. The algorithm consists of two main parts. The first section is
an Adaptive Digital Predictor (ADP) which is implemented using Widrow's
Least-Mean—-Square (LMS) algorithm [2]. The primary purpose of the ADP is
to statistically decﬁrrelate the noise component of the data signal.
This causes the error sequence, EM’ to be less correlated and to have a

smaller variance than the input sequence, FM.

Thus, the ADP reduces the
detection problem to one of determining whether or not an intruder-pro-
duced signal is present in noise which is uncorrelated.

The second section of the algorithm is a conventional Moving Average
Filter (MAF). Since the output of the ADP will tend to be band-limited

white noise, and since the resulting uncorrelated noise samples will tend
g

to average out in a MAF, the output of the MAF will consist primarily of
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intruder-produced noise, if any. Thus an output which reaches a certain
predetermined magnitude threshold indicates the presence of an intruder.
It is important to realize that certain trade-offs exist between the
accuracy of the algorithm with respect to correct detections versus false
alarms, and the complexity of the implementation with respect to processor
speed, system memory size, and fixed-length processor word size. For
example, the random noise cannot be completely decorrelated by the
ADP without using an unlimited number of samples in the estimate of input

FM'

Yet the system constraints on memory size and operation speed prohibit
such computations. However, if the noise component of the data signal is
not sufficiently decorrelated by the ADP, the MAF will be less effective,
and the false alarm rate will increase.

Another problem encountered in producing a working algorithm imple-
mentation was the difficulty in scaling the inputs to a filter with a
varying transfer function. Since any overflow causes the system to break
down and since the system must remain stable over long, continuous periods
of time, the input sample scaling must be adequate to prevent overflow
in the worst case. Due to these problems and others, it is obvious that
reasonable approximaticns and trade-offs must be made to produce a satis=-
factory algorithm implementation.

There are many possible algorithm structures which could be effective
in dealing with this intrusion detection problem. Therefore, as the work

on the project progressed, some additions and changes were made to the

algorithm. The Z80 implementation uses the algorithm as it is presented



in this chapter. The 8748 and the ATMAC implementations, however, used
algorithms which are slightly different than the one described here. These
differences are pointed out during the discussions of the implementations

to which they apply.



CHAPTER III

THE MINIMAL Z80 MICROPROCESSOR

The objective in designing this minimal Z80 microprocessor was to
develop a small, inexpensive system capable of implementing one channel
of the algorithm described in Chapter II at a rate of at least 128 Hz.

The Zilog Z80, which is an 8-bit, NMOS microprocessor, was chosen for
this application for several reasons. Since most of the arithmetic
required by the software program needed to be performed on 16-bit operands,
the powerful instruction set of the Z80, which includes many 16-bit
operations, was a very attractive feature. Another important constraint
involved the program speed. The Z80, at 4 MHz, was comfortably able to
meet the algorithm speed requirements. Although the Z80 used in this
design was constructed with NMOS technology, the total system's power
consumption was typically less tham 250 milliamperes at 3 volts due to

a mixture of CMOS and NMOS support components. This system was designed
for a specific application, but imaginative users will find the system
useful for a variety of tasks such as discrete time control systems and
other digital =signal processing operatioms.

Due to the possibility that the user, given a completed system, will
desire only the knowledge necessary to make the system work without digging
through the design and construction details, the following section will
provide operation information which will hopefully be sufficient to allow

the user to implement his application. Following the operation information,



the system configuration will be discussed in more detail and finally,
the system construction will be presented including the design and con-
struction of a printed circuit board. The assumption is made throughout
this report that the user is familiar with the Z80 microprocessor and

instruction set [3,4].
Minimal Z80 Operation

There are three main blocks of support devices used in this minimal
Z80 system. They are program memory, data memory, and input/output
devices. An understanding of the system's use of these support devices
along with an understanding of the proper power supply and other edge
board connections is all that is needed for proper operation of the system.

The program memory consists of a selected Intel 2716, 2k X 8, EPROM
which is capable of 250 nanosecond access time operation. Thus the
maximym total program length is 2048 bytes of code. The addresses which
select the program memory begin at 0000H and end at 07FFH. Since a
reset occurs when the system is turned on as well as when the reset switch
is closed, the Z80 will begin executing the program starting at location
0000H when either of the two events takes place. It is important to
remember that all program executions must begin at 0000H and that program
execution can only be started by turning the power to the system from
off to on or by pressing the reset switch. Thus when the 2716 EPROM is
programmed, either the desired program or a branch to the desirad program
must begin in location J000H.

The data memory consists of 128 bytes of static RAM. It can be read

from or written to at address locations 4000H to 407FH.



One octal latch is available for use as an output port. Any output
instruction such as OUT (0l1),A will enable the latch. The output data
will be available until it is changed by amother output statement. Since
74Cxx series CMOS is used, the output port is TTL compatible and is
capable of driving one standard TTL load. The output data is available
at the O/P socket on the board where socket pin 1 = least significant
bit and socket pin 8 = most significant bit.

An eight bit A/D converter serves as the only means of input to the
280. An input voltage in the range +10 volts is converted to an eight
bit binary number for use by the Z80. Since the A/D converter is not
free running, a "Start Conversion' pulse must precede a read statement
by at least two milliseconds. A typical sequence of operations for
obtaining an input byte from the A/D is listed below. The user is
responsible to maintain the proper timing with software.

1. Send Start Conversion Pulse:
This is achieved by an LD A, (8000) command
or some other suitable command which puts
8000H on the address bus.

2. Pause:
A pause of at least 2 msec. is necessary.
Other routines may run during this time.

3¢ Input From A/D:
The data word is input to the Z80 with the
command LD A, (C000).

Data from the A/D is received in offset binary form. Two's complement num-

bers are obtainmed by inverting the most significant bit of the data word.
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The power supply connections and other edge connections are listed
in Table 3.1 for the standard 22-pin edge connector. A =5 volt source
is needed only if the A/D converter is used. The system will typically
require less than 250 milliamperes at 5 volts d.c. The conmnections
listed are those for the PC board. The connections for the wire-wrapped

board are given in the section on System Constructiomn.

Table 3.1. PC Board Edge Cononections

Pin # Function
2 -5 volts
14 VIN (input to the

A/D converter
= +10 volts)

20 $ (clock out)
22 +5 volts

D GND.

T WAIT signal in

Some software application examples are given on the following

two pages.
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Sample Program 1

This program will altermately output AAH and 55H to the output port.
The bit patterns should be 1010 1010 and 0101 010l. This program tests
the Z80 CPFU, the 2716 EPROM, and the output port. The pattern should

alternate at a rate of about 1/2 second.

location instruction code comments
0C00H LD A, n 3E A = AA

1 AA

2 OUT (n), A D3 output to port
3 00

4 LD HL, nn 21 set up counter
5 FF

6 FF

7 DEC HL 2B

8 LD A;n 3E

9 Q0 delay

A ADD A, H 84

B JR NZ,e 20

C FA

D LD A,n 3E A =355

E 25

F QUT (m), A D3 output to port
10 00

1 1D HL, on 21

2 FF

3 FF

4 DEC HL 2B

5 LD 4, n 3E

6 g0 delay

7 ADD A, H 84

8 JR NZ, e 20

9 FA

A JP nn Cc3 go again

B 00

'G: 00



Sample Program 2
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This program will input a data sample from the A/D converter, store

it in the data memory, read it from the data memory, send it out to the

output port, and repeat the process.

The data word is changed from off-

set binary form to two's complement form prior to its ocutput. The

output port information can be used as an input to a D/A converter to form

a wrap-around sampled test signal to aid in adjusting the A/D offset.

This program tests all the components of the system.

location

0000H

=
HUOEWPWwWONoUPWLWNMMHOHEBEUOQE PFPWOWO~NOWLEWRPFE

instructioh

LD A, (omn)

IDA, n

XOR B
LD (mnn), A

XOR A
LD A, (nn)

OUT (n), A
LD B, n

NOP
NOP
NOP
NOP
NOP
DJINZ e

JP nn

code

3A
00
co
47
3A
00
80
3E
80
A8
32
00
40
AF
3A
00
40
D3
00
06
FF
60
00
00
00
00
10
F9
Cc3
00
00

comments

input sample
from A/D

B = sample

send ''start
conversion" pulse
A = mask

convert sample

to 2's comp.
store sample in
data memory

clear A

A = sample

output sample

delay for A/D
conversion time

go again
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System Design

The block diagram in Figure 3.1 and the circuit diagram in Figure
3.2 illustrate the structure of this system. The system, which is based
on the 4 MHz version of the powerful eight bit Z80 microprocessor,
involves a minimum number of packages for maximum system simplicity.

The total system is relatively low in power consumption due to a mixture
of CMOS and NMOS components, The discrete components are listed in
Table 3.2.

The oscillator is crystal controlled and runs at 4 MHz. It uses a
74C04 CMOS hex inverter chip to form ¢ for the Z80 as well as a copy of
the clock signal which is available at the edge conmector. It is TTL
compatible and can drive one standard TTL load.

The output port is a 74C374 (MOS octal latch. It is enabled by any
output instruction, regardless of the address. It is also TTL compatible
and can drive omne standard TTL load.

A Teledyne 8703 CMOS, eight bit, A/D converter with 3-state outputs
is used for data input. 1It is a current integrating A/D converter and
in this configuration yields an offset binary output. An input voltage
in the ramge of +10 volts is passed through a resistor to form a current
input. This current is shifted from +5 microamperes to G to 10 micro-
amperes by a simple op amp circuit prior to conversion. K is used to

OFF

trim this offset to its correct position. To set R ground the input

OFF’

until 80H is output from the A/D. The value of R can

and adjust R OFF

OFF
be calculated as follows:

v
R - » where V_ = ocutput voltage of the op amp
OFF 5(10—6) o
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Table 3.2. Minimal Z80 Discrete Components
Clock:

X1

4 MHz crystal

(%]
M
]

C3 = 33 pF

R3 = 10 MQ

S1 = momentary push button N.0. switch

=

10 k@
R2 = 2 k@
Cl =1.5 uF.

D1

914 diode
8703 A/D:

RB = 100 kQ
Rref
R=R'=4 Kk

= 250 kQ

ROFF = 1 MG trimmer potentiometer

RIN =2 MG

Rhavp
Coamp

CIHT = 68 pF,

100 @

270 pF.

Power Supplies:

The system requires +5 volts, -5 volts, and GHND.
Notes:

1. All resistors are 1/2 watt, +5%, except RIN’ R, R', and R which

ref?
are +1Z.

2% 0.1 uF capacitors were used to despike the power lines on all chips.
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The operation of the A/D converter is completely controlled by the soft-
ware program. The user is referred to Sample Program 2 for the correct
operation procedure.

The system memory includes program memory and data memory. Program
memory is realized in the form of an Intel 2716, 2k X 8, EPROM. The user
is referred to an Intel Memory Data Book for the programming and erasing
procedures. The 2716 must be programmed prior to insertion in its
socket., Either the power on reset circuitry or the reset switch can be
used to start the execution of the program stored at 0000H. Although
2716's are not specified to run at 250 nanoseconds, many of them will run
that fast. However, it is possible that some will not work with this
system, and therefore the specifications for this system call for "selected"
27116'8:

Data memory consists of a Motorola 68B10P, 128 X 8, RAM. It can be
used for data storage, buffer storage, and other scratch pad storage.
Recall that this is a wvolatile device, and it can only remember data as
long as power is supplied to it.

All of the device select control logic is performed by an Intel
825123, 32 X 8, PROM. 1Inputs to the 825123 which form its address lines
are Al5, Al4, ﬁifﬁ; §5} and WR. Thus, a certain combination of two
address lines and three control lines is used to select various support
devices. Tha contents of the 825123 are given in Table 3.3. A memory

map of the system is given in Figure 3.3.
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Contents of the 82S123 PROM

Table 3.3.

The following bit pattern was burned into the PROM to achieve the

correct device select logic.

Qutput Data Word
B7 B6 B5 34 B3 Bz Bl BO

Address Inputs

Ay By Ay Ay Ay

Vo d-dd A A A A A A A A AAAA A A A A A A A A A A
COO0000CO0OO0O N HOOO0ODO0OODOODODOOOODOODODOODODOOO
COO0O00DO0O000O0O00CO0DOO000HHO0O0DO0O0ODOODDOOOOOO
YA H A A A A A A A A A A A A A A A A A A A A A O A A A A A

M

M
M
M

OHO-HOHO O HOH O HOHOAOHO1O0O-HOH{OHO~OH
O -HOO 1 HOO - HOOH-HOOAHOOH OO H OO -
OO0 Ot HOOOO A HHHOOOODOHArHMdOOO O =
CO0O0O0OD 0O rmHMreHrdrd A 100000000t A=~

OO0 O00OO00O0OO0OOODOOCCOOOOO0 - rddddd A A A~



Ficure 3.3, MinimaL Z80 Memory Map

0000

07FF

4000

407F

8000

€000

2716 EPROM
PROGRAM MEMORY

6810 RAM
DaTa MeEMORY

"START CoNveErsIoN” PuLse

A/D CONVERTER
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System Construction

The prototype minimal Z80 system was originally put together on a
6-1/2" x 4-1/2" Vector board using wire-wrap construction. For this

board, the edge connections are shown in Table 3.4.

Table 3.4. Wire-Wrap Board Edge Connections

Pin # Function

A GND.

c ¢

E WAIT

v oy = A/D Converter
Input

X -5 volts

z +5 volts

The board layout is shown in Figure 3.4. The output port information
is available at pins 1 to 8 of the outpui socket. Pin 1 holds the
least significant bit and pin 8 holds the most significant bit of the
output byte.

After the prototype board had been tested, a printed-circuit board
was designed for the minimal Z80 system. Although this board has the
same dimensions as the Vector board, it has some important differences.
In addition to a revised package layout, these differences include a

changed edge connector scheme, a mounted reset switch, and a series of



Figure 3.4.

Wire-Wrap Board Component Layout

(Vector 3677-2)

74C04

Z80

CPU

|

825123

L

8703

A/D

6810

74C374

2716

EPROM

0/P Socket

22 pin edge connector

Top View Component Side
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DIP pads for additional package placement on the board by the user.
Room for two 24 pin packages or three 16 pin packages has been defined
on the board and connections to the existing circuit can be made via
wire-wrap techniques. A listing of the edge connections is given in

Table 3.5.

Table 3.5. PC Board Edge Connections

Pin # Function
2 -5 volts
14 Vin = A/D Converter
Input
20 ¢
22 +5 volts
D GND.
T WAIT

Since the capability to form plated-through holes was not available,
wire-wrap sockets, placed about 1/4" above the component side of the
board, were used to form the connections through the board by soldering
the pins to both sides of the board. A step by step summary of the
procedure followed in the production of the printed-circuit board and
the construction of the minimal Z80 system is given below. For correct
component placement and connections, the user is referred to the drawings
and artwork which appear in Figures 3.5, 3.6, and 3.7 as well as the

circuit schematic in Figure 3.2. Figure 3.8 shows a completed system.

22
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Step 1:
From the circuit design, a trial and error process was used to obtain
a reasonable package layout.

Step 2:

The printed circuit board artwork was then drawn at 2X.

Step 3:

Clear plastic was placed over the 2X artwork, and Bishop Graphics material,
such as tape and DIP patterns, was placed over the plastic to trace all
the connections and form all the component pads.

Step &4:

A negative reduction was made from the plastic sheet photographically

to yield a 1X negative of the desired pattern.

Step 5:

A presensitized, double-sided, copper clad board, obtained from Kepro,
was exposed through the negatives to a sun lamp for about 5 to 6 minutes.
Step 6:

The exposed board was developed in a Trichloroethylene bath for about
1-1/2 minutes.

Step 7:

The board was then baked at 180°F for 5 minutes to set the pattern.

Step 8:

The board was etched in an etching solution spray until the patternm was clear.

Step 9:

For a longer lasting finish, the board was timn plated.
Step 10:
The board was completed by cutting it to the proper size and drilling

the holes.
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280 Construction, Step 1:

The three connections through the board where no components are placed
were made first using bare wire-wrap wire.

Step 2:

Wire-wrap sockets were placed in their proper position about‘l/4" above
the component side of the board and were sol&ered to both sides of the
board.

Step 3:

The discrete components were placed in position and soldered to both
board sides.

Step 4:

The reset switch was mounted to the board and was connected via short
lengths of wire-wrap wire to the two sides of capacitor Cl.

Step 3:

The chips were placed in the sockets with pin 1 of each chip placed as

is indicated by the markings on the board.



25

Printed Circuit Board Component Layout
(Top View, Top Side)

Figure 3.5.
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Figure 3.7. Printed Circuit Board Artwork (Top View, Bottom
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