A Review Oof Theoretical Methodologies
for Locking in a
Concurrent Data Base Environment

by

Alice Ruth Galinat

B.S. Southeastern Massachusetts University, Dartmouth, 1976

A Masters Report

Submitted in partial fulfillment of the

requirements for the degree

MASTER OF SCIENCE

Department of Computer Science

Kansas State University
Manhattan, Ransas

1980

Approved by:




Qoec. Coll.
s?éc Co

| 55 page ii
%£+ Table of Contents

14 80

G334

c.2, _ Page

List of TableS.csvscssnssvoninsnssvensvunonssnsssnsnawsill
List Of FiQUIESecesssseescecssnscssscrecssccscssccsnesselV
Chapter
1. INtroducCtiON...sceeceeessoccsosooseoesonsnenncssasl
2., The Complications of Using a Data Base as a
System ReSOULCe ussssnsvsmmemsnsnpsnenssssnsses
3. Data Base Access, Serial Schedules,
afd TRLEGEITN vv vn v w em win 2w w0 3 wow 50w 006 1 08 038 800 % & 9
3.1- Data Base Access and SerializationN...eeecess.9
3.2 The Added Integrity Problems Caused by
Predicate LockBiscasssssussvinenonuonsndd
3.3 Types of Integfity and ConsistenCyeceesesses26
4. LOCKIing ProboColS s ewsaves e ed wo e e vmns wn oo & s s o3l
4.1 Physical Locking Protocols Without Deadlock
Prevenﬁion.............................31
4.2 Physical Locking Protoccls With Deadlock
PreventioNecesessccscoessssccsscossennedl
4.3 Predicate Locking ProtoCOlS.cecsececscccsseds
4.4 Concurrent Access to a File of Reéords.....53
B CONCIUBTIONGS ba s Hd b bl 0k 0l weh @1 8 0 il 06 ol 106 0 0060 it e i e 4 308

Ref’erenceS.--l.I“.........I. ----- ..-..l..l..-t.-.-.".ss



page iii

List of Tables

Table Page

l. The Compatibility of the Lock Modes in

[GRAY75]"'sS ProtoCO0l.ceecscecsceccocossoncnseeslld
2., The Compatibility of Lock Modes For [BAYE76]'S

PEOEOBAL w o ooy gvw won sop acow pow yon ace woa ) pr wcn o w0 8 1w goom poaBd
3. An Extension of Table 1 for [GRAY75]'s

ProtoCOleccccesvscsoesscccsvcsnsccscsscssssnsed?
4, The Extension of A, IA, and SIA Modes to

Table leseceacnccssccsncsscnssnnvssscnncossed?

5. Comparison of Lock ProtoCOlS.seevceonsrsssasnsneabl



page iv
List of Figures

Figure Page
l: Two Simple TransdctionSsessswswsnnamen s oo nswsndd
2. The Dependency Graph of a Simple Non-Serial

SChEdUlEas v v o ow we w6 % 5 5% 05 BE ¥ 08 E% @98 SRk
3. Three Arbitrary TransactionS...eeeescecssceaesl?
4, An Arbitrary Schedule for the Three

Trahsactiong in Figure B.eeeersnsmsvnsnss sl
5. The Dependency Graph for the Arbitrary

Schedule in Figure 4...cvceccsccssacvosceesal?d
6. The Schedule and Lock Results of an Arbitrary _

Schedule Using Predicate LOCKS.eeeeseaveee23
7. The Weighted Dependency Graph of the Arbitrary

Sthedile in Figure Gysemcernsnvessnosesnssdl
8. The Lock Hierarchy Given for the Protocol

in [GRAYT7S5]nvesversmnmmenvuossvuneysnmoennsssdl
9. The Ordering of Privileges Between Lock

Modes for [GRAY75]'sS ProtocCOl.eeeeesceeossld
10. The Partitioning of a File From a

Lock Protocol Designed to Handle Predicate

Locks [GRAYT75] sawewemennewisenvswssesewws wdd
11. The Schedule of Two Transactions that does not

Maintain Integrity in a Weak Sense........ 40
12, The Dependency Graph of the Schedule Given

in Figure llescsivssiscnssvsvonawnssessnssadl

13, A Hierarchy of Records for LOCKiNG.ceeeoeooesead2



page v
14. An Acceptable Locking Sequence for a
Transaction Accessing Records with Figure
13'8 BIerarChy, we wuw viw o wa wen o e 5 0 om o'y 089
15 An Example of a B-tree With N = 4d...00000e0s0ee53

16- Key for Table 5'.."....".'.'.....'.‘.......61



Chapter 1

Introduction

A data base 1is a system resource like other system
resources that has to be managed by a data base management
system (DBMS) or an operating system. Obviously there are
differences between a data base and conventional system
resources that have to be considered to achieve acceptable
levels of resource utilization, throughput, and response
time. These differences are discussed 1in the second
chapter. The traditional solutions wused for resource
allocation are not adequate for a data base, and their
problems are discussed. Some of the problems to avoid when
creating new solutions are also discussed.

Unlike conventional system resources it is possible to
separate a data base into distinct pieces that are treated
as separate resources to allow concurrency. This leads to
many more problems. The integrity of the data base is
threatened by concurrent access. This is the subject of
chapter 3. A dependency graph is defined to help study the
integrity problems created by concurrent access, and two

kinds of integrity are defined from the dependency graph.
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The added integrity problems created by using predicate
locks instead of ©physical 1locks 1is also discussed. The
dependency graph 1is modified to help study these added
problems,

Different levels of integrity are defined at the end of
this chapter based on what a transaction (process or user)
may do to specified data. The usefulness of the different
levels for different kinds of applications is suggested.

Algorithms developed to handle these problems at
different integrity levels are presented in chapter 4. The
amount of concurrency possible and the overhead involved in
each algorithm are discussed. These algorithms are designed
for a central data base holding one capy of the data. The
gupplehental algorithms needed by some locking protocols to
deﬁect deadlock and the subject c¢f restart and rollback are
not considered. |

In the last chapter, chapter 5, some simulation studies
concerning the efficiency and concurrency ©of locking
protocols are reviewed in terms of the overhead involved for

the various algorithms. The protocols are also compared.



Chapter 2

The Complications of Using a Data Base as a System Resource

The problems of allocating data from a data base as a
system resource are not present in a normal operating system
environment and are explained below as suggested by
Chamberlin [CHAM74]. Assume a record is a resource.

- Non-unique resource names: A record can usually be
identified by more than one data item's value. This causes
confusion as to whether a given record is already locked.
For example, suppose a user wanted to obtain exclusive
access to records of students who are in the computer
science department. Another user then wanted exclusive
access to all students taking calculus 1I. It is obvious
that there 1is a possibility of the wusers' requests
overlapping. This may not be easily determined by the
system managing the data base as several system resources.

- Non-static resource <categories: A process with
exclusive access to a record may change the value of one or
more of the record's fields and cause this record to move to

a group of records currently locked by a different process.
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For example, suppose a user is adding calculus I to
particular students' schedules and at this same time another
user is accessing all students with calculus I on their
schedules. Should this wuser see all the students with
calulus I being added to their schudule or just the cnes
added so far or none of the new calculus I students?

Records are also added to and deleted from a data base.
This, of course, changes those records which other processes
may want to access. Schlageter [SCHL78] «calls this the
variable object set.

- Interdependent locks: A process may wish to have
exclusive access to some records and, based on information
contained in these recordé, may or may not decide to obtain
exclusive access to other records. For example, suppose a
user looks at records containing calculus I class rosters.
He may then want exclusive access to the individual student
records to compute class statistics. The student records
may be temporarily-inaccessable because another process is
using them. The possibility of deadlock is created when
interdependent locks are involved and all the data with the
potential of being accessed is not locked before execution.

- Increased complexity: The smaller the granularity of
the lockable wunits in the data base, the greater the
concurrency potential. This means that the records or even
the data fields of the records could be treated as resources

or lockable units. This can mean that literally millions of
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resources potentially <could be 1locked. The problem of
resource allocation from within a data base is rmore
difficult than allocation of other system resources.

The above problems and the nature of data give severe
limitations to the traditicnal solutions used by operating
systems for rescurce allocation. The limitations for some
of these solutions .in a data base ([BAYR75], [BAYR76],
[EVER74]) are outlined below.

~ Presequence processes: Processes that are competing
for resources are presequenced so that conflict does not
develop bétween them. This can be done by a DBMS when it is
known in advance what resources will be needed. Often there
is a lot of data that has the potential of being used by a
given process, If it is all locked for the duration of the
job, concurrency is severely 1limited. Thé potential of a
large amount of data being accessed by a given process is
partly caused by the problem of interdependent locks. f

- Preempt Processes: Processes are not prevented from
causing deadlock. A mechanism 1is used to detect deadlock,
and to determine which process or processes should be backed
out, This procedure is <c¢onsiderably more complicated in a
data base because of the 1large number of resources. Also
the integrity of the data base must be maintained when
backing a process out which may be very difficult or even
impossible without terminating all processing and backing

out all potentially interacting processes.
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- Preorder all system resources: Resources are claimed
in*a predefined order. Often data does not have a natural
order. Processes may find it difficult to claim resources
in a predefined order especially when interdependent locks
and non-static resource categories are.involved.

- Preclaim needed resources: A process must claim all
needed resources before execution. If this 1is done in a
DBMS then it may reduce concurrency and modifications are
needed to increase concurrency. The inherent problems of
interdependent locks and increased complexity reduces the
potential concurrency.

- Deadlock prevention algorithms: These algorithms
sometimes can be modified for a DBMS. Preclaiming resources
can fall into this category as well as certain algorithms
which require the user to follow a certain preorder imposed
on the data base. Some of these algorithms are discussed
later.

The new techniques used to overcome the obstacles
created by concurrent access to a data base must deal with
the problems cutlined below. [GARD77]

- Lost updates: Updates made to the data base can be
lost when two processes are updating the same data item.
This can happen when a process reads a data item into its
own buffer and another process reads this same data item
intc another buffer before the first process has updated the

original copy. The first process then updates the original



page 7
value and the second process updates the original value too.
This allows the second process to overwrite the update of
the first process and consequently the first update is
permanently lost.

— Non-reproducible reads: This can happen when a
process reads a data item and later reads it again after the
item has been changed by another process.

- Identity confusion: The address or key of a data
item (record) is still in memory a short time after the
corresponding data item (record) has been deleted or moved.

The opposite condition can happen when a process
deletes a pointer immediately after another process has read
it. This other process may read invalid data because it
accesses free space under the assumption it is valid data
[BERN69] . |

This can also happen when there are two processes
accessing different records on the same page. Cne of the
processes may invoke a data compaction routine without any
regard for the other process [ASRT76]. This can cause the
other process to unknowingly access the wrong data.

- Inconsistent observation: A process computes and
outputs inconsistent data because, during the time interval
it is retrieving the data, anocther process changes some of
the data it has not yet retrieved. This process sees
several different states or a transiticnary state of the

data base.
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- Loss of consistency: a process modifies a
transitionary state of the data base so it is not possible
to back a process out to a consistent state without a

complete backup and restore.



Chapter 3

Data Base Access, Serial Schedules, and Integrity

In this section serialization will be examined as a
means of preserving integrity during concurrent access. A
dependency graph will be introduced to help study serialized
schedules. General approaches to 1lock protocols used to
insure integrity will be introduéed without very much regard
to the granularity or the size of the lockable units. Terms
will be defined which can be used on a wide range of
granularity sizes. Several levels of consistency for a data
base will be defined based on the amount of concurrent
access allowed between transactions operating on overlapping

sets of data.

3.1 Data Base Access and Serialization

When a user accesses a data base the user assumes that
all the data read or updated is not in a transitionary state

and does not contain contradicting information. Certain
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assertions or consistency constraints about the data are
assumed by the user even though they are not all at a
conscious level or defined by the DBMS. If the data base
starts out consistent then it is not necessary for the
consistency constraints to be defined provided every user
sees a snapshot view of the data base and is constrained in
interacting with it in a manner that will not create
inconsistencies. These requirements must be implemented by
an operating system or DBMS that can oversee the users.

This overseer function assumes each user maintains
these assertions when accessing the data base alone and
therefore does not threaten the integrity of the data base.
A user's job may be broken up into separate sections that
maintain consistency when run alone. These groups of
actions that maintain consistency are called transactions
([ESWA74],[ESWA76]). It 1is not necessary and not always
possible for a transaction to keep a consistent state during
execution. As an example, suppose some money is transfered
from one bank account to another. The total amount of money
in both accounts before and after the transfer is the same.
This is the consistency constraint. However there is a time
when one account has been reduced and the other not
incremented. At this time the total amount of money in both
accounts is not equal to the initial or final total. This
is a necessary temporary inconsistency [ESWSA76]. During

this period of inconsistency, other users must be prevented
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from accessing these  accounts. This is usually done by a
locking mechanism in the DBMS.

When transactions are run one after the other or in a
serial manner the data base obviously has no incoﬁsistencies
due to concurrency, so0 a natural way of maintaining
consistency is to force the transactions to access the data
base in a manner that is equivalent to serial access.

The definitions that follow are defined for individual
entities but also apply to larger 1lockable units in this
context,

Formally ([ESWA74],[ESWA76]), a transaction T 1is a
sequence

T = ({t,ai,ei)) for I =1 to N
where
t = transaction name
ai = the action performed by step i
el = the entity (data item or record) that action
ai operates on.

A schedule S ([ESWA74],[ESWA76]) taken from a set of

transactions T = (Tl,.scse...-,TN) is any sequence
S = ((ti,ai,ei)) for i =1 tom
Eor each 7§ = Ly wen s e sl
Tj = ((ti,ai,ei) € S | ti = tj) for i =1 to m.

Note that the order of the actions within each

transaction is preserved. Also note that the length of M is

the sum of all the n lengths from the transactions.
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If a transaction does not access any data items
accessed by another transaction there is no need to be
concerned about the transactions being run concurrently.
When two transactions have data in common, each transaction
should see either all the <changes made by the other
transaction or none. This is the same as running them
serially. A dependency relation between transactions
[ESWA76] shows the order the transactions, with overlapping
sets of entities, are performed. Formally this dependency
relation, caused by schedule S, 1is a ternary relation on
TXExT, and is defined by (Tl,e,T2) Dep(S) iff for some i<j

S = (eeeer(Tl,aise)reeee,(T2,aj,e)

and there is no k such that i<k<j and ek=e
where

T is the set of all transactions in S

E is the set of all entities

e denotes a member of set E.

If a schedule has entity e accessed by more then one
transaction the order of these actions on entity e is given
by the dependency relation. If there are no dependency
relations then the transactions' data sets are disjoint and
any schedule obviously gives results equal to the results of
a serial schedule. Two schedules are said £o be equivalent
if their dependency relations are the same [ESWA76]. If the
dependency relation of a schedule 1is the same as the

dependency relation of a serial schedule then the schedule
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is said to be equivalent to a serial schedule or serialized
[ESWATG] .

Different serialized schedules give different final
results and consequently have different dependency relations
reflecting this. As an example, a transaction Tl may give a
5% cost of 1living raise to all employees. Another
transaction T2 may give certain employeés merit raises. The
question of whether the merit raise should be included in
the cost of living raise 1is for management to decide. But
the DBMS or the operating system must produce a schedule
with reproducible results and maintain some specified level
of integrity when these transactions are run concurrently.
Hawley et al [HAWL75] believes these processes should be
executed with an arbitrary serial schedule. If the merit
raise is given before the cost of living raise the payroll
is different then if the cost of 1living raise is given
before the merit raise. Obviously different serialized
schedules will produce different results.

Schlageter [SCHL78] defines a schedule as equivalent to
a serial schedule differently than Eswaran [ESWA76]. He
requires an eguivalent schedule's final output to the data
base to be equal to the final output of a serial schedule
and the output of each transaction to be equal to the output
of the corresponding transacticn in the serial schedule.
Note that in this definition it is possible for the order of

actions within a transaction not to be preserved and for
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transactions to be intermixed in a nonserial way when there
are commutative actions. However he only considers
schedules that are equivalent to serial schedules without
commutativity for simplicity. It would be very difficult to
implement a system that checks for commutative operations
and still insures serialized schedules.

A reduced dependency graph [SCHL78] is quite helpful in
determining if a schedule is serialized and for studving
serialization. Actions involving the same entity are
ordered such that one is performed before the other. A
conflict or < relation 1is defined by a schedule from
dependency relations. Ti < Tj is read Ti conflict Tj if the
dependency relation (Ti,e,Tj) € Dep(8) holds for i < j. A
dependency graph consists of a set of nodes each
representing the set of‘ entities used by a transaction.
There is an arc from node Tl to node T2 if there is a <
relation between them.

If all of the transacéions act on disjiont sets of
lockable units then there will be no arcs between nodes and
any schedule is serialized. An arc represents overlapping
sets of lockable units between transactions. If there is an
arc from Tl to T2 and then another arc from T2 to Tl then
the schedule is not serialized {[SCHL78],[SILB80]). For an
example, transaction Tl performed the action ¢f adding 10 to
entity 'a'. Then T2 performed the action of multiplying

entity 'a' by 1.5. UOp to this point the schedule can be
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viewed as being serialized. But when Tl acts again on
entity 'a' it does not generally have the same value after
Tl's first action. This 1is obviously not a serialized
schedule. The schedule and the dependency graph for the two

simple transactions in Figure 1 are given in Figure 2

below.

Ti T2
Tl

A1)
i

a+ 10 T1 a=a * 1,5
T12 a

a + 2
Figure 1.

Two Simple Transactions

Non-serialized

Schedule Dependency Graph
Tl1l <T1l>
T21 . .
T12 . . ®
T21 £ M1Z . . Il < 21
<T2>
Figure 2.

The Dependency Graph of a Simple Non-serial Schedule
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A transaction is well-formed if any entity that is
locked is not released until a lock is never needed again on
that entity by this transaction. Formally a transaction 1is
well-formed [ESWA74,ESWA76]
if for any step i = 1l,.00ee¢

ai = lock entity e

then for j 1 kb6 1-1

aj not = lock e
and if ai not = lock then
for some j 1<j<i
ai = lock e
and for the last step n of schedule S
an = unlock e(n)

The above discussion did not take into account
different kinds of actions performed on entities. If a
transaction only reads certain entities there is no reason
why another transaction can not read them too. Two actions
operating on the same entity or data set are said to be in
conflict if at 1least one of the actions is modifying the
entity [SCHL78]. The relation < can now be weakened to only
those dependencies involving a conflict by this new
definition. A 1less restrictive dependency graph can be
drawn using this new < relation.

Integrity in a weak sense (IWS) is defined [SCHL78]
such that for any pair of transactions, Tl and T2, where Tl

< T2 then T2 is not < Tl, This is the same as if there are
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no cycles betweern any two nodes. IWS does not guarantee
that a schedule is serialized [SCHL78]. To see this
consider the three transactions in Figure 3 executing with

the arbitrary schedule given in Figure 4.

Tl T2 T3
B=B+1 C=C * 2 E=E* 2
C=C+ 2 D=D-1 F=F+1
A=A%*2 E=E+1 A=2A+1

Figure 3.

Three Arbitrary Transactions
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Schedule 1
T11l B=B+1
Ti2 C=C+ 2
T21 C=C*2
T22 D=D-1
T23 E=E+1
T31 E=E* 2
T32 F=F+1
733 A=A+1
T13 A=A*2

Figure 4.

An Arbitrary Schedule

For The Three Transaction in Figure 3

To see the problem when executing according to schedule
1, suppose transaction Tl starts to execute with A =1, B =
2, and C = 3. The problem appears when the schedule gets
down to executing the last acticn A = A * 2 because the
value of 'A' is '2' due to step T33. This is not the
orignal value of 'A' at the beginning of transaction 1.
This schedule would cause Tl to output information based on
a transitionary state. Tl would not see a consistent data
base.

The dependency relations for schedule 1 are then:

Tl12 < T21 ¢ is passed to T21 from Tl2 without any
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other actions performed on it.

T23 < T31 e is passed to T31 from
other actions performed
T33 < Tl13 a is passed to Tl1l3 from
other actions performed

This last action causes T1 to see a

T23 without any
on it.
T33 without any
on it.

view of the data

base that never existed all at one time. This inconsistency

causes the dependency graph to contain a circular chain of

dependencies or a cycle. The dependency graph is shown in

Figure 5 below.

am
T33 < T13... - | .2 < 721
<é3> <Té>
. 723 < T3 |
Figure 5.

The Dependency Graph

For the Arbitrary Schedule in Figure 4.

Integrity in the pure sense 1is insured when the

dependency graph contains no cycles at all. 1In this case
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the schedule is equivalent to a serial schedule.

One approach to locking mechanisms which can be used to
prevent transactions from causing inconéistencies is the
two-phased approach that was first used in a protocol by
Chamberlin [CHAM74] and analyzed by Eswaran [ESWA74]. The
first, or growing phase, requests all the needed locks on
the data Dbase. No data may be unlocked by the locking
transaction during this phase. If all the 1locks are
requested before the transaction begins execution, any
denied locks will cause this transaction to be delayed and
possibly to release all of the locks temporarily before
starting all over. If this phase does not request all of
the required locks before execution, there is a VPOSsibility
that the transaction will be denied a lock and will have to
start all over dﬁe to deadlock. In this case, any data
already changed by the transaction will have to be returned
to its original state to insure integrity.

The second, or shrinking phase, wherein no locks can be
requested, releases the locks. If locks have been released
on data already locked by another transaction, as is done in
some methods of detecting non-serialized schedules during
execution, then transactions that have locked data already
unlocked by this transaction have to be backed up sc that
inconsistent observations and updates do not occur. It is
better to release all the 1locks at the end of the

transaction so that other transactions can not lock them in
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the meantime. This is analogous tc locking all needed data
before a transaction begins execution. If the releasing
transaction has to be backed up for some reason (external to
the transaction generally) the transactions setting locks on
data already released have to be backed up also.

A two-phased and well-formed lock protocol, that 1locks
all entities accessed, insures that transactions completing
execution are integrity preserving [ESWA74, SCHL78]. Some
thought given to a two—-phased protocol on a dependency graph
will convince you. Everytime a new transaction tries to
lock data already locked by an executing transaction, it is
prevented from setting a lock until the transaction holding
the lock is completely finished with the data. The
transaction that is holding the lock will never reguest this
lock or any other lock once one lock has been released.
Therefore no cycle can ever be <created involving the
transaction holding all its locks. Each transaction will
hold all its locks before it finishes so that no transaction
can cause a cycle. The transactions are forced to execute
with a schedule equivalent to a serialized schedule.

It has been noticed ([CHAM74],[GARD76]) that when all
locks are claimed before execution, deadlock may occur only
before execution and that no integrity problems are created.
Both ([CHAM74],[GARD76]) give deadlock detection algorithms
designed for locking protocols claiming all required locks

ahead of time.



