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Abstract

Cybersecurity vulnerabilities are an ever-increasing threat to the current cybersecurity
landscape. It has been previously suggested that Twitter is a robust data source for gathering
Cyber Threat Intelligence data. This includes cyber vulnerabilities which can be retrieved
via their Common Vulnerabilities and Exposures (CVE) identifier. However, the culture of
post-disclosure vulnerability discussion is changing to sometimes include a "nickname”, or
a short name utilized instead of the CVE identifier. This trend poses a significant challenge
to the retrieval of CVE-relevant information as not all text includes the CVE identifier.

To address this challenge, a system was designed by utilizing an off-the-shelf machine
learning model to link tweets that do not explicitly mention a CVE Identifier to their cor-
responding CVE. The system was tested utilizing several datasets and metrics to determine
parameters required to obtain satisfactory performance with regards to retrieved information.
The results show that machine learning makes it possible to retrieve relevant information

corresponding to a specific CVE in the absence of the CVE identifier.



Table of Contents

List of Figures . . . . . . . . . . e vi
List of Tables . . . . . . . . . vii
Acknowledgements . . . . . . .. viii

Introduction . . . . . . .. 1
1.1 Motivation . . . . . . . . Lo 2
1.2 Background . . . . .. .. 3
1.2.1 CVE Record and Associated Metadata . . . . . . .. ... ... ... 3
1.2.2 Text Representations in Natural Language Processing . . . . . . . .. 3
Related Works . . . . . . . . 7
Experimental Setup . . . . . . ... 10
3.1 Research Questions . . . . . . . . . ... 10
3.2 Datasets . . . . . .. 11
3.2.1 Multi-Month "CVE-" dataset . . . ... ... ... ... ....... 11
3.2.2 ProxyNotShell dataset . . . . . .. ... ... ... ... ... ... . 13
3.2.3 CyberTweets Dataset . . . . . . . . .. ... ... ... ... ... .. 14
System Design . . . . . .. Lo 15
4.1 Pre-Processing . . . . . .. 16
4.2  Text Embeddings and Semantic Search . . . . . .. ... ... ... ... .. 18
System Evaluation and Results . . . . . . . .. ... ... L. 19

v



5.1 RQI1 Experiment . . . . . . . . ... 19

5.2 RQ2 Experiment . . . . . . . . ... 21
5.3 RQ3 Experiment . . . . . . . ... 23
5.3.1 Balanced Accuracy . . . . . . .. ... 23

5.3.2 Precision . . . . . . .. 24

5.3.3 Final Similarity Score . . . . . . .. .. ... oo 26

54 Real-World Results . . . . . .. . .. 28

6 Conclusion . . . . . . . . . e 30
A Real-World Test Results . . . . . . .. .. . 40



3.1

4.1

5.1
5.2
5.3
5.4
5.5

List of Figures

CVE Tweet Timeline . . . . . . .. .. . . 12
System Diagram . . . . . . .. ..o 16
Recall Rate Variation with Similarity Score . . . . . . . . . .. ... .. ... 21
True Negative Rate Variation with Similarity Score . . . . . .. . ... ... 22
Variation of Balanced Accuracy with Similarity Score . . . . . . . . . .. .. 23
Precision Variation with Similarity Score . . . . . . . . .. ... .. ... .. 26
F1 Variation with Similarity Score . . . . . . . . . . .. ... ... ... ... 27

vi



3.1
3.2
3.3

5.1
5.2
5.3
5.4
5.5

List of Tables

Number of Tweets Collected Per Term . . . . . ... ... ... ... .... 13
CyberTweets Relevance Statistics . . . . . . . . . . ... ... ... ..... 14
CyberTweets Annotation Statistics . . . . . . . . ... ... .. ... .... 14
Balanced Accuracy . . . . . . . ... 24
Precision using CyberTweets Dataset . . . . . . . .. ... ... ... .... 25
Final Similarity Score Metrics . . . . . . . . . ... oL 27
Highlighted Real-World Results . . . . . ... ... ... ... ... ..... 28
CVE-2022-40133 Problematic Tweets . . . . . . . . . ... .. ... .. ... 29

vil



Acknowledgments

First and foremost, I would like to thank my advisor Dr. Doina Caragea for her advice
and support throughout this process and pushing me forward to be able to complete this
degree. I would also like to thank Dr. Brad Potteiger for his support, patience, and guidance
throughout the project. Alongside that, I would also like to thank Dr. Eugene Vasserman
for his support and guidance especially throughout the editing process. I would also like to
thank my friends and mentors who pushed me to continue forward down this path and the
technical and non-technical guidance along the way. Finally I would like to thank my family

for their continued support and motivation.

viii



Chapter 1

Introduction

Cybersecurity threats are ever-increasing and in-the-wild zero-days, or vulnerabilities that
are exploited before they are known to the vendor, continue to be a threat [1, 2]. However,
alongside the threat of unknown vulnerabilities, known vulnerabilities continue to be a per-
sistent issue within the cybersecurity community as suggested by the existence and volume
of vulnerabilities listed within the Cybersecurity Infrastructure Security Agency’s Known
Exploited Vulnerability catalog [3]. These are vulnerabilities that are known to be either
currently or previously under active exploitation alongside a federally-mandated remediation
time frame [4]. Although in-the-wild zero-day vulnerabilities are interesting to researchers,
post-disclosure is actually when a majority of the exploitation occurs [5].

Twitter! has historically been the de facto “town square” for the cybersecurity com-
munity with offensive security researchers, defensive security practitioners and many more
interacting with one another in real-time via short text format [6]. These conversations can
be gathered as Cyber Threat Intelligence [7]. As shown by Horawalavithana et al. [8], many
vulnerabilities that are discussed on Twitter utilize the common identifier from the National
Institute of Standards and Technology’s Common Vulnerability and Exposures database [9].
The format of this identifier is CVE-YYYY-IdNum.

Despite the value of this data source and the discussions around it, the literature to date

! Although rebranded as X, https://www.cbsnews.com/news/twitter-rebrand-x-name-change-elon-musk-
what-it-means/, this paper shall refer to posts as Tweets and the platform as Twitter



has been limited regarding systems that correlate tweets or other short pieces of text to a
specific relevant CVE in the absence of the identifier being mentioned in the text. Highlighted
in Chapter 2 are efforts by many to design systems to leverage Twitter for vulnerability
discussion, however, these systems either generalize the categorization of tweets (instead of
categorizing down to specific vulnerabilities) or only leverage tweets that mention the CVE
identifier. To fill this gap we evaluated whether text embeddings built with an off-the-shelf
transformer-based model could be used to correctly correlate tweets to specific vulnerabilities.
Our overall contribution is the proof that off-the shelf models can be used to retrieve relevant

information corresponding to a specific CVE in the absence of the CVE identifier.

1.1 Motivation

Despite the standardization of vulnerability identification, some vulnerabilities can become
so well known that the identifier number is no longer used and a short name, or nickname, is
used when discussing the vulnerability, mitigations, and mitigation bypasses. An example is
the December 2021 security event originating with CVE-2021-44228, a remote code execution
vulnerability in a Java logging library called Log4j[10]. As it became popular and was dis-
cussed on Twitter it was often referred to as Log4Shell[11]. There are several other examples
of this nicknaming behavior [12, 13]. Within this work specifically the ProxyNotShell attack
chain consisting of CVE-2022-41040 and CVE-2022-41082 which results in an authenticated
remote code execution attack on Microsoft Exchange servers [14], is highlighted and included
as the primary focus of one of the datasets within this paper.

With the trend of utilizing non-standard identifiers to discuss particularly impactful vul-
nerabilities, it becomes difficult to collect data surrounding discussions of particular vulner-
abilities and correlate the posts to the correct vulnerabilities. Alongside this, there is little
literature showing whether these vulnerability discussions are unique enough to be able to
correlate a specific CVE to the correct Tweet utilizing Natural Language Processing (NLP)

if the CVE identifier is not directly mentioned in the post.



1.2 Background

Within this section we provide a general overview of CVEs and their associated metadata

as well as cover certain high-level aspects of NLP and text embeddings.

1.2.1 CVE Record and Associated Metadata

The CVE program, which is a partnership across multiple CVE Numbering Authorities, iden-
tifies, defines, and catalogs publicly disclosed vulnerabilities. These partners help publish
CVE records to assist in creating a common identifier for discussions of specific vulnerabili-
ties [15]. NIST utilizes these records and further enriches them with a variety of additional
sources to aid defenders in understanding the impact and scope of a vulnerability. This col-
lection of the CVE records and enrichments is called the National Vulnerability Database or
NVD. Some highlighted enrichments are the Common Vulnerability Scoring System (CVSS)
and Common Platform Enumeration (CPE) [16]. The CPE identifier is "a standardized
method of describing and identifying classes of applications, operating systems, and hard-
ware devices” [17]. The NVD maps these CPEs within the CVE records in order to provide

a way to programmatically determine what software is impacted by a specific vulnerabilit
y prog y p y b y

9].

1.2.2 Text Representations in Natural Language Processing

The field of Natural Language Processing (NLP) is a sub-area of artificial intelligence that
focuses on enabling computers to understand and process human language. To enable this
understanding, words and documents need to be represented as vectors in high-dimensional
spaces. By using vector representations, the task of determining the similarity of two words
or pieces of text is reduced to determining the cosine of the angle between the representation’s
vectors. This cosine calculation is often referred to as cosine similarity Vajjala et al. [18,

chap. 3]. We begin with a high-level explanation of how text can be represented as vectors.



Traditional word and document representations

An initial approach for text representation for the purposes of NLP is to treat text as a
"bag-of-words” with the unrealistic assumption that the order of words in a text does not
matter. Using the bag-of-words assumption, a word, or term, is represented using the one-
hot encoding in a high-dimensional vector space, which is often referred to as an embedding
or encoding space. Specifically, each term is represented as a vector with as many dimensions
as the number of terms in the vocabulary (i.e., the set of all words in the collection). In
this vector all dimensions are zero, except the one corresponding to the position of the
represented term in the vocabulary without any reference to the order it occurred. It should
be noted that with one-hot encoding every two terms are independent (as the corresponding
vectors are orthogonal). Furthermore, with the ”bag-of-words” representation a document
can also be represented as a vector with as many dimensions as the number of terms in
the vocabulary. Each position is either zero or one depending on the corresponding term
appearing or not appearing in that particular document, which is referred to as the binary
representation of a document Vajjala et al. [18, chap. 3]. A better approach is to utilize the
count of each term within a document to account for more frequent terms.

This representation of a document with the count of terms, however, over-emphasizes
common terms (e.g., and, the, that, etc.) that occur often within the language when com-
puting the similarity score. As an attempt to resolve this over-emphasis of frequent terms,
Term Frequency-Inverse Document Frequency or TF-IDF can be used. This approach takes
the initial vector representation utilized in the count approach and divides that by the num-
ber of documents containing the term, thereby increasing the weighting of rarer terms. This
is much more flexible than the count approach and allows for the cosine similarity score to
be higher for pairs of documents that share more unique terms. One major disadvantage of
the previous document representations relates to the sparsity of the representations as only
a small number of terms will appear in a document as compared to the size of the whole

collection vocabulary Vajjala et al. [18, chap. 3].



Modern word and document representations

As the NLP field continued to develop, some key approaches arose to build more advanced
distributed representations (i.e., more compact, dense representations where most of the di-
mensions are non-zero real numbers). Word2vec [19] is a term representation approach which
utilized machine learning (specifically, neural networks) to train a model that could efficiently
encompass millions of terms into distributed representations referred as embeddings. The
word2vec representation allowed for better mapping of the relationships between terms (as
compared to the one-hot term representations that cannot capture any term relationships).
Text representations such as word2vec were further extended to document representations.
For example, doc2vec [20], took the improvements of word2vec and built functionality to
where vector representations could be built for documents of any length.

A more recent and better document representation can be obtained with deep learning
transformer-based models. An example of such models is BERT, or Bidirectional Encoder
Representations from Transformers [21]. The improvements of BERT were made possi-
ble through advancements in deep learning, specifically the Transformers[22] architecture.
Transformers improved the speed of self-supervised training for representation learning. This
architecture was utilized by BERT to efficiently learn robust representations that can be used
for a variety of NLP tasks [21].

More specifically, the initial BERT model was pre-trained on a large corpus of un-
annotated text, one of which being Wikipedia, using two self-supervised learning tasks:
masked word prediction, or where random words in a text were masked and the model was
trained to predict them from the context, and next sentence prediction, or where the model
was trained to predict if two given sentences are related or not, [21]. BERT also was novel
due to its bidirectional mapping, where words both before and after a masked word (i.e.,
its whole context) are used to predict the masked word during training. This was novel at
the time [23], as other leading algorithms were either unidirectional, such as the initial GPT
model by OpenAl, or only shallow bidirectional recurrent neural networks, such as ELMo .

BERT was further improved by SBERT, or Sentence-BERT [24]. This improvement



was built to enable large-scale semantic similarity comparison, clustering, and information
retrieval. To conduct the similarity comparison they specifically used the cosine similarity
metric to enable the comparison to happen at scale. Within this thesis, an SBERT model all-
MiniLM-L6-v2 [25] was utilized in an off-the-shelf capacity. It was originally pre-trained on
multiple question and answering pairs, Reddit comments, several Stack Exchange datasets,

as well as the CodeSearch dataset [26].



Chapter 2

Related Works

Within this section we review several approaches to leverage Twitter data for Cyber Threat
Intelligence or CTL.

The work of Alves et al. suggests that Twitter can be a rich source of information on
known vulnerabilities in real time [6]. They also highlighted a small subset of CVEs within
their collection that were published on Twitter before other sources including the NVD. This
discussion of vulnerabilities can be considered CTI. While Rahman et al. listed multiple
potential definitions of CTI within their survey, the definition we will be using is ”any
cybersecurity-relevant information ... that aids in predicting, preventing, or defending an
attack, shortening the window between compromise and detection, and helping to clarify the
risk landscape” [7].

When looking initially at papers utilizing Twitter as a source for vulnerability CTT discus-
sion there were a few overarching themes. Several attempted to predict the point at which
a vulnerability is publicly exploited [27-30]. However, these papers only utilized Twitter
data that directly mentioned a CVE identifier. Additional papers attempted to start with
a larger aperture in their collection procedures for Twitter data, however, these approaches
simply categorized the conversations into generic categories (for example DDoS, Vulnerabil-
ity, etc.) [31-33] or generically whether or not a Tweet is indicative of a cybersecurity event

[34]. Trabelsi et al. clustered based on keywords [35], however, their focus was on zero-day



vulnerabilities, and not whether a Tweet was related to a CVE.

Rahman et al. conducted a survey surrounding various approaches to extract CTI from
text [7]. They highlight how others have built various systems to collect, analyze, and aggre-
gate CTI data. By delving deeper into the papers referenced that utilize Twitter from their
categories of C'T'I Relevance Classification, Cyberthreat Fvent Identification, Cyberthreat Rel-
evant Word Topic Identification, and Vulnerability Information Extraction it was determined
that while much work has gone into Tweet classification for cyber threats, the works rele-
vant to this paper can be categorized into several approaches. Some papers only determined
whether a Tweet is relevant to the topic at hand of cyber threat intelligence [36-38]. Others
used specific user-created keywords or generic topics to categorize [29, 39]. Some started to
attempt to cluster Tweets in some capacity via automated means[40]. However, these au-
tomated clustering systems required training and the categorizations were based purely on
the clustering algorithms. Some went a step beyond categorization and started enriching the
data. Some simply added Named Entity Recognition [41] to extract named entities, while
others extracted Indicators of Compromise from the cluster [42]. Within this survey there
were other papers that did not fit in one of the aforementioned categories. One expanded the
keywords collected [43] from Twitter. Another utilized a novelty classifier for alerting [44].
Yet another alerted on a new unknown word [45] with the presumption that an unknown
word was some sort of new threat discussion.

To the best of our knowledge there is very little literature reflecting the use of BERT
or SBERT with cybersecurity Twitter data. One of the few papers found is by lorga et al.
where they outlined how BERT could be used to determine if a piece of text was relevant to
cybersecurity in general [46]. This work used a different data collection approach compared
to others, and mainly scraped Tweets from specific cybersecurity-relevant Twitter accounts
and utilized those Tweets to find and scrape blog posts and articles related to CTI. This
work evaluated both the scraped long-form text and the Tweets from the selected Twitter
accounts using a variety of methods, showing that BERT [21] can be leveraged to successfully
identify relevant text in both the short text form of Tweets, alongside longer text forms of

articles and papers. They only classified whether or not a Tweet or article was relevant



to cybersecurity, however, and used a custom-trained BERT model. They did note across
all approaches they noted the dataset was small enough they were encountering over-fitting
concerns. Another paper by Sumoto et al. showed how BERT could be used to label various

elements of descriptions of CVEs within the NVD [47].



Chapter 3

Experimental Setup

Within this chapter we outline the research questions this paper is trying to answer as well

as the datasets utilized to answer those questions.

3.1 Research Questions

The overall hypothesis within this paper is that modern ”Off the shelf” embeddings can be
used to represent cybersecurity Tweets and can be leveraged to correlate CVEs to relevant
Tweets that do not directly contain a CVE identifier. Given the outstanding results obtained
with BERT-like models we will use the pre-trained SBERT model all-MiniLM-L6-v2 to build
embeddings to represent the tweets. Furthermore, we will use cosine similarity to compare
tweets represented these embeddings as cosine is the go-to similarity metric in information

retrieval research. The following research questions narrow some aspects of experimentation:

RQ1 Are CVE-related discussions unique enough that Tweets not mentioning a CVE iden-

tifier can be linked to the corresponding relevant CVE?

RQ2 Are CVE-related discussions specific enough to ensure the system removes cybersecurity-

relevant data that is irrelevant to a given vulnerability?

RQ3 What cosine similarity score best balances both the potential for false positives and

false negatives when ran against a real-world dataset?

10



3.2 Datasets

To answer these research questions, three datasets are utilized. Two were collected for this
thesis by scraping Twitter utilizing specific terms and Twitter’s search functionality which

allows the specification of start and end dates and one was an existing research dataset.

3.2.1 Multi-Month "CVE-" dataset

This dataset was retroactively collected utilizing the term "CVE-" for a time span covering
approximately May through November 2022 in November of 2022. This allowed us to build a
historical dataset but any Tweets that were deleted before our data collection are not present
in this dataset. The dataset was then filtered to remove Tweets which did not contain a
CVE-ID within the body of the Tweet. The Tweets were then tagged with that CVE-ID.
This overall process resulted in a dataset of 18,982 Tweets from 1893 unique usernames.
Another characteristic of the Twitter CVE discussions is the “burstiness” of the activity,
or how quickly a CVE becomes relevant and activity dies off. Figure 3.1 shows cumulative
Tweet activity per day for each CVE. The first few days are commonly the most active and

then after about a week the activity typically decreases.

11
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Figure 3.1: Timeline of Cumulative Tweets per CVE
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3.2.2 ProxyNotShell dataset

One goal of this study was to conduct a near-real world test with a popular CVE which had
a short name or nickname. During the early course of this research a set of two CVEs, CVE-
2022-41040 and CVE-2022-41082, which when combined result in authenticated remote
code execution on a Microsoft Exchange server. These two vulnerabilities were nicknamed
"ProxyNotShell”. The initial blog post using the nickname alongside a discussion of the
vulnerability was published on September 29th, 2022 [48]. Microsoft’s Security Response
Center published the two CVEs alongside mitigations one day later, on September 30th,
2022 [49, 50].

The first part of the dataset was collected on October 3rd, 2022 and retroactively cov-
ered all partial Tweets from the previous week. This initial collection utilized the following

43 29 13 7

terms: “microsoft”, “poc”, “cve-” | “rce”, “exchange

W

proxyshell”, “proxynotshell”. We
later enhanced the dataset, collecting additional discussion using the subset of terms “Prox-
yNotShell” and "CVE-" on October 12th, 2022 to cover all public Tweets from October 3rd
through the 12th.

Table 3.1 shows the total number of Tweets collected for each term. After deduplication

using Twitter’s unique identifiers, the dataset includes 120,815 unique Tweets.

Table 3.1: Number of Tweets Collected Per Term

Ingestion Term || Count
microsoft 61,092
poc 31,803
cve- 24,080
rce 2,429
exchange 1,031
proxynotshell 661
proxyshell 245
Unique Total || 120,815

13



3.2.3 CyberTweets Dataset

We also use the CyberTweets dataset —a Twitter dataset containing a variety of cybersecurity
relevant Tweets by Behzadan et al. [51]. This dataset was selected because it was already
annotated and contained the body of the Tweet text itself. The dataset also contained
annotated irrelevant data as well as cybersecurity marketing text that contains technical
cybersecurity terms that are not relevant to vulnerabilities. We used these features to test
our system for precision as well as a small-scale real world test. Tables 3.2 and 3.3 illustrate

the annotation in the CyberTweets corpus.

Table 3.2: CyberTweets Relevance Statistics
Count | Percentage
Business 2411 11.28%

Irrelevant || 6708 31.39%

Threat 8347 39.06%
Unknown 70 0.33%
Unlabeled || 3832 17.93%
Total 21368 100.00

Table 3.3: CyberTweets Annotation Statistics

Count | Percentage

Oday 733 3.43%

all 7 0.03%
botnet 702 3.29%
ddos 2248 10.52%
general 6946 32.51 %
leak 139 0.65 %
ransomware || 3196 14.96%
vulnerability || 7397 34.62%

14



Chapter 4

System Design

The overall system design is as follows: Tweets are separated into a collection of those
that conyain a CVE Identifier (tagged) and those that do not (untagged). Both the tagged
and untagged subsets are then pre-processed as outlined in Section 4.1. The tagged subset
of processed Tweets is then stored as a collection of embeddings and associated metadata,
which icludes the original Tweet(s) and any CVEs mentioned in the Tweet(s). The untagged
subset of processed Tweets then is iterated through and an embedding is created for each
individual Tweet. Semantic search, using cosine similarity to determine the similarity score,
is then utilized to determine the highest matching Tweet. The found CVE-tagged Tweet and
associated metadata, original Tweet and associated metadata, and similarity score provided
by the semantic search are then stored for further evaluation. This process is illustrated in

Figure 4.1.
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Figure 4.1: System Diagram
4.1 Pre-Processing

The data from Twitter needs to be pre-processed. The Tweets included things such as URLs
and hashtags which are not reflected well in embedding spaces. It was also common to see
in the dataset a Tweet of simply a URL, a CVE, and a few basic hashtags which do not
add a lot of text to build an understanding from. Alongside this, we did not want duplicate
contents or scripted automated accounts to bias the training data, therefore, the following

pre-processing steps were taken for all T'weets:

1. Duplicate Tweets are dropped by ensuring uniqueness between the Twitter-provided

16



ID and the Tweet contents.
2. any CVE identifiers are extracted via regular expression
3. All Emoji are stripped from the text.

4. Non-English Tweets are naively removed by ensuring Tweets contents are all ASCII

characters.

5. Hashtags (single strings containing one or multiple words preceded by a ”#” used to

tag Tweets by posters) and URLs are detected via regular expressions and removed.

For Tweets containing CVEs, additional pre-processing was completed prior to storing

the collection of CVE-tagged embeddings and associated metadata:

1. Tweets from high-volume accounts are removed

e These 25 accounts were determined by removing any account with more than
0.5%, or 94 Tweets within the Multi-Month Dataset 3.2.1, and were removed as
that volume of output indicated likely automated Tweets for whatever reason.
These 25 accounts contained nearly 90% of the total activity within the Multi-
Month Dataset.

2. Tweets that after the pre-processing only contained whitespace and a CVE Identifier

were removed

3. Content uniqueness was ensured by grouping based on uniqueness of the post-processed
text and all Tweets mapping to the same text were retained as associated metadata

to the embedding.

e This was done to ensure there was not an over-representation of the same exact

text within the tagged embeddings.

17



4.2 Text Embeddings and Semantic Search

After the data is pre-processed, the text then needs to be converted into text embeddings.
This process utilizes the sentence_transformers library [52] which implements SBERT. The
sentence_transformers library also has a utility which implements semantic search. This
function compares a single document against an embedding space of many documents and
retrieves the most similar embedding as determined by cosine similarity. The model used for
the embeddings was the ”all-MiniLM-L6-v2” model in the HuggingFace repository [25]. The
model was selected as it was trained on both technical datasets such as open-source code and
Stack Exchange and non-technical datasets such as Wikipedia and Reddit. There were others
that were trained on just programming language related text to prioritize programming
language identification and code generation [53, 54]. While ”all-mpnet-base-v2” [55] could
have been another option, it created much larger embeddings and results were promising
enough from the model selected others were not evaluated.

Within this project, the CVE-Tagged collection of processed Tweets is then embedded
and stored together. The processed text from untagged Tweets is then iteratively converted
into embeddings and the most similar tagged embedding is found using semantic search.

From this, a singular record is crafted consisting of three parts:

e Semantic Similarity value
e Un-Tagged Object (processed_text, original text, Tweet_id)

e Tagged Object (processed_text, List[original text, tagged_cves, Tweet _id))

Chapter 5 outlines how this system was used.

18



Chapter 5

System Evaluation and Results

In this Chapter the results of the experiment are outlined.

5.1 RQ1 Experiment

To answer RQ1, (Are CVE-related discussions unique enough that Tweets not mentioning
a CVE identifier can be linked to the corresponding relevant CVEs) the metric of Recall, or
sensitivity, is utilized. This metric was chosen as it can help determine how much actually
relevant data in the absolutely ideal case (everything has a known mapping) is removed at
each similarity score.

The formula for this metric is:

TruePositive

Il =
recd FalseNegative + TruePositive

. The experiment performed to answer RQ1 used the the Multi-Month CVE- dataset from
Section 3.2.1 is used. The dataset was fed through the Pre-Processing steps for CVE-Tagged
data outlined in Section 4.1.

After that initial pre-processing, each individually processed Tweet record is duplicated
into a record for each CVE mentioned in the original text prior to pre-processing. Each CVE

with 10 or more records is retained. The threshold of 10 was selected to ensure that each
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CVE had enough coverage for that CVE to be detected by the system. These records are
then split 60% Train, 40% test on a per-CVE basis into CVE-Tagged and Untagged data.
The Untagged data is then processed additionally to remove all CVEs directly mentioned in
the Tweet, but the mention is retained as additional metadata not provided to the part of
the system outlined in Section 4.2. After all tagged Tweets have passed through the system
the results are analyzed.

The following was used as the logic to analyze the match as we wanted to check if the
system was potentially not mapping the exactly correct CVE but was in fact mapping a
CVE that was related to the correct CVE. The following describes how these matches were

determined.

e L0 Match: A Match at this level occurs if at least 1 of the CVEs originally in the
"Untagged” record is mentioned in the list of CVEs corresponding to the Tagged

record.
e L1 Match: A match at this level occurs if one of the following statements is true:

1. At least one of the CVEs in the "Untagged” record is mentioned in the NVD
description of one of the CVEs mentioned in the retrieved Tagged record. This
often occurs if a CVE is extremely similar in description to another and the NVD

description has to clarify that two CVEs are not identical. An example of this is

CVE-2021-34473 [56).

2. At least one of the CVEs in the ”Untagged” record is mentioned alongside a
URL that is also mentioned alongside one of the CVEs mentioned in the retrieved

Tagged record.

3. An L0 Match occurred
e L2 Match: A Match at this level occurs if one of the following statements is true:

1. At least one of the CVEs in the ” Untagged” record shares a partial CPE containing
the vendor and product fields within the CPE with one of the CVEs mentioned

in the retrieved Tagged record.
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2. An L1 Match occurred.

The Recall rate analysis utilizing these categories is illustrated in Figure 5.1. This graph
illustrates that this system can make the correct correlation between an untagged and CVE-
tagged piece of text. This also illustrates how the similarity score is inversely related to the

recall rate as well as how as the similarity score increases, the matching tiers converge.

100%

Match Level
— Level 0 Match
Level 1 Match

80% —— Level 2 Match

60%

Recall

40%

20%

0%
0%

20% 40% 60% 80% 100%

Similarity Score

Figure 5.1: Variation of Recall rate with similarity score using Multi-Month C'VE dataset

5.2 RQ2 Experiment

To answer RQ2, (Are CVE-related discussions specific enough to ensure the system removes
cybersecurity-relevant data that is irrelevant to a given vulnerability?), the True Negative

Rate, or specificity, is used. This metric was chosen as it can be used to check whether data
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that should be removed is removed at each similarity score. The formula for this metric is:

TrueN '
TNR ruelNegative

~ FalsePositive + TrueNegative

This experiment was performed using the CyberTweets dataset described in Section 3.2.3
is used. The Tweets from the dataset found to contain at least one CVE Identifier are pre-
processed as part of the CVE-Tagged collection. Any Tweets marked in the pre-annotated
dataset as ”irrelevant” were fed into the system as the untagged subset. As this dataset
was built to classify Tweets about Cyber Threat Indicators (of which vulnerabilities are a
subset of) any Tweets tagged as ”Irrelevant” were presumed to be not at all related to Cyber
Threat Indicators but likely about cybersecurity-adjacent topics and thus a true negative for
calculation purposes.

As illustrated in Figure 5.2, as the similarity score increases, the number of true negatives
removed also increase showing that with the correct similarity score, the system can properly

remove cybersecurity-relevant but CVE-Irrelevant data.

100%

80%

60%

40%

True Negative Rate

20%

0%
0% 20% 40% 60% 80% 100%

Similarity Score

Figure 5.2: Variation of True Negative Rate with similarity score using subset of Cyber-
Tweets dataset
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5.3 RQ3 Experiment

To answer RQ3, (What cosine similarity score best balances both the potential for false
positives and false negatives when ran against a real-world dataset?), we need to determine

a final similarity score.

5.3.1 Balanced Accuracy

To start with, we needed to determine the cutoff point for manual annotation for the next
experiment to determine the precision. An easy metric to do so is called Balanced Accuracy,
a metric that represents the average of the previous two metrics calculated. This allows for

a basic weighting between the two other metrics and the formula is as follows:

TNR+ Recall
2

Balanced Accuracy =

100%

80%

60%

40%

Balanced Accuracy

20%

0%
0% 20% 40% 60% 80% 100%

Similarity Score

Figure 5.3: Variation of Balanced Accuracy with similarity score using TNR and Recall
data
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5.3.2 Precision

By selecting similarity scores based on the Balanced Accuracy metric, we have a cut off point
for manual annotation when conducting a real-world test with the CyberTweets dataset as
described in Section 3.2.3. As that dataset was designed to determine if a Tweet was relevant
to cybersecurity, not whether not a T'weet was relevant to a specific vulnerability, this requires
manual annotation after the system is ran. A cutoff point was established as the original
dataset consisted of over 15,000 Tweets and a reduction in the amount of manual annotation
to be completed would be greatly beneficial. A selected number of balanced accuracy values

are shown in Table 5.1.

Table 5.1: Balanced Accuracy

‘ Similarity H Balanced Accuracy ‘

0.40 85.20%
0.45 88.05%
0.50 90.74%
0.55 90.47%
0.60 89.89%
0.65 87.87%
0.70 83.39%
0.75 78.40%

As can be shown in Table 5.1m the Balanced Accuracy using similarity scores of of
55% and 50% are within .03% of each other. With this close Balanced Accuracy score and
the prioritization to reduce manual annotation, it was decided that the dataset would be
annotated through the 55% similarity score, and the Tweets within the range of 50% <
x < 55% would only be annotated if precision was trending upwards. A single annotator
evaluated the full text prior to pre-processing and full URLs of any links in the T'weets for
each match to determine the correctness of the match.

To conduct this experiment the T'weets containing a CVE Identifier were included as the
CVE-Tagged subset and the remaining Tweets in the CyberTweets dataset were included as
the Untagged subset.
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After annotation, Precision was calculated using the following formula:

. TruePositive
Precision =

FalsePositive + TruePositive

The precision rate is outlined in Table 5.2 in 5% increments of the similarity score and the full
graph of precision values is illustrated in Figure 5.4. This illustrates how quickly precision
fell between the similarity score thresholds of 60% and 55% and as such, any matches with

similarity scores below 55% were not annotated.

Table 5.2: Precision using CyberTweets Dataset

Similarity || Precision

0.55 35.75%
0.60 59.96%
0.65 74.78%
0.70 88.07%
0.75 96.62%
0.80 97.48%

0.85 100.00%
0.90 100.00%
0.95 100.00%
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Figure 5.4: Variation of Precision with similarity score using CyberTweets dataset

5.3.3 Final Similarity Score

As this system now has a precision and a recall rate, an F-Score, or the Harmonic Mean of
Precision and Recall, can be calculated to determine the best possible similarity score. The

following formula was used:
Recall x Precision

"~ " Recall + Precision

1

and Figure 5.5 reflects the F-Scores of each similarity score when utilizing the L2 Recall

scores from Section 5.1.
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Figure 5.5: Variation of F1 with similarity score using Recall and Precision metrics

With all this testing, it is determined that the 70% similarity score is the best similarity
score to use for this system moving forward as it had the best F-Score of 76.09%, which

answers RQ3.

Table 5.3: All Metrics for 70% Similarity Score

Metric Percentage

Recall (L0, L1,& L2) 66.97%

TNR 99.92%

Balanced Accuracy 83.39%

Precision 88.07%

F1 76.09%

27



5.4 Real-World Results

While each of the individual metrics in Chapter 5 were important to answer the research
questions, they were also valuable in determining the final similarity score to run the system
against the real-world test dataset as outlined in Section 3.2.2. This dataset was tailored
specifically to collect the exemplar format of a CVE or set of CVEs, in this case CVE-2022-
41040 and CVE-2022-41082, becoming so popular they are referred to by nickname and not
CVE identifier, in this case ”ProxyNotShell”. This dataset started as as 120,815 Unique
Tweets, with 20% containing a CVE Identifier. Of those Tweets containing a CVE, there
were 4199 unique CVEs. After running the Tweets through the system, 998 new, unique
CVE-relevant pieces of text were found that were not previously tagged with a CVE.

These 998 unique pieces of text originated from 1679 Tweets. Within these Tweets, 1056
unique URLs were referenced. Of these 1056 URLSs, 40 overlapped with the original CVE-
Tagged data. However, the remaining 1016 URLs appeared to have a high number of URL
shorteners employed which can reduce the ability to determine the actual uniqueness of a
URL. With this, the URLs were un-shortened which resulted in 604 unique URLs within the
Tweets found to correlate to a CVE without being tagged, and 564 new URLs not mentioned
within the CVE-Tagged dataset. The table in Appendix A illustrates the full results of this
test and Table 5.4 illustrates some highlighted CVE results.

Table 5.4: Highlighted Real-World Results
New New New All

Processed | Twitter | Unique | Unique | Tagged | Tagged

CVE Contents IDs URLs | URLs | Tweets | URLs
CVE-2022-41040 688 1179 403 437 462 212
CVE-2022-41082 631 1084 378 410 428 209
CVE-2022-41033 200 381 136 145 48 27

As this data collection was specifically tailored towards CVE-2022-41040 and CVE-2022-

28



41082 it makes sense these CVEs would reflect a high level of enrichment in the Information
Environment. CVE-2022-41033, however, was an unexpected increase, as such, some addi-
tional evaluation was completed. CVE-2022-41033 is a privilege escalation vulnerability in
the Microsoft Windows COM+ Event System [57]. After further evaluation it was deter-
mined that this vulnerability received a high number of Tweet correlations due to a Securi-
tyWeek Article which had the headline of ”Microsoft Warns of New Zero-Day; No Fix Yet
for Exploited Exchange Server Flaws” [58] and listed CVE-2022-41033 first while covering
all the Microsoft patches released released on October 10th, 2022. Table 5.5 illustrates the

breakdown of these T'weets.

Table 5.5: CVE-2022-40133 Problematic Tweets

Twitter
IDs
Tweet Correlated
Microsoft Warns of New Zero-Day; No Fix Yet For Exploited Exchange 321
Server Flaws - (CVE-2022-41033)
SecurityWeek: Microsoft Warns of New Zero-Day; No Fix Yet For Exploited 52
Exchange Server Flaws - (CVE-2022-41033)
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Chapter 6

Conclusion

Overall, this work has demonstrated a system that correlates vulnerability related discussion
on Twitter to a specific vulnerability with a high degree of accuracy by leveraging pre-trained
SBERT models. Within this research and results there were a few limitations, however.
First of all, after the collection of this data the quality of Twitter as a CTI data source has
fallen dramatically[59]. Second, the manually annotated data was only annotated by a single
annotator which can result in mistakes in annotation and incorrect judgement calls. Another
limitation, more within the system design as a whole, is the behavior of the system when
a Tweet (whether by accident or malicious intent) is mentioned alongside the wrong CVE
as illustrated by CVE-2022-40133. Finally, the uniqueness of both contents and URLs is
handled rather naively. With these particular limitations in mind, there are some additional
areas of future work to evaluate.

The first few areas of future work could potentially be evaluated is as follows. First of
all, additional annotators can also be brought in within future work to reduce the single-
annotator risk. Additional embedding models could also be tested to see if better results
could be found via more advanced large language models. The uniqueness of contents could
also be handled in a much more advanced way by leveraging a similarity score that could
indicate a high degree of confidence that the text means the same thing. Alongside that,

instead of retrieving the exact most similar Untagged tweet, multiple CVE-Tagged tweets
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could be retrieved by similarity and an Untagged tweet could potentially be tagged only
when there is an overlap of at least n tweets that mention the same CVE.

Yet another area of improvement is working towards potentially leveraging additional
pieces of data from the NVD’s CVE record. With the acknowledgement that some additional
NVD enrichments are delayed from when a CVE is initially published, fields as they do
appear could be utilized to build additional confidence metrics. One particular idea could
utilize the vendor and product fields from the CPE field in a CVE record. By using Named
Entity Recognition, software Vendors and Product names could be detected in the text. If
these detected names from the text are listed as impacted by the NVD, the confidence in the
correlation could increase. This approach could also help reduce the incorrect correlation
of discussion surrounding generic attack vectors such as ”Cross Site Scripting” and ”SQL
Injection” to specific CVEs.

A larger area of future work could be evaluating where the Cybersecurity Twitter commu-
nity has moved to, and of those platforms which allow for data retrieval for research purposes.
The system as a whole is dynamic enough to not be constrained to just Tweet-sized contents
and as such platforms such as Reddit and others could be used for test datasets.

In conclusion, we have demonstrated that vulnerability related discussion, specifically
that on the platform of Twitter, is able to correlate with a high degree of accuracy discus-
sion surrounding a specific vulnerability without the vulnerability being mentioned in every
post by utilizing the embeddings from a generically trained SBERT model without any fine
tuning. This suggests that pre-trained transformer-based models could be used to correlate
many other text-based cyber threat intelligence datasets. Overall, this research illustrates
the ability to leverage transformer-based models to analyze larger corpora of discussions of

particular vulnerabilities.
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Appendix A

Real-World Test Results

New New New All
Unique | Twitter | Unique | Unique

CVE Contents IDs URLs | URLs
CVE-2022-41040 688 1179 403 437
CVE-2022-41082 631 1084 378 410
CVE-2022-41033 200 381 136 145
CVE-2022-41352 23 23 3 3
CVE-2022-40684 16 16 1 2
CVE-2022-3236 13 13 5 8
CVE-2022-36934 12 15 8 8
CVE-2022-27492 8 11 7 7
CVE-2019-15107 6 7 4 4
CVE-2022-35405 5 6 4 4
CVE-2022-36804 5 6 4 5
CVE-2007-4559 3 3 0 0

Continued on next page
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New New New All
Unique | Twitter | Unique | Unique
CVE Contents IDs URLs | URLs
CVE-2022-39197 3 3 1 1
CVE-2022-37975 3 3 0 1
CVE-2022-37994 3 3 0 1
CVE-2022-37993 3 3 0 1
CVE-2021-31207 2 2 0 0
CVE-2021-34473 2 2 0 0
CVE-2021-34523 2 2 0 0
CVE-2022-3332 2 2 0 0
CVE-2022-4108 2 2 1 1
CVE-2022-23960 2 2 1 1
CVE-2021-44228 2 2 1 1
CVE-2022-2294 1 1 0 0
CVE-2021-42847 1 1 0 0
CVE-2021-40444 1 1 0 0
CVE-2022-24086 1 1 0 0
CVE-2021-26857 1 1 0 0
CVE-2022-26134 1 1 0 0
CVE-2022-28219 1 1 0 0
CVE-2021-40164 1 1 0 0
CVE-2021-32471 1 1 0 0
CVE-2021-27065 1 1 0 0
CVE-2021-26858 1 1 0 0

Continued on next page
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New New New All
Unique | Twitter | Unique | Unique
CVE Contents IDs URLs | URLs
CVE-2022-40140 1 1 0 0
CVE-2021-26855 1 1 0 0
CVE-2020-5902 1 1 0 0
CVE-2019-19781 1 1 0 0
CVE-2019-11510 1 1 0 0
CVE-2016-1000027 1 1 0 0
CVE-2014-0160 1 1 0 0
CVE-2022-3307 1 1 0 0
CVE-2022-30190 1 5 0 0
CVE-2022-3309 1 1 0 0
CVE-2022-37969 1 1 0 0
CVE-2022-3349 1 1 0 0
CVE-2022-3311 1 1 0 0
CVE-2022-3318 1 1 0 0
CVE-2022-3314 1 1 0 0
CVE-2022-42724 1 1 0 0
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