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PREFACE

In the spring of 1982 I completed course CS-T25, Computer
Networks, with the assigned text 'COMPUTER NETWORKS' by Andrew
Tanenbaum. I found the text to be clear and easily understood,
but suffering from several problems.

The Tanenbaum text dis built around a discussion of the IS0
( International Standards Organization ) Reference Model for
computer networks. ' While I agree with the idea of using a
central reference when discussing the design of the various
networks currently in use, a problem arises because there are no
networks that truly follow the ISO model. The author does give
segments of Pascal code to illustrate portions of the model, but
no comprehensive overview is given.

Another problem is the order in which the layers of the ISO
model are presented. It is now generaly considered good style to
aproach problem analysis and program design in a 'top down'
menner. Tanenbaum chose, however, to start with the bottom
layers of the model and work his way to the top. This results in
students having to cope with such problems as error correcting
protocols before they even have an understanding of the essential
aspects of a computer network and the functions it is to
provide.

I believe that Per Brinch Hansen has shown us an excellent way
to teach a complex computer system with his SOLO operating system
[solo]. He wrote a simplified but operational version of a

single user operating system in a concurrent superset of Pascal,
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He used a highly structured design to separate the various
functions of the operating system and provided sufficient
docmentation to allow the students to modify the various
components of the program.

I intend to correct those problems mentioned above by
following Brinch Hansen's example and implementing & simple
pedagogical network (STERLING) based on the ISO model. I will
discuss the functions of the top four layers, design processes
that perform simple subsets of those functions, and implement the
designs in a language available at KSU. The report will not be
an in-depth study of the ISO model, networking in general, or the
13;1guage chosen ft-:r the implementation. Rather it should simply
be viewed as a general workbook and source of assigmments for a

course in computer networks.,

The goals of this project are as follows, to:

1. Provide a reference for teaching the ISO network reference
model by implementing a simple version in a language
available at KSU;

2. Provide 2 minimal subset of functions for the top four
layers of the IS0 model;

3. Design the layers for easy expansion and modification by
students;

4, Allow for the function of each layer to be examined
separately from other layers; and

5. Design for simplicity and clarity rather than efficiency

and robustness.
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CHAPTER 0

0.0: Motivations For Networks

Computers were originally expensive, monolithic machines of
limited capabilities. They were the nucleus of a small cluster
of terminals, printers, and other peripheral devices. Because of
the expense of the equipment, it was practical to devise methods
for remote facilities to communicate with a central computer
rather than purchasing additional equipment. This trend
continued with the linking together of large facilities, making
it easier to share both hardware and software resources. If one
location's facilities beca#e overloaded, part of the burden could
be shifted to a remote site. Users could also access proprietary
software developed at another location.

As the cost of equipment decreased it became cost effective to
install small computers at those remote sites that had none.
Data could be partially processed, and its volume greatly
reduced, before transmission to a central location for final
disposition. As computers became more specialized, small
computers were introduced which served as 'front end machines!',
freeing the large machines from trivial duties and allowing them
to concentrate their resources on those problems that they could
best solve. Some modern applications of computer networks follow

[1].

# Systems for corporate operations of many different types,
€eBey order entry  systenms, centralized purchasing,
distributed inventory control, insurance underwriting.

A



® Corporate information networks, marketing information,
customer information, product information.

% pAirline reservations, car rental, hotel booking,

% Electronic mail and message sending, two-way interchange of
messages.

% Electronic transfer of financial transactions between banks
and via checking clearing houses.

£ Consumer check and credit verification in stores and
restaurants, and 3in some cases consumer electronic fund
transfer; bank cash dispensers and customer terminals,

% Intercorporate networks. For example, a computer in one
firm transmits orders or invoices to another. Insurance
agents have insurance company terminals, possibly via a
shared network. Travel agents have terminals from airlines,
shipping lines, hotel chains, etec.

¥ Stock market information systems which permit searches for
stocks that meet & certain criteris, performance
comparisons, moving averages, and various forecasting
techniques, all using dialogues which employ graphiecs.

* Terminal systems for investment advice and management, tax
preparation, tax minimization [siec].

%* Home information services (Such as Prestel [British Post
Office], or any which use the home TV set)

0.1: An Approach To The Study Of Networks

Modern software engineering techniques stress the Top Down
approach to understanding and solving problems. This paper's
pmethod of understanding computer networks will follow this
approach of 'decomposing the problem into smaller modules, or
layers. Starting with an application program, it will be
determined what services are necessary for the layer to
communicate with processes on other machines. A module will be
added providing these services, then this module itself will be

decomposed. This process will continue until we have reached the



underlying network itself. Each layer will be formalized and
tested before continuing, in order to insure the robustness of
the solution,

A basic principle of layering is to ensure independence of
each layer by defining the services provided by the layer,
regardless of how these services are performed. This layering
permits changes to be made in the way a layer or a set of layers
operates, provided that they still offer the same service to the
next higher layer [2].

This is the approach used by the International Standards
Organization (ISO) Subcommittee 97/16 in formulating the ISO
Reference Model of Open‘ Systems Interconnection [2] [3] [15].
The members of this organization approached the layering of the

model using the following guidelines [3] :

P1: do not create so many layers as to make difficult the
system engineering task describing and integrating these
layers,

P2: create a boundary at a point where the services
description can be small and the number of interactions
across the boundary are minimized [sicl,

P3: create separate layers to handle functions which are
manifestly different in the process performed or the
technology involved,

P4: collect similar functions into the same layer,

P5: select boundaries at a point which past experience has
demonstrated to be sucessful,

P6: Create a layer of easily localized functions so that the
layer could be totaly redesigned and its protocols
changed in a major way to take advantage of new advances
in architectural, hardware or software technology without
changing the services and interfaces with adjacent
layers,



PT: create a boundary where it may be useful at some point in
time to have the corresponding interface standardized,

P8: create a layer when there is a need for a different level
of abstraction in the handling of data, e.g. morphology,
syntax, semanties,

P9: Enable changes of functions or protocols within a layer
without affecting the other layers,

P10: create for each layer interfaces with its upper and lower
layer only,

P11: create further subgrouping and organization of functions
to form sublayers within a layer in cases where distinect
communication services need it [sic],

P12: create, where needed, two or more sublayers with a
common, and therefore minimum, funectionally [sie] to
allow interface operation with adjacent layers,

P13: Allow by=-passing of sublayers,

Figure-1 depicts the IS0 model with its seven layers, This
model provides the framework for this study. Layers one, two,
and three comprise a network over which data can be routéd to
another computer. Standards for the lower three layers are the
most clearly defined because CCITT and the ISO and ANSI Data
Communication Technical Committees have been working on these
standards for Qany years [11]. Layers four, five, and six are
the means by which a host machine can access the network, and are
the primary emphases of this work.

STERLING is a series of five programs that demonstrates the
functions of the top layers of the ISO medel. A minimal subset
of the layer under study is implemented at each stage of the
top-down decomposition. The programs are strictly pedagogical,
with the emphasis on underlying principles rather than clever

code. They are fully documented, and their modular design lends
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itself to easy modification by students. Network services can be

added, deleted, and modified with a minimum of difficulty.
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CHAPTER 1

1.0: Concurrent Pascal

Sterling is implemented in Concurrent Pascal (C-Pascal), a2
superset of standard Pascal developed by Per Brinch Hansen at the
California Institute of Technology. C-Pascal is a  highly
structured language designed to allow the user to specify exsectly
what concurrent processes can do to shared variables, and to
dépend on the compiler to check that the programs satisfy these
assumptions [5].

C=Pascal has several additional advantages which led to its
choice as the implementation language. The original compiler,
written in 1974 by Al Hartman, has been fully documented and
published [16]. Also, C-Pascal is widely available in academia
and is implemented at KSU on the Interdata 8/32 computer. It is
a simple extemsion to standard Pascal, and can be understood
easily by anyone with a working knowledge of structured
programming languages. Additionally, it has proved successful in
other pedagogical implementations of operating systems [5] and
networks [4].

4 major benefit of Concurrent Pascal is the ability of the
programmer to divide the shared data structures of an operating
system into small parts and define allowable operations on each
of them. Processes perform concurrent operations using monitors
to synchronize themselves and exchange data, and access private
data structures by means of classes [5].

A Class is a2 privately owned procedure, It is initislized

e



once by its parent (a process or monitor), and after
initialization its private data structures exist until the
termination of its parent. Access rights to the class are owned
by its parent. These rights can be passed to other classes owned
kY the same parent, but not to other processes or monité:rs.

Monitors, independently introduced by Hoare [6] and Brinch
Hansen [T], refer to a shared procedure and its permanent data
structures within a zone of mutual exclusion. Mutual exclusion
is the mechanism which allows processes to acquire exclusive
controi of a resource for a finite period of time. Processes
competing for the monitors thus gain access to, or control of,
them in some sequential order [9]. Synchronization through
monitors is enhanced by the two primitives DELAY and CONTINUE.,

A process can be delayed in a monitor for any length of time
by the process executing a DELAY. When a2 calling process is
delayed in a monitor it loses its exclusive access to the
monitor's variables until another process calls the same monitor
and executes a CONTINUE. The process issuing the CONTINUE is
then removed from the monitor, and the delayed process regains

its exclusive access and resumes execution.

1.1: Mailboxes

In STERLING the C-Pascal primitives are uses to implement
another method of interprocess communication and synchronization:
the Mailbox or Message Buffer. A mailbox can be viewed as a
restricted monitor, where the only operations allowed on the

shared data structure are the storage and retrival of messages.
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Mailboxes were chosen for several reasons. The primitives for
the creation, use, and deletion of mailboxes already exist on
many operating systems (Data General A0S, Digital VMS, Unix,
ete). By strictly limiting the monitor's capabilities to
communicate and synchronize, the entire function of a network
layer can be viewed within a single process. The two entry
points to a mailbox are analgous to performing 'reads' and
‘writes' , thus making them easy to understand. Finally the user
processes are only loosely coupled to each other and therefore
need not share common memory, making this method easily adaptable
to distributed systems. (see figure 2)

Communication through a mailbox is subject to two resource
constraints [7]:

1) the sender cannot exceed the finite capacity of the storage

buffer; and

2) the receiver cannot consume messages faster than they are

produced.
The messages should also be delivered in the same order that they
are sent, without loss or modification of their content.

STﬁRLING satisfies these constraints. If a sender tries to
deposit a message in a full buffer, it is delayed until the
receiver removes a message from the buffer. If a receiver tries
to take a message from an empty buffer, the receiver is delayed
until a sender has deposited a message into the buffer. Finally,
the buffer is controlled on a strictly First-In-First-Out -basis,

with no operations performed on it but depositing and removing

messages.
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1.2: Design Of STERLING

Each of STERLING's five programs is designed as a group of
independent processes communicating through mailboxes. Each
process has a private mailbox through which it receives messages
from one or more other processes. The processes may receive mail
only through their private mailbox. As each layer of the ISO
model is introduced a new process is added to each site of the
simulated network representing the funection of that 1layer,
Figure 3 contains an illustration of how the communication paths
for one node of the network would look with all seven layers of
the model implemented.

A node of a network may have several application processes
residing on it which access the network at the same time. While
the code necessary to multi-thread STERLING's nodes would not be
very co:_nplicated, the network was implemented with single-user
nodes, with multi-threading left as a programming activity for
the student.

As the messages are passed through the various layers on the
way to the network, new information is added to allow the peer
layers to communicate. It is also typical for some layers to
break long messages into smaller packets before transmission.
This breaking into packets conflicts somewhat with C-Pascal's
rigid enforcement of compile-time strong typing. Experiments
with variant records made the mailbox mechanism clumsy, and were
abandoned in favor of a single fixed-length record (with some
fields ignored) for all communication.

C-Pascal, as implemented at KSU, has extremely limited I/0

= &
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capabilities. In order to provide STERLING with the file access
it required, it was necessary to perform all input and output via
supervisory calls to the operating system. Because of the
limited capabilities of the programs, very little was reguired of
these calls., and they were implemented in an easily understood
Class procedure. The flag setting necessary for supervisory
calls closely parallels the flag setting STERLING uses in
communicating with the network, and should help the student to
understand the principle of the hiding of low level interfaces
within a high level language.

It becomes necessary at the Transport layer of this model for
a process to be able to ‘'time out' if it réﬁeives no measages.
This facility is not provided by the language, and had to be
simuiated by adding an additional process and monitor at each
node of the netwcrk. A minor modification had to be made to the
C-Pascal Kernel [10] to allow a process to call the 'Wait!'
primitive even ifrall other processes are in z delayed state.

Adother problem that became most apparent during the
implementation of the Transport layer was the inability of
C-Pascal to allocate buffer space dynamically at run-time,
Several solutions were examined and rejected because their
complexity distracted from the general goals of the layer. The
fipnal implementation uses a simplified Transport protocol that

does not require buffer management.
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CHAPTER 2

2.0: NETO

In the simplest view, a network can be thought of as just the
means for two or more processes to communicate. The processes
must be sure that any messages sent are delivered to the correct
destination in 2 timely manner, in the correct order, and with no
loss of data integrity. These constraints hold no matter if the
processes are on the same host computer or are on opposite sides
of the earth. It is appropriate, therefore, that the study of
networks begins by looking at a simple example of two processes
exchanging messages without the use of any formal network
structures.

A typical situation calling for interprocess communication is
the management of a data base. In this situation it is the duty
of one process to control all access to the information stored in
the data base. This 'Server' process 1is the only process with
access rights to the information., Any query from a 'Worker!
process must be made by sending a request message to the Server.
The Server can respond either by accessing the data base and
transfering the requested information to the Worker, or by
sending back a rejection message.

NETO (see listing 0) is a simple demonstration of this type of
interprocess communication. The Server process controls access
to four files (FILE_A to FILE D). The Worker process receives a
request for a file from the terminal, then sends the request to

the Server. If the Server is able to fill the regquest, it

-14-



transfers the file to the worker, which displays it on the
terminal. If the request cannot be filled (i.e. the file does
not exist), the server sends a rejection message to the worker.
This sequence cycles until the program is terminated by issuing a

break at the terminal.
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(*# ®*Cpascal Prefix®)
INCLUDE NETPFX

(R R RN R R R R R R R T RN RN E R N R F RN NN RN R RN

#
PROGRAM NETO

4
& Interprocess communication.
®
*

EEREREE]
8 -0

¥ Programmer: Ronald C., Albury
& Date Written: June 1982
¥ Computer: Interdata 8/32

& Copyright 1982 by Ronald C. Albury

EEEE R EE NSO R E R RN R IR ER NN R AR RN NN RGN ENRNRENE N EREECERREER

(% ®%#pgcket descriptiont®)
TYPE _
PACKET_TYPE = RECORD
TEXT: MESSAGE_TYPE
END;

(® ®%Constants for Mail box_monitor#)
CONST
MAX_MAIL = 4;
MAY_SENDERS = 1;

(®* ##Constants for Resource#)
CONST
MAX_RESOURCE_USERS = 1;

(# ®#Types and constants for Message_io_class¥)
INCLUDE SVC1PFX

(* %Class to provide fixed record I/0%)
INCLUDE MSGIO

(# ®Modified Brinch Hansen FIFO#)
INCLUDE FIFO

(®# ®#Standard Brinch Hansen Resource#)
INCLUDE RESQURCE

(®* #Interprocess communication mailbox#)
INCLUDE MAILBOX

(®# ®Jorker application process¥)
INCLUDE WORKERO

(¥ #Server application process®)
INCLUDE SERVERO

(%% LISTING 0 ¥%)

(217 ®)



VAR
CONSOLE: RESOURCE_MONITOR;
WORKER_EVT, SERVER_EVT: MATL_BOX_MONITOR;
WORKER: WORKER_PROCESS;
SERVER: SERVER_PROCESS;

BEGIN
INIT
CONSOLE,
WORKER_EVT, SERVER_EVT,
WORKER(CONSOLE, WORKER_EVT, SERVER_EVT),
SERVER(SERVER_EVT, WORKER_EVT)
ENDI

(#* LISTING 0 ##)

(® 18 #)



2.1: NET

A number of considerations must be introduced to the
demonstration of interprocess communication if the Worker and
Server processes are allowed to reside on different computers.
Both machines must agree on certain protocols to insure the
integrety of their communication. These protocecls are analogous
to the hierarchy of people necessary for executives of two

companies to communicate.

The Application layer is the executive himself, It is the
ultimate source and sink for all data trangmitted across the
network, and it is also the entry point for the application
programs to interface with the rest of the network. In STERLING,
these interfaces are provided through access rights which are
doled out by the initial process. The following come under the
domain of the application layer:

1) Identification of intended communication partners

2) Transfer of information

3) Synchronization of cooperating application processes,

The Presentation layer assumes the role of the assistant to
the executive, who makes sure that all messages are in a form
that the boss can understand. The following problems must be
considered:

1) The machines may use different formats to store files (e.g.

80 byte fixed length records vs. 512 byte blocked variable

length records),



2)

3

)

The machines may use different character codes (e.g. ASCII
vs. EBCDIC).

They may be exchanging secret information which should be
encrypted before it is transmitted over a non=secure
medium.

If large amounts of data are being transfered, it may be
cost effective to use a compression algorithm to reduce the

transmission costs.

The Session layer assumes the role of the executive's

secretary, who makes the appointments, places the cutgoing phone

calls, screens the incoming calls, and takes messages. The

following problems must be considered:

1)

2)

3)

h)

5)

A process may need to 'log on' to a remote machine before
it can communicate with any processes on that machine.

A process may have restricted access and require a password
or some other form of authorization before it will agree to
exchange messages.

The two processes must agree on such options as who can
terminate the session and whether the communication will be
half-duplex or full=duplex,

A process may be running, but not expecting messages, or
already busy, and unable to receive new messages.

If a break in the  network connection during mid=-
transaction would prove to be disasterous, it may be
necessary to 'bracket'! or 'chain' together several messages

into a single large message at the destination. This is
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also known as "quarantining messages" [3].

The Transport layer assumes the role of the company
switchboard operator, who manages all telephone connections
comming into the business. The following problems must be
considered:

1) The host must be able to establish and keep track of all of

its connections across the network.

2) The host must be sure that the destination has sufficient

buffer space to hold the messages that will be sent.

3) The host must be sﬁre that all of the messages sent were

received by the destination in the correct order.

Local Area Network: To complete the analogy there must be a
telephone company to handle the actual transmission of the
nessages from one company to the other. The problems encountered
in implementing a local area network [12] [13] [14], however, are

beyond the scope of this report.

NET1 (see 1listing 1) assumes that the Worker and Server
processes (the Application layers) are on separate hosts. A new
process, the 'Black Box', is added to each host to simulate the
protocols being in place to satisfy all of the previously

mentioned problems.
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The Worker and Server continue to aet as if they are
communicating directly with each other, while in fact there is
another layer of processes that handles the details of the
communication. In future chapters the Black Box will be
subdivided into further layers, each addressing a specific type
of protocol. Currently, the Black Box's only duty is to
determine if a message 1is going into the host or coming out of

it.
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(* #Cpascal prefix®)
INCLUDE NETPFX

( SRS E RN S E R N E R E N E RN RN R E SR R R RN EEEEE R EEE RS E R RN EERRNEEEEEE

] E
& PROGRAM NET1 &
# Interprocess communication between remote sites. .
[ s
B st N I SRS LSRRI RI TR 0 s n s ®
# Programmer: Ronald C. Albury &
& Date Written: July 1982 bl
® Computer: Interdata 8/32 &
& Copyright 1982 by Ronald C. Albury &
RN RN R RN SRR R R RS RN AN R RN R RN SRR R R )

(®NOTE: modifications to previous program are indicated &)
(® by (u=se) ®)

(% &%¥packet descriptiont®)
TYPE
DIRECTION_TYPE = (INCOMING, OUTGOING); (®&s#)
PACKET_TYPE = RECORD
DIRECTION: DIRECTION_TYPE; (%®%a%)
TEXT: MESSAGE_TYPE

END;
(% s#Constants for Mail_ box_monitor®)
CONST
MAX_MAIL = &4;

MAX_SENDERS = 2; (®&s)

(® ##Constants for Rescurce®)
CONST .
MAX_RESOURCE_USERS = 1;

(* ®%Types and constants for Message_io_class#)
INCLUDE SVC1PFX

(® ®Class to provide fixed record I/0%)
INCLUDE MSGIO

(* ®Modified Brinch Hansen FIFO#)
INCLUDE FIFO

(®* ®Standard Brinch Hansen RESOURCE®)
INCLUDE RESOURCE

(®# #Interprocess communication mailbox®)
INCLUDE MAILBOX

(® ®Undefined layers of the network®) (#%&#)
INCLUDE BLACEKBOX

(#% LISTING 1 #%) (% 25 &)



(¥ "Jorker application process®#) (%&¥%)
INCLUDE WORKER1

(® #Server application process®) (%##%)
INCLUDE SERVER1

TYPE
NODE_W = RECORD (##=%)
APP: WORKER_PROCESS;
APP_EVT: MAIL_BOX_MONITOR;
BLACKBOX: BLACKBOX_PROCESS;
BB_EVT: MAIL_BOX_MONITOR
END;

RECORD {I'Ill}
APP: SERVER_PROCESS;
APP_EVT: MAIL_BOX_MONITOR;
BLACKBOX: BLACKBOX_PROCESS;
BB_EVT: MAIL_BOX_MONITOR
END;

NODE_S

VAR
CONSOLE: RESQURCE_MONITOR;
WORKER: NODE_W;
SERVER: NODE_S;

BEGIN
INIT

CONSOLE,
SERVER.BB_EVT, WORKER.BE_EVT,
SERVER. APP_EVT, WORKER.APP_EVT,
SERVER.BLACKBOX (SERVER.APP_EVT, SERVER.BB_EVT,
WORKER. BB_EVT),
WORKER.BLACKBOX (WORKER. APP_EVT, WORKER.BB _EVT,
SERVER.BB_EVT), _
SERVER. APP(SERVER, APP_EVT, SERVER.BB_EVT),
WORKER. APP(CONSOLE, WORKER,APP_EVT,
WORKER. BB_EVT)

END.

(#= LISTING 1 #*)

(* 26 ®)



