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CHAPTER CHNE
INTRODUCTION

System safety analysis is an analytical process that
identifies and analyzes potential safety and reliability
problems existing within a system. BReliability is a measure
of the system's capability to function during the systeam's
mission wunder prescribed specifications. Safety is
concerned with the risk or danger posed to personnel or to

the public when the system performs its task.

Basically, the problem we wish to comnsider is how to
deal with a large coalition of components which act as a
unit to provide some desired function. We are concerned not
only with the likelihood of failure of this system, but also
with the possible causes of failure, and the various
potential failure modes. There are two formalized methods
in system safety and reliability, dinductive and deductive

analysis.

Inductive analysis involves postulating a possible
state of components and/or subsystems and determining its

overall effect on the systen. Among the inductive

approaches, event trees have attained wide usage, especially
in the recent Reactor Safety Study (99). This is a

methodology whereby an initiating event or signal is traced

through a systen, creating new branches each time that



events with multiple outcomes are encountered. A single
event, then, coupled with various subseguent occurremnces,
may create a number of paths leading to different <final
results. Another inductive method of modeling a systenm
is the reliability block diagram (112). Here the systenm is
reduced to a schematic +type form in which the specific
information flow paths connect the building blocks. The
purpose of this type of diagram is to permit the tracing of
a sigqnal as it proceeds from beginning to end through the
system in order to calculate +the system reliability. A
Preliminary Hazards Analysis (PHA) is a broad, all-
encompassing inductive study performed at the conceptual
stages of the system design (46). Its objectives are to
identify hazardous conditions inherent in a systema and to
determine the effect of any potential accidents. A major
goal of PHA is to prevent accidents that have occurred in
identical or similar systems. Failure Modes and Effect
Analysis (FMEA) is also a detailed inductive analysis
performed at the design stages of a system (68). %
systematically analyses all contributory component failure
modes and identifies the resulting effect on the system. The
purpose of FMEA dis to identify areas in the design of
hardware where improvements are reguired to ensure that the
system will be reliable and safe for its intended use. One
final inductive method of analysis 1is called Markov

Apalysis. While Failure Modes and Effect Analysis is a



single-thread inductive analysis, i.e., the effect of each
component state of the system is considered independently,
Markovian analysis, on the other hamd, considers multiple
effects and in a multi-thread inductive analysis. This
process can be used for operational simulations; however the
complexity of the analysis makes hand calculation
impractical, and the performance of accurate simulations
Iegquires expensive equipment. Markov amnalysis and its
application tc engineering problems are discussed in

(103,108)

Deductive amnalysis, on the other hand, takes an
opposite approach. It involves postulating a possible state
of the overall system and identifying those component states
that may contribute to its occurrence. Fault Tree

Analysis (FTA) is the only deductive approach in general use.

Fault tree analysis is a technique of reliability
analysis and is generally applicable to complex dynamic
systems. Fault tree analysis provides amn all inclusive,
verstile, mathematical tool for analyzing complex systen.
Its application cam include a complete plant as well as any
of the systems and subsystems. Fault tree analysis provides
an objective basis for analyzing system desigmn, performing
trade-off studies, analyzing common cause failures,
demonstrating compliance with safety reguirements, and

justifing changes or additions. The fault tree itself is a



graphical representation of Boolean logic associated with
the development of a particular system failure, called the
TOP event, to basic failures called primary events. For
exemple, +the TOP event could be the failure of the reactor
scram systerm to operate during an excursion with the primary
events being failures of the individual scram system

components.

Fault tree analysis was first developed at Bell
Telephone laboratories to aid imn the safety analysis of the
Minuteman missile system in 1961 (12). Furthur development
was done at +the Boeing company in the mid-19€0's(€7), and
since that time it was recognized that fault tree analysis
could be successfully extended from the aerospace
technology to nuclear reactor reliability, safety and
availability technclogy, and to various other commercial
operation such as the chemical processing industry . The
importance of fault tree analysis in the nuclear industry is
rointed out in the Reactor Safety Study (99), where a full

1300 pages deals specifically with fault tree analysis.

Fault tree analysis is of major value in (50):

1) Directing the amnalyst to ferret out failures
deductively;

2) Pointing out the aspects of the system important
with respect to the failure of interest;

3) Providing a graphical aid giving visibility to those



in system management who are removed from the system design
changes;

4) Providing options for gualitative or quantitative
system reliability analysis;

5) Allowing the analyst to concentrate on one
particular system failure at a time;

6) Providing the analyst with genuine insight into

system behavior.

Fault tree analysis consists of two major steps: 1) the
construction of the fault tree, and 2) its evaluation. The
evaluation of the fault tree can be gualitative,
quantitative, or both, depending upon the scope and

extensiveness of the analysis.

The objectives of this report are :

1 to present a critical review and classification of
all fault +tree analysis methodologies which have been
rroposed with their specific purposes in past two decades;

2) to illustrate the theoretical concept and the
practical formula required or the various methodologies to
make fault tree a tool for decision making in system
analysis;

3) to provide a tutorial format of fault tree analysis
to show an insight into its formal procedure and structure;

4) to relate the theory of mathematicl reliability

pertinent tc fault tree analysis with an emphasis on



engineering interpretations and applications.

A state—-as-the-art review of the literature related to
fault tree analysis is presented in chapter 2. The
literature is classified as follows :

1 fault tree constructicn

2) fault tree evaluation: gualitative amnalysis

pinimal cut sets
common -cause failure analysis

3) fault tree evaluation: guantitative analysis

probabilistic evaluations of fault trees

measures of importance of events and cut sets

Chapter 3 describes in detail the current usage of
fault tree construction methodologies in the 1U.S. and
elsewhere. Those methodologies discussed are :

1 synthetic tree model (STM)- J.B. Fussell in 1973
(50)

2) fault tree synthesis for chemical processes- G.dJ.
Powers & F.C. Tompkins in 1974 (9¢)

3) computer-oriented approach to fault tree
construction {CAT)-S.lL. Salem, G.E. Apostolakis & D.Okrent
in 187¢ (105)

4) computer-aided synthesis of fault trees— S.A. lapp &
G.J. Powers in 1977 (80)

5) fault tree automatic synthesis from the reliability

graph- P. Camarda, F. Corsi & Trentadue in 1978 (27)



The graphical symbology and general structuring process
(67) of a fault tree will also be described previous to

above discussion.

Chapter 4 discusses the methodologies of gqualitative
fault tree analysis. This is an integral part of fault tree
evaluation. In this chapter, we first discuss the methods of
finding minimal cut sets. That is usually an intermediate
step for most of the gquantitative fault tree analysis
techniques. Those methods discussed are :

1) PREP- W.E. Vesely in 1969 (119)

2) MOCUS- J.B. Fussell in 1974 (56)

3) MICSUP- P.K. Pande, M.E. Spector, P.Chatterjee in
1975 (93)

§) ELRAFT- S.¥. Semanderes in 1971 (110)

5) SETS- E.B. Worrell im 1974 (134)

Other methods with regard to prime implicants (minimum
cut sets) of non-coherent fault trees will also be

discussed.

The usefulness of qualitative procedures is not
confined to determining minimum cut sets. Indeed, it is
potentially wuseful through the evaluation process. For
example, an area of recent concern is the effect upon a
system of some common event, i.e., an event that does not
appear in the fault tree but directly affects some of the

kasic event that do appear. Interest centers around the



development of techniques for ferreting out such dependence
and evaluating its impact on +the operation of the systen.
Two common-cause analysis nethoéologies.are presented in the
second part of qualitative analysis :

1) COMCON- G.R. Burdick, N.H. Marskhall, J.R. W#ilson in
197¢ (21)

2) NEW APPROACH- D.P. Wagner, C.1. Cate, J.B. Fussell

in 1977 (126)

In chapter 35, we put fault tree evaluation in a
guantitative analysis perspective. PRecent emphasis on the
quantification of performance and safety of nuclear pover
generation facilities and c¢ther industries as well, has
resulted in an increasing need for probabilistic engineering
system analysis. This concern ijs divided into two
categories, probabilistic evaluations of fault trees and
measures of importance of events and cut sets in fault

trees.

For probabilistic evaluation of fault trees, we discuss
the methods of evaluation in terms of coherent structure
theory (10), time-dependent methodology of <fault tree
evaluation by Vesely (120), recent development in Germany
i25) , and Monte Carlo computer program for systenm
reliability analysis (72). We will also discuss the
reliability gquantification technigue used in the Reactor

safety study (99), known as the Rasmussen study, and other



evaluation codes.

As to the measures of importance of events and cut
sets, we present the theory of probabilistic importance and
the mathematical expressions that are required to compute
importance. The purpose of computing probabilistic
importance is to generate a numerical ranking for assessing
weaknesses in a system. Such a ranking is analogous to a

sensitivity analysis (77).

A brief conclusion and recommendations for future study

is given in chapter 6.

To cover all the fault tree methodologies in a
discussion of this sort is practically an impossibility,
since fault tree analysis technigues are still in the

process of evolution and we are continually learning more.
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CHAPTER THO

FAULT TREE ANALYSIS --- A STATE-QF-THE-ART REVIEW

2.1 Introduction

Fault tree analysis was first conceived by H.A.HWatson
of Bell Telephone Laboratories im connection with amn Air
Force contract to study the Minuteman Missile launch control
system (12). At the 1965 Safety Symposium, sponsored by the
University of Washingston and the Boeing company, several
papers were presented that expounded the virtues of fault
tree analysis (67). The presentation of these papers marked
the beginning of a widespread interest in the possibility of
using fault tree analysis as a system safety and reliability
tool in the nuclear recator industry. In the past two
decades, great efforts have been made in the solution of
fault trees to obtain complete reliability information about
relatively complex systems. The importance of fault tree
analysis in the 1industry application is pointed out in
REeactor Safety sStudy (99), where a full 1300 pages deals

specifically with fault tree analysis.

The fundamental concept in fault tree analysis is the
decomposition of a physical system into a logic diagram, or
fault tree, in which certain specified causes lead to one
specified TOP event of interest. This logic diagram is

constructed using the symbols found in Figure 2-1 and 2-2.
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No.

Symbol

Dengmination

Meaning

Rectangle

Variable Descripticn

Circle

A primary variadle delengi
o an independant 2

Octagon

A primary variabie belongin
to a da2pendent componant

Diamond

A non-primary variadle which
would require dissacticn in
more basic variablas, but tha:
for some reasons has not bean
furcther dissectad.

House

A variable whose sample snace
contains only one memdbar, that
is a variable which is conszant
and always takes either the
value I or Q. MNote: this symbol
is used only as inpur to an

AND gate.

Transfer IN

A conneccing or transier symbol
indicating 3 var:tablie entering
the fault cree. '

el [ 100

Transfer
ouT

A eonnecting or transfer symbol
indicating a variabls zoing out
from the fauir trae,

Fig.

“2-1.

Table of variahl-:s(ZB)
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The two basic units involved are the AND and OR gate.
Another, less often used element is the NOT gate. TOP events
can be taken from a preliminary hazard analysis, or by
intuition. These events are usually undesired system states
that can occur as a result of subsystem functional faults. A
sanple fault tree, along with its corresponding circuit

diagram is shown in Figure 2-3.

The following four steps generally can be presented in
a fault tree amalysis (58).

1) system definition

2) fault tree construction

3) gualitative evaluation

4y guantitative evaluation

2 state-of-the-art review of the literature related to
fault tree analysis of each of these steps is discussed in
this chapter. Table 2.1 gives the gemeral classification of
related references for fault tree analysis. Takles 2.2 and
2.3 present the references for fault tree construction and
evaluation with regard to various methodologies. Table 2.4
summarizes the available computer codes for all the phases
of fault tree analysis from construction to evalaation.
Table 2.5 shovws the applications of fault tree methodologies

in real world problesms.
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Table 2.1 General Classification
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Class

References

Fault tree introduction

Fault tree construction

Qualitative evaluation

in. cut sets

Common._cause analysis

Quantitative evaluation

Probabilistic evaluation

6, 7, 12, 19, 29, 43, 50, 58
68, 69, 75, 76, 79, 86, 100,
109, 138

1, 4, 51, 52, 54, 59, 67, 70
76, 78, 80, 81, 82, 23, 91,
95, 96, 97, 104, 105, 106,
107, 113, 115, 116, 117, 136
137

2, 14, 23, 24, 32, 56, 60,
61, 62, 63, 71, 74, 8L, es,
90, 93, 98, 110, 118, 123,
127, 128, 129, 131, 132 133,
134, 135

2, 20, .21, 30, 4u, 87, 124,
126 |

3, 5, 8, 10, 13, 15, 17, 18,
22, 23, 25, 26, 28, 31, 33,
34, 35, 36, 37 38, 39, 4o,

45, 47, L8, 53, 55, 57, 6L,

72, 73, 76, 88, 89, 92, 101,
102, 119, 120, 121, 123, 125
130



Table 2.1 Cont'd
i.easures of importance

Fault tree application

16

9, 16, 53, 76, 77, 92

12, 25, 26, 27, 41, 42, 43,
54, 57, 66, 69, 75, 76, 79,
go, 81, 96, 97, 99, 121, 122,
123
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Tatle 2.2 Fault Tree Construction

Construction Technique References

faasll's structuring process 67

Fussell's 3T (DRAFT code) 51, 52, 54

Powers and Tompkin's method 95, 96, 97

Salem et al.'s CAT 104, 105, 106, 107, 136

Lapp and Povers' computer-aid syn. 78, 80, 81, 82, 83, 137
Comarda et al.'s efficient algor. .1, 27

Taylor's CCD 91, 113, 115, 116, 117




Table 2,3 Fault Tree Evaluation

Technique References
Qualitative evaluation : MCS
1) Monte Carlo simulation
PREP (FATE option) 125
2) Deterministic Method

PRE? (COMBO option) 125
MOCUS 56,60
ALLCUTS 118
MICSUP 32, 93
EIRAFT 110
FAUTRAN 131
SETS 132, 133
FATRAM 98
DICOMIC 62
Kumanoto & Henley 74, 84
Nakashima & Hattori 90
GO 129

Qualitative evaluation : common cause

failure analysis
COMCAN 20. 21
BACFIRE 30
Wagner et al's new approach 126



Table 2.3 Cont'd

Quantitative evaluation : prob.

evaluat

Cohe

lont

Anal

ion of fault tree

rent structure theory

e Carlo simulation
RELY 4

AFTE

[ )]

SALPLI_VASH 1400

CROSEZTTL'S code
ytical method
KITe

Caldarola & Wickenhauser

Other methods

Quantitative ewaluation : measures

of impo

ARl

GO

NOTED

WA _BAILI

PARTEC

SALP

Diagraph Technique

Bit ianipulation

rtance

19

3, 6, 8, 30, 1%, 33, 3”1

35, 47, 47, 49
38, 72, 88

64

99

73

38, 39, L0

119, 120, 121, 125
22, 23, 24, 25, 26

89
65
130
b5
18
5
31
127

9, 16, 53, 76, 77, 92
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Table 2.4 Available Computer Codes for Fault Tree Analysis

Computer Code References

Fault tree construction
DRAFT 51, 52, 5k
CAT 104, 105, 106, 107, 136
L&P 78, 80, 81, 82, 83, 137

Taylor's CCD
Qualitative evaluation
1) iinimal cut set
PREP
OCUS
ALLCUTS
LIE3YP
ELPAFT
FAUTRAY
SETS
FATRAL
DICO:IC
BAM_CUTS
BUP_CUTS
2) Common cause analysis
COLICAN
EACFIRE

o1, 117, 1il, 118, 117

125
56, 60
118
32, 93
110
131
132, 133
98

62

b3

90

20, 21
30



Table 2.4 Cont'd
Quantitative evaluation

1) Probabilistic evaluation

EELY 4 72

SAFTE 6L

SALPLE 99

REDIS 73

CROSETTI'S code 38, 39, 40

KITT 119, 120, 121, 125

Caldarola & VYickenhauser 22, 23, 2L, 25, 26

PL_L0D 92
ARLIL €9
GO 65
I'0TED 130
JALI_EAL L5
PARTZC 18
SALZ 5

2) Leasure of importance

iLFORTAICE 76
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Table 2.5 Applications of Fault Tree Analysis in Feal .Jorld

Problems

Svstem analyzed by fault tree analysis References
Aerospace safety study 12
Zlectrical system 27, 54
Chemical processing system 8o, 81, 96, 9f
Yuclear reactor safety study 25, 26, 42,
57, 66, 79, 9¢
121, 122 123
Product safety 41, 43, 69
Decision making in system analysis 75. 76
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2.2 System Definition

System definition is often the most difficult task
associated with fault tree amnalysis. In order to perform a
meaningful fault tree analysis, two basic types of systenm
information are mneeded (10€) :

1) component operating and <failure modes 2 A
description of how the output states of each component are
influenced by the input states and internal operational
modes of that component. PFailure Modes and Effects Analysis
can be applied here.

2) system chart : A description of how the various
compcnents of the system are interconnected, +that is, how
the inputs and outputs of each component are connected to
other components. Of primary importance is a functional
layout diagram of the system of interest showing all
functional interconnections and identifyintg each system
component. An example might be a detailed schematic diagram

or a fprocess flow chart.

A further step in the system description , then, is
to estaklish the system boundary conditions (£2). These
define the situation for which the fault tree is to be
drawn. A most important system boundary condition is the TOP
event which is defined as the major system failure of
interest. Initial conditions are then system boundary events

that define the component configurations for which the top
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event is applicable.

System boundary conditions also include any fault event
declared to exist or to be not-allowed for the duration of
the fault tree construction. These events are cailled
existing system bcundary conditions or not-allowed systenm
boundary conditions. An existing system boundary condition
is treated as certairn to occur and a not-allowed systen
boundary condition is treated as an event with 1o
possibility of occurring. Finally, in certain cases,
partial development of the TOP event, called the Tree Top,
is also required as a system boundary condition. If the tree
top system boundary condition is required, it is not
considered as part of the fault tree construction process

because it is obtained by inductive means.

2.3 Fault tree ccanstruction

Fault tree construction is gemerally the most tedious
and most critical aspect of fault tree analysis. Since the
computer codes of fault tree evaluation allow a rapid
solution of fairly large fault trees, the bulk of time is
currently spent in the actual construction of the fault
tree. For instance, the construction of a recent fault tree
for a nuclear safety system required over 25 man-years (99).
Thus, several Tresearchers have attempted to automate this
pkase of the analysis. Haasl (67) has described some general

concepts for construction methodology . Fusell (51)



