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"DISTRIBUTED FILE SYSTEMS IN AN AUTHENTICATION SYSTEM"

1. INTRODUCTION

With regard to distributed databases', the issues of how to provide: user
authentication for privacy and security, optimization of response times, and integrity of
data are of rising concern in the computer industry. As an example, an automatic-teller-
machine system provides authentication of the user and protection against illegal accesses to
any user’s bank account records. The proper user is verified by means of a personal card
and his special code or password. If the password is correct, the system permits protected
transactions on his account. The transactions are protected in that software mechanisms are
provided to ensure the integrity of the user's bank records. All transactions and possible
errors are recorded. Also, the transactions are carried to completion without an

inconvenience to the user.

The Electronic Transfer Act in 1980 was passed to protect users against various
losses from errors and unauthorized use [Fernandez 81]. However, even with governmental
protections, if the user was not confident that the system provided authentication, reliable

transactions, and fast response times, the system would not be useful.
1.1 SYNOPSIS

Using these ideas of authentication and a distributed file system, a secret mail
facility was designed and implemented on the UNIX? operating system by a two member

team. The implementation was written using the C-Programming Language [Kernighan 78].

1. Historically the terms distributed database and distributed file system have been used synonymously, though
this usage Is in error [Martin 81]. Throughout this paper the more appropriate phrase term file system will be
used, but I will use database terminology where applicable.

2. *UNIX is a Trademark of AT&T Bell Laboratories



All mail that may be of a sensitive nature should be protected from outside probing or
interception. Secret mail was designed to provide this protection with single encryption for
local messages and double encryption during the remote transfer of messages. The messages
remain encrypted until the intended receiver requests delivery. The user’s data file, which
contains information pertinent to the encrypting and decrypting of messages, is also
protected from outside scanning and corruption. Only the user has permission to access the
data file as long as the application program is executing on his behalf; outside the secret
mail environment the user cannot read the data file. Software mechanisms are provided
within the file system to ensure data integrity. The file system was organized so that the

user would experience minimum response times.
The project was broken into three functional areas:
1. The Authorization Server
2. The Name Server

3. The Message Server

The Authorization Server provides the user interface, the authentication of the user, and
message encryption and decryption. The Name Server provides the management of the file
system and the generation of a unique conversation key. The conversation key is used for
encrypting and decrypting messages. A conversation is when one user sends a encrypted
message to another user, who can decrypt the same message using the conversation key.
The Message Server provides retrieval and decryption of messages that have been sent. The
implementation of the Message Server was done jointly by both members of this project
team, while the Authorization Server and the Name Server were implemented by each team
member. The main emphasis of this paper is on the Name Server and the Message Server's

interactions with the file system.



The main chapters deal with concerns in distributed file systems, the detailed design
of the Name Server and the Message Server, a comparison of this project to similar systems,
and a conclusion. In particular, chapter two covers the concerns of a distributed file
system; the areas discussed are the optimization of user response times by using files similar
in structure to a relational database [Codd 70], the centralization and decentralization of a
file system. and the issue of file system security. As a foundation for a discussion of the
detailed design of the Name Server and the Message Server in chapter three, a step-by-step
analysis of the secret mail facility and user commands are provided. The Name Server and
Message Server are discussed in detail with emphasis on: the optimization of users’
response times, data integrity., and how the servers interact with the file system. Also
presented are user scenarios of file system accesses, and a discussion of how both the Name
Server and the Message Server maintain local and remote data integrity. In chapter four a

comparison is done against the following systems:

1. GRAPEVINE [Birrell 82]
2. CSNET [Solomon 82]

3. UNIX™ "Secure Mail" facility [UNIX 83]

These systems were selected due to their capabilities for transferring files between users.
The final chapter discusses how the implementation of this project could be of value to
others, and it also summarizes known problems and suggestions of future enhancements.

2. MAJOR CONCERNS IN A DISTRIBUTED FILE SYSTEM

2.1 DEFINITIONS

A distributed file system is a dispersion of files across many computers. A file



system should not be confused with a database. Databases use the concept of data/program
independence, whereas a file processing system is data dependent [Cardenas 79]. Each
application program in a file processing system contains the definition of data as used in a
file. In a file processing system any change in the attributes of a file, even minor changes,

involves recompiling the application program.

Individual application programs or file servers perform transactions on a file
system. A file server is a program that only accesses and transfers or stores portions of a
file and nothing else, whereas an application program will perform many functions outside
the accessing of files. Transactions are defined as a sequence of actions on data items in a
file which preserve the consistency of the data [Eswaran 76]. An action, in this context, is a

single event, such as, reading or writing a data item to a file.
22 OPTIMIZATIONS
2.2.] File Structures

A concern for the success of a distributed file system is in optimization. The
optimization or efficiency of a file system is measured in terms of response times that users
experience during transactions. Response times are generally dependent on the amount of
data accessed, but in a distributed file system, data communications between computers is
usually a more dominant factor [Ullman 82]. Transactions need to be handled promptly or
the system will be effectively unusable. One way of optimizing is by the organization of
the file structure. The organization of the data can significantly influence response times.
The data needs to be easily accessible and structured for quick file reads and writes. The
relational model is a structure designed for quick accesses of data [Codd 70]. The data
resides in what is called a flat file, where each record instance has a similar number of

fields. The other data structures’ hierarchical and network models are not limited to being



in a flat file structure [Cardenas 79]. The relational model provides a simple approach to
accessing data. The data in a relational model is stored in the form of tables called
relations. These relations are made up of fields called attributes. An attribute or a set of
attributes which when given values will uniquely determine a tuple in the relation is called
a key [Cardenas 79]. The key is used to access a particular row or tuple in the table. The
tabular structure of the secret mail project’s file system is similar to relations. Each
individual user will have a file that is associated only with him. The user’s file is
structured in the form of a table with columns and rows of data. Each row is one relation
of data attributes. In this approach, the Name Server is able with a key to find the proper
records, once the user’s identification is known. The UNIX™ operating system provides all
users with a unique identification [Ritchie 74]. In addition, the operating system provides a
file management system; therefore, the mechanisms used in ﬁnding- and accessing files are
quick and efficient [Ritchie 74].

2.2.2 File System Organization
Another means of optimization is through the distribution of the file system. There

are three basic types of file system organizations:

1. Centralized

2. Decentralized

3. Combination of both [Martin 81]
There has been much controversy over which is the optimum choice. In a centralized
system all computers communicate with a central computer that is responsible for

maintaining a master copy of the data files. In a decentralized system the data is fully

replicated, i.e. each system has a copy of all the data files. The third choice is to have a



partially replicated system. In this case, the system is said to be both centralized and
decentralized. There are some advantages and disadvantages to having a decentralized
system. A decentralized system is more reliable since a failure of one computer does not
bring down the total system. The storage of frequently used data in a decentralized system
can also be located at optimum places for fast accesses, which means quick user responses.
However, a disadvantage is that updates in a distributed system are more complicated due
to the need to keep the various file tables identical despite network delays, corrupted
messages, and system failures [Tanenbaum 81). Security in a decentralized file system is
also an issue, since multiple locations will need protection [Fernandez 81]. In a centralized

system only one location has to be concerned about security.

The secret mail file system structure is a combination of centralized and
decentralized. This organization worked well with the project’s application. There are
unique files on each computer (therefore, providing for a centralization of certain files), and
there are files that have to be decentralized, since the files need to be replicated on each
computer. Generally the replicated files are maintained by the Name Servers on each
computer. However, the file that contains the list of available computers within the secret

mail network can only be changed by an administrator.
2.2.3 Reliable Communication Network

Another means of optimizing a file system is by having a reliable and fast
communication link between computers. The Open Systems Interconnection(OSI) reference
model that was developed by the International Standerds Organization(ISO) is used in the
design of networks today [Tanenbaum 81]. The OSI reference model provides for seven

layers of protocol, namely:



1. The Physical Layer

2. The Data Link Layer
3. The Network Layer

4. The Transport Layer

5. The Session Layer

6. The Presentation Layer

7. The Application Layer

File system transactions are performed in the application layer. This is under the control of
the application programmer. The presentation layer performs any data transformation that
may be needed. Text compression, encryption, and any virtual-terminal protocol or file
transfer protocol are all handled in the presentation layer. Transactions that link to other
machines depend on the session and transport layers. The session layer provides process to
process connection. The transport layer provides the reliable host to host communication
link protocol that is needed [Tanenbaum 81]. The other three layers of the OSI model are
also of importance, but primarily deal with routing and data transmission in a

communication subnet.

2.3 DATA INTEGRITY

2.3.1 Concurrency Control

2.3.1.1 File Locks
In the design of a distributed file system, a sub-system for concurrency control is
needed to maintain data integrity. Two processes that try to write to the same file have the

potential for corrupting the data in the file. The file can be corrupted with writes



intermixed from both processes. There are several methods to control concurrency
problems. One method is the “wait" principle. If two processes both try to execute
transactions that conflict, one must wait for the other to finish before proceeding. The

mechanism used here is called locking [Bhargava 82].

A locking operation is when a process generates a flag or lock, such as, the creation
of a file, as a signal to all other processes that a another particular file is being updated. All
other processes before accessing the particular file for updates would first verify that a lock
has not been created. If the lock is detected, then the process waits until it is removed.
Once the lock is removed, then the second process would repeat the same scenario as the

first process in generating a lock.

One of the most widely used methods is called two-phase locking [Eswaran76]. The
requirement is that in any transaction, all lock operations must proceed all unlock
operations. One characteristic of having a locking mechanism of this type is that the
system makes the transactions visible as opposed to transparent. Therefore, on failures the
sub-system has to manage the removal of the locks that are left or the system can deadlock
[Tanenbaum 81). Deadlock can occur in this situation since no process will be able to access

the data, even though, there are no contentions.

2.3.1.2 Time-Stamping

Another method of concurrency control is called time-stamping. The time-stamp
determines the order in which transactions are executed. For instance, the transaction that
is the oldest would go first in a first come first serve scheduling of transactions [Lampson
78].

2.3.1.3 Concurrency Control in Secret Mail

The secret mail project uses the two-phase locking mechanism. All files that could



have conflicts in writing, are guarded by means of the locking mechanism. A lock file is
created in the same file directory as the file that needs to be accessed. The Name Server
checks to see if a file with the file name "file-name_lock" is found. For example, if the
Name Server needed to access the data file called "user”, it would first check to see if a file
called "user_lock" existed. If the lock file existed. the Name Server would wait until the
lock file was removed before accessing the file "user". However, if the lock file was not
removed after a fixed amount of time, the Name Server would record an error in the
ERRLOG directory. An administrator would have to remove the lock file before that
particular user's file could be used. Assuming the lock file was removed, the Name Server,
just before accessing the user’s file, would create another "user_lock" file to warn other
Name Servers processes the user's file is in use.
2.3.14 Atomic Transactions

Data integrity can also be controlled by having atomic transactions. Atomic means
that either the transaction is carried out to its completion or not at all. For example, a
transaction may have the need to do several disk accesses, there is alway danger that the
system will crash halfway through the transaction and leave data in an inconsistent state.

The central idea in an atomic transaction is in two phases [Lampson 78}:
1. Record the information necessary to do the writes in a set of intentions without

changing the data stored by the system. The last action taken in this phase is said to

commit the transaction.
2. Perform the writes, actually changing the stored data.

Theoretically, in an atomic transaction, if a crash occurs after the transaction commits ,but
before all changes are made, then the second phase is restarted. The restarts can happen as

many times as necessary, to make all the changes. The writing of the intentions set also
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needs to be atomic.

2.3.15 Record Errors

As usual, there is no guaranteed protection from all types of data corruption. The
best that can be done is to provide the mechanism that best suits the application. Even
though the data can become inconsistent, from operating system errors or hardware
malfunctions, there are still methods to correct some of the problems. One way is to record
known errors that are seen by a file server into an err_log file. Using this information an
administrator of the system, if possible, can correct the problem. The administrator is the
supervisor of the file system, who provides services that requires human intervention to the
system, such as, rmoving lock files. Even if the inconsistences cannot be corrected, keeping
an err_log file is good software practice. Also, the err_log file may point to potential
software problems that could be corrected. It is clear that without some scheme of

concurrency control the file system could be corrupted.
24 FILE SECURITY

2.4.1 Authentication

An area of concern in security is the malicious or accidental corruption of a file. In
both cases the file needs to be protected. Protection applies to both distributed and
nondistributed systems. The main goal is to allow only authorized users the right to read
and write within file, unauthorized users should not be able to access the file or prevent an
authorized user from accessing it. One common method is to authenticate the user by
requiring a password before accessing a file [Davies 84]. In an authentication service the
password is stored and usually encrypted. A common encryption scheme used is the Data
Encryption Standard(DES) [NBS 77]. In the secret mail project, the password is verified by

the authorization server using DES before the Name Server is called to access the file.
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24.2 Permission Rights

Another method of security is by having the permission rights set so that only a
privileged program is allowed access [Cardenas 79]. Generally this is a mechanism that can
be provided by the operating system. The UNIX™ operating system provides the owner of
a file with the control to set all permissions. In the secret mail software, the permission
rights are set so only the secret mail facility has permission to read and write. Permissions
are set so that a user can never access a file without going through the Name Server of the
secret mail system. The permission rights are set by using a facility in the UNIX™
operating system of setting the user’s process identification to the that of the owner during

the execution of the secret mail program.

3. DETAIL DESIGN of the NAME SERVER and MESSAGE SERVER

3.1 SECRET MAIL SYSTEM OVERVIEW

Appendix 3 contains functional block diagrams of the Name Server and the Message
Server modules, and the source code to the Name Server and the Messager Server. In this
chapter, the term user and sender will refer to the person who initiated the first sequence of
a command, and the receiver is the member toward whom the sender or user has directed

an action. The following list are the commands available in secret mail:
1. enrollx
2. connectx

3. sendx
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6. editx
7. helpx

If installed, the secret mail facility is available to anyone who has a login
identification. A user only has to enroll into the system to become a member. To enroll in
the system, the user types in the enrollx command. Before entrance into the system is
allowed, the potential member must provide a password that will be encrypted and
recorded in the file system. The password will be needed to use any of the other commands
available in secret mail.

A feature of secret mail is the connect command. The user must specify that a
software connection is to be created between himself and another member, the receiver.
The receiver can be either a local or a remote member. In either case, both the user and
receiver must be enrolled. If the receiver is not enrolled, then the Name Server will inform
the authorization server of an invalid request. In addition, the Name Server will display a
message onto the user's terminal of why the request cannot be honored. Assuming the
receiver is enrolled, the Name Server checks that an active connection does not already
exist. If an active connection does not exist, a connection is created and recorded in both

member's file system.

At the time the connection is made a unique conversation key for message
encryption is created and recorded. If the connection is to a remote computer, the
conversation key and the remote computer's authorization key are passed back to the
Authorization Server. The Authorization Server then encrypts the conversation key using
the remote computer's authorization key. The encrypted conversation key is then sent to
the remote computer’'s Authorization Server. The remote computer’s Authorization Server

will make a request to its Name Server, where a connection is made in the receiver's file.
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Either member can now send messages to one another by using the sendx command.

Refer to figure that follows:

|
l
|
|
|
|
|
I
)
I
|
i
|
I
|
1
|
|
|
|
|

Local UNIX Data Link Remote UNIX

User issues sendx command to send secret mail.

AS1(Authorization Server) request for Conversation Key and the remote’s
Authorization Key.

NS1(Name Server) passes back Keys or invalid request.
If an invalid request NS1 displays message to User.
Remote: send doubly encrypted message to remote AS2.
Remote AS2 calls local NS2 for Authorization key.

NS2 returns encryption key.

Figure 1. SENDX Data Flow Diagram For Remote Mail

S
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When the request to send a message is made, the Authorization Server prompts the user for
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his or her password to authenticate the request. The Authorization Server calls the Name
Server to return the encrypted password of the user making the request. The Authorization
Server will then verify the typed in password. If the password is valid, the Name Server is
called again for a request to send a message. The Name Server verifies that the receiver is
enrolled and that an active connection exists to the receiver. The Authorization Server will
either receive the conversation key and the computer’s authorization key (if remote), or an
invalid flag is set. For a local send request, the message is only encrypted with the
conversation key. The encrypted message is stored in the receiver’s secret mailbox. Remote
messages are doubly encrypted for security and protection across insecure communication
channels. The message is first encrypted with the conversation key, and then the encrypted
message is encrypted again with the remote computer’s authorization key. The local
Authorization Server sends the doubly encrypted message to the remote computer’s
Authorization Server. The remote computer’s Authorization Server receives the message,
and decrypts the message using its authorization key. The encrypted message is then stored
in the receiver's secret mailbox. The receiver is notified by the system mail facility that

someone has sent him or her secret mail.

The getx command provides the facility of retrieving secret mail. When the getx
command is requested, the Authorization Server prompts for the user's password for
authentication. If verification is correct then the Authorization Server goes to the user's
secret mailbox and retrieves the newest message first. Each message has a clear text header
on it. Parts of the header information are passed to the Name Server. The Name Server
searches through the user's file for the correct conversation key based on the header
information passed, and passes it back to the Authorization Server. Finally. the message is

decrypted and displayed on the user’s terminal.
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The disconnectx is another command in secret mail that is available. The command
provides the capability to deactivate an active connection if one exists. Once deactivated,
the connection with its unique conversation key is no longer available for use in sending
messages. The Message Server will remove the connection record when there are no more
messages that depend on that key. When a user requests a disconnect from another
member, the Authorization Server authenticates the user. The Authorization Server then
calls the Name Server for a disconnect request. The user's file is searched, and the
connection is deactivated. If the connection cannot be found, the Name Server will flag the
request as invalid. If the disconnect is to a member on a remote computer, the local Name
Server calls the remote computer's Name Server. In this case, the remote computer’s Name

Server receives the request and deactivates the connection.

The editx command is provided as a facility for the enrolled member who wants to

change his or her password.

The helpx command provides a short descriptions of the available commands and

how to use them.
3.2 DESIGN ASSUMPTIONS

To facilitate the implementation of the project. several design assumptions were
made. Several of the operating systems facilities were assumed to be sufficient for
providing the foundation for a first time implementation. For example, the "uux" command
is used as the mechanism for communicating to a remote computer. Also, the "mail"

command is considered acceptable in notifying receivers that they have secret mail.

The emphasis of the project was security, but no measure was taken toward
hardware security and protection . It was assumed that computer facilities are under close

supervision. Hardware crosstalk problems and wiretapping were assumed non-existant.
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3.3 DETAILED DESIGN of the NAME SERVER
3.3.1 Directory Structures

In appendix 2 are diagrams of the directory structure of the file system and the file
structure. The directory structure is flexible enough to be placed almost anywhere (which
is a characteristic of the UNIX™ operating system), but variable path names have to be set
within the "constant.h" file. The directory structure is designed to be flexible. There are
four directories. namely, a main directory called secretmail, and three subdirectories. The
three subdirectories are USERS, MACHINES, and ERRLOG. The ERRLOG directory is only
for recording errors. In the USERS directory are the individual user files. Each file is
owned by secret mail with the read and write permission rights set only for secret mail.
The same permission rights are on the MACHINES directory files. The MACHINES
directory consists of an available machines file and files that list all enrollees on each
computer in the network. The available machines file is a list of each computer’s system
name in the secret mail network and its associated authorization key. The authorization key

is used when the Authorization Server sends a message to a remote computer.
3.3.2 Name Server Module

The Name Server consists of a set of functional modules. The modules are:

1. NS_Request() (Name Server)

2. P_RequestQ (Password Request)
3. E_Request( (Enroll Request)
4. C_Request() (Connect Request)

a

D_Request() (Disconnect Request)
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MS_Request() (Message Server is called through the Name Server)

7. H_Request() (Help Request)

8. ED_Request() (Edit Request)

9. renroll (the remote process during enrollment)
10. rdiscon (the remote process to disconnect)

The NS_Request Server or Name Server selects the proper module, based on the
Authorization Server's request, and opens the err_log file for recording errors. The
Authorization Server and the Name Server pass all information concerning a user’'s request
by means of a data structure. This structure can be seen in the appendix 1 with definitions
of each data element. The Name Server relies on the Autﬁorization Server to provide the
necessary information in the data structure so that the right information is retrieved. Once
the Name Server is called, it determines what request the Authorization Server is making
by means of one of the structure's data elements called "cmd". The Name Server then calls
the appropriate module and passes the data structure to it. All of the modules return the
data structure back to the Name Server, which returns it back to the Authorization Server.

Each module in the Name Server will be discussed separately.
3.3.3 E_ Request Module

During an enroll request the Authorization Server passes the data structure to the
Name Server. The Name Server checks the data element "cmd" in the structure to
determine the type of request. Assuming the request is for enrolling, the Name Server calls
the E_Request module or enroll module, and the data structure is passed in the call. The
E_Request module retrieves the user's name, which is the user’s "login" name from the data

structure,
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The E_Request module then checks in the USERS directory to see if the user has a
file. If the user’s file does exists, then the user is already enrolled, and the data structure
element "FLAG" set to "INVALID". The data structure is passed back to the Name Server
who passes it back to the Authorization Server, who checks the data element "FLAG". In
addition, the E_Request module displays the message "User Already Enrolled” to the user’s
terminal. If the user was not enrolled, the request is considered valid. The enroll module
creates a file in the USERS directory using the user’s "login" name as the file name. The
E_Request module takes the encrypted password from the data structure and writes it to

the user’s file. The user’s file is then closed, where closed is the writing of the file to disk.

Next, the file with the enrollee’s names under the MACHINES directory is opened,
where open is 10 access a file. The enrollee file uses the computer system name as the file
name: this file contains a list of all users for that computer. The system name being the
address name that UNIX™ computers use in remote communications. Before opening the
enrollee’s file, a lock file is created using the computer’s system address as the prefix to the
file name. If a lock file already exists with the same name, the E_Request module goes to
"sleep”. "Sleep" is a UNIX™ system call that removes a process from the run state and
places it into a dormant state. In the secret mail project, the process sleeps for a two second
period. The lock mechanism tries for up to a total of twenty seconds to create a lock file.
If it cannot create a lock file in that period of time, an error is recorded. and the data
element "FLAG" is set to "INVALID". The E_Request module would return back to the
Name Server, which returns back to the Authorization Server. The user’s "login" name is
appended to the bottom of the file and closed, and the lock file "user_lock" is removed. The
E_Request module then opens the available machines file under the MACHINES directory.
The available machines file has two columns, the computer addresses that are in the secret

mail network and the authorization key. The first field, "computer-address”, in the
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available machines file is read to find the name of each remote computer that needs an
updated copy of the list of enrollees. While reading the available machines file, a UNIX™
system "popen"” function is used to write to the system "uux" command. The "popen” creates
a software communication path between two processes called a pipe. The enrollee file is
read and written to the pipe. The "uux" command creates a pipe to a communication
channel based on the remote computer’s address and executes the process "renroll” to read
data from the communication channel. As the E_Request module writes the data from the
enrollee file to the pipe, the "uux" function reads the pipe and writes the data to the
communication channel pipe, which is read by the "renroll" process on the remote computer.
The "renroll” takes the data read from the communication channel and writes it to the
sending computer’s file name. Each remote computer goes through the same process. The
user is unaware of all the activity that transpires. The method used to prevent the user
from being aware of the remote communications was to create a "child” process of the enroll
process. Where a "child” is a separate process created by a "parent” process, in this case the
enroll process. Therefore, the user is not inconvenienced by the transporting of files from
one computer to another. If errors occur during the opening of files, a record is made in the

ERRLOG directory in the err_logMMDD file. The "MMDD" signifies the month and day.
3.3.4 P_Request Module

The password request or P_Request module takes the data structure that is passed
from the Name Server and retrieves the user’s "login" name. The user name is used to first
verify enrollment. This is done by checking to see if the user’s file exists in the USERS
directory. If the user’s file does exists, then the file is opened and the first string of data in
the file is read. This string is the encrypted password that was created during the
enrollment session. The retrieved password is stored in the structure under the data

element "usr_pswd". The structure is passed back to the Name Server, which, in turn,



