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Abstract

In the face of growing disaster frequency and severity, we aim to strengthen resilience
across socio-technical systems. We develop several modeling frameworks to understand how
communities prepare for and recover from disruptions that span interdependent infrastruc-
tures and communication channels. Although communities differ in structure and vulner-
ability, disasters uniformly strain both the physical networks and the social systems that
support them.

This dissertation examines resilience across two fronts: the operational resilience of com-
munities within interdependent infrastructure systems and the communicative resilience of
information flow within and between them.

In the first part, we use a Markov Decision Process (MDP) framework to model failure-
and-repair dynamics in binary hetero-functional graphs (HFGs) that couple power, water,
and community infrastructures. We show that communities experiencing power outages
respond more sensitively to prioritization strategies based on vulnerability or criticality,
whereas those affected by water shortages are primarily influenced by service demand. To
overcome the limits of binary HFGs, we introduce the Hetero-functional Agent-Based In-
frastructure Toolkit (HABIT). HABIT enables fine-grained simulation of heterogeneous in-
frastructures and their interdependencies. We apply HABIT to a synthetic model of three
communities with varying infrastructure access and social vulnerability. The simulation re-
produces normal operations, disruptions, and recovery influenced by scarce resources, vehicle
routing, and mobile repair crews. By incorporating stochasticity, we uncover variations in
cascading failures and recovery patterns that deterministic models can miss. HABIT thus
enables rapid evaluation of disruption scenarios and guides resource allocation and recovery

planning under uncertainty.



Recognizing that technical criteria alone may diverge from community priorities, we in-
tegrate community preferences into decision-making. We employ Large Language Models
(LLMs) as proxy survey tools, generating simulated personas with diverse disaster experi-
ences to obtain infrastructure-repair preferences. We aggregate these responses through a
learning-to-rank algorithm, producing a total repair order that balances technical feasibility
with social priorities.

In the second part, we shift from infrastructure to information, examining how com-
munication systems support or hinder resilience. Using survey data from three Midwest
counties, we develop stochastic diffusion models that trace how information spreads through
communities during both normal and disaster conditions. We integrate neighbors, online
social networks, local news, cable news, and local government, mapping trust-based and
interaction-based ties in each community. We find that trust in local government, frequent
interaction with cable news, and social media strongly shape diffusion, with diffusion speed
being independent of community size. We then extend this analysis to examine manipu-
lation of information in online social networks. Using Twitter data from the 2016 United
States elections, we analyze interactions between Russian troll tweets and public replies.
We cluster historical user-interaction sequences and apply statistical tests to reveal diverse,
unpredictable engagement behaviors. We find that trolls lacked a consistent strategy for pro-

voking responses, although content with political figures generally attracted more attention.
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Chapter 1

Introduction

In recent years, there has been a growing focus on strengthening infrastructure resilience in
light of global challenges like population growth and climate change. This increased atten-
tion has led to studies aimed at improving the reliability and robustness of infrastructure.
One signi cant discovery is the interconnectedness of infrastructures and their relationship
with surrounding communitiest?. Therefore, the design and development of resilient infras-
tructure becomes complicated by the need to consider its heterogeneous and dynamic states,
as well as uncertainties stemming from human behavior and environmental conditions. This
complexity makes it relevant to understand how to model resilient infrastructure and com-
munity systems, especially when decisions surrounding infrastructure can a ect the resilience
of their connected communities.

Not only are critical infrastructure systems such as power, water, and transportation
deeply interdependent, but they can also operate under uncertain conditions that can change
rapidly during disruptions®. And when such failures occur, the consequences often cascade
across systems, and a ect not just physical assets but also the communities that rely on
them34. For this reason, modeling these interdependencies is essential to understand how
disruptions propagate and to design e ective strategies to restore servi€ésback to com-
munities.

But what services do we prioritize in communities when natural disasters damage multi-



ple critical infrastructures across communities? This situation creates complex prioritization
challenges for response e orts. Traditional approaches for prioritizing infrastructure repairs
rely heavily on expert opinions, which potentially overlook diverse community perspectives
and public demand urgency. A recent study by Doorn et &lshows that restoring dam-
aged infrastructure during disasters following the technical approach is likely ine ective in
addressing the immediate needs of a ected communities. Also, studies have shown that vul-
nerable communities have higher immediate needs and are most likely to be a ected if such
needs are not met'®. With this understanding, it becomes more important to integrate
community preferences into infrastructure response and post-disaster e orts.

Infrastructure resilience goes beyond the physical systems themselves and is tied to com-
munities that need to communicate with each other on di erent levels to support the re-
silience e ort. This understanding that communities rely on communication leads us to
focus on the communication resilience of information ow within and outside a community.
E ective communication of life-saving information during a disaster is critical. However,
the unique characteristics of communities, whether rural, suburban, or urban, can a ect the
speed at which such information spreads, potentially impacting a community's resilience.
Therefore, we need to understand how the process of information di usion, which is indica-
tive of a community's communication resilience, depends on the community's characteristics.

Digging deeper, how can we ensure that the information being di used is authentic and
free from manipulation? This question leads us to investigate manipulation strategies. Given
that online social networks, such as Facebook, X (formerly Twitter), and Instagram, have
become an essential part of people's daily lives for getting real-life information, it is important
that such information is organic and free from manipulation However, the ease of access and
anonymity o ered by these platforms have also led to the emergence of online trolls, who
seek to manipulate, harass, and intimidate others for their own personal gain.

Manipulation by trolls in online social networks has become an increasingly concerning
issue, particularly due to its potential to cause harm to individuals, damage reputations,
and create a toxic online environment. Various manipulation techniques exist, including

online astrotur ng, misinformation, disinformation, clickbait, deepfake, gaming, trending
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and ranking algorithms, and coordinating attack$”. Given these challenges, identifying
and understanding the strategies used to manipulate legitimate users on social media has
become imperative.

Given these considerations, this dissertation has two primary goals: rst, to operational-
ize community resilience within interdependent infrastructure systems, and second, to un-
derstand the communicative resilience of information ow within and between these systems.

We address these goals from ve distinct perspectives, detailed in Section 1.1.

1.1 Overview of Subsequent Chapters

In Chapter 2, we propose a method to enhance the resilience of interconnected infrastructure
by utilizing a stochastic binary hetero-functional graph to model the dependencies among
elements of an infrastructure network. Using a Markov Decision Process (MDP), we simulate
failures and repair strategies and identify optimal repair strategies tailored to interdepen-
dent systems. Our developed algorithms incorporate equity-based metrics to ensure that we
consider equity in the repair processes within the infrastructure network containing power,
water, transportation, and community services. We aim to ensure a fair recovery process
during disruptions by optimizing repair sequences based on interconnectedness and function-
alities.

In Chapter 3, to overcome the limits of binary HFGs, we introduce the Hetero-functional
Agent-Based Infrastructure Toolkit (HABIT). HABIT models infrastructure as a network of
functionalities, such as generating power, transporting water, or consuming vehicles. Each
functionality is represented by an autonomous agent with de ned behavior, location, and
evolving states. The simulation operates over discrete time steps and includes stochastic
elements such as random failures, uncertain repair durations, and probabilistic transport
availability. We apply HABIT to a simplied model of three communities with di erent
levels of infrastructure access and social vulnerability. The simulation captures both normal
operations and disruptions, including recovery in uenced by constrained resources, vehicle

routing, and mobile repair agents. HABIT uses a hetero-functional graph to represent in-
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terdependencies across functionalities. This structure allows components to be added or
removed without altering the system con guration, supporting exible scenario design.

In Chapter 4, we represent interdependent infrastructure systems and communities alike
with a hetero-functional graph (HFG) that encodes the dependencies between functionalities.
This graph naturally imposes a partial order of functionalities that can inform the sequence
of repair decisions to be made during a disaster across a ected communities. However, using
such technical criteria alone provides limited guidance at the point where the functionalities
directly impact the communities, since these can be repaired in any order without violating
the system constraints. To address this gap and improve resilience, we integrate community
preferences to re ne this partial order from the HFG into a total order. Our strategy involves
getting the communities' opinions on their preferred sequence for repair crews to address
infrastructure issues, considering potential constraints on resources. Due to the delay and
cost associated with real-world survey data, we utilize a Large Language Model (LLM) as
a proxy survey tool. We use the LLM to craft distinct personas representing individuals,
each with varied disaster experiences. We construct diverse disaster scenarios, and each
simulated persona provides input on prioritizing infrastructure repair needs across various
communities. Finally, we apply learning algorithms to generate a global order based on the
aggregated responses from these LLM-generated personas.

A version of Chapter 4® was accepted for publication [Adaeze Okeukwu-Ogbonnaya,
Rahul Amatapu, Jason Bergtold, and George Amariucai. \LLM-Based Community Surveys
for Operational Decision Making in Interconnected Utility Infrastructures.” Proceedings of
the 2025 IEEE/ACM International Conference on Advances in Social Networks Analysis and
Mining (ASONAM), 2025]. | served as the primary investigator and led the development
of the research concept, experimental design, data analysis, and manuscript preparation.
Rahul Amatapu contributed to the modeling and data preprocessing e orts. Jason Bergtold
provided guidance on socioeconomic framing and interpretation of results. George Amariucai
supervised the research and contributed to the conceptual development and manuscript
revisions.

In Chapter 5, we investigate the communication networks of urban, suburban, and rural

4



communities from three US Midwest counties through a stochastic model that simulates the
di usion of information over time in disaster and in normal situations. To understand infor-
mation di usion in communities, we investigate the interplay of information that individuals

get from online social networks, local news, government sources, mainstream media, and
print media. We utilize survey data collected from target communities and create graphs of
each community to quantify node-to-node and source-to-node interactions, as well as trust
patterns. We run Monte Carlo simulation to obtain the average time it takes for information

to propagate to 90% of the population for each community.

A version of Chapter 5° of this dissertation has been published in Scienti ¢ Reports
[Okeukwu-Ogbonnaya, A., Amariucai, G., Natarajan, B., & Kim, H. J. (2024). Towards
guantifying the communication aspect of resilience in disaster-prone communities. Scienti ¢
Reports, 14, 8837]. | was the lead investigator, contributed to the development of the concept,
participated in data collection and analysis, conducted the experiments, and performed
the result analyses. Balasubramaniam Natarajan and Hyung Jin Kim contributed to the
conception of ideas, acquisition, analysis, and interpretation of data. George Amariucai was
the supervisory author on this project and was involved throughout the project from concept
formation, acquisition, analysis, and interpretation of data to manuscript composition and
edits. All authors participated in reviewing the manuscript.

In Chapter 6, we examine manipulation tactics used by Russian trolls during the 2016
U.S. General Election by analyzing Twitter data from February 8, 2012, to May 30, 2018.
To understand the interaction dynamics between trolls and legitimate users, we link troll
tweets with user replies and extract cumulative features that may in uence user response
behavior. Assuming that users respond to troll tweets based on tweet characteristics and their
own interaction histories, we cluster user response histories to identify recurring behavioral
patterns. We then perform statistical analysis of response time distributions within and
across clusters to assess whether trolls employed coordinated strategies to prompt timely
user engagement.

In Chapter 7, we focus on contributions, limitations, and future works of the dissertation.



Chapter 2

Dynamic Hetero-Functional Graph
Modeling for Enabling
Community-Value-Informed
Operational Decisions in Utility

Infrastructures

2.1 Introduction

In recent years, there has been a growing focus on bolstering infrastructure resilience in light
of global challenges like population growth and climate change. This increased attention
has led to studies aimed at improving the reliability and robustness of infrastructure. One
signi cant discovery is the interconnectedness of infrastructures and their relationship with
surrounding communities. Developing infrastructure poses a challenge due to these connec-
tions requiring consideration of the heterogeneous and dynamic infrastructure systems, along
with uncertainties related to human actions and environmental factors.

Recently, to address the issues of the heterogeneous nature of infrastructure, a hetero-
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functional graph (HFG) model has been proposétl to model unique functionalities in the
infrastructure. This use of hetero-functional graphs eliminates one layer of complexities,
hence we can view infrastructures as a network of functionalities that connect to each other
and to communities.

A hetero-functional graph model representation of interdependent infrastructure maps
functionalities of infrastructure resources to one another as a way to show their logical
relationships. We de ne functionalities as the representations of processes that capture the
capabilities of the resources. Some examples of processes are: Consume cold water, Enter
electric vehicle, Exit electric vehicle, Transport Water from PointA to B ?°. Resources are
objects that have functions such as transforming, transporting, or storing things or operands.
Some examples of resources are houses, parking lots, water pipelines, roads, and power lines.
Operands are inputs or outputs, that is, things that ow through the infrastructure and
community. Some examples of operands are water, electric power, vehicles, and people.

In a hetero-functional graph, each vertex represents the functionality of the resources,
while the edges represent the dependencies between functionalities. An eAge between
two nodes signi es a dependency between these nodes, meaning that functionality A must
be operational for functionality B to work properly.

In our research, we aim to develop a framework to analyze how interdependent infrastruc-
ture changes over time. We use binary stochastic hetero-functional graphs for this purpose.
These graphs enable us to illustrate the relationships among components within a system,
such as the links between critical functionalities. In this model, we use this representa-
tion to show interdependencies; a \0" signi es no dependence, while a \1" shows there is a
dependence.

To improve our insights regarding these dynamic systems, we integrate Markov Decision
Processes (MDPs). Using MDPs to model interdependent infrastructures allows us to take
into account the stochastic nature of the system, where outcomes are random and in u-
enced by previous states. By utilizing MDPs, we can depict the dynamics of interconnected
systems, make informed decisions based on probabilities, and devise strategies for improv-

ing infrastructures while taking various scenarios into account. Moreover, MDPs provide a
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method for making decisions when dealing with uncertainties, paving the way for exible
approaches to infrastructure management.

When we develop resilience models, we consider three decision planes: the repair deci-
sion plane, the distribution of limited resources decision plane, and the investments decision
plane. The repair decision plane focuses on making decisions about repair and restoration
activities after events. It involves identifying which components or systems need attention,
how resources should be assigned for repairs, and planning restoration e orts. A stochas-
tic resilience model would take into account uncertainties related to repair times, resource
availability, and the dynamic relationships between infrastructure systems. The distribution
of limited resources decision plane deals with allocating and distributing resources like labor
supply, materials, and nancial resources to address resilience needs across infrastructure
systems. The stochastic model would consider uctuations in resource availability over time,
competing resource demands from other infrastructures and sectors, and how resource al-
location decisions a ect system resilience. The investment decision plan includes decisions
regarding long-term investments in infrastructure resilience, such as upgrades, maintenance,
and implementing technologies or strategies to improve system robustness. A stochastic
model would assist in evaluating the return on investment for measures that enhance re-
silience while taking into account uncertainties in future hazards, technological advance-
ments, and socio-economic factors.

In summary, our research models interdependent infrastructures as binary stochastic
hetero-functional graphs and uses MDP to comprehensively model and manage the stochas-
tic nature of interdependent infrastructures. This integrated approach allows for a deeper
understanding of dynamic system behavior and empowers us to make decisions that account
for the inherent unpredictability and variability associated with complex, interdependent
systems. Since our interest is in the repair decision plane, the objective of this chapter is to
understand how di erent decision-making impacts communities. The contributions of this

chapter are as follows:

1. We develop a Markov Decision framework to model the dynamics of failures and repairs



in a hetero-functional graph of multiple infrastructures.

2. We examine the implications of the various repair decisions ordered by community

metrics such as vulnerability and criticality.

3. Our observations reveal distinct impacts on communities a ected by power systems
versus those a ected by water failures. Decision-making based on vulnerability or
criticality in uences communities a ected by power failure di erently. In communities
a ected by water failure, impacts are mostly based on the water demand of each

community.

2.1.1 Acknowledgments

This research was supported by funding from the USA National Science Foundation (NSF)

under Grant Number 2148878.

2.2 Literature Review

The state of research in infrastructure resilience has evolved over time, moving from component-
level optimization toward frameworks that account for uncertainty, interdependence, and
social factors.

Some early works focused on minimizing downtime in individual infrastructure networks
through optimization models, such as those in Zhang and Cheflg who used an MDP to
schedule post-disaster maintenance and showed that breaking large networks into smaller
sub-networks can reduce repair delays. Similarly, Fang and Sansa¥ideveloped a two-
stage stochastic programming approach to improve network recovery under uncertain repair
durations and resource constraints. Alkhaleel et & extended this paradigm with scenario-
based optimization and conditional value-at-risk metrics to account for uncertainty in repair
and travel times, and Wu and Wang* introduced a performance-driven framework for inter-
connected networks using a combination of mathematical programming and heuristic agent

coordination.



Next, we observe the shift toward modeling interdependent and multi-layered infras-
tructure systems. Ghorbani-Renani et af® proposed a tri-level protection-interdiction-
restoration model that simultaneously addresses vulnerability and recoverability in inter-
connected utilities. Almoghathawi et al?® and Liu et al.?’ presented restoration models
for interdependent and transportation networks, respectively, leveraging mixed-integer op-
timization to provide prioritized repair schedules under limited crew availability. Vugrin et
al.?® formulated a multi-mode project scheduling framework for post-disaster recovery se-
guencing, emphasizing e ciency and service restoration. These studies illustrate the trend
from single-system optimization to integrated approaches that account for cascading failures
and cross-network e ects.

Some research e orts have explored how functional importance and network topology
inform resilience. Zhang et af® introduced a method for balancing cost and resilience via
stochastic ranking, while Fang et af® proposed robust pre- and post-disruption planning
to enhance network performance. Approaches such as genetic algorithms for bridge restora-
tion 3!, resilience-aware transportation planning?, and network science heuristics like Cent
Restore*® demonstrate the use of functional criticality and topological measures in guiding
recovery. Li et al3* and Ye and Ukkusurf® showed how multi-stage design and scheduling
strategies improve post-disaster recovery in transportation systems.

In recent years, researchers started working on incorporating vulnerability and equity
considerations into resilience planning. Giovannettone et &f.identi ed a persistent gap in
embedding equity in infrastructure decision-making, warning of potential innovation traps
that overlook historical injustices. Meerow et af’ characterized urban resilience planning
across distributional, recognitional, and procedural equity, while Karakoc et & combined
vulnerability indices with component importance measures in a multi-criteria restoration
framework. Gunda et al®®* emphasized the role of stakeholder-driven logic models for inte-
grating equity into infrastructure planning, and Wang and Monaché® demonstrated equity-
focused recovery using reinforcement learning for urban tra ¢ networks. Yap et &t and
Baghersad et al*? highlighted the trade-o s between e ciency and equity in infrastructure

prioritization.
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In addition to these planning approaches, functional and system-of-systems models have
emerged to capture dynamic interactions and cascading failures. Cavallini et “dl.devel-
oped a system dynamics framework to forecast the evolution of disruptions, while Filippini
and Silva** analyzed functional dependencies to inform resilience assessments. Agent-based
and hybrid simulation approaches, such as those by Munzberg et &.and Rasoulkhani and
Mostafavi“®, explicitly model human{infrastructure dynamics to capture emergent recovery
behaviors. Guidotti et al.*” provided a probabilistic framework for modeling interdependent
networks, and Galbusera et af® introduced Boolean network models to simulate failure
and recovery phases under resource constraints. Turnquist and Vugfiradvanced stochas-
tic optimization for distribution systems by integrating pre- and post-disruption strategies,
and Argyroudis et al>® demonstrated quantitative resilience assessment for multi-hazard
transport infrastructure.

Our work builds on these developments by integrating dynamic repair modeling, inter-
dependence, and equity into a uni ed framework. Speci cally, we model interdependent
infrastructures as binary stochastic hetero-functional graphs and simulate repair decisions
using MDP. Unlike prior studies that evaluate equity post hoc or treat it as a secondary ob-
jective, we include the community's social vulnerability scorés directly into the repair pri-
oritization process alongside infrastructure criticality. By comparing repair strategies based
on individual and combined metrics, our approach provides an operationally actionable and

socially responsive framework for post-disaster infrastructure recovery.

2.3 Data

In this section, we present the notional infrastructure model utilized in our study and the

metrics employed in our analysis.
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2.3.1 Integrated Infrastructure and Community Network

In the proposed infrastructure model, we outline a comprehensive utility network encom-
passing electricity generation, distribution, water supply, transportation, and community
network systems. This model shows three distinct communities, each featuring dedicated
subsystems for electrical power distribution and water supply, as illustrated in Figure 4.1.
In the diagram, undirected edges represent bidirectional connections, such as two-way roads,
while directed edges represent one-way dependencies like the ow of power or water.

In our work, we focus on the subset of the infrastructure model, which is power, water, and
community networks. The model centers around a main power generation unit, Generator
1 (Genl), which acts as the core of the electricity distribution network. From Generator 1
(Genl), power ows to a primary substation, SubStation 1 (SS1), then to four nodes T1-T4,
which we refer to as transformers in this work. In practice, these represent the distribution
transformers within the substations that deliver power to the three communities. Water
Treatment Plant 1 (WTP1) gets electricity from T4 through Powerline 16 (P16). See the

dependency graph in Figure 2.2. We discuss the network of three communities below:

" Community 1: Community 1 is served by T1, receiving electrical power from the cen-
tral generator, Generator 1 (Genl) facility. Power ows through Powerline 1 (P1) to
SubStation 1 (SS1) and then via Powerline 2 (P2) to Transformer 1 (T1). Power-
line 3 (P3), Powerline 4 (P4), Powerline 5 (P5), and Powerline 6 (P6) give power to
the Elementary School 1 (ES1), Residential 1 (RES1), Commercial Area 1 (COM1),
and Hospital 1 (H1) respectively. Simultaneously, potable water processed at Water
Treatment Plant 1 (WTP1) is stored at the water storage tank Water Storage Tank
1 (WS1) and distributed to corresponding end-users through water pipelines Water
Pipelines 2 (WP2), Water Pipelines 3 (WP3), Water Pipelines 4 (WP4), and Water
Pipelines 5 (WP5). The transportation network within Community A comprises roads
(R1, R23, R22, R28, R24, R29, R26, and R27), connecting residential, commercial,

and household sectors with intersections (14, 15, 16, 13, 11).

" Community 2: Transformer T2 serves Community 2's electrical needs, with power dis-
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Figure 2.1: The Integrated Infrastructure and Community Network Model

tributed to the Elementary School 2 (ES2), Residential 2 (RES2), and Commercial
Area 2 (COM2) through powerlines, Powerline 8 (P8), Powerline 10 (P10), and Power-
line 11 (P11), respectively. Potable water ows from Water Treatment Plant 1 (WTP1)
to the water storage tank, Water Storage Tank 2 (WS2), and is distributed through
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Figure 2.2: The Dependency Graph of Interconnected Infrastructure. Directed edges (ar-
rows) indicate functional dependencies from one node to another.

pipelines Water Pipelines 6 (WP6), Water Pipelines 7 (WP7), and Water Pipelines 8
(WP8) to meet the water consumption demands of the community nodes. The trans-

portation infrastructure features includes roads (R5, R33, R32, R38, R35, R34, R39,
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R36, and R37) which connects intersections (111, 112, 116, 115, 114, 113).

Community 3: Transformer T3 distributes electricity through powerlines P13, P14,
and P15 to the Elementary School 3 (ES3), Residential 3 (RES3), and Hospital 2 (H2).
Water distribution from Water Storage Tank 3 (WS3) is carried out through Water
Pipelines 9 (WP9), Water Pipelines 11 (WP11), and Water Pipelines 10 (WP10) to
these end-users. The transportation infrastructure comprises of roads (R8, R43, R42,
R48, R45, R44, R49, R46, and R47), and intersections (126, 121, 122, 125, 124, 123)

enabling vehicle movement within communities.

In addition, road R100 connects Community 1 to Community 2, and roads R200 and

R300 connect Community 2 and Community 3.

2.3.2 Metrics

We de ne four metrics that we use in decision-making and evaluating the results of those

decisions.

" Social Vulnerability Score (SVS): The SVS is a scalable metric created to gauge the
varying levels of vulnerability across di erent segments of a community during disas-
ters or crise$!. This index is tailored to capture the diverse starting conditions and
experiences of these groups by utilizing demographic information from U.S. Census
data. The SVS is derived from these demographic variables in a similar manner to the
CDC/ATSDR Social Vulnerability Index (SVI) °2, but is scaled for use in simulation.
The SVS uses Zone 1 to Zone 5 to indicate the degree of vulnerability, with 5 showing
the highest vulnerability. In our work, we normalize to the 0-1 range, with 1 showing

the highest vulnerability.

Criticality: Criticality measures the signi cance of the e ects that a compromised asset
can have on the wider infrastructure network. This measure is commonly quanti ed
through structural metrics that determine a node's connectivity and signi cance within

the network or through reductions in functionality, impacting the delivery of essential
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goods, services, or utilities through the nod&>*. To represent the level of criticality
of functionalities, we assign values ranging from 0 to 1, where 1 indicates the highest

level of criticality.

Weighted Social Vulnerability Score and Criticality Score: The Weighted Social Vul-
nerability Score and Criticality Score merge social vulnerability and criticality metrics
into a uni ed weighted measure through a linear combination. In this combination,
each weight is a value between 0 and 1, where the total of all weights equals 1. We
apply this method to provide a more comprehensive assessment by considering both
the vulnerability of the community and the critical importance of the resource or node.
We do this because our repair algorithm requires a single scalar value to produce a total

order of repair priorities, we de ne:

Priority ; = wsys SVS + wit Crity; (2.1)

wherewsys and wg,i; are the respective weights. The combined score is a ranking tool,

not a physical quantity, and the weights can be tuned to re ect stakeholder preferences.

Demand Not Served (DNS): DNS is a metric used to assess the consequences of a cas-
cading event in power systems. It quanti es the amount of electrical load that cannot

be supplied due to disruptions within the power network. This measure assumes that
the customer's load demand remains constant throughout the evefit We compute

DNS and Total Load as cumulative sums over the entire simulation period (i.e., total
across all discrete time steps). This allows us to compare the impact of repair strategies

on overall service delivery.

2.3.3 Community Features

We have three di erent communities, each with distinct characteristics. In our model, Com-

munity 1 has a social vulnerability score of 0.2, Community 2 scores 0.3, and Community 3

scores 0.7, indicating that Community 3 is the most vulnerable among them. Following this,
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we assign criticality values by rst looking at the dependency graph. The nodes that support
more downstream functionalities get higher scores, which we determine using a depth- rst
traversal of the hetero-functional graph.

Genl is assigned the maximum criticality score (1.0). Nodes on the same level in a
depth- rst search tree share the same score, such as transformers at 0.87 and water storage
tanks at 0.71. We assign hospitals a criticality score of 0.9 to re ect their essential role
during emergencies, while residential, commercial, and school nodes are assigned lower scores
(0.25{0.45) according to their position in the network. Additionally, we categorize each node
within our communities as consuming nodes and assign them speci c total demands for water
and power. The data, code, and complete set of assigned scores for all nodes are available

in the chapter's GitHub repository®®.

2.4 Methodology

We present the binary hetero-functional graph and its application in modeling failure and
repair dynamics via MDP. Next, we explore the process of prioritizing repairs using di erent

metrics.

2.4.1 Binary Hetero-functional Graph

Binary Hetero-functional graphs are useful for modeling systems where dependencies are
either present or absent without considering degrees or levels of dependency. In a binary
hetero-functional graph, the edges between nodes represent dependencies between function-
alities. Each node in a binary hetero-functional graph represents the functionality of the
system. An edgeAB between two nodes signi es a dependency between these nodes so that
functionality A must be operational for functionality B to function e ectively.

We apply hetero-functional graph theory to construct hetero-functional graphs of inter-
dependent infrastructure from a multilayer network. Typically, in such a multilayer inter-

dependent infrastructure network, represented a& = (V;E), there aren vertices andm
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edges. Here, the nodes correspond to components within power, water, and transportation
infrastructures, as well as community structures, while the edges represent the connect-
ing pipelines, power lines, or road networks. However, in the hetero-functional graph, the
vertices and edges in a multi-layer graph are nodes. The edges show the dependency rela-
tionship between the nodes. We show a simple hetero-functional graph in Table 2.1. For the

hetero-functional graph of our model, we have 141 nodes and 208 edges.

Table 2.1: Simple Hetero-functional Matrix

Treat Water at Store Water at
Water Treatment Plant Water Storage Tank

1 0

Consume Power at
Water Treatment Plant
Transport Water from
Water Treatment Tank to 0 1
Water Storage Tank

From the graph, we observe that functionalities adhere to a 'Process + Resource' format.
The functionalities represented in the columns depend on those listed in the rows. For
example, the functionality ‘Consume Power at Water Treatment Plant precedes Treat Water
at Water Treatment Plant. Typically, these functionalities represent the capabilities of the
infrastructure, with nodes being de ned according to the resource functions across various

infrastructures.

2.4.2 Modeling Failure and Repair with a Stochastic Binary Hetero-
Functional Graph Model

In this study, we explore the dynamics of component failures within interdependent infras-
tructure systems, particularly those damages that arise from disasters or disruptions. We
use small case letters to denote scalars, small case bold letters for vectors, capital letters
for matrices, and capital script letters for sets, which establishes the notational conventions
that will be employed throughout our analysis.

Repairs are frequently required due to the interconnected nature of these systems. Our
study concentrates on repairs linked to disasters or disruptions and explores the dynamics
of component failures within interdependent infrastructures. Given this interdependence,

a failure in one component can lead to cascading failures across the system. Hence, we
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aim to model the decision-making process on which repair process to undertake, given the
interdependent nature of our system. To accomplish this, we present a binary stochastic
hetero-functional graph as a model of MDP. For an infrastructure system depicted by a

hetero-functional graph, we de ne the MDP framework as follows:

1. S: The state space of the system, denoted & where eachS; lies within the range

0;1)

2. A: The action space where the action is stochastig(k) 2 A is an n-tuple binary

sequence oh actions at timestep k

3. D: The set of damagesd(k) 2 D is an n-tuple binary sequence oh damages at

timestep k
4. G: The hetero-functional graph

5. s(k): The state of functionalities, s(k) is an n-tuple binary sequence o functionalities

in the system at timestepk
6. P: The transition probability matrix

7. r: The number of repair crews

We use this framework to model decision-making in infrastructure systems facing disrup-
tions. The state spaceS and an action spacé are represented byn-tuple binary sequences
that enable the capture of system functionalities and stochastic actions. The damageés,
enable the assessment of repair strategies under various scenarios. By integrating the hetero-
functional graph, G, we ensure adaptive responses by directing repair actions based on the
system's state and dependence. Utilizing a transition probability matriP aids in modeling
the stochastic nature of state transitions, facilitating long-term strategy assessment. Includ-
ing the number of repair crewsr introduces an additional constraint, ensuring that at each
time step, the number of system functionalities to be xed aligns with the available repair

crews. This introduces a queue-like mechanism into the framework. With this framework,
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we can track the evolution of system states over time and make informed decisions regarding
repair strategies.
Given that damageD and action A are stochastic, to nd a new state, we solve the

following:

dk+1) P(d(k+1)jd(k);a(k)) (2.2)

s(k+1) = f(s(k);d(k +1);G); (2.3)

whered(k) is the current damage on the system and(k + 1) is the next state of damage
when actions,a(k) are taken on the system. The functiori is the mapping from the previous
state, sk), to the new state, s(k + 1), given the new damaged(k + 1) on the system, and

the graph G which determines dependencies between functionalities.

2.4.3 Repair Orderings

In the previous subsection, we established a natural order of repairs based on the depen-
dencies among nodes in the hetero-functional model and the extent of damages incurred.
This ordering, referred to as goartial order on actions, is determined using the depth- rst
search algorithm, prioritizing the sequence of functionalities for repair. However, while this
partial ordering ensures an organized sequence of repairs, it does not prioritize individual
repair actions within functionalities on the same level.

To re ne the repair ordering further, our aim is to establish atotal order of actions.
In addition to considering dependent relationships and damages, this approach incorporates
various metrics to enhance the ordering process. Speci cally, as our infrastructure comprises
interconnected communities, we introduce additional metrics such as social vulnerability
score, criticality, and weighted social vulnerability score and criticality. These metrics serve
to prioritize repairs based on the broader impact within the community and the criticality
of the infrastructure component.

We note that multi-objective and multi-criteria optimization methods are commonly used
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for post-disaster repair planning. In this study, we evaluate each decision metric separately
to preserve interpretability. SVS and criticality represent distinct prioritization philoso-
phies, community-focused versus infrastructure-focused, that we aim to compare directly.
Collapsing these into a single multi-objective framework could obscure the trade-o s that
our analysis is designed to highlight.

We use a breadth- rst search (BFSJ’ to traverse the dependency graph, starting from
a given node and moving through neighboring nodes level by level. Our only change is that
within each BFS layer, we sort the nodes based on a user-de ned priority metric, such as
criticality or social vulnerability score, so higher-priority nodes are handled rst. This helps
ensure that the traversal respects the dependency structure, avoids getting stuck in cycles
or deep branches, and keeps the repair sequence aligned with the chosen priorities.

By integrating these metrics into our repair ordering process, our aim is to develop a
framework that optimizes repair sequences and ensures e cient allocation of resources in

response to infrastructure disruptions.

2.4.4 Simulation

Our study implements a detailed simulation model to track the evolution of damage within
the infrastructure systems, focusing on the interactions between damage, repair processes,
and infrastructure dependencies.

During each cycle of the simulation, the model assesses and updates the damage status
of the infrastructure components based on a set of probabilistic rules. These rules simulate
the stochastic nature of damage incidents and repair outcomes, in uencing how each com-
ponent's state might change in response to operational decisions and external factors. To
guantify the dynamics of repair and failure probabilities over time, the model incorporates
the transition probability matrix that provides the probabilities of transitioning from one
state to another within the system. The probability that a component remains undamaged
is set to 1, implying certainty in the absence of external damage in uences. The probability

that a component remains in a slightly damaged but stable state is maintained at nearly

21



1 (0.999999), indicating that the component is almost certain to remain in this state with-
out further intervention. For components that are actively being repaired, the transition
probability matrix holds probabilities calculated for each time step based on an exponential
distribution. These probabilities are crucial as they re ect the likelihood of a component
being repaired over time, adjusting for the increasing complexity of repairs as time without
intervention extends. The probabilities of repair are of the form 1 e ', where t is the time
since the last transition and is a parameter that adjusts the rate at which the exponential
decays, which emphasizes how repairs become more likely to be completed as time passes.
In our simulation, time moves in discrete step&, so we treatt as proportional to k.

Within the simulation, repair decisions are enacted according to th#otal order of ac-
tions, which directs the deployment of repair crews to speci c components based on their
current states and priority rules. Each decision impacts the system's state, and the out-
comes are determined during each simulation cycle, where a random number is generated for
each functionality and compared against its corresponding transition probability from the
transition matrix. If the functionality is under repair and the random number exceeds this
probability for the given time step, indicating a successful repair according to our stochastic
model, the component's damage state is updated to repaired (0). If not, it remains damaged
(2). This method enables the simulation to realistically replicate the variability and uncer-
tainty typical of real-world repair outcomes, re ecting the dynamic nature of infrastructure
maintenance.

In the water infrastructure, we model the failure and repair process of a pump in a
pipeline connected to water storage as follows. When the pump is operational, and damage
has been repaired (indicated by the status ' xed'), the system calculates the total water
usage by aggregating the demand across all consumption functionalities downstream. If the
available water storage is su cient to meet this demand, the water amount is appropri-
ately reduced and then increased by a predetermined re Il quantity. This addition helps
maintain optimal water levels, ensuring continuous supply without exceeding the storage's
initial capacity, which is safeguarded by adjusting the storage to the lesser of the current

or initial levels. In instances where the water storage does not meet the total demand, the
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system prioritizes distribution based on a prede ned criticality of nodes. Water is allocated
to these critical nodes rst, ensuring that the most important or vulnerable nodes receive
water before others. If the storage can satisfy a node's full demand, the amount is deducted
and recorded. However, if the storage is insu cient, it allocates the remaining water to the
node, exhausts the storage, and halts further distribution. After addressing these critical
needs, the storage is re lled by the set re Il quantity.

However, if the pump has not been xed, the approach to managing water storage changes
slightly. The system still sums up the total demand from consumption functionalities down-
stream but directly deducts this from the water storage. However, there is no re lling of the

water storage since the pipes that supply water are not functional due to pump failure.

2.5 Experiments

In this section, we present the simulation setup for the experiment. We de ne two di erent

scenarios considering failures in the power and water infrastructure, as follows.

1. We simulate the failure of three powerlines, P2, P7, and P12, which connect one
substation to three transformers, which connect to the three di erent communities.
Our simulation parameters include the number of repair crews given as 2 with the rate
parameter of the exponential distribution () as 0.3. These settings are implemented
across four di erent repair orderings. Each experiment is executed through a Monte
Carlo simulation, repeated 1000 times. We use di erent repair orderings based on
criticality and social vulnerability scores. When we use the weighted scores, we use
weights on (SVS: Criticality) metrics as (0.4:0.6). The power demand not served across
the consumption functionalities, consume power at ES1, RES1, COM1, H1, RES2, ES2,
COM2, RES3, ES3, and H2 are given as 100MW, 200MW, 500MW, 1000MW, 200MW,
100MW, 500MW, 200MW, 100MW, and 1000MW respectively.

2. We simulate the failure of two pumps, pumps 20 and pumps 30, on two water pipelines,

WP12 and WP13. These water pipelines connect two water storage tanks, WS2 and
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WS3, which connect to other pipelines and nally to Community 2 and Community

3 with SVS of 0.3 and 0.7, respectively. The water demands from Community 2 and
Community 3 are 3300 liters and 2100 liters, respectively. Our simulation parameters
include the number of repair crews given as 1 with the rate parameter of the expo-
nential distribution ( ) as 0.3. Each experiment is executed through a Monte Carlo
simulation, repeated 1000 times. We use di erent repair orderings based on criticality
and social vulnerability scores. When we use the weighted scores, we use weights on

(SVS: Criticality) metrics as (0.4:0.6).

2.6 Results

We compare the outcomes achieved by employing di erent repair orderings and also evaluate

the e ects of integrating equity metrics into the repair prioritization process.

2.6.1 Dependencies between Power and Community Functionali-
ties

Our study explores how di erent metrics, Criticality, SVS, and a combination of both, impact
the order of repair and thereby a ect the functionality of essential infrastructure over time.

In this study, we use discrete simulation timestepg rather than real-world time units.
Each timestep represents a simulation step in which the system transitions to the next steady
state after repairs or failures are processed. Our purpose for the simulation is to analyze
recovery sequences and steady-state impacts, not to quantify transient dynamics. With this
abstraction, each infrastructure can evolve on its own e ective timescale. For example, power
system processes stabilize faster than water system processes.

Figures 2.3, 2.4, and 2.5 illustrate the distinct dynamics of functionality loss and recovery
across three power lines in uenced by the metric used to prioritize repairs. The curves do
not start at zero because the three powerlines, P2, P12, and P7, are already damaged at the

start of the simulation. Functionality loss increases gradually because failures move through
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the dependency graph one step at a time, and downstream nodes only become non-functional
after their upstream parent has failed. Since we run 1000 Monte Carlo simulations, some
failures happen in di erent steps across runs, and averaging over these runs produces the
smooth rise seen in these gures.

In Figures 2.3{2.5, we quantify recovery by calculating the average rate at which func-
tionality loss decreases between timesteps 3 and 6 where a steeper downward slope over this
interval corresponds to a faster restoration of service. In Figure 2.3, where repairs are pri-
oritized based on Criticality, functionality loss declines most rapidly for P2, with a slope of

0:57 functionalities per timestep, followed by P7 (0:37) and P12 ( 0:33). This outcome
aligns with the presence of a critical facility (a hospital) in Community 1, which is served
by P2. In Figure 2.4, which uses SVS-based prioritization, P12 shows the steepest decline in
loss ( 0:47), while P2 and P7 decline more gradually (0:37 each). This result is consistent
with P12 having the highest SVS, hence the fastest recovery. Under the combined SVS
and Criticality strategy in Figure 2.5, P12 again experiences the most rapid decrease in loss
( 0:50), followed by P7 ( 0:47) and P2 ( 0:23). Our results show that the prioritization

strategy directly a ects which functionality is restored.

Figure 2.3: Functionality Loss (Average Number of Functionalities A ected) Over Simulation
Timestep (Total Repair Order by Criticality)

Furthermore, we investigate the average outage time across speci c facilities within three

communities, exploring the e ects of di erent prioritization metrics on outage durations.
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Figure 2.4: Functionality Loss (Average Number of Functionalities A ected) Over Simulation
Timestep (Total Repair Order by SVS)

Figure 2.5: Functionality Loss (Average Number of Functionalities A ected) Over Simulation
Timestep (Total Repair Order by SVS and Criticality)

Figures 2.6, 2.7, and 2.8 illustrate these variations in outage times in uenced by the metrics
of Criticality, SVS, and a combined weighting of SVS and Criticality. Figure 2.6 reveals
a focused prioritization of hospitals in all communities, where the average outage time is
consistently lower than for other facilities such as elementary schools, residential buildings,
and commercial buildings. This demonstrates the high priority given to healthcare facil-
ities due to their critical nature, ensuring that they experience the shortest repair delays

to minimize impact on essential health services. Figure 2.7 shows a distinct prioritization
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pattern where communities with higher SVS, presumably Community 3 and Community
2, experience shorter outage times across all facilities, not just hospitals. The SVS-driven
prioritization emphasizes reducing vulnerabilities in socially sensitive areas, which leads to
quicker recovery times in communities facing higher social risks. Combining SVS and Criti-
cality leads to a nuanced prioritization strategy, as shown in Figure 2.8. Hospitals continue
to receive prompt attention, indicative of their criticality, while the SVS component ensures
that other essential services in high-vulnerability areas also see reduced outage durations.
This dual-factor prioritization e ectively balances the urgency of infrastructure repairs with
the social vulnerability of the community, leading to a more equitable distribution of repair

resources.

Figure 2.6: Average Time of Outages by Location Before Repair (Ordering by Criticality)

Also, we use physical usage to analyze the impacts of these repair orderings, as shown
in Figures 2.9, 2.10, 2.11. We use the ratio of DNS over Total Load to see the e ect of
the di erent prioritization techniques. In Figure 2.9, repairs are prioritized based on the
criticality of the communities. Community 1 and Community 3 are deemed the highest
priority because they have hospitals, and Community 1 has the lowest electricity demand
not served. Community 2 has the highest electricity demand not served, suggesting lower

criticality levels than Community 1 and Community 3. In Figure 2.10, the order of DNS
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Figure 2.7: Average Time of Outages by Location Before Repair (Ordering by SVS)

di ers from the criticality-based plot, suggesting that the vulnerabilities do not exactly
correlate with the critical infrastructure needs. In Figure 2.11, this plot combines both
the criticality and SVS to determine the repair order. It integrates both the infrastructural
importance and the community's social vulnerability to produce a more holistic prioritization
metric. This plot is similar to the plot where repairs are prioritized by criticality which shows
that criticality has a stronger in uence than SVS on the combined metric since the weight

of criticality (0.6) is greater than SVS in the metric (0.4).

2.6.2 Dependencies Water and Community Functionalities

Figure 2.12 displays the average time to repair two critical pipelines, WP12 and WP13 when
their failed pumps are xed based on data from 1000 simulations. The plot distinctly shows
that the repair time for WP13 is consistently shorter than for WP12. This observation
can be linked to several operational factors in uencing repair prioritization. WP13 serves
Community 3, which includes critical infrastructure such as Hospital 2. Despite similar
criticality scores from the dependency graph, WP13 receives prioritized repairs due to the
presence of such an essential service to ensure minimal disruption to crucial healthcare

services. Using SVS, WP13 receives prioritized repairs due to the higher SVS associated

28



Figure 2.8: Average Time of Outages by Location Before Repair (Ordering by SVS and
Criticality)

Figure 2.9: Proportion of DNS over Total Load (Repair Order by Ciriticality)

with Community 3. This higher vulnerability score compels more immediate action to restore
services in Community 3. Consequently, despite utilizing various parameters such as SVS,
criticality, and a weighted combination of both in determining repair priorities, the repair
time for WP13 remains notably shorter.

Figure 2.13 illustrates the average water storage levels over time for two water storage
tanks designated for Community 2 and Community 3. When the pumps are xed, we as-

sume that the re Il levels from both pipelines are 4500 liters of water at each time step.
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