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Abstract

Recently, deep learning (DL) inspired algorithms have performed remarkably well on
many tasks such as machine translation, speech recognition and image classification etc.
However, existing state-of-the-art algorithms struggle to learn the discriminative signals
between normal and abnormal classes in an anomaly setting. This is due to the fact that
these signals are subtle which often comes in form of little deviations in color, shape, structure
etc. To tackle this problem, I propose a more efficient approach named AdeNet that requires
lower computation and storage, making it more practical for use on edge devices. Anomaly
detection use cases often involves the problem of class imbalance, a case where there are
overwhelming samples (majority class) of one or more classes as compared to the others
(minority class). This problem also contributes to the inability of DL algorithms to learn
distinguishing signals. To address this, I propose an Encoder-based Generative Adversarial
Network (eGAN) that leverages on pre-trained model to learn a separable distribution of
these classes. Another associated problem to detecting anomalies is zero-shot learning (ZSL).
This occurs as a result of the fact that it is practically infeasible to present to our model
all possible instances of anomalies during training. Yet, we want models that are robust
to new unseen out-of-distribution (OOD) samples during inference. Here, I employ the
concept of contrastive learning (CL) to tackle this problem by using pretext task that learns
to push embeddings of dissimilar classes far apart, and pull embeddings of similar classes.
This seemingly simple concept forces the network to learn salient visual signals that are
generalizable to identifying zero-shot instances.

Keywords: AdeNet, Deep Learning, Anomaly Detection, Class imbalance, Transfer
Learning, GAN, nash equilibrium, Contrastive learning, Zero-shot learning, Siamese neural

network, Pretext task, Contrastive loss.



Deep learning for anomaly detection in computer vision

by

Ademola Okerinde

BSc, Obafemi Awolowo University, 2008

MSc, University of Ibadan, 2016

A DISSERTATION

submitted in partial fulfillment of the
requirements for the degree

DOCTOR OF PHILOSOPHY

Department of Computer Science
Carl R. Ice College of Engineering

KANSAS STATE UNIVERSITY
Manhattan, Kansas

2022

Approved by:

Major Professor
William Hsu



Copyright

(© Ademola Okerinde 2022.



Abstract

Recently, deep learning (DL) inspired algorithms have performed remarkably well on
many tasks such as machine translation, speech recognition and image classification etc.
However, existing state-of-the-art algorithms struggle to learn the discriminative signals
between normal and abnormal classes in an anomaly setting. This is due to the fact that
these signals are subtle which often comes in form of little deviations in color, shape, structure
etc. To tackle this problem, I propose a more efficient approach named AdeNet that requires
lower computation and storage, making it more practical for use on edge devices. Anomaly
detection use cases often involves the problem of class imbalance, a case where there are
overwhelming samples (majority class) of one or more classes as compared to the others
(minority class). This problem also contributes to the inability of DL algorithms to learn
distinguishing signals. To address this, I propose an Encoder-based Generative Adversarial
Network (eGAN) that leverages on pre-trained model to learn a separable distribution of
these classes. Another associated problem to detecting anomalies is zero-shot learning (ZSL).
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Chapter 1

INTRODUCTION

An anomaly is an outcome or value that deviates from what is expected, but the exact criteria
for what determines an anomaly can vary from situation to situation. It is very di cult to

de ne what is anomalous, as it varies from one case to another. An intrinsic challenge of
anomaly is that they occur very rarely leading to the problem of class imbalance. Many
research work have approached this problem by simultaneously exploring both normal and
abnormal samples.

This thesis is focused on developing algorithms, techniques and methods for detecting
anomalies in image and video data. Anomaly detection in spatial-temporal data has wide
ranging applications in many domains. For instance, many manufacturing factories perform
quality checks during production. This process can be automated for e ciency, however,
existing anomaly detection systems which mostly rely on feature engineering su er from a
lot of challenges, one of which is class imbalance. Also, the feature engineering process often
requires domain experts for annotation. In my research, we explore deep learning techniques
to address the limitation of traditional machine learning approaches to anomaly detection. In
addition, in medical diagnosis, we use generative models to transfer knowledge from domains
where data is abundant to other domains where there is imbalance, imperfect and limited
samples.

The rst part of my work is focused on detecting damaged insulators in power lines.



Ceramic insulators are important to electronic systems, designed and installed to protect
humans from the danger of high voltage electric current. However, insulators are not im-
mortal, and natural deterioration can gradually damage them. Therefore, the condition of
insulators must be continually monitored, which is normally done using UAVs. UAVs collect
many images of insulators, and these images are then analyzed to identify those that are
damaged. To identify damaged insulators, | developed AdeNet { a deep neural network de-
signed speci cally for that task, and tested several approaches to automatically analyze the
condition of insulators. Several deep neural networks were tested, as well as shallow learning
methods. While the method cannot fully replace human inspection, its high throughput can
reduce the amount of labor required to monitor lines for damaged insulators and provide
early warning for replacing damaged insulators.

In the follow-up work, | tackled the class imbalance problem that is intrinsic to many
anomaly detection task. Class imbalance is an inherent problem in many machine learning
classi cation tasks. This often leads to learned models that are unusable for any practi-
cal purpose. To address that problem, an encoder-based Generative Adversarial Network
(eGAN) was proposed, which modi es the generator of a GAN by introducing an encoder
module and adopts the GAN loss function to directly classify the majority and minority class.
That approach eliminates the epistemic uncertainty in the model predictions, @&(minority )
and P (majority ) need not sum up to 1. The impact of transfer learning and combinations
of di erent pre-trained image classi cation models at the generator and the discriminator
level is also explored. Best result of 0.69 F1-score was obtained on CIFAR-10 classi cation
task with an enforced imbalance ratio of 1:2500.

In another part of my research | addressed the zero-shot learning (ZSL) problem, which
is a common solution applied to detect anomalies that are not common in the data. In recent
years, self-supervised learning has had signi cant success in applications involving computer
vision and natural language processing. The type of pretext task is important to this boost
in performance. One common pretext task is the measure of similarity and dissimilarity
between pairs of images. In this scenario, the two images that make up the negative pair are

visibly di erent to humans. However, in entomology, species are nearly indistinguishable and
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thus hard to di erentiate. In this study, we explored the performance of a Siamese neural
network using contrastive loss by learning to push apart embeddings of bumblebee species
pairs that are dissimilar, and pull together similar embeddings. Our experimental results
show a 61% F1-score on zero-shot instances, a performance showing 11% improvement on

samples of classes that share intersections with the training set.

1.1 Overall Goal

My overarching goal is to develop deep learning methods that can address the problem of

anomaly detection in computer vision.

1.2 Novel contributions

The AdeNet architecture achieves comparable performance to the state-of-the-art with cheaper
computation cost and lower storage demand. This makes it suitable for mobile devices.
Epistemic uncertainty is an inherent problem in classi cation problems due to the fact the
predicted probabilities of the classes must sum up to 1. The eGAN approach avoids this, as
the outputed score could take up in nite values in the positive or negative space. With the
use of pre-trained models and ne-tunning, the cost of computing is lowered and the need

to generate synthetic data points, downsample, or oversample are eliminated.



Chapter 2

AdeNet: DEEP LEARNING
ARCHITECTURE THAT
IDENTIFIES DAMAGED
ELECTRICAL INSULATORS IN
POWER LINES

2.1 Introduction

Power line insulators deteriorate over time because they are continuously exposed to the
weather, including heat, sun, and moisture. Deterioration can eventually damage insulators,
so they no longer function. Therefore, identifying damaged insulators is a critical safety
task. However, changes in characteristics such as color do not necessarily indicate that
the insulator is nonfunctional. Therefore, identifying damaged insulators requires a diverse
dataset of di erent types of damaged and undamaged insulators, at di erent ages and under
di erent conditions. In this research, we explore various techniques that classify the condition

of electrical insulators in power lines.



Automatically detecting anomalies in image data has a broad range of applicatiofs
automatically identifying product/equipment defects, medical diagnostics*, quality checks
at factories, and routine maintenance procedures. Models have been developed that can
provide accurate image data. While most deep learning frameworks classify images well,
detecting outliers and anomalies is more challenging. Training data for such tasks is often
unbalanced because the number of anomaly samples, in many cases, is less than the number
of regular samples. Additionally, in some cases, the distinguishing characteristics of regular
samples and anomalies are subtle; cracks, ashovers, scratches, and the like are di cult to
identify. An e ective anomaly detection model must, therefore, learn to identify these details
as distinguishing characteristics.

We developed a deep learning architecture, named AdeNet, to identify damaged power
line insulators without pre-training. AdeNet also eliminates data augmentation overhead
as discussed in As a result, our model requires less computation and storage, making it
more suitable for the computing capabilities of mobile/embedded devices such as unmanned
aerial vehicles (UAV). Analysis on the device can be used to decide to acquire additional
data while the UAV is still on its mission. AdeNet compares favorably with state-of-the-art
deep learning (DL) architectures and shallow learning (SL) techniques. Our experimental
results also show that the ROC score is not the best performance metric for an unbalanced
dataset. A harmonic mean of recall and precision as expressed by the F1 score is a better
choice.

The rest of the paper is laid out as follows. In section 2, we describe the related work. Our
proposed approach is discussed in section 3 while detailed experimental setup with dataset
used as well as the results are explained in sections 4 and 5. We conclude in section 6 with

summary of our ndings and recommendations.

2.2 Related Work

Detecting anomalies or outliers in image data is important to computer vision. This task is

often characterized by a number of challenges, so it di ers from typical supervised machine
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learning. One of these challenges is that anomaly samples are far fewer than regular samples.

Many methods have been proposed to address this challenge at both the data and algo-
rithm levels. In®, a comprehensive real-world dataset is curated for unsupervised detection
of anomalies. A common approach is to train the classi er solely on the normal samples with
the hope that the architecture will be robust enough to capture the intrinsic characteristic
features of the normal class and thus can identify abnormal characteristics by inferefice
Notable state-of-the-art methods include AnoGAN?®, L2 and SSIM Autoencode?1°, CNN
Feature Dictionary*!, GMM-Based Texture Inspection Model?, and Variation Autoencoder.

Because untreated damaged insulators are inherently dangerous, automatic monitoring of
power line insulators have been substantially research&d*. A basic approach for detecting
insulators in aerial images used morphology analysis with Otsu threshold followed by a
support vector machine (SVM) classi ef®. Another approach detected edges and corners
represented through MultiScale MultiFeature descriptor®. Lattice detection has also been
tested with good results in detecting anomalies in insulators in power linEs

In the speci ¢ context of automatically detecting damaged insulators, Structural Simi-
larity 8 can determine the degree of distortion in damaged insulators from undamaged ones.
However, as shown in our experiment, this approach works well if the distortion is digital
or arti cial, not the result of natural degradation. Circular GLOH-Like descriptors were
used for detecting and classifying insulatofS. A simple method based on shape and the
distribution of brightness was proposed as a way to automatically identify cables damaged
by lightning?°. Common deep neural network architectures such as S3Dand ResNet?
have also been used to identify damaged power lines in aerial images

19 proposed an e ective and reliable method of detecting anomalies in insulators using a
deep learning technique for aerial images. In the proposed deep detection approach, the single
shot multibox detector (SSD), a powerful deep meta-architecture, using two-stage ne-tuning
could automatically extract multi-level features from aerial images, thus obviating manual
extraction. Inspired by transfer learning, a two-stage ne-tuning strategy was implemented
with separate training sets. In the rst stage, the basic insulator model was obtained by

ne-tuning the COCO model with aerial images, including di erent types of insulators and
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various backgrounds. In the second stage, the basic model was ne-tuned using training
sets with speci c insulator types and speci ¢ situations. After the two-stage ne-tuning, the
well-trained SSD model can directly and accurately identify the insulator in aerial images.
According to?3, the insulator is important to a transmission line, and detecting defects
in insulators relies heavily on insulator position. Traditional methods of insulator recog-
nition depend on color features and geometric features. These methods are in uenced by
illumination and background, among other things, resulting in poor generalizatiof? pro-
posed a method where insulators were recognized using deep learning algorithms. First,
constructed a training dataset with three categories: insulator, background, and tower. Sec-
ond,? initialized the convolution neural networks as a six-level network and adjusted training
parameters to train the model. Finally, the trained model was used to predict the candidate
insulator position. With the help of a non-maximum suppression algorithm and the line

tting method, 22 identi ed the exact location of an insulator.

2.3 Proposed Approach

Paradigms of automatic image classi cation can be broadly divided into DL and SL. DL
often requires more di cult training and a large training set, but it has the advantage of
being non-parametric. It is often more accurate than SL. SL requires fewer training samples
and is normally less prone to over tting. However, image features from each image can
be computationally expensive, and the resulting machine learning model is not always as
accurate as models based on deep learning. In this research, we attempted both DL and SL

to compare the two approaches in automatically detecting damaged power line insulators.

2.3.1 Shallow Learning Approach

For shallow learning, we tested the Udat shallow learning image analysis téGlwhich imple-
ments the Wndchrm method®26. Udat works by rst extracting a large set of 2841 numerical

image content descriptors from raw pixels and transforming the raw pixels The numerical



image content descriptors are shape, edges, textures, polynomial approximation, statistical
distribution of pixel values, and others for a comprehensive numerical representation of the
image?®. Detailed information about the Wndchrm algorithm can be found ig>®8,

Once the numerical image content descriptors are computed for all images, the values are
then used for mature classi cation algorithms like Random Forest, Support Vector Machine,

Gradient Boosting, and Naive Bayes.

2.3.2 Deep Learning Approach

In deep learning, multiple layers of mini-algorithms, called neurons, work together to draw
complex conclusions. We chose the AdeNet architecture and compared it with several deep
neural network architectures, from the basic LeNet-5 to more complex ResNet-101, VGG19,

and MobileNetV2.

MobileNetV2

MobileNetV22° is a mobile architecture based on convolutional neural networks (CNNs). The
basic building block is a bottleneck depth-separable convolution with residuals. Our imple-
mentation of MobileNetV2, taken from tensor ow-keras applications, has 398, 690 trainable,

and 14,000 non-trainable parameters. The total size of the model is 5.7MB.

AdeNet

AdeNet is a deep learning architecture implemented with three layers of CNNs, each with
batch normalization, maxpooling, and ReLU with no dropout. One fully connected layer
comes before the softmax layer. Figure 2.1 shows the architecture. It contains the initial
fully convolutional layer with 32 Iters. We always used kernel size 33 as is standard for
modern networks. The trained model size was 1.3MB with 102,082 trainable parameters and

448 non-trainable parameters.



Figure 2.1 : AdeNet Deep Learning Architecture



2.4 Methodology and Experimental Design

2.4.1 Dataset

The dataset was provided by Black and Veatch, consisting of 1696 JPEG images of power
lines with the dimensions of 52803956 and a resolution of 72x72. We randomly divided
the entire dataset into 80% training sets and 20% test sets. Each image is annotated with

a bounding-box around the objects of interest: the insulators. The insulators are broadly
categorized as damaged (positive class) and undamaged (negative class). Table 4.8 shows

the number of samples in each class after cropping out the insulators.

Table 2.1 : Number of samples of damaged and undamaged insulators in the dataset.

Dataset Damaged Undamaged #images
Train + Validation 1417 2836 1484
Test 290 835 212

The dataset presents a number of interesting challenges: within class variations, class im-
balance, noisy background, and varying orientations and scales. Using within class variations
as an example, in our experiments, we classi ed as damaged any insulator with ash-over
or that was broken, missing, or fried. This leads to skewness of samples within each class as

well.

2.4.2 Data Pre-processing

Figure 2.2 shows an example of a power line image. The electrical insulators were then
cropped out of images for feature extraction, giving us a total of 4253 images for training
and validation as well as 1125 images for testing. Figure 2.3 shows samples of damaged
insulators, and gure 2.4 shows samples of undamaged insulators. For SL, we used Udat to
extract the 2900 most informative image features from the insulators. Udat uses statistical
techniques like Radon transform features, Chebyshev Statistics, and Multi-scale Histograms
for image feature extraction. For DL, because they varied in scale, we padded insulators to

the maximum dimension in each batch during training and testing.
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