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I. IXIROCUCTION

This rpaper describes the Multi-Computer Communications
System (¥CCS). HMCCS allows tasks executing in one computer
to corrunicate, via “messages", with tasks executing in one
of several other computers. '

MCCS provides two process-level primitives, SEND and RECV,
to facilitate inter-process communicaticn. MCCS is simple
enough to allow it to be implemented easily on a
mini-computer which provides a minimal level of hardware and
software support using the asynchronous line protocol. On
the other hand, employing the MCCS bipnary synchronous (BSC)
line protocol [IBMO1] on a more sophisticated computer
syster allovs the speed and error detection/recovery
facilities of BSC to be utilized to achieve more efficient
conmupnication.

MCCS message protocol was designed to ke straightforward and
does not depend on the existence of any complex operating
syster functions. Although this somewhat restricts the
flexitility of the nmessage system (or at least shifts sone
of the burden to the user process), it makes MCCS simple
enough to be implemented on nearly any computer which
supports the execution of one or more processes and can have
a teleprocessing (TP) line attached to it. The original
design goal of providing the capatkility for inter-process
comaunication on multiple computers may then be realized.

Normally executing as a priviliged system task, MCCS should
run wvithout operator intervention. The procedures for
automatic connection and disconnection of ccmputers to one
another have been defined. MCCS also handles any error
conditions that should arise during its execution.

A message network employing MCCS.consists of two or more
computers, each of which may have connections, and therefore
communicate, with one or more of the others. MCCS places no
restrictions on the size and complexity of the network; it
is instead restricted only by the ‘hardware and software
limitations of the computers which compose the network.

This project (and hence the paper) was motivated by a desire
to provide a means of communications Letween an existing
mini-computer (a NOVA 2,10) and a maxi-computer (an IBH
370/158) . one of the major constraints placed on this
copnupication was that the method of conmunications,
vhatever it be, require as few hardware and operating systen
modifications as possible. It was decided to utilize

existing teleprocessing lines designed to support

-



MCCS =-- A Nulti-Computer Communications Systen

teletype-like terminals. This was done fcr two reasons.
FPirstly, the hardware and operating system TP drivers
already existed on the 370 and the TEF drivers on the NOVA so
they could be copied or used directly in MCCS. Secondly, it
meet the original constraint of requiring minimal changes to
the existing configuration.

Once the original desgin work had been done, it becanme
obvious that there was a need to generalize the system to
take on a much broader scope than Jjust communications
between a NOVA and a 370. Several applications requiring a
generalized inter-computer communications facility appeared
so it vas decided to make the design changes necessary to
support multiple computers in the configuration. These
changes also included consideration for the implementation
problens expected on different types of computers other than
the two that were immediately involved.

some ¢f the applications for the message system (in the area
of data base management) required large amounts of data be
transeitted. Therefore it was decided to add support for
BSC TF lines since much higher transmission speed and error
detection and recovery could be then be obtained.  (Even
with the additiom of the BSC support, the original
constraints could still be nmet. ESC hardware support
existed on the 370 and sources of software drivers could be
obtained from Data General for the Rova.) :

The following list shows some commonly used system functloms
which can be achieved by providing the approprlate set of
processes(1) communicating using MCCS. 2

1) Yachine synchronization using operating system tasks to

: coordinate the machines by the sending and rece1v1mg of
messages.

2) 1ask synchronization (on either an inter- or
intra-computer basis) by proper application of SEND and
RECV primitives. <

3) Buffer management,
4) The management of teleprocessing resources.
Part II ccntains the general design specifications for MCCS.

It should serve both as a users' guide for someone wishing
to use MCCS and as an implementation guide for soneone

1 This paper does not attempt to define these processes any
further, They are mentioned here only to suggest
applications for which MCCS might be used.

G



MCCS -- A Multi-Computer Communications Systen

wishing to develop a version of MCCS on another computer.

Part III deals with an actual implementation of MCCS on an
IBM 370,158 running VM/370 with CMS.(2) (It is referred to
as MCCS/370 when it is necessary to distinguish it from
other implementations of MCCS.) Someone familiar with IBM's
370s, teleprocessing, and VM/370 should be able to utilize
Part III, along with the appendices, to operate, maintain,
or enhance MCCS/370. .

_—— —— ————— - —— - -

2 hlthough not descrited in thlS paper, a version of MCCS
bas kteen implemented on a 32K (word) Data General NOVA
(running RDCS) by Lee Allen, Richard McBride, and Jinm
Ratliff of the Kansas State University Computer Science
Cepartment., It was used in the initial testing of the
asynchronous line protocol in the version of MCCS
implemented on the 370. -

-3-
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II. SYSTEM_SPECIFICATIONS

T e i T e e it e T e S e S S S i e s

Part 1II describes the general specifications for MCCS and is
intended for use by someone who wishes to implement a
version of MCCS and needs to know the details necessary to
insure the implementation is compatible with existing MCCS
systens.

Sample control block format and execution flow descriptions
will ke given as well as the format that must be used for
message transmission. The protocol used with both
asynchronous and binaty synchronous communication, including
error detection and retry procedures, is also shown. i

¥

(]

Process:zlevel Interface.

An executing process wishing to wutilize MCCS does so by
invoking the MCCS SEND or RECV routines. A high-level
language CALL statement similar to that shown in Figure 1(a)
will serve to illustrate the parameters necessary to send a
message.,

TO_ID specifies a six character process-identifier(3?
cf the process to which the message to being seat.
The first two characters of the TO_ID designate a
particular computer with which MCCS has a
communication link (therefore each. computer must
te assigned a unigue two character id). The last .
four characters (at 1least one of which must be a
pcn-klank character) designate a particular
process on that computer. 1f the first two
characters specify a computer that MCCS does not
have a 1link to, the request to send the message
will be ignored and the TO_ID is set to all blanks
tefore returning in order to notify the process of
the invalid specification.

- ——— - — A —— -

3 All IDs are transmitted as ASCII characters. The SEND and
RECV routines, however, may perform translation to and
from ASCII if the processes sending and receiving
pessages normally use another character set, such as
EECDIC. :
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CALL SEND (TO_ID,MESSAGE,MSG_ID,USER_ID)

(a)

CALL RECV (FROM_ID,MESSAGE,MSG_ID,USER_ID,STATUS)

(b)
Figure 1: SENC and RECV Calling Fcrmat

MESSAGE specifies a 128 byte(*) area containing the
information to be sent. The content and format of
this message are not examined by MCCS so any
necessary translation or reformatting must be done
Ly mutual agreement of the communicating
Frocesses. The message is simply treated as a
stream of binary data and transmitted to the
receiving process unaltered. .

MSG_IL specifies a 16 bit field that will be set to an
integer upon return. This integer will unigquely
jdentify the message that is sent. It is also
available to the receving process for examination
when the message is received. MSG_ID, when used
in conjunction with USER_ID, provides the two
frocesses a means of coordinating messages and
responses if they so desire. '

USER_ID specifies a 16 bit field that will be

' transmitted along with the message and made
available to the receiving process. (If USER_ID
is all binary =zeros, the value of MSG_ID will be
used for the value of USER_ID, otherwise, it is
sent exactly as specified.) This field, with
prior arrangement between the conmunicating
processes, may be used to specify the content and
format of the message, sequencing of messages,
message priorities, return codes, etc.

The parameters needed to invoke the MCCS RECV routine are
shown in Figure 1(b) and described Lelow.

PROM_ID specifies a six character process-identifier.
If it is all blanks, the first message in the list

—— . —— T —— - —

4 All references to a byte or character within MCCs
designate a field containing eight Eits.

.
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¢f messages that have been received by MCCS for
this process is retrieved. If FROM_ID is
pon-blank, the first message in the list which was
sent by a process with an identifier equal to
FROM_ID will be retrieved. (See the explanation
of USER_ID kelow for additional message selection
criteria.,) Upon return to the process from RECV,
FEOM_ID will be set to the process-id of the
process which sent the message, or to blanks if
the message could not be found or if there is no
MCCS link to the computer specified by the first
two characters of FROM_ID. (See the description
cf the STATUS parameter below.)

MESSAGE specifies a 128 byte field into which the
received message will be placed if found.

MSG_IL specifies a 46 bit integer into which is.
returned the MSG_ID of the message received.

USER_ID specifies a 16 bit field which functions in a
panner similar to FROM_ID in that it @may be used
to select specific messages for retrieval. If it
is all binary zeros, the first message on the list
cf messages received for the process will be
retrieved (subject to the restrictions imposed by
FROM_ID). If it is non-zero, only a message with
a matching USER_ID (set by the USER_ID parameter
cf the call to SEND which created the message)
will be retrieved (again subject to the
testrictions impocsed by FROM_IL). Upon return
from the RECV call, USER_ID is set to the USER_ID
cf the message that is retrieved. By specifing a
pon-blank FROM_ID and a non-zero USER_ID on the.
call to RECV, a process may selectively receive
messages instead of receiving them in the order
that they were sent.

STATUS designates a 16 bit field that is examined only
when FROM_ID specifies a computer to which MNCCS
‘has a link - but there is no nmessage from that
computer sent to this process with the specified
FROM_ID and USER_ID. In this case, if STATUS is
ncn-zero FROM_ID is set to Llanks and control
ipmediately returns to the process. If STATUS is
2ero the process is suspended until such time that
a message is sent to it and is subject to
retrieval bLased on the values of FROM_ID and
USER_ID.
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Systen_ Overview.

Figure 2 gives a conceptual view of the routines in MCCS
(the left and right columns) and the data structures which
they access (the middle column). This diagranm is
oversimplified (it doesn't show the interrupt structure
necessary for BSC timeouts, for example), yet it is
sufficient for a general discussion of control and data
flows with MCCS. The dotted 1lines represent execution flow
between the routines and the dashed 1lines represent data
flow tetween the routines and the data structures with the
arrowheads showing the direction of flow.

This diagram obviously does not represent the only way in
wvhich MCCS may be implemented. It should, however, provide
a general guideline that can be modified to fit within the
constraints imposed by mcst installation environments.,

Data_structures.

A brief discussion of the contents of the MCCS data
structures is given here -- a more detailed description is
given in the discussion of the routines which modify thenm.

WAIT_LIST is a linked list describing all the processes
which have issued a SEND or RECV request which has
not been processed. (The reasons for not having
processed the requests is given in the description
of the Process-Dispatcher that follows.)

RECV_LIST is a linked list of all messages from another
FCCS which have not yet been "received" (the
process to which they were sent has not yet called
RECV to accept the message).

SEND_IIST is a linked list of messages which have been
created by processes issuing a call to SEND and
have not yet been transmitted to the proper MNCCS
via one of the TP lines. '

The Line Control Blocks describe the TP lines which
provide the link between the MNCCS on one computer
and the MCCSs on other computers for which there

is a communications path availatle. One
line~-control block exists for each TF line. They
contain: 1) the two character identifier (ID)

used to identify the computer to which this line
is connected, 2) a buffer used to hold the
ressage currently active omn the 1line, 3) line

-—7-
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Sequentially Interrupt
Executed Data Driven
Rcutines Structures Routines

| ] L] i | L} |
| { | | | |
| | | | | |
|Initialization| | WAIT | {mmm——] SEND |
| | —1 LIST | <=1 | + |
| l | | | | | ' |
L - d I L » | I L _: J
. | |
. | |
v | |-
~ 1 | ~— ) | r 1
| | | | | | | |
| | <—4 | | et | . |
1 Prccess- | ———=2] RECY | | RECVY |
| Dispatcher |—— | LIST | <—+ | |
| | | l I | |
B 3 l L J l L Jd
. A i |
. . | i
v . | l.
| 1 I L ) 1 I L ) |
| | | | | | | |
| | L—>| | t—-| |
1 Message- | €t—m——m= | SEND | Kmeme——| Message- |
| Sender | <—1 | LIST | r—>1 Receiver l
I - | | | | I | |
L J l L J I | ) |
| |
| |
| |
l L B 1 l
| | | |
b | Line | —4
| Control |
| Block |
| ' |
L N |
Figure 2: MCCS Control and Data Flow
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status information, and 4) any device dependent
information needed to maintain the TP line.

i

The Ipitialization routine is the first MCCS routine to gain
control. It performs any control block formatting or
initialization that is necessary. (It will probably access
all MCCS data structures although this is not shown in
Pigure 2.) Thée 1Initialization routine also performs any
comnunication with the operating system that is necessary to
gain control of the TF lines, set up interrupt handlers,
etc., as well as enabling the lines for communication,

Another important function performed tky the Initialization
routine is check~-point recovery. It is highly desirable for
MCCS not to lose any messages should a system failure occur,
whether the failure is in MCCS, the operating system, or the
hardware. This is necessary because a sending process
shouldn't have to be suspended wuntil it has been verified
that the receiving process has accepted the wmessage. This
activity could very well take a considerable amount of time,
time that the sending process could use to perform other
functions. Assuming the sending process now does not know
when its message has teen successfully delivered, it
therefore cannot be expected to maintain a copy of the
message it last sent. The burden of maintaining the copy of
the message is therefore shifted to MCCs. If MCCS goes
down, it must be able to recover all control bleccks on
WAIT LIST, SEND_LIST, and RECV_LIST when re-starting. Since
these lists will normally ke kept in memory for efficiency,
a Lackup copy that represents the current contents of each
list is maintained on secondary storage. It may then be
recovered after a system failure and subsequent restart. A
check-point should be taken each time a list is changed and
the previous check-point destroyed so that the current copy
is always available for re-starting if needed.

The Initialization routine determines if any check-point
data exist, and if so, use it to set the initial contents of
WAIT_LIST, SEND_LIST, and RECV_LIST to what they were
immediately before the system failure.

After all initialization has kteen performed, the
Initialization routine enters a loop which repeatedly calls
the Erocess-Dispatcher and the Message-Sender. Although
this could be a continous loop -~ a "busy wait" loop -- it
is nmore desirable to have the loop terminate after each
iteration, proceeding only when there is more work for the
Process-Dispatcher and Message-Sender to perforan. The

-
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interrupt driven routines (SEND, RECV, and the
Message-Receiver) can then inform the Initialization routine
that they have modified one of the data structures and that
there is more work to be performed and thus the loop needs
to be activated.

The [Frocess-Dispatcher examines WAIT_LIST for Process
Request Blocks (PRQBLOKs, see Figure 3). PROBLOKs are
allocated and added to the end of WAIT_LIST by SEND or RECV
when called by a process. PRQBLOKs contain all the
parameters specifed on the SEND or RECV call and sufficient
information about the state of the process so that it can be
suspended and restarted at some later time, (%)

If the Frocess-Dispatcher encounters a PECBLCK for a process
vishing to send a message, the TO_ID is examined. The first
two characters are matched against the IDs in all the Line
Contrcl Blocks to make sure there is a link to the computer
the IT specifies., If a match is not found, the process's
FRCM_ID parameter is set to blanks to indicate it wvas
invalid and the process is restarted. i

When the TO_ID is valid an attempt is made to allocate a
buffer to hold the message and the associated information
(called a MSGBLCK, see Figure 4). If there is no buffer
space, the PRQBLOK is skipped and the next one examined,
effectively leaving the process suspended until buffer space
is made available. Assuming the buffer is allocated, #the
MSGBICK is constructed using the TO_ID, MESSAGE, and USER_ID
parameters from the call to SEND. The FROM_ID for the
message is set to the ID of the process. ({This is cbtained
by ccncatenating the two character ID of the computer on
which MCCS is running with a one to four character
identifier which uniquely defines the process which sent the
message.) The message is assigned a unique number and it is
placed in the MSGBLOK and the process's MSG_ID paraaeter.
The MSGBLGK is then added to the end of SEND_LIST and the

____________________ i

S A process is suspended after SEND or RECV builds the
PROBLOK from the process's parameters. The process can
ke suspended in one of several ways. One way might be,
assuming the operating system MCCS 1is running . under
supports the equivalent of the "P" and “V" primatives
¢r 0S/360 POST and WAIT macros, is to make SEND and
FECY reentrant. They may then, after building the
PROBLOK, add to it the semaphoresECB address and then
perform a P or WAIT. The Process-Dispatcher need only
perform a V or POST using the semaphore/ECE address
from the PRCBLOK to cause the SEND or RECV routine to
resume, set the return parameters, and return control
to the process. :

s
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WAIT_LIST Linkage

L] L}
| |
| T |
| TO_ID | FROM_ID i
I + |
| MSG_ID | USER_ID |
| - |
| message |
| text |
| | ’
| process | 2
| state | EF
| information |
L 4 é
t
Figure 3: PRQBLOK format [
(not to scale) (
i
A
r . = 1 b
| SEND_LIST/RECV_LIST Linkage | £
| T | 4
| TO_ID | FRCM_IL i 8
| + . | g
| HSG_ID | USER_ID |
fimin - | .
| flags | :
| | ;
| message | ook
i text | 5 .
i ] L . ;
f H
§ t
Figure 4: MSGBLOK format i

(not to scale) = @

process allowed to resume.

Then the PROBLOK is removed from WAIT _LIST and freed and the
next EEBLOK examined.

A very useful extension to MCCS is easily realized at this

point.¢6) By allowing the TO_ID to begin with the same two
characters as the ID of the computer frcm which the message

. ——— ——————— — ——— ———

6 This extension has been implemented in the version of MCCS
written to run on the IBM 370 (described in Part III).

-11-
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is sent, a process may send a message to a process on the
same computer., This is implemented by checking for this
condition and placing the MSGBLOK on the end of RECV_LIST
instead of SEND_LIST.

If a ERCELOK indicates the process wishes to receive a
message, the MSGBLOKs on RECV_LIST are examined. (They. are
placed there by the Message-Receiver or by the extension
noted above,) The process's ID is concatenated to the ID of
the computer on vwhich it is running and compared with the
TO_ID in the RECV_LIST MSGBLOKs, If a match is found, the
process!s FROM_ID and USER_ID parameters are compared with
those in the MSGBLOK. As described earlier, if the
process's FROM_IP is non-blank, it must match the FROM_ID in
the MSGBLOK. The process's USER_ID, if non-zero, nmust also
match the USER_ID in MSGBLOK in order for the message to
returned to the process. If it is to be returned, the
process's FROM_IL, MESSAGE, MSG_ID, and USER_ID are set .from
the MSGBLOK. The process is then restarted, the MSGBLOK
removed from RECV_LIST and the buffer released, the PRQBLOK
repoved from WAIT_LIST and freed, and the next PRQBLOK
examined. '

If all MSGBLOKs are examined and none is eligible to Dbe
retrieved, the process's STATUS parameter is checked. If it
is zero, the process wishes to ke suspended until it
receives the message., This is done by simply leaving the
PRCBICK on WAIT_LIST and examining the next PROBLOK. If the
process doesn't wish ¢to wait (STATUS is non-zero), its
FRCM_ID parameter is set to blanks to indicate the message
was nct found, the prccess restarted, the PRQBLOK removed
from WAIT_LIST and freed, and the next PROBLOK examined.

After the Process-Dispatcher has interrogated all " the
PRCBICKs on WAIT_LIST,¢7? control returns to the
Initialization routine which then invokes the
Message-Sender. The Message-Sender examines the MSGBLOKs on
SEND_LIST. The TO_ID of the MSGBLCK is compared to the ID
in each of the Line Control Blocks to find the TP line to de
used to send the message to the proper computer, If the
flags in the line block indicate the 1link is currently
complete (the line has "signed on") and no messages are
currently active on the line, the TO_ID, FROM_ID, MSG_ID,
USER_ID, and message are taken from the MSGBLOK and placed
in the line Control Block output buffer in the proper format

———— i —— — — - —

7 This may require two passes over WAIT_LIST if a process
sends a message to a process on the same computer.
This is because a new MSGBLOK will have been added to
RECV_LIST. This MSGBLOK will contain a message that a
previously examined PRQBLOK is waiting to retrieve.

-12-
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for transmitting(®) and then sent (Ly making a request to a
TP Mcnitor, for example). The MSGEBLCK is not deleted from
SEND_IIST at this time; instead a pointer to it is placed in
the line klock indicating it is the message currently active
on the line. This is necessary because the MSGBLOK can't be
deleted just yet since an acknowledgement has not been
received from the MCCS receiving the message indicating it
was ccrrectly received. When a positive acknowledgement is
eventually received, the Message~Receiver may then safely
delete the MSGBLOK from SEND_LIST using the pointer obtained
from the line block.

The remaining MSGBLOKs on SEND_LIST are examined in a
sipmilar manner with as many being sent as possible. When
they bave all been processed, control returns to the
Initialization routine and it then waits for the SENL, RECY,
or Message-Receiver routines to add something to WAIT_LIST,
SEND_LIST, or RECV_LIST. When this happens, the
Process-Dispatcher and Message-Sender are called again as
descriked above.

The SEND and RECV routines and Message-Reviever are called
“interrupt driven" routines in that they are activated at
arbitrary times rather than sequentially like the
Process-Dispatcher and Message-Sender.

The SEND and RECV routines are activated any time a process
wishes to send or receive a message. 2As mentioned above,
they allocate a buffer in which a PRQELOK is built.(9) The
PRQBLCOK is then added to the end of WAIT_LIST so that it can
be examined by the Process-Dispatcher. SEND and RECV then
somehcw suspend the process, either by suspending themselves
(provided they are reentrant of course) or by placing the
process's state in the PRQBLOK, marking the ©process
non-dispatchable, and exiting to the operating system's
dispatcher to allow another system task to run. Another
function of SEND and RECV is to notify the Initialization
routine that it is time to make another iteration through
the 1loop which calls the Process-Dispatcher and the
Message-Sender.

The Message~-Receiver is entered when a message is received
on the TP line (usually by accepting an interrupt). If the

8 The format depends on whether the asynchronous or binary
synchronous protocol is being used on the line. These
formats will be precisely defined later.

9 If there is no buffer space to ke allocated, they
ipmmediately suspend themselves and, consequently, the
process that called then, unt11 such time that buffer
space becomes available.

-13-



