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Abstract

The computational capabilities of Al engines integrated with human knowledge and ex-
perience can help create intelligent human-in-the-loop (HITL) decision systems. In safety-
critical applications that require a certain level of human supervision, human and Al engine
errors can be costly. Thus, it is crucial to identify challenges prevailing at several levels of
HITL decision systems that hinder the learning and inferencing processes, and subsequently
address them within the learning scheme. This dissertation designates the learning and in-
ferencing challenges in HITL systems at three different levels, namely, representation-level,
feature-level and model-level challenges and addresses these challenges within an Active
Learning (AL) context.

There are several hindrances, such as unavailability of labels for the AL algorithm at the
beginning; unreliable external source of labels during the querying process; or incompatible
mechanisms to evaluate the performance of Active Learner. Inspired by these practical chal-
lenges, this dissertation presents a hybrid query strategy-based AL framework that addresses
three practical challenges simultaneously: cold-start, oracle uncertainty and performance
evaluation of Active Learner in the absence of ground truth. The heuristics obtained during
the querying process serve as the fundamental premise for accessing the performance of Ac-
tive Learner. The idea of AL is further extended to representation learning in non-Euclidean
space like graphs as well. Both node attributes and topological information are incorpo-
rated in the learning scheme. The node features are exploited while training the GNN-based
decision model and topological information is considered during selective sampling of the
nodes.

Modeling human behavior in collaborative human-Al decision setup is not straightfor-
ward. This dissertation, for the first time, presents a systematic framework for simulation,

modeling, tracking and adaptation of behavioral biases in a collaborative HITL decision



environment within an AL context. The issue of poor generalization performance and over-
fitting of decision models is addressed by incorporating observational biases while training
the decision models. This dissertation presents two case studies demonstrating ways to
incorporate observational biases within the learning frameworks. Despite the fact that Al-
powered systems have provided competitive benefits in the recent years, the black-box nature
prohibits the explainability of their decisions and drives them to lack transparency. This is-
sue prompted the development of explainable artificial intelligence (XAI), which supports Al
systems that can explain their internal processes and decision-making methods. This disser-
tation presents two case studies to demonstrate different ways of explaining the predictions
made by decision models.

Conventional NN do not furnish uncertainty estimates associated with their predictions,
and are therefore ill-calibrated. Uncertainty quantification techniques offer probability distri-
butions or confidence intervals to represent the uncertainty associated with NN predictions,
instead of solely presenting the point predictions/estimates. Once the uncertainty in NN is
quantified, it is crucial to leverage this information to modify training objectives and improve
accuracy and reliability of the corresponding decision models. This dissertation establishes
a novel framework to utilize the knowledge of input and output uncertainties in NN to guide
querying process in the context of Active Learning. The lower and upper bounds for label
complexity are derived analytically.

The methods proposed in this dissertation are highly beneficial for safety-critical appli-
cations, that demand significant human monitoring and any error due to human and Al
components can be expensive. For example, an effective and rigorous decision support tool
in medical diagnosis can help doctors/clinicians nudge the possibility of prescribing further

tests for better diagnosis, thereby making a well-informed decision with higher confidence.
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Chapter 1

Introduction

Human-in-the-loop (HITL) decision systems encompass a set of approaches that combine
machine and human intelligence for Artificial Intelligence (Al)-enabled applications. The
primary goal of such systems is to assist human tasks with Machine Learning (ML) in order
to improve their overall efficiency and maximize accuracy [2]. It supports systematic inte-
gration of domain knowledge in ML methodologies and allows training of precise prediction
models at minimal cost by incorporating human knowledge and experience. Such systems
are highly prevalent in a wide variety of application domains [3] including robotics, medical
image analysis, smart manufacturing, construction automation, computer vision tasks like
person re-identification, natural language processing tasks like entity extraction, entity link-
ing, named entity recognition, question-answering systems and reading comprehension tasks.
These synergistic frameworks improve the decision-making process and make Al-enabled sys-
tems more robust, accurate and smarter by promoting fusion of machine intelligence with
human knowledge and experience. The emergence of Al-based computational models, con-
trollers and decision support engines in the recent years have improved the efficiency and
cost effectiveness of such systems and processes. In the context of decision making, HITL
systems typically involve a collaborative decision environment, comprising of Al-based mod-
els and human experts. The modern semi-supervised ML frameworks like Active Learning

(AL) can be well represented as HITL system consisting of human and Al agents.



AL is a form of semi-supervised ML approaches where the learning algorithm leverages
information from external sources in order to predict labels for the unlabeled instances in
the dataset. The primary motive is to accomplish a higher prediction accuracy with fewer
labelled instances as compared to traditional supervised ML methodologies. It has proved
to be advantageous in modern ML frameworks involving expensive or wearisome labelling
procedures [4]. The learning algorithm in AL settings is referred to as Active Learner and
the external information source is termed as the Oracle. The AL framework can be rep-
resented as a collaborative decision environment comprising of Artificial Intelligence (AI)
engine, in the form of ML-based classification/regression models; and human experts, in
the form of Oracle (i.e., a domain expert). Typically, in such environments, the aim is to
learn an efficient decision model by combining domain expertise of the human expert and
computational capabilities of the Al model. Recently, AL frameworks are being extensively
used for diverse applications including network traffic classification, biomedical text min-
ing, subgraph matching, structural reliability analysis, industrial applications and computer
vision tasks. However, the collaboration of Al engines and human experts in a decision en-
vironment is not well studied. Both human and Al components of the collaborative decision
framework are subject to anomalies and biases. The inadequacy of Al-based algorithms to
accommodate for variations in data from different population subgroups gives rise to algo-
rithmic biases like correlation fallacy, selection bias and sampling bias [5]. On the contrary,
the uncertainties associated with human decisions result in behavioral biases such as hot
hand fallacy, overconfidence, regret aversion bias, representative bias and cognitive bias [6].

Although Deep Neural Networks (DNN)-based decision models have demonstrated re-
markable advancements across diverse domains in the recent years, these data-driven mod-

" models often encounter failures attributable to

els, typically characterized as “black-box’
various factors. A primary limitation of these decision models is their propensity to overfit,
resulting in sub-optimal generalization performance when extrapolating beyond the confines
of the available data, particularly in out-of-sample prediction tasks. The predictions gener-

ated by neural network models may exhibit physical inconsistencies, thereby reducing their

interpretability. One approach to address this challenge involves incorporating prior domain



knowledge, which encapsulates a high-level abstraction of the underlying natural phenom-
ena. The “black-box” models can be made more robust by incorporating additional biases.
This issue also prompted the development of explainable artificial intelligence (XAI), which
supports Al systems that can explain their internal processes and decision-making methods
[7].

Another key challenge that limits the adaptability and reliability of ML methods is
their inability to quantify uncertainties in the model predictions. Uncertainty in measured
quantities and imprecise information about the underlying structure and features of data
and/or model parameters can pose a serious impediment to the efficiency of the learning
process and quality of the resulting decision models. Uncertainty in estimated parameters
and structure of trained model is a fundamental modeling challenge that imposes restrictions
on the confidence of predictions. Learning representations in an uncertainty-aware manner
is fundamental to producing robust models and reliable predictions. Models that do not
account for these sources of uncertainty can be over-confident in their predictions. Moreover,
neural network models are often prone to overfitting that limits their ability to generalise [8].
These factors can pose serious problems to effective utilization of the available information in
the model building process as well as reliable interpretation of the model predictions under
adverse situations. Furthermore, the knowledge of uncertainty quantification is also leveraged
to modify training objectives and thereby, improve model performance and robustness.

Given the wide range of applications supported by HITL decision systems and their
ability to enhance the overall efficiency of ML models by integrating human knowledge,
there exist challenges at multiple levels. The learning and inferencing challenges in HITL
decision systems can be broadly classified into three levels, as illustrated in Figure 1.1. Each

of these category of challenges is discussed next.

1. Representation-Level Challenges: The challenges at the representation level are
primarily focused upon formulating and representing the components of HITL systems
in an effective manner. This would support a methodical study and analysis of the

synergistic human-AT collaborative decision environment adequately.



Learning and Inferencing Challenges
in HITL Decision Systems

v v v

Representation-Level Feature-Level Model-Level
Challenges Challenges Challenges

Figure 1.1: Categorization of learning and inferencing challenges in HITL decision systems.

2. Feature-Level Challenges: The challenges at the feature level are directed towards
designing appropriate feature engineering steps in order to improve representation and
learning of the decision systems. Efficient feature engineering also helps to address the

issue of lack of explainability of the decision models.

3. Model-Level Challenges: The challenges at the model level are aimed at improving
the robustness and predictive ability of the decision models. This is done by quantify-
ing uncertainties from various sources within the learning scheme. The knowledge of
uncertainty is then leveraged to modify model training objectives and thereby, improve

model performance and robustness.

Based on these perspectives, this dissertation seeks to address a few fundamental research
questions. These research questions and contributions of the dissertation that aim to address

them are discussed in the following sections.

1.1 Research Questions

In order to address learning and inferencing challenges in HITL decision systems, the follow-
ing research questions are formulated:

Question 1: What are the practical challenges involved in implementation of semi-supervised
learning approaches like AL, in the context of HITL decision systems?

Question 2: With regard to the human component in AL methodologies:

a) What are the impacts of different types of behavioral biases on AL strategies?



b) How to model, track and subsequently integrate the behavioral biases within the learning
scheme, so that the resulting decision models are more robust and accurate?

Question 3: Can the generalizability of HITL decision models be improved by incorporating
observational biases within the learning frameworks?

Question 4: How to make the predictions of a decision model “explainable”, so that they can
serve as effective decision support tools in safety-critical applications like medical diagnosis?
Question 5: How can the uncertainty quantification be leveraged to modify training objec-

tives, specifically to guide the querying process in the context of AL?

1.2 Contributions

To address Research Question 1, Chapter 3 of this dissertation presents a novel hybrid query
strategy-based AL framework that addresses three practical challenges, namely, cold-start,
oracle uncertainty and performance evaluation of Active Learner in the absence of ground
truth. The idea of AL is extended to representation learning in non-Euclidean space like
graphs in Chapter 4. An AL framework is proposed to address node classification task in
attributed graphs using a convex optimization approach. The proposed method integrates
both topological information as well as node attributes within the learning scheme. The key

contributions of these chapters are as follows:

e The cold-start problem is addressed using pre-clustering to assign labels to instances

close to the cluster centroids.

e The issue of oracle uncertainty in handled by making a combined decision based on

the confidence scores of model predictions and those of the human experts.

e A set of metrics derived from Active Learning heuristics is proposed to evaluate the
quality of the labels. These metrics are also used to identify the instance that requires

switching to a different query algorithm under the proposed hybrid query strategy.



e Four graph-theoretic metrics are used as AL heuristics/acquisition functions for active

selection of nodes in graphs.

e Both node attributes and topological information are incorporated in the learning
scheme. The node features are exploited while training the GNN-based decision model

and topological information is considered during selective sampling of the nodes.

e An inductive GNN approach is used for building node classification models. This allows
the approach to be scalable across graphs of different sizes as well as subgraphs within

the given graph.

More details on the proposed methodologies for handling practical AL challenges and
corresponding experimental evaluation can be found in Chapters 3 and 4, and in the following

articles:

e Agarwal, D., Srivastava, P., Martin-del-Campo, S., Natarajan, B., & Srinivasan, B.
(2021, June). Addressing uncertainties within active learning for industrial IoT. In

2021 IEEE Tth World Forum on Internet of Things (WF-IoT) (pp. 557-562). IEEE.

e Agarwal, D., Srivastava, P., Martin-del-Campo, S., Natarajan, B., & Srinivasan, B.
(2021). Addressing practical challenges in active learning via a hybrid query strategy.
arXiv preprint arXiv:2110.03785 (under review in International Journal of Approxi-

mate Reasoning).

e Agarwal, D., & Natarajan, B. (2022, August). Active Learning for Node Classification
using a Convex Optimization approach. In 2022 IEEFE Fighth International Confer-

ence on Big Data Computing Service and Applications (BigDataService) (pp. 96-102).
IEEE.

The impact of different behavioral biases is demonstrated in an AL context to address
Research Question 2a. Chapter 5 of this dissertation represents AL as a collaborative deci-
sion environment consisting of Al engines (ML-based models) and human experts (Oracle).

The behavioral biases are simulated by providing pre-engineered human decisions during the
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input steps. Chapter 6 further addresses Research Question 2b by presenting a systematic
framework for modeling, tracking and adaptation of behavioral biases in human-Al inter-
active decision environments within the context of AL. The specific contributions are as

follows:

e The human-Al interactive decision environment is modeled in the form of a coupled
dynamical system consisting of human experts and Al engines using communication
graphs. This novel modeling approach helps characterize the dynamics of error vari-
ables that arise when the communication graph changes over iterative queries within

the AL environment.

e For the first time, a novel Exploitation-Scrutinization-Investigation-Scrutinization (ESIS)
strategy is proposed for tracking of behavioral biases within AL settings. Specifically,
the querying process is strategically designed and split into four iterative stages to track

the extent of behavioral biases and subsequently infer the grade of human expert.

e Once the behavioral biases are tracked, a unique model adaptation framework is intro-
duced to handle these biases by assigning appropriate weights to samples during the
iterative training procedure in AL. These weights are evaluated based on the values
of expected collaborative utility function. The samples with higher value of expected

collaborative utility are allotted higher weights during training and vice-versa.

More details on simulation, modeling, tracking and model adaptation of behavioral biases

can be found in Chapters 5 and 6, and in the following articles:

e Agarwal, D., Covarrubias-Zambrano, O., Bossmann, S., & Natarajan, B. (2022, Febru-
ary). Impacts of behavioral biases on active learning strategies. In 2022 International
Conference on Artificial Intelligence in Information and Communication (ICAIIC)

(pp. 256-261). IEEE.

e Agarwal, D., & Natarajan, B. (2023). Tracking and handling behavioral biases in

active learning frameworks. Information Sciences, 641, 119117.



To address Research Question 3, Chapter 7 presents two case studies, each demonstrating

a way to incorporate observational biases within the learning frameworks.

e The first case study illustrates a GNN-based framework developed for identification
of potential biomarkers for biological phenomena. This involves incorporating knowl-
edge from an existing database to develop a graph that incorporates protein-protein
interactions as edge connections and is used as input data to identify the potential

biomarkers.

e The second case study presents a foundational model-based AL framework for fault
diagnosis of electrical motors, that utilizes less amount of labeled samples, which are
most informative and harnesses a large amount of available unlabeled data by effectively
combining AL and Contrastive Self Supervised Learning (SSL) techniques. This model
consists of two key components: the construction of the backbone model, followed by

the fine-tuning procedure for various target tasks using less amount of labeled samples.

More details related to these case studies can be found in Chapter 7, and in the following

articles:

e Tang, Z.T., DelJesus, J.E., Agarwal, D., Tharzeen, A., Zhang, Y., Patrikeev, I.,
Natarajan, B., Bucchieri., F., Zhao, Y., Micci, M.A., Bossmann, S.H., Motamedi,
M., Szczesny, B. Circulating cell-free DNA and novel protein biomarkers within ex-
tracellular vesicles for the identification of traumatic brain injury severity. Journal of

Neurotrauma, (Abstract, 2023).

e Tang, T. Z., Zhao, Y., Agarwal, D., Tharzeen, A., Patrikeev, I., Zhang, Y., DeJesus, J.,
Bossmann, S. H., Natarajan, B., Motamedi, M. & Szczesny, B. (2024). Serum Amyloid
A and Mitochondrial DNA in Extracellular Vesicles are Novel Markers for Detecting

Traumatic Brain Injury in a Mouse Model. Iscience.

e Anbalagan, S., Agarwal, D., Natarajan, B., & Srinivasan, B. (2023, December). Foun-

dational models for fault diagnosis of electrical motors. In 2023 IEEFE International
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Conference on Power Electronics, Smart Grid, and Renewable Energy (PESGRE) (pp.
1-6). IEEE.

e Anbalagan, S., GP, S. S., Agarwal, D., Natarajan, B., & Srinivasan, B. (2023). Ac-
tive Foundational Models for Fault Diagnosis of Electrical Motors. arXiv preprint

arXiv:2311.15516 (under review in Engineering Applications of Artificial Intelligence).

To address Research Question 4, Chapter 8 presents two case studies to demonstrate

different ways of explaining the predictions made by decision models.

e The soft hierarchical decision structure proposed for early-stage detection of pancreatic
cancer provides confidences associated with the predicted labels in the form of prob-
ability values for each class. The differences between these probability values provide
an indication of confidence associated with the corresponding prediction. It helps the

doctors to determine whether additional tests are required for proper diagnosis.

e The active explainable decision framework proposed for early-stage detection of ovarian
cancer is supported by feature relevance explanation technique. In this framework, the
feature relevance scores explain as to how much each biomarker is contributing to arrive

at a prediction for the sample under consideration.

More details related to these case studies can be found in Chapter 8, and in the following

articles:

e Agarwal, D., Covarrubias-Zambrano, O., Bossmann, S. H., & Natarajan, B. (2022).
Early detection of pancreatic cancers using liquid biopsies and hierarchical decision

structure. IEEFE Journal of Translational Engineering in Health and Medicine, 10, 1-8.

e Covarrubias-Zambrano, O., Agarwal, D., Kalubowilage, M., Ehsan, S., Yapa, A. S.,
Covarrubias, J., Kasi, A., Natarajan, B., & Bossmann, S. H. (2022). A New Hope for
Liquid Biopsies: Early Detection of Pancreatic Cancer By Means of Protease Activity
Detection in Serum Applying a Hierarchical Decision Structure. medRziv, 2022-10

(under review).



e Kasi, A., Sun, W., Ehsan, S., Covarrubias, J., Eschliman, K., Neri, R., Agarwal, D.,
Covarrubias-Zambrano, O., Bossmann, S. H., & Natarajan, B. (2021). Early detection
of pancreatic cancers by novel nanobiosensor-based protease biomarkers using hierar-

chical decision structure.

To address Research Question 5, Chapter 9 proposes a novel framework to leverage the
knowledge of uncertainty to guide querying process in AL. Given a neural network-based
decision model and a tolerable threshold on the uncertainty of its predictions, the prediction
uncertainty is first propagated back to the input side using the Assumed Density Filtering
(ADF) approach. This knowledge is then leveraged to guide the informative sample selection
via querying in AL. The lower and upper bounds for label complexity are also derived in the
context of AL approach considered in this work. The proposed methodology is generic and
can be applied to any AL setup, irrespective of the query strategy and base decision model.

More details on the analytical results along with their proofs and experimental evaluation

can be found in Chapter 9, and in the following articles:

e Munikoti, S., Agarwal, D., Das, L., & Natarajan, B. (2023). A general framework for
quantifying aleatoric and epistemic uncertainty in graph neural networks. Neurocom-

puting, 521, 1-10.

e Agarwal, D., & Natarajan, B. (2024). Uncertainty-guided Active Learning with theo-
retical bounds on label complexity. (under review in ACM Transactions on Probabilis-

tic Machine Learning).

1.3 Organization of the Dissertation

The remainder of this dissertation is organized as follows. Chapter 2 provides a background
on several key concepts that are needed to develop and understand novel methodologies
proposed in this dissertation. Chapter 3 presents a novel hybrid query strategy-based AL

framework that addresses three practical challenges, namely, cold-start, oracle uncertainty

10



and performance evaluation of Active Learner in the absence of ground truth. The idea
of AL is extended to representation learning in non-Euclidean space like graphs in Chap-
ter 4. Chapter 5 represents AL as a collaborative decision environment consisting of Al
engines (ML-based models) and human experts (Oracle). The behavioral biases are simu-
lated by providing pre-engineered human decisions during the input steps. Chapter 6 further
presents a systematic framework for modeling, tracking and adaptation of behavioral biases
in human-Al interactive decision environments within the context of AL. Chapter 7 presents
two case studies, each demonstrating a way to incorporate observational biases within the
learning frameworks. Other two case studies to demonstrate different ways of explaining
the predictions made by decision models are illustrated in Chapter 8. Chapter 9 proposes a
novel framework to leverage the knowledge of uncertainty to guide querying process in AL.
Finally, the key conclusions of this dissertation are presented and avenues for future research

are suggested in Chapter 10.
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Chapter 2

Background

This chapter provides a background on several key concepts that are needed to develop and

understand novel methodologies proposed in this dissertation.

2.1 Active Learning

Active Learning (AL) is a powerful tool to address modern Machine Learning (ML) problems
with significantly fewer labeled training instances. AL comprises of ML techniques where the
learning algorithm is allowed to communicate with external information sources and collect
labels corresponding to unlabeled instances in the dataset. It allows the learning algorithm
to leverage information from external sources (e.g., human experts) and train an efficient
decision model using much fewer labeled instances as compared to traditional supervised
ML methodologies. This is highly beneficial in critical applications where labeling process
is time-consuming or expensive [9]. In AL settings, the external source of information is
referred to as Oracle and the learning algorithm is termed as Active Learner. The Active
Learner is permitted to select the data it wants to learn from. Thus, it poses queries to
the Oracle in the form of unlabeled data instances, and the Oracle is expected to supply
corresponding labels. Combining the capabilities of Al engine (as ML-based decision models)

and human experts (as Oracle), AL frameworks can be portrayed as a human-Al collaborative
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Figure 2.1: Overall strategy of a typical AL framework.

decision environment. The fundamental motive of such learning frameworks is to combine
the computational capabilities of Al engine with domain expertise of human experts in order
to learn an accurate decision model in an efficient manner.

The overall strategy of a typical AL framework is described in Figure 2.1 [10]. For any
dataset D, a majority of the samples are unlabeled (Dy) and only a small fraction of them
are labeled (D). The primary objective is to reliably predict labels for all the unlabeled
samples using significantly fewer labeled cases for training than traditional supervised ma-
chine learning frameworks. This is achieved by allowing the Active Learner to select the
data it wishes to learn from, i.e., presenting specific unlabeled instances as queries to the
Oracle and obtaining the appropriate labels. AL commences by training an initial decision
model using Dy. Further, the relevant AL heuristics, such as classifier uncertainty, entropy
of class probabilities and margin uncertainty are optimized to select queries in an iterative
manner. At each query step, the model is retrained by including the query along with its
label in Dy..

This interactive modeling procedure can be well represented as a collaborative decision

environment between Al engine (ML model) and human expert (Oracle, i.e., domain expert).
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2.2 Graph Neural Networks

Recently, there has been a surge of interest in learning with graph-structured data, like,
biological, financial and social networks, and knowledge graphs. There are several advantages
of representing data in form of graphs. Firstly, they provide an intuitive approach to visualize
concepts of interactions and relationships. Additionally, it allows us to elucidate a complex
problem by transforming it into simpler representations. The concepts of graph theory can be
exploited to model and analyze such forms of data representations. However, it is difficult to
analyze and interpret graph-structured data using traditional Deep Neural Network (DNN)-
based learning algorithms. This is primarily because graphs cannot be described in Euclidean
space, which makes it difficult to interpret as compared to other types of data like images or
text. Furthermore, the irregular structure of graphs, inconsistent size of unordered nodes and
variable neighborhood configuration of the nodes prevents crucial mathematical operations
like convolutions to be applied on graph-structured data. GNN help to overcome these
limitations by extending DNN architectures for graph domain.

GNNs are typically based on recursive message passing (i.e., neighborhood aggregation),
wherein every node in the graph aggregates attributes of its neighbors in order to compute
its own feature vector [11, 12]. This allows a node to be represented by its transformed
feature vector or node embedding after a specific number of aggregation iterations, thereby
capturing the structural information across its p-hop neighborhood. Several variants of GNN
with diverse neighborhood aggregation functions and different pooling schemes have been
presented in the literature [11, 13-27]. These GNN methodologies have been empirically
shown to achieve state-of-the-art performance on many downstream tasks such as link pre-
diction, node classification and graph classification. In this dissertation, GraphSAGE [17] is
used as an inductive node embedding approach that concurrently learns both the topological
structure and distribution of features for a node in its local neighborhood. The operation

executed at i*® node embedding layer is given by eq. (2.1).
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Here, % represents the node embedding of node u at i* layer; A denotes the aggregation
operation; 6 and 04 are the parameters of the combination and aggregation operation of
GNN, respectively; N (u) describes the neighborhood of node u and g[-] denotes the activation

function.

2.3 Active Learning via Convex Optimization

AL methodology can be illustrated as a framework based on convex programming [28] that
leverages Dissimilarity-based Sparse Modeling Representative Selection (DSMRS) algorithm
29, 30] for selecting most informative nodes in the given graph-structured data. There are
numerous advantages of using a convex optimization-based AL framework as compared to
the traditional iterative querying mechanism [28]. Firstly, it incorporates aspects of both
uncertainty sampling as well as sample diversity while formulating the convex optimization
problem. This allows to select multiple samples from the dataset which are not only infor-
mative but are also diverse with respect to each other. Moreover, the data distribution is
assimilated via a dissimilarity matrix in the problem formulation. The formulation of AL as
a convex optimization problem is discussed next.

Given a graph G with N nodes and dissimilarity matrix D = {d;;}; j=123..n, the goal
is to find a small subset of nodes that are well representative of the entire graph. Here, d;;
represents how well the node j is represented by another node i. The smaller values of d;;
denotes better representation and vice-versa. The dissimilarity values are assumed to be
non-negative and d;; < d;; for all 7, j. In order to find the representative nodes of the graph,

Z = {z;j}ij=123,.n~ is introduced as an optimization variable. z;; € [0, 1] is associated to d;;
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and indicates the probability of node i being a representative of node j. The optimization
function consists of two components: (i) encoding cost of all N nodes using the representative
nodes, and (ii) penalizing the number of selected representatives. The encoding cost of node
J via i can be expressed as d;;z;; € [0,d;;]. So, the total encoding cost for all the nodes in

the graph is given by eq. (2.2).

i,J
The number of representative nodes can be directly associated to the the number of
non-zero rows in Z [29]. Consequently, a convex surrogate for the cost related to number of

selected representatives is given by eq. (2.3), where ¢ € {2, 00}.

N
> Mailly 2 1121l (2:3)
i=1

Combining both the components in eqs. (2.2) and (2.3) together, the overall convex

optimization problem is given in eq. (2.4).

min A||Z||,1 +tr(DYZ) st. Z >0,17Z = 1" (2.4)

Here, the A parameter balances the costs associated with encoding and number of repre-
sentatives, and controls the batch size in AL. A smaller value of A lays more importance on
better encoding, thereby obtaining more representative nodes. On the other hand, a higher
value of A\ corresponds to more emphasis on penalizing, thereby obtaining less representative
nodes. The constraints ensure that each column of Z is a probability vector.

This DSMRS-based problem formulation can be well extended to AL by incorporating
sample informativeness score and sample diversity score. The informativeness score for a
node u, sy, f(u) € [0, 1], represents the degree of its importance or informativeness. A higher
value of s;,7(u) signifies that that node u is highly representative of the given graph. On
the other hand, a lower value of s;,¢(u) represents that node u is not so representative and

conveys less information about the given graph. The diversity score for a node u is given by
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eq. (2.5).

minjer djy,

Sgiv(u) = (2.5)

maXpey Minjep djg
Here, £ and U are the sets of indices of labeled and unlabeled nodes respectively.
If the closest labeled node to an unlabeled node w is very similar to it, sg,(u) — 0,
and selecting such a node doesn’t promotes diversity. On the contrary, when all the labeled
nodes are very dsisimilar from an unlabeled node u, sg;,(u) — 1, and selecting such a node
for labeling would be beneficial as it would be different from the other labeled nodes. The
combined score matrix (.S) is given by eq. (2.6), where the overall score for each node s(u;)

is evaluated as shown in eq. (2.7).

S = diag (s(u1), s(u2), s(us), ..., s(up)) (2.6)

s(u;) = max{Sinf(u;), Saiv(u;)} (2.7)

Other mathematical operations like mean or minimum can be used instead of max to
compute the overall score for each node in eq. (2.7). Finally, AL process can be represented

in the form of an optimization problem as shown in eq. (2.8).

min \||SZ||,1 +tr(DZ) st. Z >0,17Z =17 (2.8)

If an unlabeled node u; has lower score s(u;), the optimization program puts less penalty
on the i row of Z being non-zero, and vice-versa. The convexity of the optimization

problem (2.8) is analyzed in Chapter 4.

2.4 Fault Diagnosis of Electrical Motors

An electrical motor comprisess of mechanical elements such as the stator, rotor, bearings

and electrical components like windings and end rings. They are designed to operate across
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various industrial and environmental conditions, subjecting them to diverse forms of stress.
These stress factors lead to different types of faults within the electrical motor, broadly cat-
egorized as mechanical or electrical faults. Among the faults that afflict electrical motors,
bearing faults, shaft misalignment, rotor imbalance, and inter-turn short circuit faults are
most prominent. Existing literature indicates that most electrical motor breakdowns can
be attributed to mechanical faults [31]. In this work, the primary mechanical faults com-
monly observed in electrical motors are considered. This includes bearing faults of various
sizes occurring at different locations (such as inner-race, ball, and outer-race) and shaft

misalignment faults exhibiting varying degrees of severity.

2.5 Transformers

The multi-head self-attention mechanism of the transformer network enables it to capture
better the complex dynamics of input data. The key components of transformer architecture

are described as follows:

2.5.1 Multi-head Self-Attention

The Multi-head Self-Attention (MSA) gives the transformer greater power to encode multi-
ple relationships and nuances for each input sample [32]. A mapping from a query (@) and
a collection of key-value pairs (K) to an output (V'), where @), K, and V are all vectors,
can be thought of as an attention mechanism. The weight matrix (Attention Distribu-
tion, AD) is derived from @) and K. The result is a weighted sum over V. Characterizing
sequence similarity is the essence of attention distribution. The attention relationship is
mainly calculated by the scaled dot-product attention method. Given a set of input matri-
ces, Q € R™" K € R™" and V € R™*" the mathematical expression of self-attention

calculation is given as follows [33]:

Attention(Q, K, V') = softmax (Q\f_j) Vv (2.9)
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where /n is a scale factor.

The multi-head self-attention enables parallel computation of self-attention by getting
multiple sets of (), K, and V matrices in different initialization forms. The concurrent
computation of several sets of attention relations is then translated into a set of outputs

using a transformation matrix W°. It can be expressed as [33]:

MultiHead(Q, K, V') = Concat(head,, ..., head;)W*
(2.10)

head; = Attention(QWY, KWK VW)

2.5.2 Transformer Block

The transformer block includes Layer Normalization (LN), Feed-forward Neural Network
(FNN), and Residual Connections (RC) along with the above discussed MSA layer. A
transformer block is the composition of transformer encoders and transformer decoders.

Given an input of x € R™*", the mathematical expression of LN is given as follows:

T—p

Vo?+e

where, ;1 and o2 represent the mean and variance of x. g and b are scaling parameters and

LN(z) = g+b (2.11)

translation parameters, respectively; and ¢ generally takes the value of 1e=®.
The attention relations calculated parallel in the FNN can be mathematically expressed

as follows:

where, GeLU (Gaussian error Linear Unit) is a nonlinear activation function, W; and W,
indicate weights, and b; and by indicate biases. Considering z as input, f(z) is the output

of the weight layer. The calculation of residual connections is expressed as follows:

RC(z) = f(z) + . (2.13)

19



Hence, for a transformer block, the output x, of its complete forward propagation process

can be represented as [34]:

(2.14)
2, = LN(FNN(%)) + &

2.6 Contrastive Learning

Contrastive Learning is a paradigm of SSL based on the idea that samples of the same
class are closer to each other in latent representation space and samples of different classes
are farther. Contrastive Learning has found many applications in Computer Vision and
Pattern Recognition. Learning in the Contrastive Learning framework is achieved by pushing
“similar” looking samples towards each other and “dissimilar” looking samples farther from
each other. [35] provides a loss function called NT-Xent, which achieves the above-mentioned

Learning task via a Contrastive Learning framework. The loss function is given as,

exp (sim (z;, zj) /7)

SN Tz exp(sim (2, 24) /7)

1(,j) = —log (2.15)

where, sim(u, v) is defined as,

. ~ Au,v)
sim(u,v) = Tl (2.16)

The loss functions employ the projections of the samples i, j onto the latent space, which
are z;, z; and the similarity between the two projections are represented using sim(u, v) and
7 is the softmax temperature. This similarity metric is used to determine how “similar” ¢, j
are with respect to the other samples in the batch of size 2N. The loss is high if i, are
more “similar” compared to other samples in the batch and vice versa. The framework aims

to learn the representation space where “similar” samples are closer.
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2.7 Foundational Models

Transfer learning and scale provide the technical background for foundational models [36].
Transfer learning involves the application of acquired knowledge from one task to another.
Pretraining is the predominant approach to implementing transfer learning in the field of deep
learning. The model undergoes training on a surrogate task and is subsequently tuned to
align with the downstream task of interest. The scalable attribute enhances the potential of
the foundational model. In recent times, there has been a notable adoption of foundational
models in the domains of Natural Language Processing (NLP) and computer vision. An
example of a task in Bidirectional Encoder Representations from Transformers (BERT) [37]
is the masked language modelling challenge, which entails predicting a word that is absent
from a phrase by considering its surrounding context. Nevertheless, the profound influence
of these fundamental models on NLP does not merely stem from their ability to generate text
but rather from their exceptional versatility and adaptability. The concept of foundational
models has been implemented in our prior work on fault diagnosis of electrical machines [38].
In this work, the idea of foundational models is extended to incorporate AL and contrastive
SSL so that the transformer-based backbone network can be trained using fewer labeled

instances as compared to the state-of-the-art.

2.8 Label Complexity

Label complexity refers to the number of queries adequate for an AL algorithm to attain a
desirable level of predictive performance, (e.g., accuracy score in the context of classification
tasks). The label complexity function, generally indicated by A, maps a distribution Pxy
and the values €, € [0, 1] to a value given by A(e, 0, Pxy) € NU{oo} [39]. Here, X represents
the feature space and Y represents the label space within the learning scheme. We have the

following definition [39]:

Definition 1. For every Pxy over X XY, e > 0, 6 € [0,1] and every integer n >

A(e, 9, Pxy), an AL algorithm attains label complezity A if it generates a classifier h such
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that the error rate E(h) < € with probability at least (1 — §).

In general, the primary interest of an AL algorithm lies in label complexity of achieving
an error rate that is lower than the best error rate in the hypothesis class (comprising of a

fixed set C of classifiers). Considering noise rate as

VvV = infhecE(h), (217)

it is assumed that this can be achieved by a classifier f* € C, i.e., E(f*) = v. Given a

sequence of labeled data points £ € | _(X X Y)™ and a classifier h, the empirical error

meN

rate of h with respect to L corresponds to,

Be(h) =77 3 1hla) 4 (2.15)
(z,y)el

where 1[-] is indicator function. Eq. (2.18) represents the fraction of misclassified points in

L by h. Moreover, the version space induced by { X7, X5, X3, ..., X, } is denoted by [39]:

Vi ={heC:Vi<mh(X)=f(X)} (2.19)

Given a set of classifiers H and an arbitrary value € € [0, 1], the e-minimal set is defined
as H(e) = {h € H : E(h) —infenE(g) < €}. Additionally, for a classifier h, the e-ball
centered at h is given by By p(h,e) = {g € H : P(x : g(x) # h(z)) < €}. When H = C,
we abbreviate Bp(h,e) = Bcp(h,e). When P is evident from the problem context, we
abbreviate By/(h,€) = By p(h,€) and B(h,€) = Bcp(h, €). Furthermore, the radius of set H
is indicated by radius(H) = suppenP(x : h(z) # f*(x)). This also indicates the least value
of € for which By (f*,e) = H. Consequently, the region of disagreement of H is specified as
[39]:

DIS(H)={x € X :3h,g € H s.t. h(x) # g(x)} (2.20)

One of the aims in this work is to obtain bounds for label complexity using the uncer-
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tainty information propagated to the input layer of neural network-based decision models. A
suitable way to do this is to bound P(DI1S(H)) by a homogeneous linear function of a bound
on radius(#H). The coefficient in this linear function is known as the disagreement coefficient,

indicated by 6(-). For any V C C and r > max{radius(V'),ro}, P(DIS(V)) < 0(ro)r.

2.9 Uncertainty Quantification

The presence of uncertainties in measured quantities and inaccurate information regarding
the underlying structure and features of data and/or model parameters can significantly
hinder the effectiveness of the learning process and the accuracy of the resultant decision
models. Uncertainty in the estimated parameters and structure of a trained decision model
poses a significant modelling issue, since it limits the level of confidence that can be placed
on the predictions made by the model. Uncertainty-aware learning of model representations
is essential for the development of robust models and reliable predictions. Models that fail
to consider these sources of uncertainty may exhibit excessive confidence in their forecasts.
Furthermore, it is worth noting that neural network models frequently exhibit a susceptibility
to overfitting, which imposes constraints on their capacity to generalise. This might present
significant challenges to the efficient use of the existing knowledge during the process of
model training, as well as accurate interpretation of the model predictions in unfavourable
circumstances. Furthermore, uncertainty quantification of model predictions is also crucial

for guiding strategic sampling in the context of AL.
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Chapter 3

Uncertainties in Active Learning

Active Learning (AL) constitutes an area of machine learning where the learning algorithm
is allowed to interact with external sources of information to obtain labels corresponding to
the unlabelled instances in the dataset. AL methods are advantageous in modern machine
learning frameworks, where the labelling process may be laborious, long-standing or expen-
sive [40, 41]. However, numerous challenges are encountered during implementation of AL
frameworks in practical scenarios due to inherent assumptions [42]. This chapter presents a
novel hybrid query strategy-based AL framework that addresses three practical challenges,
namely, cold-start, oracle uncertainty and performance evaluation of Active Learner in the

absence of ground truth.

3.1 Related Work

A challenge within AL frameworks is the cold-start problem, which occurs due to absence
of labels in the beginning for training an initial model. Among the alternatives, there is a
proposal to incorporate uncertainty and diversity sampling into a unified process to select
most representative samples as the initial labelled dataset [43]. Gong et al. [44] propose
a novel inference method based on Bayesian Deep Latent Gaussian Model (BELGAM) to

select initial training instances. Another option to address the cold-start problem is an un-
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supervised matching method that proposes bootstrapping active learning [45]. Furthermore,
Deng et al. [46] introduced a sequence-based adversarial learning model to select initial set
of training instances for the AL methods. In this chapter, an AL framework is proposed that
employs a pre-clustering step to select the points closest to the centroids of each cluster as
instances for initial labelled dataset.

The problem of oracle uncertainty occurs due to the assumption of oracle being infallible
in AL methodologies. A majority of approaches proposed in the literature can be classified
into two categories. The first category of AL methods [47-49] contemplates a multi-annotator
set-up and combines the confidence levels of multiple uncertain annotators to obtain a single
confidence metric. The other category of approaches [50-52] accounts for the oracle noise
by adding denoising layers or including penalties in objective functions within the querying
framework. In contrast to the prior efforts, a generic framework is proposed to handle oracle
uncertainty that builds upon the ambiguity surrounding the expertise of the labeler and the
confidence in the given labels. The confidence scores associated with the model predictions,
as well as the labels supplied by experts, are considered as a part of the querying process.
Such a strategy to handle oracle uncertainty by incorporating additional feedback from the
experts in the form of confidence levels has not been reported in the Active Learning literature
so far to the best of our knowledge and stands out as a novel contribution of this work.

A majority of the AL methodologies report model performance in terms of classification
accuracy, which requires ground truth information. However, it is not feasible to be informed
about ground truth in practical scenarios. The use of AL heuristics as surrogate metrics is
proposed to evaluate the performance of the Active Learner. These metrics are observed to
mimic the role of classification accuracy in model evaluation. The AL methodology presented
in [53] addresses this issue along with handling oracle uncertainty. However, it still lacks the
ability to solve cold-start problem in practical AL scenarios. The proposed AL framework
possesses the capability to address multiple challenges simultaneously, i.e., cold-start, oracle
uncertainty and performance evaluation of Active Learner in the absence of ground truth.
Additionally, it supports the use of hybrid query strategies, rather than employing a single

query strategy during the entire querying process. This work demonstrates that the use of
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hybrid query strategies helps in reducing the computational cost, while delivering at par
or better performance than the individual query strategies. The values of AL heuristics
are used to identify instances of switching between the query strategies. This approach of
implementing hybrid query strategies has not been presented in the literature before and is

an important contribution of this work.

3.2 Active Learning Challenges

3.2.1 Cold-start problem in Active Learning

The initial labelled dataset is a key component in an AL framework. The expectation is that
a small portion of the dataset is labelled and available to the learner for its use. However,
acquiring labels for the initial labelled dataset can be extremely time-consuming, expensive,
or infeasible in many practical situations [40]. This gives rise to the cold-start problem in AL
settings, where there are no labels in the beginning to train an initial classification model.
The proposed framework addresses this issue through a pre-clustering approach. In this
approach, the unlabelled dataset is clustered using unsupervised clustering algorithm and
the points closest to the centroids of each cluster are selected as the instances for an initial

labelled dataset.

3.2.2 Oracle Uncertainty

The oracle is assumed to be infallible in AL settings [54]. In practical scenarios, the labels
are obtained from experimental test set-ups or provided by a human expert. In either case,
there is an uncertainty associated with the labels due to experimental errors, measurement
noise or human mistakes [42]. This motivates the issue of oracle uncertainty in conventional
Active Learning methodologies. This issue is addressed by incorporating additional feedback
during the query process. This feedback takes the form of (i) a grade on the expertise of the
human oracle and (ii) a confidence level of the expert in providing such label. The feedback

helps the Active Learner to quantify the reliability of annotations obtained from the oracle.
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3.2.3 Hybrid query strategies

AL frameworks employ querying strategies to select instances. These strategies include Un-
certainty Sampling (US) [55-57] and Query-by-Committee (QBC) [58-60]. Other query
strategies such as Expected Error Reduction [61, 62], Variance Reduction [63, 64] and
Density-weighted Methods (DWM) [55, 65, 66] are described in the literature. The selection
of query strategy for a specific application depends on several factors such as computational
cost, feasibility to implement and compatibility with base learning methods. AL method-
ologies usually implement a single query strategy throughout the entire querying process.
However, this is not convenient in practical scenarios. The reasons include a query strategy
that might be easy to implement but fail to deliver satisfactory performance, or another
strategy might exhibit stellar performance but possess high computational cost. This mo-
tivates the use of hybrid query strategies, which allows to combine the benefits of multiple
methods within a single framework. For instance, a hybrid combination of two appropriate
query strategies may help to reduce the computational cost, while exhibiting at par or better

performance than the individual query strategies.

3.2.4 Absence of ground truth

The performance evaluation of AL methodologies is generally performed by comparing the
predicted labels against the ground truth. Hence, the corresponding results are reported
in the form of classification accuracy. However, acquiring ground truth labels for all the
instances in a given dataset is not straightforward in practical settings due to the large
amount of work involved in the labelling process. Moreover, the labelling process may also
result in experimental or human errors, which degrade the quality of the labels. Due to
the aforementioned shortcomings, classification accuracy is not an appropriate indicator of
the performance of the Active Learner. This work proposes the use of heuristics evaluated
during the iterative querying process, as metrics to mimic classification accuracy. These
heuristics are observed to exhibit correlation with classification accuracy, and represent the

performance of the Active Learner.
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Handling Practical Challenges in Active Learning

v v v

. Performance evaluation in
Cold-start problem Oracle Uncertainty the absence of ground truth
Y Y Y
1. Pre-clustering. Combining confidence scores of model|  |Use of Active Learning heuristics as
2. Selecting the points closest to predictions and labels provided by surrogate metrics for classification
each cluster centroid to curate human experts. accuracy
an initial labelled dataset. .
Strategies: 1. Entropy of class probabilities
2. Margin uncertainty
1. Expert is always right 3. Classifier uncertainty
2. Optimistic 4. Consensus entropy of classifiers
3. Conservative committee

5. Information Density

Figure 3.1: Proposed Active Learning framework for handling practical challenges

3.3 Proposed Framework

The proposed Active Learning framework incorporates a hybrid query strategy that ad-
dresses the following practical challenges: (i) cold-start problem, (ii) oracle uncertainty, (iii)
use of hybrid query strategies, and (iv) performance quantification in the absence of ground
truth labels. The proposed framework is presented in Figure 3.1. The cold-start problem
is addressed using pre-clustering to assign labels to instances close to the cluster centroids.
Meanwhile, the issue of oracle uncertainty in handled by making a combined decision based
on the confidence scores of model predictions and those of the human experts. In addition,
a set of metrics derived from Active Learning heuristics is proposed to evaluate the quality
of the labels. These metrics are also used to identify the instance that requires switching to
a different query algorithm under the proposed hybrid query strategy. A flowchart from im-
plementing the proposed framework is demonstrated in Figure 3.2 and all the corresponding

elements are elaborated as follows.
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Figure 3.2: Flowchart for implementing the proposed AL framework to address practical
challenges

3.3.1 Addressing cold-start problem

The proposed framework handles the cold-start problem in AL by introducing a pre-clustering
step that generates the initial labelled dataset. Given a dataset with no labels, the procedure

is as follows:

1. Select an unsupervised clustering algorithm and apply it to the dataset with no labels.
In this work, k-means clustering has been used for the pre-clustering step as it is

relatively simple to implement and scales to large datasets easily.

2. Identify the number of optimal clusters for the given dataset. The elbow method is

employed to select the optimal number of clusters in this work, as discussed in [67].

3. Create the initial labelled dataset by selecting the points closest to the centroids of
each cluster, such that the number of instances in the generated set do not exceed a
pre-defined fraction of that in the complete dataset. This work considers the threshold
to be 2%, i.e., the size of the initial labelled dataset should be 2% of the entire dataset.
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Once the initial labelled dataset is obtained using the aforementioned procedure, it can
be used to train the classification model, which is updated continuously during the iterative

querying process in the AL framework.

3.3.2 Handling oracle uncertainty

The oracle uncertainty challenge originates in the ambiguity surrounding the expertise of
the labeler and the confidence in the given labels. Thus, a solution to this challenge requires
a way to incorporate this uncertainty via a confidence score that accounts for the model
predictions and the input labels. The AL process produces a posterior probability associated
to each class for all the instances. The posterior probabilities indicate the likelihood of a
particular instance being classified into the given class per the current model. The posterior
probability can be used to calculate heuristics such as the level of uncertainty, entropy of
class probabilities and classification margin. The maximum value of the posterior probability

is calculated using

Pmaz = max (FPy(y|x)), (3.1)

where ¢ represents the predicted label for the instance  under the model 6. Further,
Pmaz € [0,1] is scaled-up to the range of 1-5 to associate confidence scores with the model
predictions. Here, 1 represents the lowest confidence score and 5 represents the highest
confidence score.

In addition to the confidence scores of the model, the confidence scores supplied by the
oracle need to be incorporated as part of this framework. The confidence score associated
with labels supplied by the human experts is a result of the following inputs during the
continuous querying process: (i) label, (ii) grade (level of expertise) of the human annotator
(z1) and (iii) confidence level corresponding to the label provided (z3). z; and 2, are nu-
meric values between 1-5, where one represents the lowest expertise/confidence level and five
represents the highest expertise/confidence level. Variables z; and z; are used to produce

an overall confidence score of the expert on a specific label, as per the rule base shown in
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Table 3.1: Rule to generate overall confidence score of the expert

Confidence | Grade of Expert (z7)
Level (z2) 11234 5
Not Provided | 1 |1 |2 |2 3
1 171111 1
2 171112 2
3 111123 3
4 112124 4
5 112(3]4 5

Table 3.1. It should be noted that the lower graded experts are penalized by imposing a
lower confidence score than what is originally reported (z3). This is done because there is
relatively lesser trust on the lower graded experts. On the other hand, the scores provided
by higher graded experts are accepted without any penalization.

The next step involves formulation of a combined decision based on the confidence scores
of model predictions and the labels provided by human experts. This is implemented using

three different strategies discussed as follows:

1. Expert is always right: The confidence score corresponding to the label provided
by the expert is given a higher priority and is used to update the confidence score of

the model during each query.

2. Optimistic approach: It considers the higher confidence score among that of the

model and the expert.

3. Conservative approach: It considers the lower confidence score among that of the

model and the expert.

Finally, the confidence scores of model and the expert are used to generate an overall
confidence score of the Active Learner at each query step. It is calculated as the weighted

average of the scores corresponding to all the instances in the dataset, as given by

where, n; represents the number of instances in the dataset with confidence score s;.
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3.3.3 Performance evaluation and hybrid query strategies

The fundamental premise of AL methodologies is the iterative selection of most informative
instances by the optimization of selected heuristics. The framework here described pro-
poses the use of the selected heuristics as metrics to quantify the performance of the Active
Learner. This approach is beneficial in many practical scenarios, where it is not feasible to
obtain ground truth labels for all the instances in a dataset. The metrics used in this work are
presented in Table 3.2. Entropy of the Class probabilities (EC), Margin Uncertainty (MU)
and Classifier Uncertainty (CU) are associated with uncertainty measures in US query strat-
egy. Consensus Entropy of the committee of classifiers (CE) is derived from disagreement
measures in QBC. Information densities with Euclidean distance (IE) and Cosine similarity
(IC) are linked to the similarity measures in DWM approach.

Given that these metrics are derived from the heuristics involved in Active Learning
settings, they are expected to mimic classification accuracy so that the performance of Active
Learner can be evaluated in the absence of ground truth. For instance, the value of classifier
uncertainty decreases with the most informative instances being labelled at each query step.
Consequently, the value of CU should decrease with an increase in classification accuracy as
more instances are labelled iteratively. Similarly, the values of EC and CE are also expected
to decrease and MU is expected to increase in relation to classification accuracy as more
queries are made. The performance evaluation of Active Learning methodologies using such
heuristics has not been reported in the relevant literature so far to the best of our knowledge
and stands out as a novel contribution of this work.

In this work, the metrics CU, MU, EC and CE are used, which can be calculated as

follows:

e CU can be calculated by
CU=1- Py(y|x) (3.3)

e MU can be written as

MU = Fy(41|®) — Py(y2|) (3.4)
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where, y; and 9, are the first and second most likely predictions under the model 6,

respectively.

e EC can be evaluated as
EC =) Py(ylz)log(Ps(y|x)) (3.5)
Yy

where y ranges over all possible labelling of x.

e CE can be expressed as

CE = — 3" Pulyla) log(Pe(yl)) (3.6)

Yy

where,

Pe(vle) = 1 ZPe ylz) (3.7)

oeC

C is the committee of classifiers and |C| is the size of the committee.

e [E can be computed as

|L{| Z d(z,x) (3.8)

where U represents the pool of unlabelled instances, || is the size of the pool of

unlabelled instances and d(x, ') is the Euclidean distance between x and a’, given by

d(x, ') = \/(v1 — )2 + (22 — 25)2 + ... + (v, — 2/,)2 (3.9)

n is the size of feature vectors used for training the classification models.

e IC can be determined as

| Z sim(x, x") (3.10)
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Table 3.2: Details of the proposed metrics for the hybrid query strategy-based AL framework

Serial Number Metric Description Abbreviation | Remarks
1 Entrqpy of the dass .pI“Oba.bllltIOS EC Measures of
Margin uncertainty, i.e., difference uncertaint
2 of the probabilities of first and second MU ’ Y
most likely predictions
3 Classifier uncertaipty, ie., cU
1 - P(correct prediction)
4 Consensus entropy of the committee CE Measure of
of classifiers in QBC approach disagreement
5 II}formatlon fier.1s1t.y with Euclidean IE Density-
distance as similarity measure .
: - - - weighted
Information density with cosine ..
6 o o 1C heuristics
similarity as similarity measure

where sim(x,x’) is the cosine similarity between & and @', given by

x-x

sim(z, ') =

RENES

(3.11)

The values of the metrics enlisted in Table 3.2 can also be examined to identify suit-

able instances of switching to a different query strategy rather than using a same strategy

throughout the querying process. This approach is highly advantageous in numerous in-

dustrial settings, where it is desirable to have a trade-off between aspects such as labelling

expenditures, computational cost and appreciable performance of the Active Learner. The

query strategy can be switched when the values of metrics either oscillate beyond pre-defined

thresholds or do not exhibit a substantial change over a certain number of queries. Moreover,

the decision regarding termination of querying process can also be made when the metrics

values exhibit saturation or approach a pre-determined threshold. The use of hybrid strate-

gies is motivated by the equal or improved performance when compared to individual query

strategies at a lower computational cost.

3.4 Experimental Evaluation

In order to evaluate the robustness of our proposed Active Learning framework across dif-

ferent environments and industrial settings, the proposed framework is implemented in the
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following datasets: (i) process data collected from a simulated ethanol plant [68], (ii) drug
consumption (quantified) dataset from UCI Machine Learning repository [69], and (iii) rolling
element bearing test data from the bearing data center at Case Western Reserve University

[70]. The details of the analyses and results are described below.

3.4.1 Description of the datasets

Dataset 1 - Process data collected from a simulated ethanol plant:

The data from a simulated ethanol plant is used to describe how to overcome the clod-start
challenge. The simulations are based on mass and energy balances and the correspond-
ing Human Machine Interface (HMI) is designed using MATLAB. Details of the simulated
ethanol plant are presented in [68]. It consists of a continuous stirred tank reactor (CSTR)
and a distillation column (DC). The measurements available correspond to 11 process vari-
ables: ethanol concentration in CSTR (C101), feed flow rate to CSTR (F101) and DT (F105),
coolant flow rate (F102), level of CSTR (LL101), temperatures of coolant inlet (T101), coolant
outlet (T102), CSTR (T103), third tray of DT (T104), fifth tray of DT (T105) and eighth
tray of DT (T106) [68]. There are 4 different scenarios within these measurements: normal
operating conditions (14041 instances), coolant-related disturbances (1647), CSTR-related
disturbances (2819) and reflux imbalance (9336), thereby constituting a total of 27843 in-
stances. The output of these 11 processes are treated as features to the classification problem.
The output data originates from an experiment where 10 participants were asked to control

the process variables manually if their values extend beyond the normal operating range.

Dataset 2 - Drug consumption (quantified) dataset:

This dataset contains details of 1885 participants regarding their usage of various types of
legal and illegal drugs. The features for this dataset comprise of personality measurements,
which are termed as NEO-FFI-R (neuroticism, extraversion, openness to experience, agree-
ableness, and conscientiousness), BIS-11 (impulsivity), and ImpSS (sensation seeking). In

addition, it includes level of education, age, gender, country of residence and ethnicity as
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features too [69]. The categorical input attributes are quantified and used as numerical val-
ues [69]. The labels contain information about usage of cannabis drugs and consist of seven
classes: ”Never Used”, ”Used over a Decade Ago”, ”Used in Last Decade”, ”Used in Last
Year”, ”Used in Last Month”, ”Used in Last Week”, and ”Used in Last Day”. The classes
are reorganized to form a ”year-based” binary classification problem as described in [69]: the
classes "Never Used”, ”Used over a Decade Ago” and ”Used in Last Decade” are merged to
form a group of cannabis non-users and all other classes are combined to form a group of

cannabis users.

Dataset 3 - Rolling element bearing test data:

This dataset consists of ball bearing test data obtained from experiments conducted using
a 2 hp electric motor under normal and faulty conditions. The faults vary in size (0.007”
to 0.040” in diameter) as well as location (inner raceway, outer raceway, or rolling element).
The vibration data of the motor captured at the drive end for loads in the range 0-3 hp are
used. This corresponds to four different motor speeds between 1720-1797 RPM. The data
is sampled at 12 kHz for 10 seconds at each speed level. In this experiment, each of these
signal segments are split into 40 instances of 0.25 seconds each at each speed level. It results
in 160 (40 x 4 speed levels) instances for each normal and fault condition. Furthermore,
the classification problem is formulated by selecting the fault size as 0.021” and having
four classes corresponding to the fault location - healthy, inner-race, ball and outer-race.
Consequently, there are a total of 640 (160 x 4 classes) instances used in this experiment.
Wavelet Packet Decomposition (WPD) technique is employed for extracting features from
these signals, as discussed in [71]. WPD is performed at level 6 using mother wavelet from
Daubechies family as it has been reported to be used in other health management problems
[71]. Furthermore, the wavelet coefficients that correspond to different frequency bands are
extracted and their Shannon entropy values are used as features for classification problem.

WPD analysis is performed using the Wavelet toolbox in MATLAB.
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Distance (WCSS)

Number of clusters

Figure 3.3: Plot of WCSS vs. number of clusters - Dataset 2: Drug Consumption (quantified)
dataset.

3.4.2 Experimental Settings

Dataset 1 - Process data collected from a simulated ethanol plant:

The initial labelled dataset is pre-processed with the method described in Section 3.3.1. The
optimal number of clusters is identified as four using the elbow method. The plot of within-
cluster sum of squares distance (WCSS) vs. number of clusters is shown in Figure 3.3. It
can be observed that after four clusters, the rate of change in the WCSS distance decreases
significantly. An “elbow” is visible at four-clusters point. The size of the initial labelled
dataset is set as 500 instances with 125 instances for each class.

Once the initial labelled dataset is formed, the first model is trained and the iterative
querying process begins. QBC is implemented in Python using the modAL framework [72]
as the basic tool for selection of instances for annotation by a human expert. k-Nearest
Neighbors (kNN) is selected as the base classification method because it is simple and easy
to implement, versatile, and is a non-parametric algorithm. Moreover, it does not make any
assumptions on the input data distribution. The metrics introduced in Section 3.3.3 are also

evaluated at each query step along with the classification accuracy.
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Dataset 2 - Drug consumption (quantified) dataset:

This is a binary classification problem, where the given participant may be a cannabis user
or non-user. The initial labelled dataset is created by selecting 2% of the total instances
at random along with corresponding labels. An initial model is formed by using the initial
labelled dataset and then the iterative querying process is initiated. In these experiments,
US and QBC are implemented for querying in Python using the modAL framework [72]
and kNN is chosen as the base classifier. In the experiment using this dataset, three query
procedures are used. These procedures are: (i) all queries using US, (ii) all queries using
QBC, and (iii) hybrid approach, i.e., first half of the queries using US and another half using
QBC. All the relevant metrics are recorded and monitored at each query step for performance
evaluation in the absence of ground truth and selection of instances for switching between

the query strategies.

Dataset 3 - Rolling element bearing test data:

The dataset is pre-processed using WPD to obtain the features for all the instances. The
procedure described in Section 3.3.1 is applied to the resulting instances to overcome the
cold-start problem. Using the elbow method, the optimal number of clusters is set to four.
Once the initial labelled dataset is available, the first model is trained and the iterative
querying process is initiated. The modAL framework [72] is used for implementation of US
and QBC query strategies.

A total of 640 normally distributed random numbers in the range of 1-5 are used to
generate variables z; and z;. The normally distributed random numbers help to simulate
the difficulty of finding many maintenance and vibration experts with different levels of
skills. The resulting overall confidence score of the expert is produced using variables z; and
25 according to the procedure described in Section 3.3.2. Afterwards, the overall confidence
score of the Active Learner is calculated using Eq. 3.2 for all the three strategies enlisted in
Section 3.3.2. Finally, the relevant metrics are calculated and monitored at each query step

for different purposes, as highlighted in Section 3.3.3.

38



Table 3.3: Results for proposed metrics - Dataset 1: Process data collected from a simulated
ethanol plant

Metrics Unqueried | Values after making no. of queries
Value [ 500 | 1000 | 1500 | 2000 | 2500
EC 0.38 0.35] 0.29 | 0.26 | 0.23 0.21
MU 0.81 0.83 | 0.84 | 0.86 | 0.87 0.9
CU 0.14 0.12| 0.11 | 0.1 | 0.08 0.07
CE 0.18 0.15| 0.11 | 0.09 | 0.06 0.04
1E 0.05 0.05 | 0.06 | 0.06 | 0.06 0.07
IC 0.96 0.97 | 0.97 | 0.97 | 0.98 0.98
Classification 0.71 0.77| 0.81 | 0.87 | 0.91 0.97
Accuracy
Classification
Accuracy - using 0.69 0.72 | 077 | 0.84 | 0.89 0.96
randomly generated
initial labelled dataset

3.4.3 Results

The advantages of implementing a pre-clustering approach to alleviate the cold-start problem
is illustrated using experiments performed on ethanol plant dataset. Table 3.3 presents the
results of the Active Learning framework within the context of the cold-start challenge with
the pre-clustering step incorporated. The entries in the column Unqueried value represent
the metrics values when the model is trained with only the initial labelled dataset and before
any queries were carried out. The entries in subsequent columns indicate the metrics values
corresponding to the updated model after reaching the indicated number of queries. Firstly,
it can be observed that the classification accuracy increases as more queries are made. This
indicates that the performance of the Active Learner improves during the iterative querying
process. Moreover, it is worthwhile to note that classification accuracy reaches 91% with
2000 queries, which is just around 7% of the total instances in the dataset.

Table 3.3 shows that EC, MU, CU and CE exhibit a correlation with the classification
accuracy. EC, CU and CE are observed to decrease with increased classification accuracy as
more instances are queried. This is expected because entropy of the class probabilities, level
of uncertainty and level of disagreement between the committee members (QBC approach)
decrease as the most informative instances are labelled by the Active Learner during the

initial set of iterations. On the other hand, MU grows with increased classification accu-
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Table 3.4: Results for hybrid query strategy - Dataset 2: Drug consumption (quantified)
dataset

Unqueried Values after making no. of queries
Metrics value 125 250 375 500
USs \ QBC | US \ QBC | US \ QBC | US \ QBC \ US + QBC | US \ QBC \ US + @QBC
EC 0.64 | 0.58 | 0.56 | 0.51 |0.52| 048 |0.47 | 0.44 0.46 0.43 | 0.41 0.41
MU 027 038 |0.34] 044 | 042 | 049 | 0.48| 0.56 0.5 0.52 | 0.63 0.57
CU 0.36 | 0.32 [0.33] 029 |0.31| 0.24 | 0.27| 0.21 0.26 0.25 | 0.19 0.23
CE 053 | 048 | 046 | 042 043 | 039 |0.39| 0.36 0.38 0.35 | 0.34 0.34
IE 0.21| 0.21 |0.21] 022 |0.22| 0.22 |0.22| 0.23 0.23 0.23 | 0.23 0.23
IC 0.52 | 0.51 |0.52] 051 |0.52| 051 |0.51| 0.51 0.51 0.51 0.5 0.51
Classification | Jo | 69 | 064 | 074 | 076 | 0.8 |085| 088 0.89 0.89 | 0.9 0.91
Accuracy

racy as more instances are queried. The reason is a higher margin implies less uncertainty
in distinguishing between the two most likely alternatives and is likely to increase with in-
creasing number of queries. The metrics IE and IC do not exhibit an appreciable change
as more instances are queried because information density is not considered while selecting
instances using QBC query strategy. These heuristics might change when using Density
Weighted Methods for instance selection during querying. Hence, the proposed framework
can be used to evaluate the performance of Active Learner using the metrics in the absence
of ground truth information. Secondly, the classification accuracies corresponding to the
proposed framework is a bit higher as compared to the case when the initial labelled dataset
would have been obtained by means of random sampling. This is an added advantage of the
pre-clustering step in the proposed Active Learning framework.

The benefits of hybrid query strategies are established using experiments performed on
the drug consumption dataset and the corresponding results are shown in Table 3.4. Here,
500 queries (i.e., around 25% of total instances in the dataset) are made using three different
modes: (i) all queries using US, (ii) all queries using QBC, and (iii) a hybrid of US and QBC -
first half of the queries using US and next half using QBC. In all the querying procedures, the
classification accuracy increases as more queries are made, thereby indicating the improving
performance of the Active Learner during the querying process.

It can be seen from the values of classification accuracy that the performance of the Active

Learner in the hybrid case is at par or better than that of the individual query strategies.
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The US strategy has greater ease of implementation when compared to QBC but it provides
lower performance results than QBC. On the other hand, QBC is computationally expensive
when compared to US, although it achieves a superior performance in terms of classification
accuracy. The hybrid approach of US + QBC helps to accomplish a trade-off between these
two aspects - the performance at the end of 500 queries is better than that of individual query
strategies, while simultaneously reducing the expense of QBC as first 250 queries are made
using US, which is comparatively cheaper in terms of computational cost. Finally, all the
metrics for the three querying procedures exhibit a correlation with classification accuracy as
shown in Table 3.4. This correlation is an expected behavior given the relationship between
the metrics and classification accuracy.

The contribution of all the elements together in the proposed framework is exhibited
through experiments performed on rolling element bearing dataset. The results of this ex-
periment that aims to evaluate the performance of an hybrid query strategy are shown in
Table 3.5, where the hybrid combination of US + QBC is observed to deliver at par or
better performance than individual query strategies. The trade-off between model quality
and computational cost provides an additional incentive for the use of the hybrid strategy.
When starting with a dataset without labels, the classification accuracy, relevant metrics
and the overall confidence scores of the Active Learner using three combination strategies
are reported in Table 3.6. EC, CU and CE exhibit an inversely proportional correlation
with classification accuracy and MU is directly proportional to classification accuracy as
more queries are made. This behavior of the metrics is consistent with the previous dataset
experiments.

Furthermore, it can be observed that the overall confidence scores of the Active Learner
obtained by combining those of the model predictions and the experts exhibit an increasing
trend with increasing number of queries for all the strategies. The plot showing this per-
formance over 30-52 queries is presented in Figure 3.4. This range of queries is selected for
better readability and comparing performance across different combination strategies. The
intermediate valleys in the plot are probably due to outliers being selected by the Active

Learner for annotation by the human experts. It can be observed that the overall confidence

41



Table 3.5: Results for hybrid query strategy - Dataset 3: Rolling element bearing test data
from the bearing data center at Case Western Reserve University

Unqueried Values after making number of queries
Metrics value 25 50 75 100
US [QBC | US [QBC | US [QBC | US [QBC | US + QBC | US | QBC | US + QBC
EC 093] 0.72 | 0.77 | 0.64 | 0.62| 0.52 | 0.53 | 0.44 0.47 0.48 | 0.38 0.34
MU 0.15] 0.32 [ 0.28| 0.39 [0.39| 0.51 | 049 0.59 0.51 0.53 | 0.65 0.59
CU 0.51 ] 037 | 045 0.32 | 041 | 0.25 |0.37| 0.23 0.28 0.27 | 0.19 0.18
CE 0.89 | 0.67 |0.73| 0.59 |0.61 | 0.51 | 0.50 | 0.43 0.43 0.46 | 0.34 0.50
IE 0.01 | 0.01 |0.02] 0.02 |0.02| 0.01 |0.02]| 0.02 0.02 0.03 | 0.02 0.03
IC 0.58 | 0.58 | 0.58 | 0.58 |[0.59 | 0.58 |0.59 | 0.59 0.59 0.60 | 0.59 0.60
Classification | | (53 | 054 | 0.67 |0.69 | 0.86 |0.74 | 0.93 0.89 0.88 | 0.98 0.99
Accuracy

Table 3.6: Results for proposed metrics - Dataset 3: Rolling element bearing test data from
the bearing data center at Case Western Reserve University

. Unqueried | Values after making no. of queries
Metrics Value | 25 | 50 | 75 [100] 125
Confidence Score

(Export is always right) 3.02 3.6 | 3.93 | 4.45 | 4.46 4.70

Confidence Score 3.03 3.64 | 3.94 | 4.46 | 4.46 471
(Optimistic approach)

Confidence Score 3.03 3.64 | 3.93 | 4.46 | 4.46 470
(Conservative approach)

EC 0.93 0.80 | 0.66 | 0.57 | 0.42 0.38

MU 0.16 0.24 | 0.40 | 0.57 | 0.75 0.78

CU 0.47 0.41 | 0.38 | 0.31 | 0.25 0.16

CE 0.84 0.74 | 0.61 | 0.51 | 0.41 0.38

1IE 0.01 0.01 | 0.02 | 0.02 | 0.02 0.03

IC 0.58 0.59 | 0.59 | 0.59 | 0.60 0.61

Classification 0.45 0.59 | 0.74 | 0.79 | 0.91 0.98

Accuracy
Classification

Accuracy - using 0.40 0.54 | 0.69 | 0.74 | 0.88 0.98
randomly generated
initial labelled dataset

scores corresponding to the optimistic strategy is generally higher than the other strategies.
This is intuitive as the optimistic approach considers higher confidence scores among that

of the model and the expert.

3.5 Summary

This chapter introduces a hybrid query strategy-based framework, which addresses the prac-
tical challenges in AL, namely, cold-start, oracle uncertainty and evaluating model perfor-

mance in the absence of ground truth. The robustness of the proposed framework is evaluated
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Figure 3.4: Plot of overall model confidence scores with number of queries made to the expert
- Dataset 3: Rolling element bearing test data from the bearing data center at Case Western
Reserve University.
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across three datasets from different environments and industrial settings. Firstly, the merits
of using a pre-clustering approach to address the cold-start problem is exemplified by exper-
iments performed on the process data collected from a simulated ethanol plant. Secondly,
the utility of hybrid query strategies is established with the help of experiments performed
on the drug consumption dataset. It is concluded that the use of hybrid query strategies
helps in reducing the computational cost, while delivering at par or better performance than
the individual query strategies. Finally, the contribution of all the elements together in the
proposed framework is demonstrated through experiments carried out on the rolling element
bearing test data from Case Western Reserve University. In the next chapter, the idea of

AL shall be extended to representation learning in non-Euclidean space like graphs.
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Chapter 4

Active Learning over Graphs

In recent years, there has been a substantial development in Al engines and machine learning
technologies to harness the power of data and build efficient decision models that are capable
of making accurate predictions and inferences. However, a huge amount of labeled data is
required to train these computational models. Semi-supervised learning approaches like AL
helps to address this limitation by actively and strategically choosing the most informative
samples from the pool of unlabeled data. Consequently, it is possible to accomplish a better
predictive performance with a significantly reduced training sample size.

There is an increasing research interest in analyzing and learning from data in non-
Euclidean space, like graphs. It has a wide variety of applications in several interesting
areas like social networks, knowledge graphs, protein-protein interaction networks, combina-
torial optimization and molecular fingerprinting. Graph Neural Networks (GNN) provide an
elegant framework for effective inferencing on such graph-structured data. Given the exten-
sive applications of learning from graph-structured data and the benefits of semi-supervised
learning techniques, it would be highly beneficial to consolidate AL with GNN for many
downstream tasks like node classification, link prediction, community detection and graph
classification. This chapter presents an AL framework combined with GNN for node classi-
fication in attributed graphs using a convex optimization approach.

The node classification task in attributed graphs is addressed by utilizing a framework
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that combines AL and GNN using a rigorous convex optimization approach. The novel

contributions are as follows:

e Four graph-theoretic metrics are used as AL heuristics/acquisition functions for active

selection of nodes.

e Both node attributes and topological information are incorporated in the learning
scheme. The node features are exploited while training the GNN-based decision model

and topological information is considered during selective sampling of the nodes.

e An inductive GNN approach is used for building node classification models. This allows
the approach to be scalable across graphs of different sizes as well as subgraphs within

the given graph.

4.1 Related Work

There is only a limited number of AL models for graph-structured data as compared to other
types of data that are represented in FEuclidean space, like images, text or numerical data
[73]. It has also been established that the use of graph theoretic measures as acquisition
functions in AL provide better performance than using traditional heuristics like classifier
uncertainty, entropy of class probabilities or classification margin [74]. The early works
related to application of AL on graph data are based on cluster assumption and local and
global consistency [75, 76]. In these techniques, it is assumed that nearby points on the same
structure (i.e., cluster or manifold) are likely to have the same labels. This category of AL
methodologies do not mimic realistic settings and restricts the modeling capacity.

Some of the works related to implementing AL of graph-structured data are linked to
earlier classification models like Gaussian random fields [77-79]. However, these models do
not incorporate node features and label information in the learning process. Moreover, some
of these models are not adaptive in the sense that the active learner is not updated based
on the newly labeled instances. These limitations are addressed by approaches that employ

AL models coupled with GNN architectures [74, 80]. However, such studies are very limited
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and the corresponding acquisition functions are based only on matrix concepts for centrality
formulation. This results in a lack of intuition related to the underlying network topology.
In this chapter, a convex optimization driven AL framework combined with GNN is
presented, that uses four graph theoretic measures, namely, eigenvector centrality, closeness
centrality, betweenness centrality and Effective Graph Resistance (EGR) as AL heuristics

for active node selection in attributed graphs.

4.2 Convexity Analysis

The following result formalises the convexity of the optimization problem for Active Learning.

Theorem 1. The optimization problem for Active Learning, given by:
min\||SZ||,1 + tr(D"Z) s.t. Z >0,17Z =17 (4.1)

over the optimization variable Z € RUXMU s convex, where D is the dissimilarity matrix
indicating the degree of dissimilarity between samples (nodes) in the dataset (graph), S is
the overall score matrixz formed by combining informativeness and diversity scores of all the
samples in the dataset and X\ is a parameter that balances the costs associated with encoding

all the samples and number of representatives.

Proof. 1t is well known that a function f : R™ — R is convex if dom(f) is a convex set and

if for all 21, 25 € dom(f), and 0 < @ < 1, we have

f(Oxy + (1= 0)xy) <Of(21) + (1 = 0)f(2) (4.2)

Consider ||SZ]|

IS(0A; + (1 = 0)Ay)[| = [[0S A1 + (1 - 6) S A| (4.3)
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By triangle inequality for matrix norms,

[S(0A: + (1 —0)Az)|| < [|0S AL + ||(1 — 0)SAs|
(4.4)

= 0l[SA|| + (1 - 0)]|SAs||

This indicates that ||SZ]| is convex. Further, A is a positive constant multiplier. Hence,
A||SZ]| is also convex.

Consider the second term, tr(D?Z) = > i digzij-

tr(DT(0A; + (1 — 0)Ay)) Z {(0ar + (1 = 0)ay) i

< Z 9dﬂa1ﬂ + Z d]za2]z
=40 Z djiar;; + (1 —0) Z dj;ag;
i,j i,

— 0tr(DTA,) + (1 - 0) tz(DT A)

(4.5)

This indicates that tr(DTZ) is convex. Since both the terms of eq. (4.1) are convex,
their sum is also convex. The linear equality constraints ensures that the overall formulation

in eq. (4.1) is convex. O

4.3 Methodology

This chapter proposes an AL framework for active node classification on attributed graphs.
The proposed framework is shown in Figure 4.1. The raw input graph-structured data is
preprocessed so as to convert it into a format suitable for further operations and analysis.
After appropriate preprocessing steps, training, validation and test masks are generated to
split the original graph-structured dataset into respective components. This is followed by
definition of GNN model architecture (no. of GNN layers, no. of feed-forward layers, hidden

dimensions, dropout, optimizer, epochs, etc.) and training an initial model using the initial
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Figure 4.1: Proposed AL framework for active node classification on attributed graphs.

labeled dataset. The dissimilarity matrix D = {d;;}; =123, ~ is evaluated by computing
normalized FEuclidean distances between node embeddings of all node pairs i, j.

The selection of representative nodes is initiated by calculation of informativeness (s;,f(u))
and diversity (Sqi,(u)) scores for all the nodes in the unlabeled pool. s;,f(u) is obtained based
on the values of AL heuristics. This step is similar to computing heuristics like classifier
uncertainty, classification margin or entropy of class probabilities in conventional iterative
querying AL frameworks [53, 81]. In this work, the following graph theoretic measures are

used as acquisition functions to select the representative nodes in the graph-structured data.

1. Eigenvector centrality

The most informative node from the unlabeled pool of nodes is given as:

N
1

. =3 Aues 4.6

U’ = argmax iC; (4.6)

j=1

Here, ¢; is the centrality of node j, A,; ensures that only the neighbors of node u

contribute to the sum and k is the largest eigenvalue of A.
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This metric tries to select the node which is connected to many other nodes in the
network, while simultaneously weighing all the neighbors based on their importance
or influence. It overcomes the limitation of degree centrality measure (already used in
the literature [73]), which considers equal weights for all the neighbors of the node.

. Closeness centrality

The most informative node is selected using:

N
dyj (4.7)

u* = arg max

N
w2
Here, d,; is the shortest distance between the nodes u and j.

The closeness centrality metric tries to select the node whose average distance to other

nodes in the graph is smaller.

. Betweenness centrality

The most representative node is expressed as:
u* = arg max ny 4.8

1,if u lies on the shortest path from s to ¢
g = (4.9)

0, otherwise

This measure selects the nodes which have maximum control over information passing

between other nodes in the graph.

. Effective Graph Resistance (EGR)

The most informative node from the unlabeled pool of nodes is selected using:

u* = arg max(Rg — Reu) (4.10)

u
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Table 4.1: Summary of the datasets considered. Avg. Deg.: Average Degree, Avg. CC:

Average Clustering Coefficient

Dataset | Nodes | Links | Features | Classes | Avg. Deg. | Avg. CC
Cora 2708 5429 1433 7 4.00 0.24
CiteSeer 3312 4732 3703 6 2.84 0.17

Here, Rs is the EGR of complete graph G and R, represents the EGR of G after

removal of node u.

This metric leads to selection of the nodes whose removal maximizes the decrease in

graph robustness.

The aforementioned graph theoretic measures have not been used as AL heuristics/acquisition
functions in the literature of node classification using active learning, and is a novel contri-
bution of this work. The advantages of the proposed AL framework are multifold. Firstly, it
incorporates both node attributes and topological information in the learning scheme. The
node features are used while training the GNN-based decision model and topological infor-
mation is considered during selective sampling of the nodes. Unlike a majority of existing
works in the literature, inductive GraphSAGE [17] approach is used for building node clas-
sification models. This allows the approach to be scalable across graphs of different sizes as

well as subgraphs within the given graph.

4.4 Experimental Evaluation

4.4.1 Datasets Description

The proposed AL framework is evaluated by performing experiments over two datasets,
namely, Cora [82] and CiteSeer [83]. These are the citation networks consisting of scientific
publications. Every node in the graphs represents a publication characterized by a set of
binary features indicating the presence/absence of unique words from the dictionary. The
edges in the graphs signify citation links among different publications. The properties of the

datasets are summarized in Table 4.1.
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4.4.2 Experimental Settings

All the downstream tasks related to representing and processing graphical data are handled
using NetworkX [84] library in Python. PyTorch [85] is used to implement aspects of deep
learning and GNN-specific tasks are integrated using Deep Graph Library (DGL) [86]. The
detailed architecture of the GNN is as follows: depth (i.e., number of node embedding
modules): 2; number of neurons in 2 layers: 48, 48; number of multi-layer perceptron (MLP)
layers: 2; activation function: ReLLU (except last layer with softmax); aggregation function:
mean.

The training of GNNs is carried out in a mini-batch manner. 1.5 - 2% of the total nodes
in the graph-structured datasets are randomly chosen to construct the initial labeled dataset.
Around 20 - 25% of the nodes (uniformly selected over all classes) are kept aside for testing
and are not used during training and validation steps. A total of 100 queries are made on
Cora and 120 queries (~ 3.5 - 4% of the total nodes) on CiteSeer datasets. AL models are
trained by considering four different graph-theoretic measures, namely, eigenvector centrality,
closeness centrality, betweenness centrality and EGR (described in Section 4.3) as heuristics
for selecting the most informative nodes. The evaluation is repeated for 100 times and the
average values of classification accuracy scores are reported in Section 4.4.3. The degree
centrality and clustering coefficient (CC) metrics, used in [73] are treated as the baselines.
Degree centrality of a node u represents the fraction of nodes in the networks that are
connected to u. The use of this metric as an AL heuristic results in selection of a node that
is connected to maximum number of nodes in the network. On the contrary, CC of a node
u is evaluated by computing the fraction of triangles possible through it. When used an
acquisition fuction in AL framework, it tries to select nodes that possess high tendency to

form clusters together.

4.4.3 Results and Discussion

The values of classification accuracy using all the four graph-theoretic measures (eigenvector

centrality, closeness centrality, betweenness centrality and EGR) as well as the baselines
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Table 4.2: Results of proposed AL methodology for Cora dataset

Query Strategy Initial Classification | Classification Accuracy after no. of queries
Accuracy 25 50 75 100
Degree 29.43% 46.42% | 58.57% | 68.28% 75.14%
Clustering Coefficient 27.66% 43.51% | 52.17% | 65.96% 69.86%
Eigenvector 32.64% 45.79% | 64.43% | 75.84% 77.92%
Closeness 29.71% 42.06% | 50.28% | 54.42% 60.97%
Betweenness 30.42% 54.71% | 67.85% | 710% 80.57%
EGR 31.715% 52.36% | 68.719% | 75.53% 83.81%

Table 4.3: Results of proposed AL methodology for CiteSeer dataset

Query Strategy Initial Classification | Classification Accuracy after no. of queries
Accuracy 25 50 75 100
Degree 27.64% 34.06% | 46.18% | 60.69% 71.56%
Clustering Coefficient 24.33% 37.57% | 40.82% | 58.48% 63.12%
Eigenvector 28.14% 39.51% | 50.42% | 67.31% 75.73%
Closeness 26.53% 35.56% | 44.10% | 62.54% 72.02%
Betweenness 30.27% 41.78% | 52.37% | 63.22% 77.82%
EGR 30.91% 48.88% | 56.25% | 68.48% 79.38%

(degree centrality and clustering coefficient) for Cora and CiteSeer datasets are tabulated in
Table 4.2 and Table 4.3 respectively. The corresponding plots are shown in Figure 4.2 and
Figure 4.3 respectively. It can be observed that two of the metrics, i.e., betweenness centrality
and EGR consistently exhibit better performance as compared to both the baselines for Cora
and CiteSeer datasets.

Degree centrality is a naive graph theoretic measure which quantifies the number of
connections of a node to other nodes in the graph. On the other hand, the metrics like
betweenness centrality and EGR incorporate topological information in a more elegant way
as compared to degree centrality. In the context of AL framework, betweenness centrality
tries to select the node having maximum control over information passing between other
nodes in the graph. EGR is a robustness measure which picks up the nodes whose removal
maximizes the decrease in graph robustness. Therefore, the use of these graph theoretic
metrics as AL heuristics leads to an improvement in classification performance by upto 10%

as compared to the baseline.
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Figure 4.3: Plots of classification accuracy scores vs. no. of queries for CiteSeer dataset.
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4.5 Summary

This chapter presents an AL framework to address node classification task in attributed
graphs using a convex optimization approach. The proposed method integrates both topo-
logical information as well as node attributes within the learning scheme. The decision
models are trained and updated using GraphSAGE, an inductive node embedding approach
that learns both the topological structure and distribution of features for a node in its lo-
cal neighborhood. Graph theoretic measures are used as AL heuristics to select the most
informative nodes in the graph for annotation. It is observed that betweenness centrality
and EGR consistently outperform the baseline and improve the classification performance by
upto 10%. The next chapter focuses on representation of AL in the form of a collaborative
decision environment of Al engines and human experts. The impacts of behavioral biases

(associated with human experts) on the performance of AL strategies shall be studied.
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Chapter 5

Impacts of behavioral biases on

Active Learning

There is a plethora of literature published on handling practical AL challenges, like cold-
start problem, oracle uncertainty, variable labelling costs and performance evaluation in
the absence of ground truth. However, the collaboration of human and Al engine in a
decision environment is neither straightforward nor well understood. There are anomalies
and biases associated with both human and AI components of the decision environment.
Algorithmic biases (like, selection bias, sampling bias, correlation fallacy, etc.) arises due to
inability of algorithms to appropriately adjust to differences in data from different population
subgroups [5]. On the other hand, behavioral biases (like, overconfidence, cognitive bias, hot
hand fallacy, regret aversion bias, etc.) creep in due to uncertainties associated with human
decisions [6].

This chapter demonstrates the simulation of different behavioral biases in an AL context.
AL is represented as a collaborative decision environment consisting of Al engines (ML-based
models) and human experts (Oracle). The user inputs are designed to be taken in two steps:
agreement or disagreement with the AI model, followed by class labels based on human
judgement (in case of disagreement). The behavioral biases are simulated by providing pre-

engineered human decisions during the input steps. All the bias models are validated by
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performing experiments on a real-world pancreatic cancer dataset. Further, the impacts of
all the simulated biases on the performance of AL strategies are examined by comparing
classification accuracy against an ideal case, which does not subsume any type of behavioral
bias. It is observed that the accuracy score of the decision model is reduced by at least 20%
(in cases of hot-hand fallacy and representative bias) to around 85% (in case of gambler’s
fallacy). Such a collaborative decision framework, with the flexibility to study multiple
behavioral biases, has not been proposed in the literature and is a novel contribution of this

work.

5.1 Related Work

Human experts are crucial components of Al-enabled services in Cyber-Physical-Human Sys-
tems (CPHS). They form a collaborative decision environment with the support of Al-based
computational models. This is pertinent in a wide variety of domains, including fault diagno-
sis, predictive maintenance, optimal control, process and manufacturing industry operations
and medical diagnosis. Given the compelling role of humans in such decision environments,
it is an important research challenge to model, predict and use the limits of human behavior
(e.g., behavioral bias and cognitive fatigue) in CPHS design [87]. Modeling human behavior
in a decision environment is not straightforward. Humans use cognitive mechanisms and
decision heuristics to process information and make decisions under uncertainty [88, 89].
Behavioral biases have been studied in numerous fields, including investment and finance
[90], radiology [91], medical diagnosis [92], and human-in-the-loop systems [93]. The exis-
tence of behavioral biases for investment decisions is studied, supported by evidence from
the Indian stock market [94]. Protte et al. [6] have presented the impacts of overconfidence
bias and hot-hand fallacy with the help of an experimental framework involving surveil-
lance drone piloting. Cognitive bias and carelessness are parameterized, and their impact
on users’ reliability is evaluated for personal context recognition [95]. Furthermore, sev-
eral recent studies have proposed methodologies to address algorithmic biases using effective

sampling approaches [96-99] and adversarial learning [100-102]. Among all these studies
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presented in the literature, a generic framework for modelling and prediction of behavioral
biases in the context of a collaborative decision environment has not been proposed so far.
An interactive framework with the flexibility to simulate and predict different behavioral
biases would be highly beneficial to study, analyze and use the limits of human decision

under uncertainty in human-Al collaborative decision-making tasks.

5.2 Behavioral Bias Models

The irrational behaviors of humans which abstractly hinder the logical decision process are
known as behavioral biases. The human decision or judgement methodically deviates from
rationale, under the influence of these biases. This can lead to serious consequences, espe-
cially in domains like human health and medicine, where the stakes associated with decision-
making are high. In this work, the following behavioral biases are considered: herding bias,
cognitive bias, hot-hand fallacy, representative bias, anchoring bias, gambler’s fallacy and
regret-aversion bias.

In order to simulate the behavioral biases, the AL framework has been designed to query

human experts in two steps:

(I) Firstly, the instance selected by the Active Learner is labelled as per the AI model
trained at the current step. This instance is then presented to the human expert along
with the predicted label, who is asked to specify whether he/she agrees or disagrees
with the decision of the AT model.

(IT) If the human expert agrees with the decision of Al model, the predicted label is con-
sidered to update the model, otherwise the human expert is prompted to provide a

label as per his/her judgement.

In this work, each of the behavioral biases is simulated by supplying pre-engineered human
decisions during both the input steps, based on the foundational understanding of respective

biases. On the other hand, the human inputs corresponding to “Ideal Case” are formulated
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based on the ground-truth labels in the dataset, which justifies the absence of behavioral
biases.

Herding bias is the tendency of humans to take a specific decision just because it is
being supported by many other people, rather than relying on their own judgement. This is
simulated in our AL environment by making the human expert to indiscriminately agree with
the Al model during step (I) of each query. Cognitive bias arises from the generation of a
strong, falsified preconceived notion in human minds. Henceforth, there is a tendency to form
mental shortcuts to process the information quickly, rather than making rational decisions.
This is simulated by making the human expert to blindly disagree with the AI model during
step (I) of the input process. Further, their decisions are simulated by supplying uniformly
distributed random numbers as shown in (5.1) during step (II) of each query. Here, C' is the

number of classes and d; is decision of the human expert at step (II) for jth query.

d; ~U(1,C) (5.1)

Hot-hand fallacy causes humans to overconfidently believe that their decision will be
correct based on sequences of immediate correct decisions in the past. This is a “fallacy”
because a future outcome is independent of the past performance. This is simulated by
considering ground-truth labels during an initial set of queries, similar to that in Ideal Case.
After an initial set of queries, the inputs are formulated so as to make the human expert
to always disagree with AT model in step (I) and generating uniformly distributed random
numbers in step (II) to mimic the overconfidence effect in hot-hand fallacy. Representative
bias leads to decisions being taken based on an erroneous prototype already existing in
the human minds. This “prototype” is typically the most relevant example of a particular
object or event. It results in overestimation of similarity between two things that are being
compared by the humans. In the AL environment, ground truth labels are considered during
initial fraction of queries. Once the representative bias sets in, the inputs in step (I) are
designed to have the human expert randomly agree/disagree with the Al model, followed by

uniformly distributed random numbers in step (II), as indicated in (5.1).
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Anchoring bias induces the human decisions to over-rely on first piece of information
about a particular event or object. This skews the human judgement and prevent them from
making rational decisions. This is simulated in our AL environment by having inputs so as to
make the human expert to always agree with the Al model after an initial set of queries. This
emulates the decision of human experts to be anchored based on the information learn during
initial queries. Gambler’s fallacy causes humans to erroneously predict the probability of a
random event based on the outcomes corresponding to sequences of immediate events in the
past. Although the human expert would have made a series of incorrect decisions, he/she
would still go ahead for another wrong decision overconfidently, in the hope of making a
correct one. This is simulated by having the human experts to forcibly make wrong decisions,
i.e., shuffling the ground-truth class labels for a fraction of instances in the query set.

Regret-aversion bias occurs when human experts make decisions, so as to avoid regretting
alternate decisions in the future. Under the influence of this bias, the expert prefers to select
the option that would carry the least regret, even if it is not the most appropriate choice.
This is simulated in our AL environment by modifying the ground-truth labels to replace
them with the ones corresponding to a pessimistic choice (for example, replacing the label
corresponding to lower grade of a disease with the one corresponding to higher grade of the

same) for a fraction of instances in the set of queries.

5.3 Experimental setup

In this chapter, simulation of all the behavioral biases discussed in Section 5.2 is demon-
strated in an AL context, on a pancreatic cancer dataset adapted from [103]. It com-
prises of data from 159 participants, classified into 4 classes (healthy, pancreatitis, local-
ized and metastatic) on the basis of an enzymatic signature consisting of arginase, matrix
metalloproteinase-1, -3, and - 9, cathepsin-B and -E, urokinase plasminogen activator, and
neutrophil elastase [103]. 10% of the total instances in the dataset are selected randomly
to create an initial labeled dataset, which is used to train an initial ML-based classification

model. Further, 50% of the total instances are used for querying iteratively (one query per
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iteration), and the classification model is updated after each query step. kNN is chosen as
the base classification method because it is versatile, simple and easy to implement and a
non-parametric classification algorithm. Moreover, it does not make any inherent assump-
tions about the distribution of input data. US query strategy is implemented in Python 3.8
to select instances for annotation by the human experts. US selects instances for querying
from the pool of unlabeled samples which minimizes the classifier uncertainty, as described
mathematically in (5.2). Here, 7 is the predicted label for the instance x under the model 6.
In the US query strategy, g is the prediction with the highest posterior probability under the
model 0 (indicated in eq. (5.3)) and z* is the instance chosen for annotation by the human

expert.

" = argmin Py(y|z) = argmax 1 — Py(y|x) (5.2)
g = argmax Py(y|z) (5.3)

Y

5.4 Results

For the sake of convenience, the behavioral biases discussed in Section 5.2 are categorized
into 4 categories: Representative bias and Anchoring bias are classified as Chasing Trends;
Hot-hand and Gambler’s fallacies are Overconfidence biases; Herding bias and Cognitive bias
fall under Limited Attention Span; and Regret-aversion bias is treated as a separate category.
In order to study the impacts of all these behavioral biases in AL setting, the performance
(i.e., classification accuracy score) of the model is recorded after each query step for all the
cases. The plots of accuracy scores for all categories of biases are presented in Figures 5.1,
5.2, 5.3 and 5.4.

It can be seen that the accuracy score increases with increase in no. of queries for the
Ideal Case. The model trained with initial labelled dataset classifies around 65% of the

instances correctly. This score gradually increases to around 96% after 80 queries are made

61



Chasing Trends

Plot of Accuracy Score vs. No. of Queries
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Figure 5.1: Plot of Accuracy Score vs. No. of Queries: Chasing Trends.
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Limited Attention Span

Plot of Accuracy Score vs. No. of Queries
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Figure 5.3: Plot of Accuracy Score vs. No. of Queries: Limited Attention Span.
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Table 5.1: Confusion matrix for Ideal Case after 50% queries

Predicted Class
Healthy | Pancreatitis | Localized | Metastatic
Healthy 50 0 0 0
True Class | Pancreatitis 23 0
Localized 0 0 32
Metastatic 0 0 48

to the human annotator and model being updated after each query step. The corresponding
confusion matrix is shown in Table 5.1. However, this trend is not observed in case of any
of the behavioral biases. For Representative bias (Figure 5.1), the accuracy score increases
upto 40% of the queries. The inputs are provided so as to set in the Representative bias at
this point. Once its sets in, the accuracy score reduces with increasing no. of queries. This
is because the human decisions are biased due to an erroneous prototype already existing
in their minds. Similarly, for the cases of Anchoring bias (Figure 5.1) and Hot-hand fallacy
(Figure 5.2), the accuracy score start decreasing after the corresponding biases set in at 50%
and 60% query steps respectively. Further, it can be seen that in the case of Cognitive bias
(Figure 5.3), the accuracy score consistently reduces with increase in no. of queries. This
is because the human experts make biased decisions due to a strong, falsified preconceived
notions. They tend to form mental shortcuts for quick information processing, rather than
making rational decisions. Similar trends can be observed for Gambler’s fallacy (Figure 5.2),
Herding bias (Figure 5.3) and Regret-aversion bias (Figure 5.4). In each of these cases, the
human experts make decisions biased on several factors as discussed in Section 5.2, rather

than relying on their own logical judgement.

5.5 Summary

In this chapter, the impact of seven behavioral biases, namely, herding bias, cognitive bias,
hot-hand fallacy, representative bias, anchoring bias, gambler’s fallacy and regret-aversion
bias is illustrated using experiments conducted on a real-world pancreatic cancer dataset.
Firstly, AL is represented in the form of a collaborative decision environment of Al engines

and human experts, and the annotation by human experts is formulated as a two-step process.
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Secondly, the behavioral biases are simulated by dispensing pre-manipulated user inputs
based on the foundational understanding of respective biases during the iterative query
steps. Finally, the impacts of these biases on the performance of AL strategies are assessed
by comparing classification accuracy score of the decision model against a reference case,
which does not assimilate any sort of behavioral bias. It is observed that the performance
deteriorates significantly when the human decisions are influenced by each of the behavioral
biases. The next chapter focuses on tracking and handling these behavioral biases in AL

frameworks.
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Chapter 6

Handling behavioral biases in Active

Learning

This chapter presents a systematic framework for modeling, tracking and adaptation of
behavioral biases in human-Al interactive decision environments within the context of AL.

The specific contributions are as follows:

e The human-Al interactive decision environment is modeled in the form of a coupled
dynamical system consisting of human experts and Al engines using communication
graphs. This novel modeling approach helps characterize the dynamics of error vari-
ables that arise when the communication graph changes over iterative queries within

the AL environment.

e For the first time, a novel Exploitation-Scrutinization-Investigation-Scrutinization (ESIS)
strategy is proposed for tracking of behavioral biases within AL settings. Specifically,
the querying process is strategically designed and split into four iterative stages to track

the extent of behavioral biases and subsequently infer the grade of human expert.

e Once the behavioral biases are tracked, a unique model adaptation framework is intro-
duced to handle these biases by assigning appropriate weights to samples during the

iterative training procedure in AL. These weights are evaluated based on the values
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Figure 6.1: Proposed framework for tracking and handling behavioral biases in AL frame-
works.

of expected collaborative utility function. The samples with higher value of expected

collaborative utility are allotted higher weights during training and vice-versa.

Thus, the novelty of this work lies in adding two new components (one for tracking the
behavioral biases and the other for subsequent model adaptation) in the traditional AL cycle.
This is illustrated in Figure 6.1. The components in black outline represent the existing
traditional AL frameworks. The components in red outline depict the novel contributions
of this work. A scalar parameter [ is introduced to track behavioral biases using a novel
ESIS strategy, and these are consequently handled by attributing appropriate weights to the
training samples based on expected collaborative utility function (E[U]). The green arrows
indicate the iterative training procedure of the HITL decision system.

An approach for tracking of representative bias and subsequent model adaptation in
this work. Behavioral biases are imitated by providing pre-engineered human decisions for
both input AL steps (illustrated in Section 5.2), based on a fundamental understanding

of respective biases. Representative bias causes humans to make decisions based on an
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erroneous prototype that already exists in their minds [104]. This “prototype” is often
the most representative instance of a specific item or occurrence. It causes humans to
overestimate the similarity between two objects they are comparing. Ground truth labels
are considered during the initial fraction of queries in the AL context. As discussed in Section
5.2, the inputs in step (I) are meant to make the human expert randomly agree/disagree
with the AT model, followed by uniformly distributed random numbers in step (II). Although
the demonstration of tracking and model adaptation strategies is limited to representative
bias in this work, the proposed framework is generic and can be applied across any type of

behavioral biases.

6.1 Related Work

As we look ahead, human experts may be a part of a collaborative decision environment
with AI/ML-based computational models. Such synergistic frameworks are applicable across
many critical domains like medical diagnosis, optimal control, predictive maintenance, fault
monitoring and safety-critical procedures in manufacturing industries. Thus, modeling, pre-
dicting, and using the limits of human behavior in HITL systems is a prominent research
challenge [87]. Behavioral biases associated with human behavior in decision making and
algorithmic biases associated with supporting Al engines are key challenges in HITL systems.

Recently, numerous studies have proposed several methodologies to address algorithmic
biases. These are handled primarily using two major techniques: effective sampling ap-
proaches [96-99] and adversarial learning [100-102]. The authors in [96] handle algorithmic
biases by employing variational autoencoder to learn the latent structure within the data.
These learned latent distributions are then used to re-weigh the training data points based
on their importance. losifidis et al. [97] propose data augmentation techniques to deal with
algorithmic biases at the input/data layer. Generative Adversarial Networks (GAN) are
proposed to generate training data where the model fails [98]. This is coupled with popula-
tion bias visualisation, that groups features by similarity and those instances are identified

where the model fails to generalize. This procedure is continued iteratively till convergence.

68



A novel probabilistic formulation for data pre-processing is introduced to mitigate the al-
goritmic biases [99]. Alvi et al. [100] propose an algorithm to eliminate multiple sources
of deviations from the feature representation of a neural network. This is then utilized to
mitigate algorithmic biases from the feature representation while training networks on highly
biased datasets and consequently improve the model performance. A domain-independent
training technique based on adversarial learning is presented for mitigation of algorithmic
biases [101]. In another study conducted by Zhang et al. [102], the algorithmic biases are
handled by simultaneously learning a predictor and an adversary. The fundamental premise
here is to maximize the predictor’s ability to make predictions, while simultaneously mini-
mizing the adversary’s ability to model a protected feature/variable.

It is difficult to model human behavior in a decision-making context accurately. Humans
analyze information and make decisions under ambiguity by employing cognitive mechanisms
and decision heuristics [88, 89]. There exists a limited number of studies addressing behav-
ioral biases. These biases have been investigated and analyzed for various applications like
visual analytic systems [93], radiology [91], finance and investment [105, 106], as well as med-
ical diagnosis [92]. The impacts of hot hand fallacy and overconfidence bias in the context
of surveillance drone piloting have been studied with the help of an experimental setup by
the authors in [6]. Giunchiglia et al. [95] have parameterized carelessness and cognitive bias,
followed by the evaluation of users’ reliability in reference with personal context recognition.
A review of finance-related behavioral biases is provided and a framework for identifying
behavioral biases in investment decisions has been proposed [105]. Another study focuses on
the existence of behavioral biases for investment decisions [94], supported by the evidence
from the Indian stock market. A fuzzy analytic hierarchical framework has been proposed
to evaluate the effects of herding bias, loss aversion bias and overconfidence bias on decision-
making of individual equity investors [106]. The influence of behavioral biases is studied in
the context of entrepreneurial strategic decision-making [107]. However, all these works in
the literature lack a generic framework for modelling, tracking and adaptation of behavioral
biases. An interactive framework is proposed with the flexibility to simulate different behav-

ioral biases in our work [10]. This work builds upon the interactive framework in [10] and
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Figure 6.2: Communication graph between human expert and Al model in AL frameworks.

presents a novel strategy for tracking and subsequent model adaptation of behavioral biases.
Additionally, these biases are modeled as a coupled dynamical system between human and

Al agents via a communication graph in the context of HITL decision environments.

6.2 Modeling Behavioral Biases

The collaboration between humans and Al engines in a decision environment is not well
studied in the literature. This is because the interaction between these agents is not straight-
forward and encompasses anomalies/biases associated with each of them. In this work, the
human-AlI collaborative decision environment is modeled as a coupled dynamical system con-
sisting of human and Al components via a communication graph. This approach captures
the dynamics of variables that arise when the communication graph changes over iterative
queries within the AL environment. The interaction between human experts and Al agents
in AL frameworks is represented in Fig. 6.2. The errors on human and Al ends are char-
acterized by ey and ej; respectively. ey captures all the errors due to behavioral biases
(like cognitive bias, overconfidence, regret aversion, hot hnd fallacy, etc.) that emerge as a
result of uncertainties associated with human decisions [6]. On the other hand, e, captures
all the errors arising due to classification inaccuracies of the AI model. The human-Al and
Al-human link weights are indicated by wgy; and wyg respectively. wpgy is dictated by
the grade of human expert, which can be quantified using numerous ways. It is inversely
proportional to the expertise level of the human expert, i.e., wyys o< 1/(expertise level). In

this work, three grades of human experts are considered: high, medium and low. Hence, one
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possible representation of wgy, is given by

4

%, for high-grade expert (A;)

wam = § 2, for medium-grade expert (As) (6.1)

1, for low-grade expert (A3)

\

It should be noted that the definition of human experts grades illustrated in eq. (6.1)
is just an example and there can be many other ways to outline the same. The proposed
framework is generic and is applicable across all such divisions pertaining to the grades of
human experts. wysgy is guided by a scrutinization score, which is a part of the ESIS bias
tracking strategy described in Section 6.3.1. At any given query step in AL, scrutinization is
performed by considering the performance of the decision model over a predefined window

of the last few queries. That is,

v|q]

WHM = —

(6.2)

where, ng represents the number of queries considered in the scrutinizing window; the scru-

tinization score at query step ¢ (i.e., v[q]) is defined as

ns—1

gl = clg—i] (6.3)

1=0

(

+1, when Jla] > J[a — 1]

claf =140, when Ja] = J]a — 1] (6.4)

—1, when Ja] < J[a — 1]

\

J[a] denotes the value of performance measure (like, classification accuracy) of the deci-
sion model at query step a. v[q] is increased by 1 when performance improves, decreased by
1 when performance degrades and remains unchanged when performance remains constant

over each of the iterative queries in AL environment. Again, this definition of scrutinization
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score is just an illustration and can vary based on the structure of the decision environment
and query settings. The proposed framework is capable to incorporate any mathematical
formulation of the scrutinization score.

The primary goal of analyzing this information flow between the human and Al agents
is to understand the dynamics of variables ey and e, as the communication graph changes
over iterative queries in AL environment. Therefore, the values of these variables need to
be updated at each query step. In order to incorporate the dynamics of both human as
well as Al agents within the framework, the values of ey and ej; at subsequent query steps
(¢ + 1) should individually account for both ey and ey, at the previous query step ¢. This

is mathematically described as

emlqg + 1] = fo,(enlql, enlq)) (6.5)

emlq + 1] = go,(exlql, enrlq]) (6.6)

Here, 0, and 6, are the predefined or learnable parameters. For the sake of notational
simplicity, ¢, and 6, are not included during the follow-on discussion in this work. Thus,

equs. (6.5) and (6.6) can be rewritten as

enlq+ 1] = flenlq], enlq]) (6.7)

enlq + 1] = gleulql, enrlq)) (6.8)

Definition 2. In a human-Al collaborative decision environment represented as a communi-
cation graph between human and Al agents, the errors corresponding to both the components
(indicated by ey and ey respectively) are updated over iterative AL queries as described in

eqns. (6.7) and (6.8), with f(-) and g(-) satisfying the following properties:

(i) Non-negative: f(z,y) > 0; g(z,y) >0
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(ii) Commutative: f(z,y) = f(y,x) and g(x,y) = g(y, x)
(i7i) Bounds: min(x,y) < f(z,y),9(z,y) < max(z,y)

In a classification problem, the errors ey and e,; are dictated by the number of mis-
classifications in the model predictions, which is always a non-negative quantity. Assuming
the error to be absolute difference of predicted and actual output quantities for any regression
problem, the property (i) should always hold true. Every iteration in AL frameworks involve
contributions from both the components, i.e., human expert as well as Al agent. The HITL
settings might involve contributions from individual components in any order, i.e., input
from humans followed by deliberation by an Al agent [108], [109], or contemplation by the
AT agent followed by opinions of human experts [10], [110]. It is to be noted that that the
“order” over here refers to the sequence of inputs obtained from human expert and Al agent
within a single AL iteration and does not incorporate any time-related aspects of the AL
framework. The proposed framework is capable of incorporating both these scenarios and the
evolution of errors ey and ey, over different queries should be independent of the sequence
of these operations within the human-Al collaboration, thereby holding property (7). It is
well established that the collaborative efforts of human and AI agents leads to an enhanced
performance, thereby reducing the errors associated with individual components [111], [112].
Moreover, AL frameworks lead to improvement in model performance (reduction in errors) as
more queries are made during the iterative querying setup [10]. This justifies the maximum
bound of f(-) and ¢(-) functions in property (iii). However, the overall model performance
in AL frameworks is limited either by annotation budget in terms of labeling cost and time
[113], or due to behavioral and cognitive factors associated with human experts [10]. This
accounts for the minimum bound of f(-) and g(-) functions in property (7).

In this work, the values of ey and ey, are updated by taking the weighted averages
(weighted by corresponding human-Al or Al-human link weights in the communication

graph). This can be represented as

enlq] +warmenrq
1+wyn
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emlq] + wunenlq]

eM[q+1] - 1+wyp

(6.10)

For this specific case, 6§, and §, in eqns. (6.5) and (6.6), respectively, can be represented as:
01 = wy g and 0 = wyyy. It is trivial to show that the weighted average fucntion satisfies
properties (i)-(iii) illustrated in Definition 2. Eqns. (6.9) and (6.10) reinforce the following
intuitive arguments: (i) the high-grade experts have lower contributions towards increase
in model inaccuracies, as compared to medium-grade and low-grade experts, (ii) a poor
scrutinization score leads to an increase in behavioral biases, whereas a good scrutinization
score reduces the behavioral biases. A reduction in behavioral biases signifies improvement
in the grade of human experts.

The overall discrete-time coupled dynamical system comprising of human expert and Al

engine corresponds to

elg +1] = Telg], (6.11)
where,
lg+1= || (6.12)
_€M[Q+1]
elg] = culd , (6.13)
_€M[Q]
and
T — 1+'£1le l-qflji\)/[z\jH (6.14)

WH M 1
I4+wygy 14+wgny
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6.3 Tracking and Model Adaptation of Behavioral Bi-

ases

This work presents an integrated framework for tracking and incorporating behavioral biases
within AL settings. Firstly, a novel ESIS strategy is proposed for tracking of behavioral
biases. Once tracked, these biases are handled by assigning appropriate weights to the
individual samples during iterative training process in AL. The training weights associated
with each of the samples are evaluated based on the values of expected collaborative utility

function. Each of these components are discussed in the following subsections.

6.3.1 Tracking of behavioral biases

A novel ESIS strategy (summarized in Figure 6.3) is proposed for tracking behavioral baises
in AL frameworks. The querying process is strategically designed and split into four iterative
stages (exploitation, scrutinization, investigation and scrutinization) to track the extent of
behavioral biases and subsequently infer the grade of human expert. Typically, the decisions
taken by higher grade of human experts are considered to be less biases than those of lower
grade experts. This is because the higher grade experts shall have better domain knowledge
and experience, which facilitates superior decision making abilities as compared to lower
grade experts [114]. There are several ways to quantify the extent of behavioral biases
across different grades of human experts. In this work, a scalar parameter [ is introduced
to track biases. In general, this parameter can be probabilistically modeled as: § ~ F(A),
where F is a distribution with parameter A. The parameter A can be used to reflect the level
of expertise of the human. For example, A € A; for high-grade expert; A € A, for medium-
grade expert; and A € Aj for low-grade expert, and Ay N Ay N A3 = ¢. As an example of
such a model, a uniform distribution is considered for g with A; = (O, %), Ay = (%, %) and
As = (2,1). That is,
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Figure 6.3: ESIS strategy for tracking behavioral biases.
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where, U (uy, us) specifies uniform distribution in the range u; to us. While 8 = 0 denotes the
case with no behavioral biases, 5 = 1 represents the decision heavily corrupted by behavioral
biases. It is worthwhile to note that the specification of 8 in eq. (6.15) is just an example
considered in this work. It can vary based on the experimental settings and design of the
decision environment. The framework for modeling, tracking and adaptation of behavioral
biases proposed in this work is generic and applicable across any specification of 3, without
being restricted to just the uniform distribution.

The querying process begins with exploitation steps for an initial set of queries (ng).
During these queries, the most informative instances are selected by optimizing AL heuristics
(for example, uncertainty sampling, classification margin, or entropy [53, 81]), as in a typical
AL framework. For instance, if the base query strategy is uncertainty sampling, the instances

selected for annotation during the exploitation steps are given by:
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" = arg min Py(y|x) (6.16)

X
where,

g = argmax Pp(y|x) (6.17)
v

Here, ¢ is the predicted label for instance x under the model 6, y is the true label and
Py(+) indicates the probability of a specific event under the model 6.
After n,. exploitation queries, scrutinization is performed to evaluate the change the

performance of decision model over this window.

Nge—1

vlg = ) clg—1] (6.18)

i=0
This is followed by n; investigation steps, where the instances similar to that selected
during the last exploitation step are picked up for annotation by the human expert. This is

indicated as follows:

t' = argmax T (z, z*) (6.19)

B
where, T'(z,z*) can be any similarity measure like Cosine similarity, Euclidean distance, or
Manhattan distance. The fundamental premise of having additional investigation queries is
to ensure that the model performance obtained during exploitation is actually because of
marginal learning and not at random by chance.

Finally, scrutinization is performed once again to capture the change the performance of

decision model after the investigation steps.

nsi—l

v[g = ) clg—1] (6.20)

i=0
This ESIS querying cycle is repeated until the query budget is available and the decision
model is updated at each query step. Furthermore, the value of [ is updated at each

scrutinization step based on the values of v[q], as demonstrated in eq. (6.21).
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Table 6.1: Utility Function

Meta-decision Prediction
(m) Correct | Incorrect
Agreement (A) l—Xd4 | " Ma—pF—7
Disagreement (D) | 1—XAp | =Ap—F—7

(
B, + 08, when v[g] < 0 (degrading performance)

Bat1 = 4 By, when v[g] = 0 (consistent performance) (6.21)

B, — 08, when v[g] > 0 (improving performance)
\

The value of 8 at query (¢+1) (i.e., S441) is obtained by: (1) increasing the value of 5 at
previous query step (i.e., ;) by a small amount (3, + 0/) for degrading performance (indi-
cated by v[g] < 0); (2) reducing 5, by a small amount (5, — 63) for improving performance
(indicated by v[g] > 0); and (3) keeping [, unchanged in case of consistent performance
(indicated by v[g] = 0). The decreasing values of § denotes reduction in behavioral biases

(leading to improvement in overall performance of the decision model) and vice-versa.

6.3.2 Model adaptation of behavioral biases

After tracking of behavioral biases using the proposed ESIS strategy, the effects of these
biases are mitigated by assigning appropriate weights to the individual samples during iter-
ative training process in AL. These weights are evaluated based on the values of expected
collaborative utility function. Given the two-step input design of AL framework considered
in this work, a utility function can be formulated as shown in Table 6.1. Here, A4 and \p are
costs incurred in additional analysis carried out by human experts, § and v capture errors
due to behavioral biases and model inaccuracies respectively.

The confidence of the model for a prediction is given by:

P(§ =ylm = A) = h(z)[g] (6.22)
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Here, h(x)[g] represents the values of class probability corresponding to the predictions .

The grade of the human experts (g) can be represented as:

Pl=ylm=A4)=g (6.23)

The threshold confidence for agreement/disagreement of human expert with the recom-
mendation of Al model (step (I) of the AL input design as described in Section 5.2) is

formalised as Lemma 1.

Lemma 1. The minimum confidence level for agreement of human expert with the recom-

mendation of Al model is given by:

sﬂmkmﬂﬂ%ﬂzg—IMD_Am (6.24)

1+ 6+7)

where, \q and A\p are costs incurred in additional analysis carried out by human experts;
B and v capture errors due to behavioral biases and model inaccuracies, respectively; and g
represents the grade of the human expert.

Consequently, the policy of agreement is specified as:

Plm = A) = L, if h(2)[g] = s(Aa, Ap, B,7,9) (6.25)

0, otherwise

where, 1 is the predicted label for instance x.

Proof. The human expert agrees with the decision of Al model only if the expected utility

for (m = A) is greater than or equal to that for (m = D).

EU(m=A)] > FE[U(m=D)], (6.26)

where, E[-] represents the expected value.

EU(m = A)] = Mz)[g](1 = Xa) = (1= h(=z)[g])(Aa + 8 +7) (6.27)
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Simplifying (6.27),

ElUm=A)]=hz)gl(1+B+7) —Aa—B—7

EU(m=D)]=g(1-Xp) =1 —-9)(Ap+5+7)

Further simplifying (6.29),

EUm=D)=g(1+p+~)—p—F—2

Substituting egs. (6.28) and (6.30) in (6.26),

(Ap — Aa)

h(x)[g] > g — 0O+8+7)

The minimum confidence level for agreement is given by:

Ap — A

Therefore, from eqs. (6.31) and (6.32), the policy of agreement is specified as:

1
Pm=A)=

0, otherwise

,if h(2)[5] > s(Aa, Ap, B, 7. 9)

(6.28)

(6.29)

(6.30)

(6.31)

(6.32)

(6.33)

]

The following result formalises the evaluation of expected collaborative utility of the

coupled dynamical system consisting of human expert and Al agent.

Theorem 2. The expected collaborative utility of the coupled dynamical system consisting of
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human expert and Al agent is given by:

h(x)[gl(1+B+7) —Aa—B—7, ifh(z)[g] > s(Aa,Ap, 5,7, 9)
E[U] = (6.34)

g1+B8+v)—Ap—B—"7, otherwise

where, Aa, A\p, B, v, §, x, and g are as defined in Lemma 1.

Proof. The expected collaborative utility is calculated as:

EU] =P(m = A)[P(§ = ylm = A)(1 = Aa) + P(§ # ylm = A)(=ra — § = 7)]

(6.35)
+ P(m = D)[P(§ = ylm = D)(1 = Ap) + P(§ # ylm = D)(=Ap — B — )]
Simplifying (6.35), we get
EU] =P(m = A)[hz)[g](1 + B +7) = a = —1]
(6.36)
+ (1= P(m=A))[h(x)[g(L+5+7) —Ap =5 -]
EU] =P(m = A)[(1+ 8 +9)[h(x)[g] — g] + (Ap — Aa)]
(6.37)
+9l+8+7)-Ap—B—7
Substituting the policy of agreement from Lemma 1,
h@)[GI(L+B+7) —Aa— B—7, if h(@)[g] = s(Aa, Ap, B,7,9)
ElU] = (6.38)
g1+B8+v)—Ap—B—-7, otherwise
O

During the process of iterative querying and training in AL frameworks, the samples
can be weighted based on the values of E[U]. The samples with higher E[U]| should be

allotted higher weight during training and vice-versa. In this framework, the samples with
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lower values of E[U] might be either misclassified by the decision model or biased by human
behaviour like overconfidence or hot-hand fallacy. These might also be outliers or possess
heavy cost for human annotation.

The performance of decision model can then be computed as follows:

N

R= Zl w; Ly, i) (6.39)
where, w; are weights evaluated on the basis of values of E[U], N is the total number of
samples, and L(-) is a loss function. £(-) is a measure to determine the deviation between
the current output of a decision model and the expected output. It defines how well the

algorithm is able to model the given dataset.

6.4 Experimental Evaluation

In this work, the approach for tracking of behavioral biases and the subsequent model adap-
tation within AL settings is demonstrated using a pancreatic cancer dataset derived from
[103]. The pancreatic cancer dataset captures protease/arginase activity measured using
ultrasensitive nanobiosensors and consists of a set of eight biomarkers including arginase,
matrix metalloproteinase-1, -3, and - 9, cathepsin-B and -E, urokinase plasminogen activa-
tor, and neutrophil elastase. The publicly available NCBI Gene Expression Omnibus (GEO)
database was used to collect the identified biomarkers. Proteases that exhibited significantly
different expression levels in two samples - a primary tumor sample and a sample of healthy
tissue - had to both be from Homo sapiens and were therefore considered to be biomarkers.
The gene expression analysis using data gathered from Gene Symbol, Entrez Gene 1D, NCBI
GEO and Unigene ID was employed to compute the features corresponding to a panel of
seven proteases and arginase for each sample in the dataset. Human serum samples were
obtained from the Biospecimen Repository Facility in the Cancer Center of the Univer-
sity of Kansas Medical Center. Protease/arginase activity was measured each for identified

biomarker in all these samples after 60 minutes incubation. The detection of pancreatic
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cancer is modeled as a multi-class classification problem as in [115]. The dataset consists
of samples classified into 4 categories: “Healthy”, “Pancreatitis”, “Localized” pancreatic
cancer and “Metastatic” pancreatic cancer. “Healthy” denotes the data corresponding to
healthy volunteers. “Pancreatitis” indicates the ones with inflammation in pancreas. While
“Localized” pancreatic cancer samples indicate the absence of any signs that the disease
has spread outside the pancreas, “Metastatic” pancreatic cancer implies that the cancer has
spread to other parts of the body too.

10% of the total instances in the dataset are used to create an initial labeled dataset.
This is then used to train an initial ML-based model for AL framework to classify the health
status of patients. Once an initial model is trained, the querying process is initiated. Fifty
percent of the total instances are used for querying the instances iteratively (one query
per iteration), and the classification model is updated after each query step. kNN is used
as the base classification method because it is simple, easy to implement and versatile.
Additionally, it does not entail assumptions pertaining to the distribution of input data.
Uncertainty Sampling (US) query strategy is employed to select instances for annotation
during the iterative querying process in AL environment. It is worthwhile to note that the
use of kNN is just an illustration and the proposed framework is applicable across any base
classification method. In this strategy, the instances which minimize the classifier uncertainty
are selected for annotation during each query step, as indicated in eq. (6.16).

Five exploitation queries (ns.) and five investigation queries (ny) are considered itera-
tively, as part of the ESIS strategy for tracking of behavioral biases. Further, the value of
f is modified by adding (in case of improving performance during scrutinization step) or
subtracting (in case of degrading performance during scrutinization step) 4 from the value
of B at the previous query step. In this work, 63 is picked to be a very small value, i.e., 0.001.
The following five different learning scenarios are simulated: (i) learning for low-grade ex-
pert; (ii) transition from low-grade to medium-grade expert; (iii) learning for medium-grade
expert; (iv) transition from medium-grade to high-grade expert; and (v) learning for high-
grade expert. The values of classification accuracy scores as well 5 over different queries are

recorded and analyzed for all the learning scenarios. The variations in classification accuracy
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Figure 6.4: Plots for changes in classification accuracy and : Scenario 1.

scores are compared in three cases: (i) decision models without the use of AL methods; (ii)

naive decision models; and (iii) bias-aware decision models. When AL methods are not used,

training instances are chosen randomly from the dataset, rather than strategic sampling by

optimizing AL heuristics (as in eqns. (17) and (18)). Naive models employ AL methods, but

do not incorporate knowledge of any existing behavioral biases during the learning process.

On the other hand, bias-aware models adapt based on the behavioral biases, as discussed in

Section 6.3.2. All the learning scenarios are discussed as follows.

Scenario 1: Learning for low-grade expert

In this scenario, the low-grade expert learns during the iterative querying process and
the overall classification accuracy increases as more queries are made. The plots for
changes in classification accuracy and 3 over different queries are presented in Figure
6.4. The decrease in values of 5 also reinforces the argument that the learning process
leads to improvement in the performance of decision model. However, the learning in

this scenario is not that significant to improve the overall grade of the human expert.

Scenario 2: Transition from low-grade to medium-grade expert

As opposed to Scenario 1, the learning in this scenario is prominent enough to upgrade
the human expert from low-grade to medium-grade. The plots for changes in classifi-

cation accuracy and [ over different queries are presented in Figure 6.5. It can be seen
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that the value of 3 crosses the threshold of 0.7, as discussed in eq. (6.15).

Scenario 3: Learning for medium-grade expert

This learning scenario is similar to Scenario

1 with low-grade expert replaced by the

medium-grade expert. Figure 6.6 shows the plots for values of classification accu-

racy and (3 over different queries. It can be

accuracy increases and that of g decreases

observed that the values of classification

as more queries are made to the human

expert. Although the learning process improves the quality of decision model, it is not

substantial enough to shift the human exper

t to next higher grade.

e Scenario 4: Transition from medium-grade to high-grade expert
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In this scenario, the learning process causes the human expert to upscale from medium-
grade to high-grade. The changes in classification accuracy and [ values are illustrated
in plots provided in Figure 6.7. The classification accuracy is observed to improve with
increasing number of queries. The value of  reduces and crosses the threshold of 0.4

(refer eq. (6.15)) as more instances are queried from the unlabeled pool of data.

Scenario 5: Learning for high-grade expert

This scenario illustrates learning for a high-grade expert during the iterative querying
process in AL. Although the human expert involved in this scenario belongs to high-
grade category, the learning process still helps them to further advance their decision-
making capabilities. This is shown by decreasing values of 3 in Figure 6.8, as more
queries are made. The increase in values of classification accuracy also indicate the

improvement in performance of decision model as the learning progresses.

The performance comparison of the proposed bias-aware decision models with baselines

(i.e., naive decision models) as well as decision models without the use of AL methods is
summarized in Table 6.2. Firstly, it can be clearly established that the use of AL methods
exhibit a significant advantage in performance of decision models, as compared to the case
when AL methods are not employed. This is because AL allows strategic selection of training

instances by optimizing AL heuristics, rather than random sampling. Further, it can be
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Table 6.2: Performance comparison of proposed bias-aware decision model with naive deci-
sion model (baseline) and without using AL methods.

Classification Accuracy of AL . .
. .. . Decision
Scenario | Description models after 80 queries Model
Naive Decision Bias-aware wi th?)ute j&L
Model (Baseline) | Model (Ours)
1 Learning for low-grade 64.83% 84.81% 61.66%
expert
2 Transition from low-grade 65.38% 84.93% 62.41%
to medium-grade expert
3 Learning for medium-grade 79.46% 86.62% 60.19%
expert
4 Trags1t10n from medium-grade 73.17% 87.03% 64.56%
to high-grade expert
5 Learning for high-grace 66.72% 90.15% 65.95%
expert
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observed that the classification accuracy of naive decision models start deteriorating once
the effect of behavioral biases creep in. On the contrary, the classification accuracy of
bias-aware decision models do not show significant decline. During the iterative querying
process, the bias-aware decision models are consistently updated to accommodate the effects
of behavioral biases that are tracked using proposed ESIS strategy. Despite the presence of
behavioral biases, the bias-aware models exhibit an improving trend of performance as more
queries are made within the learning framework.

All the learning scenarios discussed in this work portray a systematic progression of
human expert from low-grade to medium-grade. While the overall performance of decision
model is characterized by the classification accuracy score, § indicates the expertise level
of the human expert at any given point of time. In all the learning scenarios, the bias-
aware decision models are observed to deliver better performance as compared to naive
decision models, at the end of querying procedure in the AL framework. It is observed
that bias-aware models improve the final classification accuracy of naive decision models
(at the last query step in AL) by upto 16% (in Scenario 5). This is because the bias-
aware decision models continuously adapt based on the behavioral biases tracked using ESIS
strategy within the iterative querying process in AL environment. Further, it is noted that
the bias-aware decision models suffer a loss in performance as compared to naive models
during the initial query steps. This is due to the computational effort spent in tracking
the behavioral biases and subsequently modifying the training weights of individual samples
during the iterative querying process. However, as the behavioral biases are tracked using
ESIS strategy and appropriate handling steps are taken, the bias-aware decision models
outperform naive models and the performance is significantly improved at the end of querying

procedure.

6.5 Summary

In this chapter, a systematic framework for modeling, tracking and adaptation of behav-

ioral biases in a collaborative human-Al decision setup is presented. Firstly, the human-Al
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interactive decision environment is modled in the form of a coupled dynamical system (us-
ing communication graphs) that evolves as more queries are made in the context of AL
frameworks. A novel ESIS strategy is proposed for tracking behavioral biases within AL
settings. Finally, a model adaptation framework is introduced to handle the tracked bi-
ases. This is executed by allocating suitable weights to the training samples during the
iterative querying process. The proposed framework is evaluated by conducting experiments
on real-world pancreatic cancer dataset. We consider five different learning scenarios: (i)
learning for low-grade expert; (ii) transition from low-grade to medium-grade expert; (iii)
learning for medium-grade expert; (iv) transition from medium-grade to high-grade expert;
and (v) learning for high-grade expert. In each of these learning scenarios, the classification
accuracy scores and extent of behavioral biases over different queries for both “naive” and
“bias-aware” decision models are recorded and analyzed. Naive models do not track or in-
corporate knowledge of behavioral biases during the learning process. On the other hand,
bias-aware models adapt based on the behavioral biases tracked using ESIS strategy. It is
observed that bias-aware models improve the classification accuracy of naive decision models
by upto 16%. The next chapter presents two case studies on addressing observational bias

in decision models.
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Chapter 7

Observational Bias in Decision

Models — Case Studies

DNNs have demonstrated remarkable advancements across diverse domains in the recent
years. These data-driven models, typically characterized as “black-box” models, often en-
counter failures attributable to various factors. A primary limitation of these NN-based deci-
sion models is their propensity to overfit, resulting in sub-optimal generalization performance
when extrapolating beyond the confines of the available data, particularly in out-of-sample
prediction tasks. The predictions generated by neural network models may exhibit phys-
ical inconsistencies, thereby reducing their interpretability. One approach to address this
challenge involves incorporating prior domain knowledge, which encapsulates a high-level
abstraction of the underlying natural phenomena. The “black-box” models can be made
more robust by incorporating additional biases.

Observational data serve as a cornerstone in the recent advancements of ML and represent
the fundamental input mode through which biases can be introduced into ML algorithms
[116]. With a comprehensive dataset covering the input space of a learning task, ML method-
ologies have showcased remarkable efficacy in accurately interpolating data points, even in
tasks characterized by high dimensionality. Particularly in the domain of physical systems,

the proliferation of sensor networks enables the exploitation of diverse observations spanning
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various levels of fidelity, facilitating the monitoring of complex phenomena across spatial and
temporal scales. These observational data ideally encapsulate the underlying physical prin-
ciples governing their generation, presenting an opportunity to embed such principles into
ML models during their training phase, albeit weakly. However, for deeply parameterized
ML models, substantial data volumes are typically required to reinforce these biases and
yield predictions that adhere to specific symmetries and conservation laws. Consequently,
a primary challenge arises concerning the considerable expense associated with data acqui-
sition, particularly in fields such as physical and engineering sciences where observational
data may necessitate costly experiments or extensive computational simulations.

This chapter presents two case studies, each demonstrating a way to incorporate observa-
tional biases within the learning frameworks. Firstly, a GNN-based framework is developed
for identification of potential biomarkers for biological phenomena. This involves incorporat-
ing knowledge from an existing database to develop a graph that incorporates protein-protein
interactions as edge connections and is used as input data to identify the potential biomark-
ers. Secondly, a foundational model-based AL framework is proposed for fault diagnosis of
electrical motors, that utilizes less amount of labeled samples, which are most informative
and harnesses a large amount of available unlabeled data by effectively combining AL and

Contrastive Self Supervised Learning (SSL) techniques.

7.1 Case Study 1: Identifying Potential Biomarkers

In this section, a GNN-based framework is presented to identify potential biomarkers for ex-
amining the change in protein expression changes at different stiffness levels in Glioblastoma
studies. This is an extension of our prior work on identification of potential biomarkers for
Traumatic Brain Injury (TBI). TBI represents a significant global burden in terms of mor-
tality and morbidity. In the United States, the Center for Disease Control and Prevention
reported more than 220,000 TBI-related hospitalizations and 60,000 TBI-related deaths in
2021 alone. TBI is a multifaceted neurological condition characterized by initial mechani-

cal injury followed by secondary pathophysiological processes including neuroinflammation,
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excitotoxicity, oxidative stress, cellular apoptosis, and mitochondrial dysfunction. These
secondary mechanisms collectively contribute to long-term motor and cognitive impairments
[117-120]. Presently, TBI diagnosis primarily relies on neurological assessments such as
the Glasgow Coma Scale and imaging modalities such as Computed Tomography (CT) and
Magnetic Resonance Imaging (MRI). However, these methods are limited in their ability to
swiftly and accurately detect, evaluate, and monitor the severity and specific components of
brain injury, such as cell death, neuroinflammation, or blood-brain barrier (BBB) disruption
[121].

This study conducts a thorough investigation of the biophysical alterations and changes
in DNA /protein content observed in circulating extracellular vesicles (EVs) across various
phases of TBI, including the acute, post-acute, and chronic stages. The protein content of
EVs was analyzed using targeted western analysis targeting established TBI biomarkers, as
well as an unbiased proteomics approach is demonstrated to identify potential novel biomark-
ers. Employing biostatistical and computational methodologies, which include graph-based
ML algorithms and protein-protein interaction networks, this study aims to explore a diverse
array of TBI biomarkers encapsulated within EVs. The proposed GNN-based framework is
then extended to identify potential biomarkers for examining the change in protein expression

changes at different stiffness levels in Glioblastoma studies.

7.1.1 Proposed Methodology

The proposed framework makes use of GNN as it allows to systematically incorporate
multiple features such as neurological associations, protein-protein interactions, and time-
dependent label-free quantification (LFQ) intensity values of each protein. By including
these parameters, GNN provides a more comprehensive analysis that better captures the bi-
ological context of each identified protein to increase the likelihood of discovering a potential
biomarker. The proposed workflow is illustrated in Figure 7.1. Firstly, a Protein-Protein
Interaction (PPI) network was constructed using available databases from the STRING tool

[122], considering the list of proteins in the proteomics data as nodes of the network. The
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Figure 7.1: Proposed framework for identification of potential biomarkers.

interactions between individual protein molecules constitute the links/edges of PPI network.
LFQ intensity values captured over different time stamps are pre-processed and attributed as
node features. This helps to incorporate the temporal structure among LFQ intensity values
of proteins within the GNN framework. Identifying potential biomarkers is formulated as
a node classification problem, where the node labels represent the ranks (between 1-6) of
corresponding protein being a potential biomarker. Rank 1 represents the highest probabil-
ity, and Rank 6 represents the lowest probability of a protein being a potential biomarker.
This flow is illustrated in Figure 1. A small fraction (j 5%) of nodes are labeled based on
prior domain knowledge and inputs from existing databases. Once the graph is constructed,
GNN-based learning techniques are implemented to predict the labels (i.e., probability of in-
dividual proteins being potential biomarkers) for all the nodes in the network. In this work,
GraphSAGE (discussed in eq. (2.1)) is used as an inductive node embedding approach that
concurrently learns both the topological structure and distribution of features for a node in

its local neighborhood.

7.1.2 Results

For the case of TBI, the ranked list of potential biomarkers at different timestamps is pre-

sented in Table 7.1. A sample sub-networks demonstrating the topological relationships

93



Table 7.1: List of ranked potential biomarkers at different stages of TBI.

Rank

Time
3 hpi 12 hpi 24 hpi 3 dpi 10 dpi 30 dpi
Orml seAh'iO:m Thbs1 Orma
Apoal | PP Orml Orml1 i Thbsd
Saal Cirl Serpina6 Psmad
Apoc3 P
Apob Thbsl %2?;11
Cirl Psmab Cirl Apoa2 Hspala
Hspalb | Serpinala Saa2
Rpl7
Apoa2
Clsa Orm? Thbsd Psmb8 Ap'0a2
Amyl Aboa? Anoa? Apoc2 Apoa2 Serpinalb
Aldoa poa poa Lcat Psmb3
Mupl7
Se;plne;lc Amyl Thbs4 Apoad
Thbs1 Orm1 Ps(;nz 4 Psmab Psmb2 Psmab
Psmb3 | Serpinalb Orml1
Hspala
Apoal Cat Aldob .
Psma?2 . Cirl
Psma4 Ces3a Serpinala Apob
k7 Serpinald | Psmb6 Aldhla7
Rpl7 erpina s
Apoal
Prdx2 Clqa Psma2 Serpinale Thbs1 Orm?2
Serpina6

between potential biomarkers at all ranks as well as the non-potential biomarkers at 3 hours
post injury (hpi) and 10 days post injury (dpi) timestamps are illustrated in Figure 7.2 and
Figure 7.3 respectively. It is worthwhile to note that the potential biomarkers computed
using the proposed methodology match with the ones identified via biostatistical analysis.
For the case of protein expression changes at different stiffness levels in Glioblastoma
studies, the downstream task is formulated as node classification problem, where the node
labels represent one out of high, medium or low. These labels indicate the probability of
corresponding protein being a potential biomarker. The experiments are conducted at three
different stiffness levels: 100 Pa, 4 kPa and 25 kPa. The potential biomarkers are evaluated

for all the three possible stiffness transition scenarios, i.e., 100 Pa - 4 kPa, 4 kPa - 25 kPa,
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Time: 3 hrs.

Confidence level in interaction Non-potential biomarkers

Rank of potential biomarkers
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Figure 7.2: Protein-Protein network enrichment analysis of potential biomarkers at 3 hpi of

TBI.
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Time: 10 days

Rank of potential biomarkers Confidence level in interaction Non-potential biomarkers

1 2 3 4 5 6

0 025 05 075 1 XYZ

Figure 7.3: Protein-Protein network enrichment analysis of potential biomarkers at 10 dpi
of TBIL.

and 100 Pa - 25 kPa. The corresponding sample sub-networks demonstrating the topological
relationships between potential biomarkers at different probability levels are illustrated in

Figure 7.4, Figure 7.5, and Figure 7.6 respectively.

7.2 Case Study 2: Active Foundational Models

Electrical motors are the backbone of various industries, ensuring reliable and efficient
operation across various applications, ranging from commercial and industrial settings to
aerospace, computer systems, robotics, and defence. Despite their versatility and reliability,
electrical motors are susceptible to various faults that can disrupt performance, jeopardize
system safety, and lead to costly downtime. Timely and efficient fault detection in electrical
motors is paramount to maintaining optimal functionality, reducing maintenance expenses,
and preventing catastrophic failures.

Contemporary approaches for fault diagnosis of electrical motors encompass analytical
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Stiffness transition: 100 Pa — 4 kPa
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Figure 7.4: Protein-Protein network enrichment analysis of potential biomarkers for 100 Pa
- 4 kPa stiffness transition in Glioblastoma experiments.
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Stiffness transition: 4 kPa — 25 kPa

Probability of potential biomarkers Confidence level in interaction
. XYZ . 0 025 05 075 1
Low Medium High

Figure 7.5: Protein-Protein network enrichment analysis of potential biomarkers for 4 kPa -
25 kPa stiffness transition in Glioblastoma experiments.
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Stiffness transition: 100 Pa — 25 kPa

PLXDC2
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Figure 7.6: Protein-Protein network enrichment analysis of potential biomarkers for 100 Pa
- 25 kPa stiffness transition in Glioblastoma experiments.
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models and data-driven methodologies. The analytical and physics-based model relies on sig-
nal processing techniques to extract domain-invariant features shared among various faults,
thereby developing the motor fault diagnosis model [71, 123-125]. Nonetheless, a limitation
of this approach arises from the challenge of identifying universal physical features applicable
to all fault types. In contrast, data-driven models leverage ML and DL techniques, often re-
quiring less expertise than their analytical counterparts. Traditional ML methods, including
Artificial Neural Networks (ANN), Support Vector Machines (SVM) [126], Random Forest
(RF) [127], and kNN [128], are widely used for fault detection. These ML approaches come
into play following signal processing to extract features from raw vibration data. Notably,
these ML methods are considered shallow networks and may encounter difficulties in effec-
tively extracting fault-related features from raw vibration data in complex environments.

DL constitutes a pivotal branch of ML, distinguished by its superior implicit feature ex-
traction compared to shallower machine learning methods. The efficacy of deep learning is
particularly notable as the quantity of labeled data scales up. Within the realm of intelli-
gent fault diagnosis, various deep learning methods, such as Convolutional Neural Networks
(CNN), Recurrent Neural Networks (RNN), and Long Short-Term Memory (LSTM), have
recently emerged as focal points of research [129-131]. One notable development in deep
learning is the Transformer model, a technique centring on attention mechanisms (AM)
and widely employed in diverse research domains [132]. The uniqueness of the transformer
lies in its capacity to assign greater importance to crucial features while extracting domain-
discriminative features from input data, all through an attention mechanism. This innovative
model is founded on a novel encoder-decoder architecture, primarily relying on the multi-head
self-attention mechanism and feed-forward neural networks. It is designed to tackle sequence-
to-sequence tasks with an increased ability to capture global dependencies [133]. In contrast
to alternative networks like convolutional and recurrent networks, Transformer-based mod-
els demonstrate superior performance in various computer vision applications [134]. Recent
work in [133] introduced a fault diagnosis approach that leverages a transformer with an
optimized stacked autoencoder for analysing rotating machinery.

However, even with these advancements, many deep learning algorithms for motor fault
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diagnosis often rely heavily on abundant labeled samples and the assumption that training
and testing data originate from the same distribution, which is not valid in practical scenar-
ios. Acquiring fault data under real-world conditions can be challenging and may involve
extended machine operation under fault conditions, which is often impractical. Consequently,
gathering an ample number of labeled samples can be problematic. Deep learning models can
struggle to establish effective decision boundaries when labelled samples are scarce, result-
ing in suboptimal performance. Despite collecting substantial amounts of motor condition
monitoring data, manual annotation remains a costly, error-prone, and labor-intensive pro-
cess. This frequently results in a significant portion of data remaining underutilized due
to either the absence of meaningful labels or insufficient samples for specific fault cases,
particularly in scenarios with limited labeled data. In such circumstances, supervised learn-
ing approaches often perform inadequately. Existing semi-supervised methods struggle to
address the challenge of fault detection with extremely limited labeled samples [135, 136].
Self-supervised learning can effectively overcome this limitation, efficiently extracting
meaningful features from raw, unlabeled data, thus eliminating the need for expensive labels
[35]. Currently, numerous self-supervised learning methods have been developed, primar-
ily in the domain of image analysis. These methods involve enabling the network to learn
visual features by constructing pretext tasks, such as predicting image rotation, image color-
ing, random cropping, and more. However, mechanical vibration signals differ significantly
from image data. They are characterized by non-stationary patterns and strong periodicity,
necessitating unique pretext tasks tailored to these distinctive properties. Popular signal
transformation techniques are commonly employed to define pretext tasks, including ran-
dom zeroing, random increase, random decrease, time disorder, and random jittering [137].
Encoders trained to predict these pretext tasks are expected to learn general features that
prove valuable for downstream tasks that typically require expensive annotations. Another
prominent category of self-supervised learning techniques utilizes contrastive losses across
various computer vision applications [138]. These methods aim to create a latent space
that brings positive samples closer together (e.g., adjacent segments from the same time

series signal) while pushing apart negative samples (e.g., segments from different time se-
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ries signals). Recently, a variant of contrastive learning known as instance discrimination
has exhibited remarkable performance in various downstream tasks [35]. In this instance
discrimination paradigm, the latest work has introduced the concept of non-trivial positives
among augmented samples from the same image and even across different images [139]. In-
stead of focusing on clustering or prototype learning, they maintain a support set of image
embeddings and employ nearest neighbors from this set to define positive samples.

Taking inspiration from these advancements, an instance discriminative technique is in-
troduced with the nearest neighbor from the support set as a positive sample to the field of
electrical motor fault diagnosis for the first time. This pioneering approach has demonstrated
a significant improvement over existing self-supervised techniques, marking a promising ad-
vancement in this domain. In all the tasks related to fault classification, obtaining labels for
data is often laborious and expensive, while a vast pool of unlabeled data remains readily
accessible. Furthermore, training datasets frequently contain redundant samples, leading to
protracted classifier training without commensurate improvements in classification perfor-
mance. To address these challenges, the development of Active Learning (AL) techniques
has aimed to pinpoint the most valuable samples for manual labeling, ultimately streamlin-
ing the classifier training process [140]. AL has emerged as a pivotal concept, promising to
reduce annotation costs. It typically encompasses iterative procedures in which the learn-
ing algorithm gains autonomy in selecting additional training data. Omne of the pupular
query stratgies in AL is uncertainty sampling, which is designed to solicit labels for sam-
ples characterized by high uncertainty. This uncertainty can be quantified through posterior
probabilities and marginal entropy, as various strategies for identifying uncertain samples are
explored in the literature [141]. Subsequently, these selected informative samples are man-
ually labeled and seamlessly integrated into the training process, enhancing the classifier’s
performance. While AL is recognized as a supervised approach incurring higher annotation
costs than self-supervised learning (SSL), this study critically evaluates the advantages and
limitations of both AL and SSL methodologies. As a result, an innovative fault diagnosis
approach is introduced for industrial equipment that harmoniously integrates SSL with AL.

The key contributions of this work are as follows:
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1. A novel foundational model-based AL framework is introduced for electrical motor
fault diagnosis. This model consists of two key components: the construction of the
backbone model, followed by the fine-tuning procedure for various target tasks using

less amount of labeled samples.

2. Instead of solely relying on data augmentation techniques, we have employed an
advanced method called instance discrimination-based contrastive SSL to train the
transformer-based backbone model. In contrastive SSL, we have harnessed the ben-
efits of using the nearest neighbor as a positive sample. This approach allows the
transformer encoder to learn a more robust representation of the vibration signal, re-

sulting in a well-generalized backbone model.

3. AL strategy is implemented based on entropy and Kullback-Leibler (KL) divergence as
combined heuristics for strategic sample selection. This helps in identification of most
informative samples for annotation within the iterative training loop. The experimen-
tal results demonstrate that the proposed model can learn effective decision boundaries
even with a limited number of labeled samples. This achievement overcomes the labo-

rious and costly task of manual labeling.

4. The strengths of AL and the nearest neighbor contrastive SSL methods are amalga-
mated. A framework is proposed for constructing the backbone model, enabling it to
learn more refined representations of the data with minimum labeled samples. Conse-
quently, the proposed model is highly effective in various downstream tasks within the
same machine as well as across different machines. The proposed approach has been

thoroughly evaluated using three publicly available bearing fault datasets.

7.2.1 Proposed Methodology

In this work, an active foundational model is proposed for fault detection and diagnosis
that can be employed for target tasks across different electrical motors. This is achieved

by effectively combining the aspects of AL and contrastive SSL. The proposed model M
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Figure 7.7: NNCLR training for developing active foundational models for fault diagnosis of
electrical motors.

consists of two components, a backbone encoder B and a feed-forward neural network N.
The backbone training framework is primarily inspired by Nearest Neighbor Contrastive
Learning Representation (NNCLR) framework [139], where contrastive Learning framework
is utilized, as discussed in Section 2.6, with slight modifications in terms of robustness to
a wide range of semantic augmentations. The implementation of the NNCLR framework
in the context of 1-dimensional vibration signal input is schematically illustrated in Figure
7.7. This framework replaces one of its augmentations with its nearest neighbor from the
dynamic feature space set S during the forward pass of the training loop. The adoption of
nearest neighbors as positive samples in the contrastive loss function results in a modified

loss function as shown below:

exp (sim (NN(z;,S), z;) /7)
> et T exp(sim (NN(z;, S), 21.) /7)

I(i,§) = —log (7.1)

where,

104



NN(z,S) = argmiél |z — s|| (7.2)
s€

The objective of the Contrastive Learning framework is to learn the representation space
where “similar” samples are closer. The training of Backbone B and Feed Forward Network
N takes place separately where the B learns the representation space of similar samples and
the N draws better decision boundaries. The flowchart of the proposed training method is
demonstrated in Figure 7.8. Once B and N are trained appropriately, their performance
is improved by iteratively querying the most informative samples from the unlabeled pool
of data by AL within a semi-supervised setting. FEntropy of class probabilities and KL
divergence [142] between actual probability distribution to be predicted and the predicted
probability distribution by M for the particular sample are used as AL heuristics for the

semi-supervised training.

NNCLR framework

Training B and N in the NNCLR framework according to Figure 7.8 requires the following

terminology to be defined:

o Contrastive Augmenter: A signal augmentation module that employs robust data aug-
mentations on the input signals, guided by the hyper-parameters specified for con-

trastive augmentation.

o Classification Augmenter: A signal augmentation module that utilizes mild data aug-
mentations on the input signals, following the hyper-parameters designated for classi-

fication augmentation.

o Transformer Encoder: An encoder network based on the Transformer architecture,
tasked with extracting feature embedding of a high-dimensional nature from the aug-

mented signals.

e Projection Head: A non-linear MLP that maps the feature embeddings to a lower

dimensional space.
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e Linear Probe: A single dense layer that maps the feature embedding to the logits for

the number of output classes specific to the dataset being trained.

In addition to the aforementioned SSL training blocks in the architecture, NNCLR [139]
demonstrates the advantage of using nearest neighbors as positive samples in contrastive
self-supervised learning. This approach is used because it has been proved to be superior
to an augmented view embedding method like SimCLR [35] for contrastive learning. Data
enrichment is essential for contrastive self-supervised learning systems to operate optimally.
However, NNCLR is less reliant on intricate data augmentation methods because the sam-
ples from the closest neighbors already have a wide range of variations. Therefore, data
augmentation is employed along with the nearest neighbors as positive samples. The steps

involved in data augmentation and obtaining the nearest neighbors are discussed as follows:

e Data Augmentation: In this work, two techniques for data augmentation, i.e., ran-
dom jittering and random zeros are used. Random jittering is achieved by introducing
random noise to the time series data. Typically, this noise is taken from a random
distribution with a known mean and variance. The variety and uncertainty in machine
data operating in varying circumstances can be simulated by adding random noise.
Random zeros involve randomly adding zeros to time series data, which entails ran-
domly zeroing out parts or segments. This data augmentation method is beneficial for
simulating real-world situations where some information may be missing or unreliable
by performing data dropout. A probability or percentage that expresses the chance of
zeroing out a data point or segment can be used to start the random zero procedure.

The frequency of missing data points is controlled by a probability parameter.

e Support set: In order to get the nearest neighbors, NNCLR framework utilizes a support
set that stores the embedding of a subset of the dataset in the memory. The support
set is continuously replaced during the training. Increasing the size of the support
set helps in improving overall performance. The likelihood of approaching the nearest
neighbor from the entire dataset improves when an extensive support set is used. In

contrastive losses, the nearest neighbors in the queue are employed to locate positives.
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Table 7.2: Hyper-parameters of the transformer encoder employed in the proposed active
foundational model.

Parameters Value
Input time series size 192 x 1
Position encoding format 1D
Number of stacked transformer blocks in the Transformer layer 4
Number of heads in MSA 4
Hidden layer size in a feed-forward network inside transformer 4
Embedding dimension of the nonlinear transformation in MLP 256
Dropout probability 0
Optimizer Adam
Initial Learning rate of the optimizer 0.001

Random augmentations, like random increases, decreases, or zeros, cannot provide posi-
tive pairs for various views, deformations of the same signal, or even other identical instances
within a semantic class. The data augmentation pipeline is heavily responsible for gener-
alization but cannot account for all variations within a particular class. NNCLR proposes
to move beyond single instance positives. This allows to develop features more resistant to

various views, deformations, and variations within a single class.

Implementation Details

A time series transformer network serves as the encoder in the training setup. The trans-
former, which is state-of-the-art and used in LLM (Large Language Model) and computer
vision applications, is highly scalable, transferrable, and generalizable [143]. Table 7.2 lists
the proposed transformer encoder hyperparameter specifications in detail. The architecture
is then supplemented with the projection MLP head. It features two fully connected layers
and an input layer. Batch-normalization is applied to every fully connected layer, and the
ReLU activation function is applied to every layer after batch-normalization, except the last
layer. The next block in the architecture has prediction MLP. It has two fully connected
layers. Batch-norm and ReLU are placed after the hidden layer of prediction MLP. The
output layer, the final layer in the prediction MLP, has nodes equal to the number of output

classes with Softmax activation.
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Backbone training

The NNCLR framework-based transformer encoder network is treated as a backbone
network B. It is trained with a dataset consisting of various mechanical faults and a healthy
state of machines in both constant speed and varying speed conditions. A recently published
experimental dataset [144] is used for training B. Healthy state, bearing fault (inner and
outer race faults) and shaft misalignment faults from the dataset are considered to train
the backbone model B. In this work, for the first time, an active learning approach with
contrastive learning is introduced to improve the model performance by enabling it to learn
from the most informative samples and letting the model learn the precise decision bound-
aries. Entropy is used as an AL heuristic to determine informativeness within the unlabeled
samples as it is the most popular option for uncertainty-based querying approaches. This is
because it easily generalizes to probabilistic multi-class annotations and models more com-
plex structural data. Initially, B is trained with 15% of the labeled samples. Then, the
samples are queried within an AL setup. The Shannon entropy of the predicted probability
distribution over the classes for all the given samples is calculated. Based on this, say 2K
samples are queried that have the highest entropy, labeled and KL-Divergence is calculated

as follows:

Dicr (q2llpi) = 3 gi(c) - log §M<(>) (7.3)

where, p}, is the predicted probability distribution for sample 2 by model M over the classes
and g7 is the actual probability distribution to be given for the sample x given its label class
L. 1t is defined as follows,
1 ifcis L
qz(c) = (7.4)
0 else
Re-training the model with samples having highest KL-Divergence shall help improve
both accuracy as well as confidence. In this manner,an additional 5% of the unlabeled

data are annotated using AL and the model is subsequently re-trained. It is observed that

the proposed training strategy enables achieving a classification accuracy of 94% with just
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20% labeled samples. On the other hand, to obtain that higher prediction accuracy with
the random annotation method, it requires more than 60% labeled samples, which clearly
demonstrates the efficacy of the proposed approach.
Target Tasks and Fine-tuning

The target tasks considered in this work are divided into two groups to evaluate the
performance of the foundational model M across fault cases and operating conditions (a)
within the same machine, and (b) different machines. A hierarchical approach is followed
to design the tasks in the first group. The initial few tasks aim to categorize the samples
into healthy vs. faulty. Once the fault is detected, the subsequent target tasks are designed
to diagnose the type, location, and severity of faults. Such a hierarchical approach enables
a comprehensive fault diagnosis, offering detailed insights into the nature and location of
potential faults. This is applied to both constant speed and varying speed conditions. The
list of target tasks in the first group is tabulated in Table 7.3. The second group of target
tasks is designed to showcase the scalability and transferability of the proposed model M.
The experimental vibration data from three different machines are considered to evaluate
our model performances across machines. The transformer encoder from learning the new
data representation was frozen, and just the projection MLP head N was made trainable
for performing downstream target tasks designed with the datsets for new machines. Only
a small amount of labeled samples was used for fine-tuning the MLP head N for various
downstream tasks, whereas the backbone network B was frozen with the weights that have
been learned for the base machine dataset [144]. The output layer of MLP head N was

adjusted to the number of outputs based on the number of classes in the target tasks.

7.2.2 Results

The backbone model is trained using the data collected from a bearing test rig at the Ko-
rea Advanced Institute of Science and Technology (KAIST) [144]. In order to verify and
analyze the effectiveness of the proposed model in fault diagnosis across different machines,

datasets corresponding to three different machines are utilized: CWRU bearing dataset [70],
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Table 7.3: Target Tasks performed with active foundational model

S. No. Target Tasks

1 Fault Detection at constant speed: Classification - Healthy vs. Faulty

Fault Diagnosis at constant speed: Classification - Bearing Fault vs

2 Shaft Misalignment vs Rotor Imbalance

3 Bearing Fault Diagnosis at constant speed: Classification - Inner Race
vs. Outer Race

4 Fault Diagnosis at variable fault size: Classification - Healthy vs. Bearing
Fault vs Shaft Misalignment vs Rotor Imbalance

5 Bearing Fault Diagnosis at variable fault size: Classification - Inner

Race vs Outer Race

University of Ottawa dataset [145], and HUST bearing dataset [146]. In all the experiments,

results from our prior work in [38] are considered as baseline.

Efficiency

Using the proposed approach,B is trained efficiently with less number of labeled samples. The
contrastive learning method enables the transformer encoder to learn a better representation
of the multiple fault cases from the KAIST dataset. The backbone B is trained with 15%
of labeled samples and attained 89% classification accuracy. A better performance was
observed after incorporating the AL query strategy to select the most informative samples
and subsequently re-train the backbone using the proposed approach. When random sample
selection method was implemented for training B, it took 60% labeled samples to reach
94% classification accuracy. However, when the AL querying strategy is employed to select
samples from an unlabeled pool of samples, 94% accuracy was attained with just 20% labels.
To evaluate the effectiveness of the trained backbone network B, a list of hierarchical target
tasks is developed within the same machine data, and it is demonstrate that the proposed
model M can perform better than baseline [38] in most of the target tasks presented in
Table 7.4. The list of hierarchical target tasks framed from the KAIST dataset is shown in
Table 7.3. The performance of the B in the hierarchical target tasks is shown in Table 7.5.
The results depict that the performance of the backbone B is higher due to the addition of

the NNCLR framework with a transformer encoder network.
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Table 7.4: Comparing performance of proposed backbone model vs. baseline backbone model
for target tasks within the same machine.

Classification accuracy with 25% labels

Proposed Model Baseline Model

Target Task

1 97.56 95.33
2 99.62 99.46
3 95.29 99.33
4 95.07 93.74
) 99.68 99.39

Table 7.5: Fine-tuning the backbone for different target tasks within the same machine

Percentage of data used for fine-tuning
5%  10%  15%  20% 25%

92.06 94.80 95.61 96.29 97.56
96.30 97.84 98.80 99.20 99.62
90.90 92.88 93.82 94.85 95.29
82.07 89.85 92.53 94.54 95.07
97.43 97.73 98.46 99.24 99.68

Target Tasks

Tk~ W N+~

Generalization

Generalization, or the adaptability of a model, refers to its capacity to grasp and extrapolate
from intricate combinations of more minor elements or attributes. This capacity is crucial
for enabling the successful application of the model to novel contexts and environments,
particularly in the context of fault diagnosis. The extent to which the model can grasp the
interactions among diverse factors or components and discern their influence on the overall
observed state or condition is the key factor that determines its level of generalizability. This,
in turn, empowers the model to apply its knowledge effectively and make accurate predictions
in unfamiliar and diverse settings. A generalized model can effectively handle variations in
input and adapt to various environmental conditions. To express the generalization ability of
the proposed model M, several downstream tasks were performed in datsets corresponding
to three different machines. For all downstream tasks, the backbone model was fine-tuned

by allowing only the MLP head to be trained while keeping the remainder of the encoder
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Table 7.6: Generalization: Fine-tuning the backbone for different target tasks in different
machine (CWRU dataset)

Data used for fine tuning

5%  10% 15%

Loading condition

0 HP 94.70 97.62 98.76
1 HP 82.46 86.79 89.42
2 HP 82.14 87.11 90.89
3 HP 88.64 92.54 93.97

Table 7.7: Generalization: Fine-tuning the backbone for different target tasks in different
machines (HUST dataset with two different types of bearings)

Percentage of data used for fine-tuning

Loading condition 5% 10% 15%
Typel Type2 Typel Type2 Typel Type?2
0w 82.10 89.20 87.28 92.15 88.92 93.17
200 W 82.25 89.06 87.00 91.95 90.10 93.79
400 W 80.27 85.77 85.58 89.48 87.87 92.56

components frozen with the initial weights used during the training of the B. The experi-
mental results demonstrating the generalization ability of the proposed modeling approach
across CWRU and HUST datasets are presented in Table 7.6 and Table 7.7, respectively. It
can be observed that the predictive performance improves as more amount of data is used for
fine-tuning the decision models. This is intuitive because a better representation is learned

as the amount of input training data is increased.

7.3 Summary

In this chapter, two case studies are presented to demonstrate ways of incorporating obser-
vational biases within the learning frameworks. The first case study illustrates a GNN-based
framework for identification of potential biomarkers for biological phenomena. It involves
incorporating knowledge from an existing database to develop a graph that incorporates

protein-protein interactions as edge connections and is used as input data to identify the po-
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tential biomarkers. This process entails leveraging information from an existing database to
construct a graph wherein protein-protein interactions are represented as edge connections.
This graph serves as input data for the identification of potential biomarkers. The second
case study proposes a novel active foundational model for fault diagnosis of the electrical
machines by combining aspects of AL and contrastive SSL during backbone training. The
proposed framework consists of two major components: (i) constructing the backbone fault
diagnosis model, and (ii) fine-tuning based on specific requirements of various target tasks.
An initial model is trained using discrimination-based contrastive SSL technique, followed by
re-training the same using informative samples selected via AL heuristics, namely, entropy
and KL-Divergence. Once the backbone is trained, it is fine-tuned based on the requirements
of different target tasks by updating the MLP projection head. The experimental evaluation
has demonstrated the efficiency and generalizability of the proposed approach by achieving
superior classification accuracy across several target tasks within the same machine as well
as across different machines. The generalization capabilities of the proposed modeling ap-
proach makes it a valuable tool for real-world applications in fault diagnosis for electrical
motors. The next chapter delves into explainability of decision models by conducting two

different case studies.
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Chapter 8

Explainability of Decision Models —

Case Studies

Despite the fact that Al-powered systems have provided competitive benefits in the recent
years, the black-box nature prohibits the explainability of their decisions and drives them to
lack transparency. This issue prompted the development of explainable artificial intelligence
(XATI), which supports Al systems that can explain their internal processes and decision-
making methods [7].

This chapter presents two case studies to demonstrate different ways of explaining the
predictions made by decision models. The soft hierarchical decision structure proposed for
early-stage detection of pancreatic cancer provides confidences associated with the predicted
labels in the form of probability values for each class. The differences between these probabil-
ity values provide an indication of confidence associated with the corresponding prediction.
It helps the doctors to determine whether additional tests are required for proper diagno-
sis. The active explainable decision framework proposed for early-stage detection of ovarian
cancer is supported by feature relevance explanation technique. In this framework, the fea-
ture relevance scores explain as to how much each biomarker is contributing to arrive at a

prediction for the sample under consideration.
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8.1 Case Study 1: Early-stage Detection of Pancreatic

Cancer

Pancreatic Cancer (PC) is the third leading cause of cancer-related death in the US with
a b-year survival rate of 11% [147]. PC is characterized by a poor prognosis, invasive-
ness, rapid progression, and profound resistance to drug treatment, all which results in poor
outcomes [148], [149]. Because of the virtual absence of early warning signs, PC is infre-
quently diagnosed at an early-stage [150], [103]. Consequently, neither surgical treatment,
nor chemo- and radiotherapy are effective against PC [148, 149, 151, 152]. Currently, no
universal screening tests for pancreatic cancer exists, and the best techniques available for
pancreatic cancer detection are the commonly used ones, which include, biopsy and imag-
ing test like endoscopic ultrasound, CT scans, MRI, and Positron Emission Tomography
(PET) scans [153]. The medium survival rate of PC drops sharply with a later stage of
detection. According to the American Cancer Society, the 5-year relative survival rate for
PC is 39% at the localized state, 13% at the regional state, and 3% at the distant stage
[147]. Therefore, a feasible and cost-effective Liquid Biopsy [154] for PC detection would be
of great value, if it is capable of detecting PC at the localized stage, preferentially by means
of a simple blood test. Liquid biopsies are of big interest for diseases like pancreatic cancer,
where tissue samples are limited. Some liquid biopsies exploited for PC consist of identifying
and quantifying tumor-associated components released from all tumor sources that can be
present in blood, serum, or plasma, such as circulating tumor DNA (ctDNA), circulating
tumor cells (CTCs), and extracellular vesicles (EVs) [155, 156]. Major difficulties with these
liquid biopsy technologies include the lack in ability to isolate pure tumor-associated com-
ponents, which typically contains a mix of tumor- and non-tumor associated components,
which makes this technology insufficient to stand alone [156]. However, with the exception
of the protease-activity technology discussed here, none of the “classic” approaches to Liquid
Biopsies, such as the capture and detection of circulating tumor cell or circulating tumor

DNA, DNA-methylation studies or the analysis of the content of extracellular vesicles, are
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capable of reliable detecting stage 1 PC [157-161].

The Bossmann group has established a panel of seven proteases (caspases B and E,
matrix metalloproteinases (MMPs) 1, 3, and 9, urokinase plasminogen activator (UpA), and
neutrophil elastase) and arginase as suitable panel of enzymes for early PC detection in 2018
[103]. This selection was based on Gene expression analysis [162] using data from NCBI GEO,
Entrez Gene ID, Unigene ID and Gene Symbol [162]. Protease and Arginase activities in
serum were measured with Fe/Fe;O,4 core/shell nanobiosensors with an average particle size
of 15 nm [103], [163], [164], [165], [166], [1]. The function principle is shown in Figure 8.1 (A).
Each protease cleaves its respective consensus sequence and releases the fluorophore TCPP,
which escapes the Forster quenching sphere of the nanoparticle plus tethered cyanine 5.5
dye (FRET pair) [163]. Upon escape, TCPP fluorescence increases and can be detected by a
clinical plate reader. The fluorescence signal correlates with the fluorescence intensity [103].
Note that the nanobiosensor for arginase activity detection is not cleaved. Arginase performs
a “post-translational” modification converting peptide-bound arginine into ornithine. The
latter changes the dynamic of the peptide tether, which increases TCPP fluorescence [165].

Although statistically significant differences of the protease/arginase activity pattern of
the group of all pancreatic cancer patients (n = 31) and the group of healthy, age- and
gender-matched volunteers (n = 48) could be established utilizing these Fe/Fe3O4-based
nanobiosensors, the overall sizes of the investigated groups was too small to establish the
feasibility of early PC detection beyond reasonable doubt. Furthermore, simple biostatistics
(e.g. performing Welch tests [167] and calculating p-values between data groups [167], [168])
do not provide the maximal extractable information from ultra-sensitive protease/arginase
analyses. Therefore, information fusion based hierarchical decision structures are employed
in this work for early-stage detection of pancreatic cancer. The classification models based
on hierarchical decision structures are attracting significant research attention in the recent
years. This is because they have demonstrated an appreciable predictive performance on
a wide variety of interesting engineering applications like text classification [169], intrusion
detection [170], manufacturing [171] and credit scoring prediction [172]. Biomedical ap-

plications like generation of molecular graphs [173], lung nodule malignancy classification
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Figure 8.1: (A): Design principles of a nanobiosensor for protease detection. The OFF
mode occurs when distance between fluorophore TCPP (tetrakis-carboxyphenyl-porphyrin),
Fe/Fe30,4 nanoparticle, and FRET-acceptor cyanine (Cy) 5.5C is reduced, upon cleavage of
the oligopeptide tether by a suitable protease present, this distance increases and leads to an
increase in fluorescence intensity, which is called the ON mode. (B): TEM and HRTEM of
dopamine-coated Fe/Fe;O, core/shell nanoparticles. (C): Typical emission spectra occurring
from a nanosensor for protease detection after 1h of incubation at 37 °C (Aeze = 421 nm). low:
buffer; middle: nanosensor; high: nanosensor after incubation with the respective enzyme;
with permission from reference [1], copyright Elsevier, Amsterdam 2021.
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[174], COVID-19 detection [175], skin lesion classification [176] and detection of Alzheimer’s
disease [177] have also incorporated the use of hierarchical learning methods to build effi-
cient classifiers. However, such hierarchical decision models have not been proposed for the
early-stage detection of PC. Given the limited sample size in such studies, exploiting a hier-
archical classification structure helps to reduce the complexity of model at each step, thereby
opening the possibilities to improve the performance of traditional multi-class classification
approaches. In this work, a novel hierarchical framework is proposed for early-stage detec-
tion of pancreatic cancer. Firstly, a hard hierarchical decision structure (HDS) coupled with
feature engineering at each step provides a better performance as compared to traditional
multi-class classification approaches. Secondly, a soft hierarchical decision structure (SDS)
additionally provides confidence associated with predicted labels in the form of probability
values for each class.

The major purpose of using computational methods for early pancreatic cancer detection
is detecting the onset of pancreatic cancer in the group of chronic pancreatitis patients,
which would permit a maximal time for successful treatment with emerging methods, such

as immunotherapy [178]. The key contributions of this work are as follows:

e This work, for the first time, proposes the use of ultrasensitive nanobiosensors for pro-
tease/arginase detection and integrates it with an information fusion based hierarchical
decision structure to detect pancreatic cancer (PC) at the localized stage by means of

a simple Liquid Biopsy.

e HDS, coupled with appropriate feature engineering steps is proposed to improve the
performance of traditional multi-class classification approaches. Results illustrate up
to 17% improvement in performance with the proposed HDS scheme relative to con-

ventional multi-class classification approaches.

e To better assist the clinician’s decision-making and provide insights into the decision
criteria driving the statistical methods, an SDS is developed to provide confidence

scores associated with predicted labels, in the form of class probability values.
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The decision labels and values of class probabilities obtained from HDS and SDS re-
spectively support clinicians in recognizing situation where predictions of the computational
models are uncertain. It helps them determine whether more tests are necessary for a more
accurate diagnosis. In this manner, the proposed framework possesses the potential to serve

as an effective decision support tool for early-stage PC detection.

8.1.1 Description of the dataset

The dataset resulting from protease/arginase activity quantified using ultrasensitive nanobiosen-
sors consists of a set of eight biomarkers. Identified biomarkers were obtained from the NCBI
Gene Expression Omnibus (GEO) database, which is public accessible. Biomarkers were pro-
teases with significant differences in expression levels between two samples, a primary tumor
sample and a healthy tissue sample, which both had to be in Homo sapiens. The features
for each sample comprise of values corresponding to a panel of seven proteases and arginase,
selected based on gene expression analysis using data from Unigene ID, Gene Symbol, NCBI
GEO and Entrez Gene ID [162]. Protease/arginase activity for each identified biomarker
was quantified in human serum samples obtained from the Biospecimen Repository Facility
in the Cancer Center of the University of Kansas Medical Center [179]. The group size was
as follows: “Healthy” volunteers (n = 48) and pancreatic cancer patients (n = 31), which
was further divided into “Localized” (earlier stage) and “Metastatic” (later stage) pancreatic
cancer. Localized pancreatic cancer samples signify the absence of any indication that the
cancer has spread outside the pancreas, while metastatic pancreatic cancer indicates that
it has spread to other parts of the body as well. Quantified protease/arginase activity was
quantified in serum samples after 60 min incubation, and this dataset was then utilized to
develop a computer prediction model.

Although the sample size for this research study is limited, it is important to note that
we are proposing a unique, one-of-a-kind approach for early cancer detection. We believe
that providing these initial results will stimulate more follow-on efforts in this direction

creating a significant clinical impact. Specifically, for this study, the team was not able to
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Figure 8.2: Formation of training set for early-stage detection of pancreatic cancer.

obtain more disease samples and had to work with the maximum number of samples the
biospecimen repository at the University of Kansas Medical Center was able to recruit. It is
imperative that the activity measured with this nanobiosensor technology depends strongly
on the protocol and quality of the serum samples collected, which has been previously noticed
by this team. For this reason, the better approach was to work with a smaller, but well-
defined sample size instead of obtaining a larger sample size from different repositories to
avoid multiple variables introduced during the comparison analysis. Furthermore, confidence
intervals are provided for all the inferences in order to accommodate the sample size effects
and better illustrate the power of the results.

The training set formation process for individual binary classifiers at respective hierar-
chical steps is illustrated in Figure 8.2. Eighty percent of all the instances in the dataset
are randomly selected to train the binary classifier in the first hierarchical step. This step
results in the isolation of samples belonging to “healthy” group. So, 80% of the remaining
instances, i.e., the samples from “localized” and “metastatic” groups are selected at random
to form the training set for binary classifier in the second hierarchical step. This strategy for
preparing the training sets for individual binary classifiers is adopted due to limited number

of samples available in the dataset.
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8.1.2 Methodology

In this work, the problem of early-stage detection of pancreatic cancer is modelled as a multi-
class classification problem. The data derived from the experiments consists of three classes,
namely, “Healthy”, “Localized” pancreatic cancer and “Metastatic” pancreatic cancer. Two

information fusion based decision structures are proposed:

1. A HDS with specific feature engineering at each step for better performance relative

to conventional classification approaches.

2. A SDS that provides confidence associated with predicted labels in the form of proba-

bility values for each class.

Hard Hierarchical Decision Structure

The fundamental premise of the proposed information fusion based HDS involves tailoring
the statistically most significant features with appropriate weights to execute an efficient
binary classification task at each hierarchical step. The proposed HDS is shown in Figure
8.3. The individual elements involved in building the HDS are described next.
Computing weights for features

The first step in the proposed HDS framework is to identify whether the given sample
belongs to healthy (null hypothesis) or non-healthy (alternate hypothesis) group. The feature
engineering in building the corresponding binary classifier involves appropriate weighing of
all the features based on their relative importance. These weights are obtained based on the
p-values of two-sample t-tests for all the features across the set of measurements obtained
from “healthy” and “non-healthy” groups. The test decision values and p-values for the
null hypothesis that measures if “healthy” and “non-healthy” groups belong to independent
random samples from normal distributions with equal means, were evaluated for all the
features. It was observed that the p-values are distributed over a wide range and possess
a highly skewed distribution. Therefore, the associated probability operations can generate

extremely small values that are difficult to represent with sufficient precision. This results in
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Figure 8.3: Proposed information fusion-based HDS framework.
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Table 8.1: Computing weights for the features (A test decision value of 0 indicates a failure
to reject the null hypothesis at 95% confidence level, a value of 1 indicates rejection of the
null hypothesis at 95% confidence level; a rank of 1 indicates that the corresponding feature
is most important and that of 8 indicates that the corresponding feature is least important).

1§II(.)‘. Feature DeTc?ziton p-value | Rank | —log, p | Weight
1 | Arginase 1 3.41e-5 6 10.29 0.0950
2 |CatB 1 8.92¢-10 2 20.84 0.1925
3 |CatE 1 9.61e-10 3 20.76 0.1918
4 | MMP 1 0 0.0538 8 2.92 0.0270
5 | MMP 3 1 0.0214 7 3.84 0.0355
6 | MMP 9 1 5.79e-10 1 21.27 0.1965
7 | Neutrophil |y 1.62¢-6 | 5 | 1334 | 0.1232
Elastase
8 | UpA 1 3.02e-7 4 15.01 0.1387

numerical errors like underflow or overflow. In order to avoid precision issues, the p-values
are transformed to a logarithmic scale for better interpretation and analysis [180-182]. The
negative values of natural logarithm of p-values, — log, p is computed for all the features and

scaled, as shown in equation (8.1) to obtain the corresponding feature weights.

- loge fZ
SN —log, fn

Here, w; is the weight corresponding to feature f;, —log, f; represents the negative value

w; =

(8.1)

of natural logarithm of p-value corresponding to feature f; and N is the total number of
features. The p-values and computation of corresponding weights for all the features in the
dataset under consideration are presented in Table 8.1.
Selecting features for each hierarchical step

If a given sample is identified as “non-healthy” in the first hierarchical step, the next step
is aimed at determining the degree or extent of abnormality involved. The second hierarchical
step determines if the given sample belongs to a “localized” or "metastatic” group. The
corresponding binary classifier uses a subset of the features rather than using all the features
obtained from experiments, as in the first hierarchical step. This feature engineering step
identifies the most relevant features, thereby simplifying the models and making them easier

to interpret. Moreover, this allows to have shorter training times and reduces overfitting.
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The relevant features are identified by conducting a series of two-sample t-tests (as in the first
hierarchical step) for localized vs. metastatic groups. The features exhibiting lowest p-values
in hypothesis tests are selected as admissible features for corresponding binary classifier. For
the dataset under consideration, Cat B, Cat E, MMP 3 and UpA are selected as admissible

features for binary classifier in the second hierarchical step.

Soft Hierarchical Decision Structure

While the HDS offers a three-class classifier, it does not provide any information regarding
the confidence associated with the decisions. This drawback is addressed in the proposed
SDS framework that provides confidences associated with the predicted labels in the form of
probability values for each class. The proposed SDS is shown in Figure 8.4. It is basically
an extension of the HDS, where the prediction for each sample is accompanied with the
probability values of that sample being affiliated to each of the three classes. The differences
between these probability values provide an indication of confidence associated with the
corresponding prediction. For a given instance, if the probability value corresponding to
one of the classes in significantly higher than the rest, the confidence associated with such a
prediction would be HIGH. On the other hand, if there is no significant difference between
the probability values corresponding to all the classes, the associated confidence would be
LOW. This framework helps the doctors determine whether additional tests are required for
proper diagnosis.

All steps in the SDS are probabilistic extensions of the HDS. For example, the first step
in SDS results in two values indicating probabilities of the given sample being “healthy”
or “non-healthy”, represented by P(H) and P(H) respectively. These values are essentially
the probability estimates of classification model trained at first hierarchical step for a given
sample and are obtained using predict_proba() method of trained scikit-learn [183] models.
The second hierarchical step evaluates the probabilities of the given sample being “localized”
or “non-localized”, given the condition that it belongs to “non-healthy” group, represented

by P(L|H) and P(L|H) respectively. These values are probability estimates of classification
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Figure 8.4: Proposed information fusion-based SDS framework.

model trained at second hierarchical step for a given sample. As a result, the probabilities of
a sample being “localized” or "metastatic” is evaluated based on equations (8.2) and (8.3)

respectively.

8.1.3 Results and Discussion
Hard Hierarchical Decision Structure

The proposed framework is evaluated by training a series of hierarchical classification models
by considering several combinations of binary classifiers in all the three hierarchical steps,
indicated in Figure 8.3. The classification methods considered for individual binary classifiers
include: (i) Gaussian Naive Bayes (GNB) [184], (ii) Decision Tree (DT [185], (iii) SVM [186],
(iv) kNN [187], (v) RF Classifier [185, 187] and Logistic Regression (LR) [188]. In order to

avoid overfitting, k-fold (k = 5) cross validation technique is used as a resampling method

126



Table 8.2: Combinations of classification methods exhibiting an overall mean accuracy score
of more than 85%.

Classification Method Accuracy

Sensitivity | Specificity

Sr.

No. | Step 1 Step 2 Score
1 GNB DT (87.34 £ 4.70)% | 0.76 £ 0.10 | 0.84 + 0.04
2 kNN DT (89.87 £ 6.28)% | 0.81 £+ 0.06 | 0.89 + 0.06
3 kNN kNN (91.14 £+ 3.94)% | 0.85 £ 0.08 | 0.93 + 0.04
4 kNN SVM (92.40 + 3.26)% | 0.93 £ 0.08 | 0.95 + 0.06
5 REC DT (88.61 + 4.66)% | 0.88 £ 0.04 | 0.91 + 0.04
6 REC GNB (86.07 + 6.94)% | 0.78 + 0.06 | 0.88 + 0.02
7 RFC kNN (89.87 + 5.04)% | 0.89 + 0.02 | 0.86 + 0.08
8 SVM SVM (88.61 4 3.36)% | 0.87 £ 0.08 | 0.90 £+ 0.06
9 SVM GNB (87.48 + 5.52)% | 0.80 £ 0.06 | 0.88 £ 0.02
10 DT GNB (86.07 + 7.76)% | 0.78 £ 0.04 | 0.82 £+ 0.08

Table 8.3: Confusion Matrix — HDS (Step 1: kNN; Step 2: SVM).

Predicted Class

Healthy | Localized | Metastatic
Healthy 46 1 1
3;565 Localized I 18 0
Metastatic 1 2 9

for training and evaluating the performance of classification models. The combinations
of classification methods exhibiting an overall mean accuracy score of more than 85% are
reported in Table 8.2. The sensitivity and specificity of all model combinations are also
indicated. The 95% confidence intervals for evaluation metrics (accuracy score, sensitivity
and specificity) are represented using mean and standard deviation of k-fold cross-validated
values.

The training sets were formed and evaluation was performed over all the instances in
the dataset under consideration. In Table 8.2, it can be observed that the best performance
(overall mean accuracy score of 92.40%) is obtained using kNN for binary classification in
first hierarchical step and SVM in the second step. Moreover, the sensitivity and specificity
scores for this case are observed to the most favorable as compared to all other combinations
of classification methods. The corresponding confusion matrix is presented in Table 8.3.

On the contrary, the maximum mean classification accuracy obtained from conventional
multi-class classification approach using individual classification methods is 74.66%, as indi-

cated in Table 8.4. The 95% confidence intervals associated with the predictions of statistical
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Table 8.4: Performance obtained using conventional multi-class classification approaches.

Classification Accuracy
Sr. No. Method Score
1 GNB (70.48 = 7.50)%
2 DT (68.52 + 11.22)%
3 SVM (71.21 = 5.74)%
4 kNN (74.66 + 4.28)%
5 RFC (69.18 + 7.82)%
6 LR (72.95 + 9.16)%

models are reported using mean and standard deviation of k-fold (k = 5) cross-validated ac-
curacy scores. This demonstrates that the HDS framework outperforms the conventional
multi-class classification approaches for early-stage detection of pancreatic cancer. The su-
perior performance of proposed HDS framework is primarily attributed to the following rea-
sons: (i) the features are weighed in the first hierarchical step based on their distinguishing
ability, unlike traditional multi-class classification approaches which give equal importance
to all the features; (ii) only a subset of features which are able to confidently differentiate
between localized and metastatic PC are considered in the second hierarchical step, instead
of accounting for all the features irrespective of their differentiating capability; (iii) splitting
a multi-class classification problem into step-wise binary classification tasks allows for a more

simplified feature representation and better learning.

Soft Hierarchical Decision Structure

The proposed SDS framework supports computation of confidences associated with the pre-
dicted labels in the form of probability values for each class. An example for a correct and
incorrect prediction are shown in Figure 8.5 and Figure 8.6 respectively.

The instance shown in Figure 8.5 is correctly classified as “Healthy”. It can be seen that
the probability of this sample belonging to “Healthy” class is significantly higher than those
of the other classes. In such a situation, the clinician can have sufficiently high confidence on
the model prediction and it can be concluded that no further tests are required. In contrast,
the instance shown in Figure 8.6 actually belongs to a “Healthy” class but is misclassified
as “Metastatic”. Additionally, it can be observed that the differences in probabilities of

“Healthy” and “Metastatic” classes is not as significant as in the instance demonstrated in
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Figure 8.5: Example of correct prediction - SDS.
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Figure 8.6: Example of incorrect prediction - SDS.
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Figure 8.5. One of the fundamental limitations of standard Al-based decision-making models
is that they attempt to impose a strict conclusion in the form of an output by selecting the
most appropriate option among all the possibilities. In such a scenario, the confidence and
faithfulness towards predictions of these computational models is disputable, particularly for
crucial applications such as medical diagnosis. The proposed SDS framework overcomes this
shortcoming by specifying confidence associated with model predictions in the form of class
probability values. This information helps the clinician perceive the lack of confidence in the
model predictions and nudge them to possibly prescribe further tests prior to diagnosis. In

a sense, the SDS builds off the HDS and makes it more “explainable” to the end user.

8.2 Case Study 2: Early-stage Detection of Ovarian

Cancer

Ovarian Cancer (OC) stands as the most fatal among all gynecologic malignancies. It ranks
as the seventh most frequently diagnosed cancer and the eighth leading cause of cancer-
related deaths among women worldwide. Estimates provided by the American Cancer Soci-
ety suggest that in 2023, there will be approximately 19,710 new cases of ovarian cancer and
13,270 associated deaths [189-191]. OC poses a significant threat with no efficient screen-
ing methods available. Around 70% of OC patients receive diagnoses at advanced stages,
leading to a grim prognosis, despite aggressive and prompt therapeutic interventions [192].
OC refers to a diverse collection of carcinomas originating in ovarian tissue. These carci-
nomas exhibit distinct clinicopathological and molecular characteristics, as well as unique
tissue origins [193]. Ovarian High Grade Serous Carcinoma (HGSC) represents the predomi-
nant subtype, comprising approximately 70-80% of all diagnosed ovarian cancers worldwide.
The heightened mortality associated with HGSC is largely attributed to the challenge of
early detection, a crucial factor for effective clinical interventions. Symptoms of HGSC typi-
cally manifest insidiously, often lacking noticeable clinical indications until advanced stages.

Common symptoms include bloating, pelvic or abdominal discomfort, and menstrual irreg-
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ularities. Efforts have been made by researchers to devise diagnostic models for ovarian
cancer symptoms, aiming to enhance OC detection. Despite these endeavors, symptoms are
reported to occur across all stages of the disease, yet they tend to be non-specific [194]. Con-
sequently, approximately 70% of high-grade serous carcinoma (HGSC) cases evade diagnosis
until reaching stages ITI-IV [195]. As a result, the long-term survival prospects for women
diagnosed with ovarian cancer remain bleak, with a mere 5-year survival rate of 49% [196].

Routine screening for early detection has proven highly beneficial for various types of can-
cer. For instance, the implementation of the Papanicolaou (Pap) test has led to a significant
decrease in both incidence and mortality rates of cervical cancer by over 75% in screened
populations in the United States. Likewise, colonoscopy screening has been associated with
a notable 70% reduction in mortality risk for colorectal cancer [197]. Regrettably, effective
screening for ovarian cancer remains elusive as there is presently no established strategy for
early detection [198]. Presently, two approaches exist to screen for ovarian cancer before
symptoms manifest or become detectable during routine gynecologic examinations. One
method involves a blood test to detect elevated levels of a protein known as Cancer Antigen
125 (CA-125) [199]. The alternative method involves conducting an ultrasound examination
of the ovaries. However, studies have yet to demonstrate that either technique significantly
improves survival rates when employed in women at average risk. Consequently, routine
screening for ovarian cancer is presently not recommended by the United States Preventive
Services Task Force (USPSTF) due to the assessment that “the potential harms outweigh
the potential benefits” [200, 201]. Therefore, there exists a pressing need for precise screen-
ing and diagnostic methods for ovarian cancer. Consequently, clinicians and researchers
have been striving to innovate and develop novel approaches to identify early-stage disease
utilizing a range of diverse biomarker sources. The objective of this study is to devise a
viable, non-invasive, and economical detection methodology with the capability to identify
ovarian cancer at its earliest stage via a simple blood test, commonly referred to as a liquid
biopsy. By following a similar procedure as described in Section 8.1.1, the Bossmann group
(our collaborators at The University of Kansas Medical Center) established a panel of seven

proteases including MMPs, CTSs and ADAMs by means of graphene-based nanobiosensors
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nanobiosensors to detect activity of OC proteases in serum. The data is based on exper-
iments conducted with 146 participants, classified into 3 classes (Healthy, Localized and
Metastatic) on the basis of an enzymatic signature consisting of MMP3, MMP24, MMP28,
CTSK, ADAM10-12, ADAM15 and ADAM17.

8.2.1 Methodology

In this work, the problem of early-stage detection of ovarian cancer is modelled as a multi-
class classification problem. The data derived from the experiments consists of three classes,
namely, “Healthy”, “Localized” ovarian cancer and “Metastatic” ovarian cancer. This work
proposes an active explainable decision framework for early-stage detection of OC. AL is
implemented with the following variants for base decision model: (i) Hierarchical decision
model with kNN as base classifier (similar to the one discussed in Section 8.1.2), (ii) 2-layer
neural network with linear activations. US query strategy is employed to select instances
for annotation during the iterative querying process in AL environment. It is worthwhile
to note that the use of aforementioned base decision models is just an illustration and the
proposed framework is applicable across any base classification framework. In this strategy,
the instances which minimize the classifier uncertainty are selected for annotation during each
query step, as indicated in eq. (6.16). 20% of the total instances in the dataset are selected
randomly to create an initial labeled dataset, which is used to train an initial ML-based
classification model. Further, 30% of the total instances are used for querying iteratively
(one query per iteration), and the classification model is updated after each query step.

In order to explain the decisions predicted by the proposed framework, feature relevance
explanation is used as post-hoc explainability technique for the decision models. This pro-
cess elucidates the internal operations of a model by calculating a relevance score for each
of the associated features in the dataset. These scores measure the impact (sensitivity) a
feature exerts on the model’s output. Comparing scores across various variables reveals the
significance attributed by the model to each variable in generating its output. The feature

relevance methods serve as an indirect approach to elucidate the predictions of a decision
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Table 8.5: Confusion Matrix with hierarchical framework as base decision model.

Predicted Class

Healthy | Localized | Metastatic
Healthy 47 1 2
gf;lses Localized 3 42 1
Metastatic 0 2 48

model [202]. Specifically, SHapley Additive exPlanations (SHAP) methodology [203] is em-
ployed to address the issue of explainability. SHAP is a unified framework that assigns a
significance value to each feature for a specific prediction task using a novel category of
additive feature importance metrics. An additional advantage is that SHAP values remain
constant unless there is a modification in the contribution of a feature. This suggests that
SHAP values are model-agnostic and offer a reliable interpretation of the predictions of a
decision model, regardless of alterations in its architecture or parameters. Moreover, it is ro-
bust to missing data and mitigates the risk of irrelevant features distorting the interpretation

of the decision model.

8.2.2 Results and Discussion

The proposed AL methodology was evaluated by considering both the variants for base
decision model: (i) Hierarchical decision framework with kNN as base classifier, and (ii)
2-layer neural network with linear activations. The corresponding confusion matrices are
presented in Table 8.5 and Table 8.6, respectively. It can be observed that a classification
accuracy of 93.83% is obtained when hierarchical decision framework with kNN is employed
as thee base decison model within AL environment. On the other hand, a 2-layer neural
network with linear activations yields an accuracy of 94.52%. The specificity is same with
both the variants of decision models. Moreover, the sensitivity is slightly better with 2-layer
neural network (0.94), as compared to tat obtained using hierarchical decision framework
with kNN (0.93) as the base decision model. This suggests that a 2-layer neural network
with linear activations is able to learn better representation in the proposed AL framework.

The feature relevance scores were computed for all the samples in the dataset, based on
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Table 8.6: Confusion Matrix with 2-layer neural network as base decision model.

Predicted Class

Healthy | Localized | Metastatic
Healthy 47 2 1
('Ij‘f;lsz Localized 0 44 2
Metastatic 1 2 47

Samplel 02 Sample 2 I |
I | | - I I - . .

MP3 MMP23 MM CTSK  ADAMI10-12 ADAMI1S  ADAMI7 AP3 MMP24  MMP2B CISK  ADAM10-12 ADAMIS — ADAMIT

Sample3 0 Sample4 o |
I [ Y ‘ I I i

. e SE  ADAMLO-IZ ADAMIE  ADAML MMP24  MMP28 TSK  ADAMI0-12 ADAMIS — ADAMI

Figure 8.7: Feature relevance scores for samples in “Healthy” class.

the SHAP methodology elaborated in Section 8.2.1. A few samples from each of the classes,
i.e., “Healthy”, “Localized” ovarian cancer and “Metastatic” ovarian cancer are presented
in Figure 8.7, Figure 8.8, and Figure 8.9, respectively. It can be observed that the top
three feature relevance scores are consistent within each class, for example, MMP3, MMP28,
CTSK exhibit the highest feature relevance scores for samples in “Healthy” class. Similarly,
MMP3, MMP24, ADAM10-12 possess the highest feature relevance scores for “Localized”
class, and MMP28, ADAM15, ADAM17 for the “Metastatic” class. The consistency in these
feature relevance scores suggest the high importance of these features over others in order to
explain the predictions of the decision models. This information helps the clinician to judge
the importance of different proteases during medical diagnosis and nudge the possibility of

prescribing additional tests before making a final decision.
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Figure 8.8: Feature relevance scores for samples in “Localized” class.
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8.3 Summary

In this chapter, two case studies are presented to demonstrate different ways of explaining the
predictions made by decision models. The first case study focuses on early-stage detection
of PC. The use of ultrasensitive nanobiosensors for protease/arginase detection is combined
with information fusion based statistical framework to detect PC at the localized stage
by means of a simple Liquid Biopsy. The proposed hierarchical SDS framework provides
confidences associated with the predicted labels in the form of probability values for each
class, which makes the decisions more “interpretable”. This information can be used to
clinicians in order to perceive the lack of confidence in model predictions and to examine if
any further tests are required before making a final decision. The prime advantage of using
such computational methods for detection of pancreatic cancer during early-stage is detecting
the onset of pancreatic cancer in the group of chronic pancreatitis patients, which would allow
a maximal time for successful treatment with emerging methods like immunotherapy. The
second case study on early-stage detection of OC incorporates feature relevance technique to
explain the predictions of corresponding decision models. This provides a feature relevance
score for all the features corresponding to a sample under consideration. This information
aids clinicians in assessing the significance of various proteases during medical diagnosis,
thereby enabling them to consider the necessity of additional tests before reaching a definitive
decision.

The next chapter introduces a novel framework to leverage the knowledge of input and
output uncertainties in decision models, modify training objectives and improve the robust-
ness and predictive performance of decision models. The knowledge of uncertainty is also

used to derive upper and lower bounds for label complexity, in the context of AL.
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Chapter 9

Uncertainty-guided Active Learning

NN-based decision models have enabled a plethora of Al applications in different domains
of science and engineering over the last decade. Regardless of their stellar predictive perfor-
mance, there are two key challenges that limit their adaptability and reliability: (i) require-
ment of massive amounts of labeled training data, and (ii) inability to quantify uncertainties
in the model predictions [204]. Semi-supervised learning approaches like Active Learning
(AL) have proven to be beneficial in training decision models using much fewer labelled
instances when compared to conventional supervised learning methods [205]. This is ac-
complished by strategic selection of the most informative samples from the unlabeled pool
of data by optimizing specific AL heuristics. It allows learning an efficient decision model
within the available annotation budget, either in terms of cost or time [53, 81, 206]. Owing
to the widespread applicability of these computational models, it is extremely crucial to
quantify the confidence associated with their predictions. The issue of improper calibration
(i.e., over-confidence or under-confidence) of the decision models becomes more important
in safety-critical applications like healthcare.

In order to overcome the aforementioned limitation, uncertainty quantification in NN-
based decision models has gathered significant research attention lately. The fundamental
goal of such approaches is to provide probability distributions of model predictions or the

confidence intervals associated with them, rather than offering just the point estimates. The
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uncertainties can be broadly divided into two categories: (i) aleatoric uncertainty, and (ii)
epistemic uncertainty. Aleatoric uncertainty is defined as the intrinsic randomness of data
caused by noisy or faulty measurements. It can be captured via uncertainty associated with
the feature vectors of individual data samples. Epistemic uncertainty refers to the scientific
uncertainty in a model caused by its inability to completely comprehend the underlying
process. It can be captured via uncertainty associated with the parameters and activation
functions of neurons related to the NN model. A variety of methodologies based on the use of
Bayesian Neural Networks (BNN), ensemble models and deep Gaussian processes have been
used to quantify epistemic uncertainty [207]. On the other hand, aleatoric uncertainty has
been quantified using approached based on deep discriminative models and deep generative
models [207]. Once the uncertainty in NN is quantified, this knowledge can be leveraged to
modify training objectives, thereby improving the robustness and predictive performance of
decision models. This work proposes, for the first time, a novel framework to leverage the
knowledge of prediction/classification uncertainty to guide querying process in the context

of AL.

9.1 Related Work

The predictions of NN-based decision models are impacted by numerous factors that lead to
uncertainties in both data and model. The presence of multiple sources of uncertainty makes
it challenging to completely eliminate uncertainties in neural networks, thereby making it
impractical for a majority of safety critical applications. In practical scenarios that include
the use of real-world data, it is common for the training data to represent only a portion of
the entire range of possible input data. Consequently, it is sometimes inevitable to encounter
a discrepancy between the domains of NN and the unknown actual data [204]. Nevertheless,
it is challenging to precisely assess the uncertainty of NN predictions due to the inherent
difficulty in modelling the possibly unknown nature of various uncertainties involved. Hence,
the quantification and exploitation of uncertainties in NN-based decision models has been

studied extensively in the literature recently.
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Uncertainty quantification methods can be broadly classified into four categories [204]: (i)
single deterministic methods, (ii) Bayesian methods, (iii) Ensemble methods and (iv) Test-
time augmentation methods. In single deterministic methods, the predictive uncertainty is
derived from a single forward pass within a deterministic network. These methods can be
internal or external. The internal deterministic methods involve predicting the distribution
parameters over the predictions rather than just the point maximum-a-posteriori estimates
[208-211]. On the other hand, the external deterministic methods are model-agnostic and
can be integrated with already trained networks [212-214]. Although single deterministic
methods are computationally efficient in terms of implementation, they depend on a single
opinion, thereby making them extremely sensitive towards training data, methodology as
well as model architecture. Bayesian methods infer the probability distribution over the net-
work parameters by employing Bayesian learning instead of maximum likelihood principles.
In these methods, the posterior distribution is often intractable for a majority of the prior
posterior pairs. Consequently, approximation techniques like variational inference [215, 216],
sampling approaches [217, 218] and Laplace approximation [219, 220] are employed to ap-
proximate the Bayesian inference.

Ensemble methods generate predictions by aggregating the decisions obtained from sev-
eral ensemble members. The synergistic effects across several decision models are utilized to
achieve a more comprehensive generalization. This is based on the argument that a collec-
tion of decision models is more likely to provide superior conclusions compared to a single
decision model [221]. In the recent years, different variants of ensemble approaches like Deep
Ensemble [222], Hyperparameter Ensemble [223], Batch Ensemble [224] and Multi-Input
Multi-Output [225] have been proposed for uncertainty quantification in NN-based decision
models. Since each ensemble member is independent, there is a linear growth in memory and
computational resources when more members are added. This applies to both the training
and testing phases. Thus, implementing ensemble methods is constrained in several practical
applications due to limitations in computation power, memory capacity, time sensitivity, and
the inclusion of huge networks with high inference time. The test-time augmentation meth-

ods are motivated by a combination of adversarial examples and ensemble methods [226].
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The fundamental approach involves generating several test samples from each original test
sample through the application of data augmentation techniques. Subsequently, all of these
augmented samples are tested to calculate a prediction distribution, which serves as a means
to quantify uncertainty. The underlying concept of this approach is that by incorporating
augmented test samples, it becomes possible to examine several perspectives, hence enabling
uncertainty quantification [227-229].

In the context of AL, similar approaches have been recently adopted for uncertainty
quantification [230-233]. However, none of the works in the literature address the problem
of leveraging input and output uncertainties in NN-based decision models to either guide
the querying process in AL or modify the training objectives. In this paper, for the first
time, the knowledge of predictive uncertainty is leveraged to guide the process of informative
sample selection in AL. The lower bounds and upper bounds for label complexity are also
derived.

In this work, a novel framework is proposed to leverage the knowledge of uncertainty to
guide querying process in AL. Given a neural network-based decision model and a tolerable
threshold on the uncertainty of its predictions, the prediction uncertainty is first propagated
back to the input side using the Assumed Density Filtering (ADF) approach. This knowledge
is then leveraged to guide the informative sample selection via querying in AL. The lower
and upper bounds for label complexity are also derived in the context of AL approach
considered in this work. The proposed methodology is generic and can be applied to any
AL setup, irrespective of the query strategy and base decision model. Such an approach
of utilizing uncertainty information to support AL has not been reported in the literature
related to uncertainty in NN so far and is a novel contribution of this work. The efficacy
of the proposed framework has been experimentally demonstrated across both classification

and regression problem setups.

140



N
- Active Deep Neural Network output -
Y Learner eep Neural Networ| >» Y+
Data
Pool
. . — Az, < .
guides strategic sampling propagated back to input of neural network
N

Figure 9.1: Proposed framework for uncertainty-guided Active Learning.

9.2 Methodology and Main Results

This work presents a novel framework to use the knowledge of uncertainty in model predic-
tions to guide the AL sampling process, which in turn helps in fine-tuning the decision model.
Given a neural network-based decision model and a tolerable threshold on the uncertainty
in its predictions, the proposed framework involves two major components: (i) propagating
the tolerable threshold on uncertainty of the model predictions to the input side; and (ii)
using the input uncertainty to guide the informative sample selection via querying in AL.
This is illustrated in Figure 9.1. Here, Ay, represents output uncertainty (i.e., uncertainty
associated with the predictions of NN-based decision models) and A, represents input un-
certainty (i.e., uncertainty associated with the input features fed to the neural networks). In
practice, the sources of these uncertainties are: (a) intrinsic randomness of the data due to
noisy or inaccurate measurements, (b) incompetency of the models to completely explain the
underlying process. In this work, we put a tolerable threshold on uncertainty of the model
predictions (Ay,), and then systematically propagate it to across the neural network layers
to obtain Axy,.

Each of the components in proposed methodology is discussed next.
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9.2.1 Propagation of uncertainty in Deep Neural Networks

A Deep Neural Network (DNN) can be represented as a cascade of non-linear layers, as

shown in (9.1). That is,

y = f(x;0)

=fO (D (L fD (z0M)))

(9.1)

where, [ is the number of layers in DNN, x represents the input features fed to DNN and y
refers to the prediction of DNN.

Each layer i of a DNN is represented by £ (2(71); @), i.e., a non-linear transformation
of intermediate activations z(~!), parameterized by 8% with 2(® = . In the context of
probabilistic feed-forward neural network, the point predictions y can be written in the
form of probability distributions, as shown in (9.2). This helps to attribute a probability

distribution to all the possible predictions y.

f(x;0) =p(|z) (9.2)

In this work, the predictive distribution p(y|x) is restricted to be parametric and the
parameters are assumed to be central moments of a Gaussian distribution, where variance
represents the uncertainty surrounding the mean. In case of non-Gaussian distributions, it
needs to be approximated as Gaussian to retain a tractable form. Considering a standard ar-
chitecture for propagating point activations [234], the joint probability density of activations

in all the DNN layers can be written as:
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where 0[] is the Dirac delta function. The uncertainty in the input features can be modeled

as the true values perturbed by white Gaussian noise. Therefore,

p(z) = [Ny, 00) (9.5)

ADF is employed to propagate this aleatoric uncertainty through the layers of the neural
network. The ADF approach is chosen due to its low computational demands [234, 235]. This
process of uncertainty propagation involves estimating a tractable approximation of neural
network activations by consolidating one layer at a time, as shown in (9.6). Beginning with
independent Gaussian activations at the input layer, i.e., ¢(2(?) = p(z2®), the subsequent

layer activations can be approximated as,

p(z") % q(2) = g(=) [ [ a(2") (9.6)
p(z") = T[N, o) (9.7)

where, <u§-i), v](-i)> represents the value of activation and its variance corresponding to neural

unit j at the layer i. Essentially, the activation distribution ¢(z~Y) is non-linearly trans-
formed by subsequent layers £ into an output with probability distribution p(z®|z=)q(21).
Consequently, the joint density of all the activations upto layer i can be approximated as:

i—1

p(z00) = p(z?1207) [T a(z") (9.8)

j=0
Further, the best approximate probability distributions cj(z((”)) are estimated by min-
imizing the KL divergence with (z(®"). The next step is to perform moment matching
between p(z()) and G(z("?). Any layer 2 = f@ (2(-1;0®) can be then represented
as an uncertainty propagation layer by matching the central moments at first and second

orders, as:
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v =V, o0 [£9 (2579, 00)]

where E[-]JandV]-] denote expectation and variance, respectively.

In a DNN, the layers with linear activations are indicated as:

f(z)=Wz+b

where

20 =Wzl b

This can be written in the form of uncertainty propagation layer as:

p = w2t L p

vl = (W - W)ol™

(9.9)

(9.10)

(9.11)

(9.12)

(9.13)

(9.14)

This leads to the following result: Given an uncertainty bound (Ay,) at the output of a

DNN, the mean and variance of the activations at each preceding layer can be written as:

pl™ =Wl pl) — b

0

with y,zl =1y and v = Ay,
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9.2.2 Leveraging uncertainty to guide Active Learning

After propagating the tolerable threshold for uncertainty in the model predictions to the
input side, the next step is to leverage this knowledge to guide informative sample selection

from the unlabeled pool of data. This is performed in two steps:

1. Sub-sampling the querying space: First, we calculate the Mahalanobis distance [236]
between each point in the unlabeled pool of data and the initial labeled dataset (X))

in the context of Active Learning. The Mahalanobis distance is computed as
A (2, X,) = (@ = 7)7C~(z — 7)) (9.17)

where T, represents the mean of X, and C is the sample covariance matrix. This
metric is a measure of the number of standard deviations a given data point is away
from the distribution of X,,. Based on the value of Ax;,, we put a threshold (dr) on
the Mahalanobis distance. All the points with distance less than dr comprise the sub-
sampled querying space for AL. Consequently, the disagreement region in eq. (2.20)

can be modified to include this threshold, as shown below:
DIS(H)={zx € X :3h,g € H s.t. h(x) # g(x) N [du(z, X,) < dr]} (9.18)

DIS(H)={z € X :3h,g € H s.t. h(z) # g(z) N [[(x = 7,)"C ' (x — T,)] < dr]}
(9.19)
Compared to the conventional AL approaches, an advantage of the proposed method
is that the disagreement region is limited right at the beginning by leveraging the
knowledge of uncertainty propagated at the input side. This reduces the search space

to optimize the AL heuristics, thereby improving the computational efficiency.

2. Active Learning over the sub-sampled querying space: Once the querying space is sub-
sampled using the threshold (d7) on Mahalanobis distance and the subsequent disagree-

ment region is estimated using eq. (9.19), the next step is to perform AL. Consider a
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set V' of all candidate decision models. In AL, the unlabeled samples are iteratively
processed in sequence, i.e., the labels Y; of samples X; in DIS(V') are requested during
each query. In this work, we employ uncertainty sampling query strategy [53, 81] to
implement AL. It is important to note that the proposed approach can be extended to
other AL query strategies as well. The set V' is periodically updated by removing the
decision models with relatively poor performance over the queried samples. We derive
lower and upper bounds for label complexity in the context of AL approach considered
in this work. For both lower and upper bounds, we first formulate the label complexity
in no-noise case based on the work in [39]. These are further extended to noisy case,
where we consider noise rate v in eq. (2.17) to be analogous to uncertainty propagated
from the model predictions back to the input side Ax;,. The lower bounds presented
in this work hold for any query-based learning algorithm, without involving any of
the additional AL specific heuristics. Moreover, these lower bounds are based on the
minimax analysis of label complexity, i.e., minimum label complexity corresponding to
the worst case scenario. On the other hand, the computation of upper bounds on label

complexity considers the Al-specific measures.

Theorem 3. Given an AL algorithm that achieves a label complexity A, distribution P and

any € > 0, there exists a distribution Pxy with marginal P over X, such that

A(e, 6, Pxy) > [logy((1 — 6)N(2¢,P))] (9.20)

Proof. This proof uses the concept of e-covering number of C, indicated by N (e, P). For an
arbitrary distribution P, the e-covering number of C is the smallest integer N, such that
there exists a set of classifiers H with |H| = N for which (J, .y B(h,€) = C [39].

The proof is based on the fact of 2e-packing of C, i.e., there exists a set of classifiers H € C
with |H| > N (2¢,P) such that every distinct h,g € H satisfy P(x : h(z) > g(z)) > 2e.
Assuming that the target function is chosen from H randomly, any learning algorithm that
is capable of generating h with E(h) < € can identify which g € H is the target classifier

using:
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g =argmin P(x : h(z) # f(z)) (9.21)

fed
The entropy of determining the target g € H is at least log,(N(2¢, P)). If the output of
the classifier is assumed to be binary, this is fundamentally the source of lower bound. The

factor (1 — §) accounts for the failure of the learning algorithm with a probability of §. [

Theorem 4. Given an AL algorithm that achieves a label complexity A, sufficiently small
€,0 >0, any Az, € (0,0.5), and if C > 3, there exists a universal constant q € (0,00) and
a distribution Pxy with E(f*) = Ay, such that

2
A(Axy, +€,6,Pxy) > q (A:;b) <d + Log (%)) (9.22)

where d is the Vapnik-Chervonenkis dimension [257] and Log(x) = max{In(z), 1}

Proof. The detailed proof of this Theorem is adapted from that of Theorem 4.3 in [39]. For

the sake of brevity, we provide a brief sketch of proof below:

e The proof is pursued in two parts: the part corresponding to the d term and then for

the Log (3) term.
e For d term:

— When d = 1, the part corresponding to d term is superfluous and this step may

be skipped.
— When d > 2,
« Define P({x;}) for each i € {1,2,...,(d — 1)}

« Assume a classifier fiy generated by the learning algorithm that achieves label
complexity A, using budget n € N, ¢ = {t;,}¢=! € {0,1}4?

A~

« Compute the expression for probability of er(h,.) — er(f*)
 Using law of total probability, find the conditions on ¢ = {#;}{=!' during which

the expression evaluated above holds true
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* Find the condition on ¢ that gives A(Ax, + €,9, Pxy) > n

e For Log (%) term: Similar steps as d terms when d > 2.

]

Next, the upper bounds on the label complexity of AL algorithm are formulated. In
order to implement AL, a set V' of all candidate decision models is considered. Then, the
unlabeled samples are iteratively processed in a sequence by requesting labels Y; for samples
X; in DIS(V) during each query. Consequently, the set V is also updated during each

iteration in AL. The AL algorithm with budget n is summarized below.

1. m+«0,t+<0,V«C
2. While t <n and m < 27,

(a) m+m+1
(b) If X,,, € DIS(V)
i. Request label Y,,
ii. Let V<« {heV :hX,) =Y.}
. t+1t+1

3. Return any h € V

Here, the label complexity analysis focuses on bounding the total number of label requests
made by the AL algorithm, which is sufficient to guarantee that Vh € V', E(h) < e with at
least (1 — §) probability. To help in these bounds derivation, the following Lemma related

to general concentration inequalities is introduced [39, 238]:

_1
Lemma 2. For any v € (0,1), any m € N, assuming €, = (%d) = and

(semestteci<toonion ==
U(m,~) = cmin "

m

dLog(8(d/m)+Log(1/) | \/ v(dLog(8(v))+Log(1/7))
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with probability at least 1 —~, Yh € C, there exists a universal constant ¢ € (1,00) such that

the following inequalities hold:

E(h) = E(f") < max{2(Epn(h) = En(f")), U(m, )},

Epn(h) —min B, (g) < max{2(E(h) — E(f7)), U(m,7)}

geC

Simplifying further using algebra, the following also holds for any m € N, ¢ € [1,00) and
e,7€(0,1):

m > cae® *(dLog(0(ae®)) + Log(1/7)) = U(m,v) < ¢

— (+ ) (dLog(0(v + ) + Log(1/7)) = U(m.7) < ¢

Theorem 5. The AL algorithm achieves a label complexity A such that for any distribution
Pxv, V6,5 € (O, 1),

e Pan) <00 (oo (P29 ) ) (20 (eucﬁ%r!)) (5:23)

where dr is the threshold on Mahalanobis distance and ||Xg|| is the Ly-norm of mean of the

feature vectors in the labeled set.

Proof. Fix any €,6 € (0,1) and the budget of AL algorithm n € N that satisfies

n > log, (;) 8ec'0(€) (dLog(6(e)) + 2Log (2log,(4/€)/5)) log, (%)

for some universal constant ¢ € [1,00). Consider M C {0,...,2"} to be the values of m
obtained during the querying process in AL. For every m € M, let V,, be the value of V'

with corresponding value of m. For an event A of probability 1, any m € NhasY,, = f*(X,,).
— By induction, Vme M, f*€V,, =V ={heC: E,(h) =0}
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Assume i, = ’—log2 (%H and let I = {0,...,i;}. Fori € I, let ¢ = 27% and my = 0;
Vi € 1\{0}, let

e ) 1 (2552

Using union bound and Lemma 2, it can be deduced that every ¢ € I has

suphevy, er(h) <€ (9.24)
for any event As with probability at least 1 — Z;;l D +i7i)2 >1— g

Considering the event A, while m < m,_, no. of label requests made by AL algorithm

can be written as

min{m;,,max M} min{m;,,max M}
Z HDIS(Vm,l)(Xm) = Z HDIS(V;;,I)<Xm)
m=1 m=1

The maximum value of this term is

Lz

ZILDIS(VQ_l)(Xm): Z Z Lprsevs ) (Xm) (9.25)
m=1

ieI\{0} m=m;_1+1
V* is monotonous in m. Thus, for m € {m;_1 + 1,...,m;} and any i € I\{0}, we have
DIS(Vy:_) € DIS(V,; ). Using eq. (9.24), V;_; C B(f*,€;i-1) for any event Ej. This
means DIS(V,: ) € DIS(B(f*, €-1)). So, the maximum value of (9.25) is:

i—

> D losweran(Xn) (9.26)

1eI\{0} m=m;_1+1
which is essentially the sum of m;_ independent Bernoulli random variables with an expected

value of

> ienoy(mi — mi—1)P(DIS(B(f*,€i-1))). Using Chernoff bound, the maximum value of
(9.26) for an event Aj with probability at least 1 — 2 is
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log, (2) +2¢ > (mi —mi)P(DIS(B(f*, €i-1))) (9.27)
0 1€I\{0}

It is known that P(DIS(B(f*, €i-1))) < 0(e;i—1)e;1 (definition of disagreement coeffi-
cient). Hence, Vi € I\{0}, the maximum value of m;P(DIS(B(f*, €;—1))) is:

406 ) (dLog(é’(ei)) + Log (M)) (9.28)

For i € I\{0}, 0(¢e;_1) < 0(¢;) < O(e)

s (9.27) < log, (g) 8ec'6(e) (dLog(8()) + 2Log (2logy(4/€) /) log, (%) <n
" 9.29)
It is proved that: (i) for an event ANAsNAS, SUPhevy;,, E(h) <€, <e¢ (ii) whilem < m,_,
no. of label requests made by AL algorithm is less than n Also, max M > m,;_ (" 2" > m,,)
— he Vi, = E(h) < e. By using union bound, it can be noted that the probability
of AN As N Aj is at least (1 —0) and

log, (2) 8ec'0(e) (dLog(0(e)) + 2Log (210gy(4/€)/8)) log, ( 47 ) <

0(e) (Log (%)) (Log (e\l%\l))

]

Theorem 6. The AL algorithm achieves a label complexity A such that for any distribution
ny, \V/E,5 c (0, 1),

A(Amb + €, 0, ny) <

0(Amy + ) (55 + Log (7% ) ) (dLog(B(Aa, + €)) + Log (L2222 ) (9:30)

el Xsll

Proof. Fix any €,d € (0,1) and the budget of AL algorithm n € N that satisfies

151



n > 0(Aay + ) (A;? + Log (%)) (dLog(Q(Aa:b +6)) + Log <%))

where ¢” is a numerical constant. Following the steps as elucidated in the Proof of Theorem
5, consider M C {0, ..., 2"} to be the values of m obtained during AL loop. For every m € M,
let V,,, be the value of V' with corresponding value of m. Using union bound and Lemma 2,

it can be deduced that every m € N with log,(m) € N satisfies

E.(f*) —min E,,(g) < U(m,dy) (9.31)

geC

for any event As with probability at least 1 — > "%, (HLZ.)Q >1— %‘5. Additionally, Vh € C,

E(h) = E(f") < max{2(En(h) = En(f7)), U(m, om)} (9.32)

Assume i, = [log, (2)] and let I = {0,...,i.}. For i € I, let ¢, = 27*. Denote [z], =
2Mee2@)1 i e smallest power of 2 that is at least as large as z. Assume mo = 0; Vi € I\{0},

let

, , [ Axy dr 4log,(4c /€;) ) )
i =10 (55 + iy ) (dpoatorann ey oy (H5

with m; = [m}]2. Combining this with eq. (9.32), for an event As, it can be said that

Vh e Vi, E(h) — E(f*) <2U(m;, 0m,) (. f* € Vin,—1)

With v = 4,,,, in Lemma 2, U(my;, 0,,,) < ¢ for every i € I\{0}. Moreover, Vh € V,,, = C,
E(h) — E(f*) < 2¢q holds trivially. So, for an event Ej, the following holds true for all i € I

with m; € M:

Yh € Vi, E(h) — E(f*) < 2 (9.33)
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— It is sufficient to show that m, € M, in order to complete the proof.

While m < m,_, number of label requests made by AL algorithm can be written as

min{m,; ,max M} ic min{m; max M}
E Lprsvi_1) g E Lprswy, ) (Xm)
m=1 m=mj_1+1

From eq. (9.33), for m € {m;—1 + 1,...,m;} and i € I\{0}, DIS(V,,—1) C DIS(V,n,_,) C

DIS(C(2¢;_1)). So, the maximum value of no. of label requests made by AL algorithm is

Z Z Lprsce 1)) (Xm)

=1 m=m;_1+1
which is essentially the sum of independent Bernoulli random variables. Using Chernoff

bound, its maximum value for an event Aj with probability at least 1 — g is
3
10g, (5) +2e Y " (m; —mi_1)P(DIS(C(261))) (9.34)
i=1
Using triangle inequality, C(2¢;_1) C B(f*,2Ax;, + 2€;_1)
— P(DIS(C(2¢-1))) < 0(2(Azy + €;-1))2(Axp, + €;-1) (" definition of disagreement
coefficient). Hence, Vi € I\{0}, the maximum value of m;P(DIS(C(2¢;—1))) is:

O(2(Axy + €;,-1)) (A?w’% + 1) <dL0g(9(A:1:b +¢€)) + Log (%)) (9.35)

Using properties of disagreement coefficient similar that in Proof of Theorem 5,

Az} d Log(1
00 < otesrte) (524 oo () ) (acantams 0 oy (S5 ) <o
¢ || Xl 5
(9.36)
for a suitable choice of the constant ¢”.
Hence, it is proved that: (i) for an event A;NA}, E(h)—E(f*) < suphev,, E(h)—E(f*) <

e (ii) while m < m;_, number of label requests made by AL algorithm is less than n. Moreover,
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by using union bound, it can be noted that the probability of As N Aj is at least (1 —0). O

9.3 Experimental Results

The proposed methodology is evaluated across both classification and regression tasks. In
case of classification, a pancreatic cancer dataset derived from [103] is considered. This en-
compasses the quantification of protease/arginase activity through the utilisation of highly
sensitive nanobiosensors. It comprises a collection of eight biomarkers, namely arginase, ma-
trix metalloproteinase-1, -3, and -9, cathepsin-B and -E, urokinase plasminogen activator,
and neutrophil elastase. The identified biomarkers were collected from the NCBI Gene Ex-
pression Omnibus (GEO) database, that is available in public domain. The proteases that
show notable variations in expression levels between two samples, namely a primary tumour
sample and a sample of healthy tissue, were required to originate from Homo sapiens. Con-
sequently, these proteases were classified as biomarkers. The methodology utilised for gene
expression analysis involved gathering data from Gene Symbol, Entrez Gene ID, NCBI GEO,
and Unigene ID. This data was then used to calculate the characteristics associated with a
set of seven proteases and arginase for each sample in the dataset. The detection of pancre-
atic cancer is modeled as a hierarchical classification scheme with a binary classifier at each
hierarchical step, as described in [115]. It comprises of 159 samples classified into the follow-
ing categories: “Healthy”, “Pancreatitis”, “Localized” pancreatic cancer and “Metastatic”
pancreatic cancer. “Healthy” denotes the data corresponding to healthy volunteers. “Pan-
creatitis” indicates the ones with inflammation in pancreas. While “Localized” pancreatic
cancer samples indicate the absence of any signs that the disease has spread outside the
pancreas, “Metastatic” pancreatic cancer implies that the cancer has spread to other parts
of the body too. For regression, we consider medical insurance costs dataset from [239]. The
objective of this dataset is to predict the insurance charges for people based on their age,
gender, BMI, number of children, smoking status and region of residence. The sample size
of medical insurance costs dataset is 1338.

A simple neural network architecture consisting of two linear layers with a softmax at
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Table 9.1: Theoretical Results of the proposed uncertainty-guided AL framework for classi-
fication task

Sr. No Level of Uncertainty Bounds on Label Complexity
) " | Output Layer | Input Layer | Lower Bound | Upper Bound

1 0 0 69 82

2 10% (0.1) 0.24 73 87

3 20% (0.2) 0.36 79 95

4 30% (0.3) 0.49 86 103

Table 9.2: Theoretical Results of the proposed uncertainty-guided AL framework for regres-
sion task

Sr. No. Level of Uncertainty Bounds on Label Complexity
Output Layer | Input Layer | Lower Bound | Upper Bound

1 0 0 551 624

2 10% (0.1) 0.35 604 712

3 20% (0.2) 0.56 675 785

4 30% (0.3) 0.74 764 857

the end is employed for training the decision models. Uncertainty sampling query strategy
is used for strategic selection of informative samples within the iterative querying process
of AL environment. The initial labeled datasets are curated by randomly selecting 10% of
the total instances in the respective datasets. Subsequently, this data is utilised to train an
initial neural network-based decision model. After training an initial model, the querying
procedure is commenced and the decision models are updated after each query step. In both
classification and regression tasks, theoretical as well as empirical results are presented. For
theoretical results, different thresholds for uncertainties in model predictions are considered
and propagated back to the input side, as elucidated in Section 9.2.1. Uncertainty in model
predictions is quantified by variations in the output of softmax layer for the classification
task, and that of final neural network layer for the regression task. Further, the lower and
upper bounds on label complexity are estimated, as discussed in Section 9.2.2. These are
reported in Table 9.1 and Table 9.2 for classification and regression tasks, respectively. It
can be seen that if the level of uncertainty is higher, the bounds on label complexity increase.
This is intuitive because it requires more samples/queries for the AL algorithm to learn an
efficient decision model, in case of higher uncertainties at input/output.

The empirical evaluation is also performed by actually implementing AL over both clas-
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Table 9.3: Empirical Results of the proposed uncertainty-guided AL framework for classifi-
cation task

Uncertainty at | Initial Classification Clasmﬁc-atlon Accuracy after
Sr. No. Outout L A specific no. of queries Remarks
utput Layer ccuracy 30 10 50 30
1 0 51.78% 63.71% | 71.32% | 85.35% | 95.31%
~J 0 1
2 10% (0.1) 44.84% 56.94% | 65.17% | 83.52% | 90.92% 95% V\.]lth
85 queries
~Y 5 1
3 20% (0.2) 39.14% 48.43% | 59.56% | 72.30% | 82.13% | ~ 976 with
93 queries
4 30% (0.3) 33.41% 45.67% | 54.28% | 66.37% | 75.63% | ~ 900 with
100 queries

Table 9.4: Empirical Results of the proposed uncertainty-guided AL framework for regression
task

Uncertainty at | Initial Predictive Predlctl.ve Performanc? after

Sr. No. Outout Laver Porformance specific no. of queries Remarks
p Y 150 | 300 | 450 | 600

1 0 54.10% 65.93% | 72.59% | 87.07% | 95.74%
2 10% (0.1) 49.15% 62.32% | T1.37% | 80.14% | 91.11% | ~ 207 with
695 queries
3 20% (0.2) 42.74% 50.23% | 65.06% | 76.13% | 8a.74% | < 0% with
760 queries
4 30% (0.3) 35.49% 46.16% | 50.36% | 69.62% | 80.45% |~ 276 with
848 queries

sification and regression tasks in order to check if a desirable performance of decision model
is achieved within the label complexity bounds established by theoretical results. The em-
pirical results are presented in Table 9.3 and Table 9.4 for classification and regression tasks,
respectively. It can be clearly seen that ~ 95% classification accuracy (or predictive perfor-
mance, for regression task) is achieved by no. of queries that are within the upper bounds
estimated by theoretical results. This holds true for both classification as well as regres-
sion tasks and demonstrates the efficacy of the proposed approach. At a specific number of
queries, the classification accuracy reduces with increase in the level of uncertainty. This
is again intuitive as AL algorithm needs higher number of queries when input and output
uncertainty increases.

Knowing the label complexity bounds, longitudinal analyses (averaged across specific
number of samples) are carried out by considering the input uncertainty levels estimated

by theoretical results. This is to validate the performance level of decision models at lower
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Table 9.5: Longitudinal Analyses of the proposed uncertainty-guided AL framework for
classification task (averaged across 25 samples)

Sr. No. Level of Uncertainty Bounds on Label Complexity Classification Accuracy at
Input Layer | Output Layer | Lower Bound | Upper Bound | Lower Bound | Upper Bound
1 0 0 69 82 89.66% 96.12%
2 0.24 0.1 73 87 86.43% 95.96%
3 0.36 0.2 79 95 82.03% 96.31%
4 0.49 0.3 86 103 79.58% 95.84%

Table 9.6: Longitudinal Analyses of the proposed uncertainty-guided AL framework for
regression task (averaged across 200 samples)

Sr. No. Level of Uncertainty Bounds on Label Complexity Predictive Performance at
Input Layer | Output Layer | Lower Bound | Upper Bound | Lower Bound | Upper Bound
1 0 0 551 624 92.35% 96.05%
2 0.35 0.1 604 712 91.67% 95.56%
3 0.56 0.2 675 785 88.61% 96.19%
4 0.74 0.3 764 857 87.92% 96.41%

and upper bounds of label complexity and demonstrated in Table 9.5 and Table 9.6 for
classification and regression tasks, respectively. The bounds of label complexity established
by theoretical results are successfully verified for all the experimental scenarios.

Furthermore, uncertainty calibration is also evaluated for all the experiments performed.
Negative Log Likelihood (NLL) [240] and Brier Score (BS) [241] are metrics used to indirectly
quantify uncertainty calibration, as shown in Table 9.7 and Table 9.8 for classification and
regression tasks, respectively. The values of NLL are observed to increase with an increase
in level of uncertainty, thereby demonstrating the high-quality uncertainty calibration of
decision models trained using the proposed approach. A similar trend is witnessed for BS
values as well.

Table 9.7: Evaluating uncertainty calibration of the proposed uncertainty-guided AL frame-
work for classification task

Sr. No. Level of Uncertainty Negative Brier
Input Layer | Output Layer | Log Likelihood | Score
1 0 0 - -
2 0.24 0.1 -0.82 0.05
3 0.36 0.2 -0.71 0.07
4 0.49 0.3 -0.54 0.08
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Table 9.8: Evaluating uncertainty calibration of the proposed uncertainty-guided AL frame-
work for regression task

Sr. No. Level of Uncertainty Negative Brier
Input Layer | Output Layer | Log Likelihood | Score
1 0 0 - -
2 0.35 0.1 -0.76 0.03
3 0.56 0.2 -0.53 0.04
4 0.74 0.3 -0.44 0.06

9.4 Summary

In this chapter, a novel framework is proposed to leverage the knowledge of input and output
uncertainties in NN-based decision models to guide querying process in the context of AL. A
tolerable threshold on the uncertainty of NN predictions is considered and propagated back
to input side using the ADF approach. Then, this information is used to guide informative
sample selection in AL. The lower and upper bounds for label complexity are also derived
in the context of AL approach considered in this work. It is worthwhile to note that the
proposed methodology is generic and hence, agnostic to AL setup, query strategy and the
base decision model. Experimental results demonstrate the applicability of the proposed
framework across both classification and regression tasks. Empirical evaluation is performed
by actually implementing AL in order to check if a desirable performance of decision model
is achieved within the label complexity bounds established by theoretical results. In order
to validate the performance level of decision models at theoretical label complexity bounds,
longitudinal analyses is carried out by considering the input uncertainty levels estimated by
theoretical results. The next chapter concludes the thesis and highlights the potential future

research directions.
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Chapter 10

Conclusions and Future Work

This chapter provides a summary of the contributions of this dissertation and outlines po-

tential directions for future research.

10.1 Conclusions

This dissertations addresses fundamental questions related to learning and inferencing chal-
lenges in HITL decision systems. The primary motive is to develop frameworks that support
building an efficient decision support tool for any HITL environment. The decision-making
process facilitated by this support tool should prioritize interpretability and resilience against
modeling errors, measurement noise, and biases inherent in both human and AI components.
Such integrated frameworks are particularly valuable for safety-critical applications, where
extensive human oversight is necessary, and errors introduced by either human or Al compo-
nents can have costly repercussions. For instance, a robust and transparent decision support
tool in medical diagnosis can assist doctors and clinicians in considering the need for ad-
ditional tests, thereby enabling more informed decision-making with increased confidence.
The accomplishments of this dissertation can be summarized as follows.

Chapter 3 introduces a hybrid query strategy-based framework, which addresses the

practical challenges in AL, namely, cold-start, oracle uncertainty and evaluating model per-
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formance in the absence of ground truth. The robustness of the proposed framework is
evaluated across three datasets from different environments and industrial settings. The
merits of using a pre-clustering approach to address the cold-start problem is exemplified by
experiments performed on the process data collected from a simulated ethanol plant. The
utility of hybrid query strategies is established with the help of experiments performed on
the drug consumption dataset. It is concluded that the use of hybrid query strategies helps
in reducing the computational cost, while delivering at par or better performance than the
individual query strategies. The contribution of all the elements together in the proposed
framework is then demonstrated through experiments carried out on the rolling element
bearing test data from Case Western Reserve University.

The idea of AL is further extended to representation learning in non-Euclidean space like
graphs in Chapter 4. An AL framework is presented to address node classification task in
attributed graphs using a convex optimization approach. The proposed method integrates
both topological information as well as node attributes within the learning scheme. The
decision models are trained and updated using GraphSAGE, an inductive node embedding
approach that learns both the topological structure and distribution of features for a node in
its local neighborhood. Graph theoretic measures are used as AL heuristics to select the most
informative nodes in the graph for annotation. It is observed that betweenness centrality
and EGR consistently outperform the baseline and improve the classification performance
by upto 10%.

In Chapter 5, the impact of seven behavioral biases, namely, herding bias, cognitive bias,
hot-hand fallacy, representative bias, anchoring bias, gambler’s fallacy and regret-aversion
bias is illustrated using experiments conducted on a real-world pancreatic cancer dataset. AL
is represented in the form of a collaborative decision environment of Al engines and human
experts, and the annotation by human experts is formulated as a two-step process. Further,
the behavioral biases are simulated by dispensing pre-manipulated user inputs based on the
foundational understanding of respective biases during the iterative query steps. Finally,
the impacts of these biases on the performance of AL strategies are assessed by comparing

classification accuracy score of the decision model against a reference case, which does not
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assimilate any sort of behavioral bias. It is observed that the performance deteriorates sig-
nificantly when the human decisions are influenced by each of the behavioral biases. Chapter
6 establishes a systematic framework for modeling, tracking and adaptation of behavioral
biases in a collaborative human-Al decision setup is presented. The human-Al interactive
decision environment is modled in the form of a coupled dynamical system (using commu-
nication graphs) that evolves as more queries are made in the context of AL frameworks. A
novel ESIS strategy is proposed for tracking behavioral biases within AL settings. A model
adaptation framework is introduced to handle the tracked biases. This is executed by allo-
cating suitable weights to the training samples during the iterative querying process. The
proposed framework is evaluated by conducting experiments on real-world pancreatic cancer
dataset.

In Chapter 7, two case studies are presented to demonstrate ways of incorporating obser-
vational biases within the learning frameworks. The first case study illustrates a GNN-based
framework for identification of potential biomarkers for biological phenomena. It involves
incorporating knowledge from an existing database to develop a graph that incorporates
protein-protein interactions as edge connections and is used as input data to identify the
potential biomarkers. The second case study proposes a novel active foundational model
for fault diagnosis of the electrical machines by combining aspects of AL and contrastive
SSL during backbone training. The proposed framework consists of two major components:
(i) constructing the backbone fault diagnosis model, and (ii) fine-tuning based on specific
requirements of various target tasks. Chapter 8 exemplifies two case studies to demonstrate
different ways of explaining the predictions made by decision models. The first case study
focuses on early-stage detection of PC. The use of ultrasensitive nanobiosensors for pro-
tease/arginase detection is combined with information fusion based statistical framework to
detect PC at the localized stage by means of a simple Liquid Biopsy. The proposed hierar-
chical SDS framework provides confidences associated with the predicted labels in the form
of probability values for each class, which makes the decisions more “interpretable”. This
information can be used to clinicians in order to perceive the lack of confidence in model

predictions and to examine if any further tests are required before making a final decision.
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The second case study on early-stage detection of OC incorporates feature relevance tech-
nique to explain the predictions of corresponding decision models. This provides a feature
relevance score for all the features corresponding to a sample under consideration.

Finally, Chapter 9 devises a novel framework to leverage the knowledge of input and out-
put uncertainties in NN-based decision models to guide querying process in the context of
AL. A tolerable threshold on the uncertainty of NN predictions is considered and propagated
back to input side using the ADF approach. Then, this information is used to guide infor-
mative sample selection in AL. The lower and upper bounds for label complexity are also
derived in the context of AL approach considered in this work. It is worthwhile to note that
the proposed methodology is generic and hence, agnostic to AL setup, query strategy and
the base decision model. Experimental results demonstrate the applicability of the proposed
framework across both classification and regression tasks. Empirical evaluation is performed
by actually implementing AL in order to check if a desirable performance of decision model

is achieved within the label complexity bounds established by theoretical results.

10.2 Future Work

This section outlines potential future research directions related to HITL decision systems.

The possible extensions of the work presented in this dissertation are enumerated below:

e Chapter 3 presents a hybrid query strategy-based framework, which addresses the
practical challenges in AL, namely, cold-start, oracle uncertainty and evaluating model
performance in the absence of ground truth. However, there are other practical chal-
lenges in AL, such as variable labeling costs and changing model classes. Developing
AL frameworks to address these challenges can be pursued as a future extension of this
work. The integration of trust aspects for the model as well as human annotator in

the context of XAl is another potential future research direction.

e Chapter 4 illustrates an AL framework to address node classification task in attributed

graphs using a convex optimization approach. The analysis reveals that betweenness
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centrality and EGR consistently outperform the baseline method, leading to enhanced
classification performance. However, there are many other graph theoretic measures
which can potentially further improve model performance as well as robustness. Future
extensions of this work include exploring the utility of other graph theoretic measures
and evaluating the proposed framework over larger graphs as well as graphs from

different application domains.

Chapter 5 studies the impact of seven behavioral biases, namely, herding bias, cogni-
tive bias, hot-hand fallacy, representative bias, anchoring bias, gambler’s fallacy and
regret-aversion bias on AL strategies. The future extensions of this work include ways
to incorporate algorithmic biases and implement the corresponding framework across

datasets from different domains.

Chapter 6 demonstrates a systematic framework for modeling, tracking and adaptation
of behavioral biases in a collaborative human-Al decision setup. The future work in-
clude ways to detect and handle algorithmic biases as well, within the learning scheme.
This would lead to the development of a framework that addresses anomalies related
to both human as well as as AI components of the collaborative decision environment.
The performance of proposed framework also needs to be evaluated across data from

different application domains.

The human-AT collaborative decision setup naturally appears as a Reinforcement Learn-
ing (RL) environment with human expert and AI engine as the decision agents. This
setup can be viewed as a two-player cooperative game, where human expert and Al
engine work together to achieve a common objective, i.e., to learn a robust decision
model. Such a synergistic framework allows learning of a generalized policy to se-
quentially select the instances for annotation my the human expert, as opposed to
specific heuristic-based instance selection approach in AL settings. The possible future
extension involves formulating the human-Al collaborative decision setup and associ-

ated biases as an RL problem, implementing it using appropriate RL methodology and
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comparing its performance with AL counterpart.

Chapter 7 presents two case studies are presented to demonstrate ways of incorporating
observational biases within the learning frameworks. The future extension of the work
on active foundational models involve extensive testing across more target tasks and

incorporating physics information within the foundational models.

Chapter 8 exemplifies two case studies to demonstrate different ways of explaining
the predictions made by decision models. The future extension of this work involves
exploring and analyzing other groups of explainability methodologies like pre-modeling,

interpretable model and post-modeling approaches.

Chapter 9 devises a novel framework to leverage the knowledge of input and output
uncertainties in NN-based decision models to guide querying process in the context of
AL. This work is limited to linear activation functions in neural networks. As part of
the future work, this framework can be extended across different activation functions

as well as representation learning in non-Euclidean space like graphs.
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