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Abstract

In this dissertation, we propose a cyber-physical system model, and based on this
model, present algorithms for a set of distributed computing problems. Our model specifies
a cyber-physical system as a combination of cyber-infrastructure, physical-infrastructure,
and user behavior specification. The cyber-infrastructure is superimposed on the physical-
infrastructure and continuously monitors its (physical-infrastructure’s) changing state. Users
operate in the physical-infrastructure and interact with the cyber-infrastructure using hand-
held devices and sensors; and their behavior is specified in terms of actions they can perform
(e.g., move, observe). While in traditional distributed systems, users interact solely via the
underlying cyber-infrastructure, users in a cyber-physical system may interact directly with
one another, access sensor data directly, and perform actions asynchronously with respect
to the underlying cyber-infrastructure. These additional types of interactions have an im-
pact on how distributed algorithms for cyber-physical systems are designed. We augment
distributed mutual exclusion and predicate detection algorithms so that they can accom-
modate user behavior, interactions among them and the physical-infrastructure. The new
algorithms have two components — one describing the behavior of the users in the physical-
infrastructure and the other describing the algorithms in the cyber-infrastructure. Each
combination of users’ behavior and an algorithm in the cyber-infrastructure yields a dif-
ferent cyber-physical system algorithm. We have performed extensive simulation study of
our algorithms using OMNeT++ simulation engine and UPPAAL model checker. We also
propose Cyber-Physical System Modeling Language (CPSML) to specify cyber-physical sys-

tems, and a centralized global state recording algorithm.
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Chapter 1

Introduction

The focus of this chapter is to provide an introduction to the field of cyber-physical systems
(CPS) and discuss how they differ from traditional distributed systems (TDS). The chapter
also highlights traditional distributed computing problems which we will address in the

context of CPSs in this dissertation.

1.1 What is CPS?

CPSs are intelligent systems that are often formed as an integration of a computational
or cyber system (such as a set of computational processes running on computing platforms
that may be equipped with sensors) with a physical system. Both systems in a CPS may be
tightly coupled with cyber system continuously sensing the changing state of the physical
system. The field of CPS is relatively new and has paved ways to develop intelligent appli-
cations in variety of domains, including but not limited to military, healthcare, autonomous
cars, smart buildings, and aviation. Each domain has its own domain specific design re-
quirements and challenges which CPS developers may have to address. For example, a
CPS for a smart hospital may involve humans in the system, and its developers may have

to address how the actions performed by the humans interact with and impact the compu-



tations performed by the cyber system. These issues, if addressed adequately, can enhance
the capabilities of the physical system in a way that the tasks which are accomplished using
traditional techniques (perhaps manually) can be performed more efficiently.

In this dissertation, we focus on the CPSs in which actions and behavior of users affect
the way the cyber system performs computations. The type of CPSs which we study in this
work builds on the existing field of wireless sensor networks (WSN), which is a collection of
physically distributed computing nodes equipped with sensors. The mission of an application
running on computing nodes in a WSN is to cooperatively monitor physical phenomena
(e.g., temperature, pressure) in a specific region and transfer related data via wireless means
to a central location, and to control actuators based on the sensed information. A WSN
implements traditional distributed algorithms to solve a problem, which at the same time,
tries to optimize energy consumption of the computing nodes.

A typical CPS is shown in Figure 1.1(b) in which a cyber system (typically a WSN) is
superimposed on a physical system. The CPS application hosted on a WSN implements
the computing and networking processes. In order for WSN algorithms to be usable for
CPSs, they must also contend with users’ behavior and their interactions. How a stand

alone WSN, which is modeled as a TDS differs from a CPS is discussed in the next section.

1.2 TDS Model versus CPS Model

In a WSN, which is typically modeled as a TDS, a strict layered approach is taken wherein
a set of users (application processes) U1, ..., Un is layered on top of a traditional distributed
algorithm running as processes P, ..., P, (see Figure 1.1(a)). User Ui interacts with process
P; to request a service (such as a resource abstracted as a token), and users rely entirely
on the algorithm, i.e., the users in a TDS operate in a controlled environment regulated
by the algorithm. In a CPS, a WSN is superimposed over a physical system and the

users (typically humans) may themselves possess capabilities such as sensing, observing and
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mobility using which they may also attempt to modify the state of the physical system (see
Figure 1.1(b)). Thus, the users in a CPS operate in an uncontrolled environment where
they also directly interact with each other. The fact that users can act independently of the

WSN in a CPS forms the crux of our work as discussed in the next section.

1.3 Problem Definition

There has been considerable work done to define models and extend traditional algorithms
in the context of a WSN which is a step in the direction towards CPS. Although one can
use traditional algorithms developed for a WSN in a CPS, they appear on one end of the
spectrum where all actions are controlled entirely by the WSN. In a CPS, however, we
may want to allow the possibility of users in the physical system and processes in the WSN
to cooperate/interact in solving a problem. These enhanced capabilities in a CPS provide
an opportunity to design more efficient solutions to distributed computing problems. We

highlight this by elaborating two problems.

1.3.1 Mutual Exclusion

Consider a problem in a health care facility (see Figure 1.2 ) in which users (e.g., hospital
staff) may need access to shared resources (e.g., wheelchairs) located in different parts of the
facility. In traditional systems, users may rely on established rules wherein free resources
are deposited at a central or a set of known locations. This solution is at one extreme
end in which users locate resources own their own without the help of a cyber system.
Whenever a user needs a resource, (s)he can move to the nearest known location and try to

find a free resource. Of course, that location may not have a free resource and the user will

'In this dissertation, we frequently refer to Figure 1.2 which depicts the first floor of a hospital’s CPS.
The physical areas are given names such as WaitingAreal and RR (rest room). The hospital is given a
name Hospitall. The diamond with two vertical bars and a number represents a cyber entity C' with its
ID, and a shaded area A surrounding a it indicates its sensing range. A Curve between two sensed areas
represents the fact that physical entities can move between those two areas.



have to move to another location. This can be made efficient by instrumenting the facility
with a WSN and instrumenting the resources with sensing devices to track their location
and usage. Now consider other end of extreme in which WSN implements a traditional
algorithm and users always consult the algorithm before performing an action. When a user
needs a resource, (s)he first requests the algorithm to locate a free resource and waits for
the response. On receiving the location of a free resource, (s)he can move to the location of
the resource and acquire it. After being used, the resource is released at some location in

the physical system.
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Figure 1.2: First floor of a hospital’s CPS

In between these two extremes, more efficient solutions may exist that allow the users
to perform additional actions independently of WSN. For example, users may have the
capability to sense (visually) a free resource on its own, which can be used as follows: to
locate a resource, the user sends a request to and awaits response from the WSN. WSN
sends a response containing the location of a free resource, say R;. On receiving this
response, the user starts moving towards the location of R;, and while moving to that
location, if the user locates another free resource, say R, on its own, then it can acquire it.

From the user’s point of view, this is more efficient as it is able to get a resource (Ry) earlier

5



than it would have otherwise (as R; may have been further away). However, the algorithm
running on the WSN, which is usually implemented as traditional algorithm (centralized or
distributed) should be able to adapt to the actions of the users — in particular, it should
be able to sense that the user acquired Rs instead of R;, and should include R; and exclude
Ry from future searches. Clearly, this solution falls in the domain of CPS.

This problem of sharing of physical resources in a CPS is analogous to the problem of
mutual exclusion in a TDS in which processes request to obtain exclusive access to resources
which are represented as tokens [1-9]. If a process makes a request and a token is available,
the mutual exclusion algorithm grants the token to the requesting process. After using
the resource, the process releases the token to the mutual exclusion algorithm. In a CPS,
the resources may be physical entities such as X-Ray carts and wheelchairs, and instead of
processes, physical users (e.g., nurses, doctors) request access to those resources. Figure 1.3

shows a comparison of TDS and CPS view of mutual exclusion.

1.3.2 Predicate Detection

There are many instances in which actions of the users in the physical system may have to
be constrained to ensure their safe operations. For example, consider the task of transferring
a patient from one location to another. A patient may be required to be accompanied by
medical staff with specific medical equipment during the transfer. If manual techniques are
followed, this constraint is hard to detect and enforce. On the other hand, if a solution based
on a traditional distributed algorithm is used (with stand alone WSN), it may force the users
to obtain permission from the algorithm before performing any action. However, a CPS
solution can be devised in which the algorithms running on the WSN provide the capability
of enforcing such constraints by automatically detecting the presence of appropriate medical
staff and equipment in the vicinity of the patient at all times during the movement, and
issuing alerts when these conditions are violated.

This problem of enforcing constraints and detecting their violation in a CPS is analogous
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to the problem of predicate detection in a TDS. The problem of predicate detection in a
TDS arises in contexts such as designing, testing and debugging distributed programs. For
example, one basic command in a debugging system is terminate the program if predicate
p is true, which requires detection of predicate p. Similarly, in a CPS, predicate detection
algorithms can help in detecting violation of constraints (predicates) in the physical system.
CPS can also influence the behavior of the users by providing additional information to
them so that they do not perform any action which may cause predicate violation.

Apart from additional interactions between the WSN and the physical system, and
enhanced capabilities of users, there are various other issues which need to be addressed when
extending traditional distributed algorithms for a CPS. These issues compound the process
of integrating the dynamics of the physical system with those of traditional algorithms
running on WSN, and provides numerous opportunities of research in the field of CPS.
We will discuss some of these issues in Section 2.2. In the following, we briefly discuss
the mechanisms that will enable us to address the overall problem of extending traditional

distributed algorithms for CPSs.

e The role of the physical system which is monitored by the WSN is integral to the
overall behavior of a CPS. Hence, we need to develop a suitable model that captures

spatial properties of the physical system.

e We need to model the interactions between the WSN and the physical system, and
the additional capabilities of the users, presence of which makes existing algorithms

un-suitable for CPSs.

e Once the physical system, interactions and actions can be modeled, we need to develop
algorithms executing on WSN to solve the problems in hand (e.g., mutual exclusion

and predicate detection).



1.4 Thesis organization

Conventionally, an entire chapter is devoted to literature review — however, we follow
a different approach wherein related work is dispersed throughout the dissertation. This
dissertation broadly covers four aspects of CPSs: modeling, mutual exclusion algorithms,
predicate detection algorithms, and global state recording algorithms. For sake of clarity
and ease of understanding and mapping related work in the context of our approach in each
of these aspects, we discuss related work in the respective chapters.

The rest of the dissertation is organized as follows. Chapter 2 discusses shortcomings of
traditional techniques and presents our approach to address those shortcomings. We also
present examples of various domains where our proposed techniques can be applied. The list
of domains we present is not exhaustive; however we believe that it does serve the purpose of
convincing the reader that our techniques are applicable in variety of domains. This chapter
also discusses the work that others have done in the field of CPS.

In Chapter 3, we present a graph based model of CPS which models both the cyber and
physical systems. We further propose two models for a physical system, one is a flat spatial
model and other is a hierarchical spatial model. We also present Cyber-Physical System
Modeling Language (CPSML) which provides constructs to model CPSs.

Chapter 4 presents the problem of mutual exclusion in CPSs. We define the problem and
propose a centralized and two distributed solutions. We also present exhaustive OMNeT++
based simulation results of our proposed algorithms.

In Chapter 5, we discuss predicates in CPSs, and presents UPPAAL based CPS model
checker. We also present an algorithm which continuously monitor the CPS, and take
proactive actions to minimize predicate violations.

In Chapter 6, we discuss the problem of global state recording in CPSs, and a centralized

algorithm to tackle the problem. We conclude the dissertation in Chapter 7.



Chapter 2

Motivation and Approach

We begin this chapter with motivational examples from various domains which can ben-
efit from employing a CPS into them. Following this, we discuss the challenges faced in
implementing traditional mutual exclusion, predicate detection, and global state recording
algorithms for a CPS, and an overview of our approach addressing these challenges. We
conclude this chapter with the related work which has been done in recent years in the field

of CPS.

2.1 Motivation

In this section, we motivate our work by discussing problems of mutual exclusion and pred-

icate detection from the domain of parking lot and factory.

2.1.1 Parking Lot

Parking lot is a classic example of problem of sharing physical resources, in which drivers
need exclusive access to parking spaces. Without a CPS, drivers look for free parking spaces
by driving through the parking lot and at the same time observing it. Drivers may easily

overlook an empty parking space during peak hours. Moreover, if a driver finds an empty
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space, there are chances that someone else has also observed that particular space and is
approaching towards it to use it. If a CPS is employed to address this problem, the drivers
can receive assistance from CPS. A driver can request for nearest empty parking space
available, and can act on its own to locate one. The driver can be dynamically updated
about the usage of various parking spaces. For example, the driver receives the information
from the CPS that a parking space is available at first floor. While (s)he drives to the first
floor, someone vacated a parking space which is nearer. The CPS can notify the driver of
this available parking space.

There are several examples of constraints that may be violated in a parking lot. For
example, someone may park a vehicle in reserved parking space not intended for that person,
or use the space for a duration longer than allowed. Traditionally, such violations are
detected using manual techniques such as the following: an employee may walk around
in the parking lot and identify vehicles which are illegally parked, and issue a citation for
such vehicles. Not only is such a technique resource intensive, it is inefficient in that many
illegally parked vehicles can be overlooked by the staff. Moreover, it is not possible to
manually monitor the vehicles at all times. A CPS would not only help to identify such
violation instantaneously, but it can also help ensuring more complex constraints, such as
parking lot number 10 must not be occupied by those who do not have Type-S permit between
6AM to 6PM, and there must be at least 15 parking lots available at the first floor all the

time.

2.1.2 Factory

Resource sharing is commonly practiced in a factory environment where workers may need
exclusive access to tools that are located in various locations in the factory. This problem
is solved using manual techniques in a way similar to the problem of locating and using
resources in a healthcare facility as discussed in Section 1.3.1. Such a manual technique

will introduce similar problems such as a worker may not know which direction to move to
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locate a free resource, or two workers may concurrently locate the same free resource and
move to that location in which case only one of them will be able to use it.

Furthermore, working conditions in factories may be hazardous. For the safety of work-
ers, their actions may have to be constrained. For example, there must always be at least
N wunits of resource Ry, at least M units of resource Ry, 3 machine operators, and 2 quality
control officers available in an area where product Prod is being produced, and concentra-
tion of a hazardous gas must not exceed a certain threshold. Detecting violation of such
constraints as soon as they occur is critical in some cases. Delay may prove to be fatal as it
happened during Bhopal Disaster [10]. The leakage of poisonous gas affected over 500,000
people and claimed more than 3,000 lives. A CPS could have detected it in timely manner
and the tragedy could have been avoided. A CPS employed in a factory would not only
help in enforcing constraints and detecting their violations, but would also produce histor-
ical data which can later be analyzed to identify usage pattern of certain resources, and

working habits of different workers.

2.2 Challenges

In the following, we discuss challenges