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Abstract

This dissertation presents novel self-protective methods for grid-interactive inverters. The

self-protective methods use reference models to inspect the incoming power setpoints, detect

unsafe setpoints, and protect the inverter-based system accordingly. By employing these

new self-protective methods based on reference models, grid-interactive inverters can effec-

tively contribute to distributed energy generation within the energy infrastructure, where a

supervisory control structure is required for energy management and economic dispatch. In

a centralized supervisory control structure, the inverters need to be in contact with aggre-

gators, other energy generation units, or the utility operating center. The communication

capability makes a grid-interactive inverter a cyber-physical device. However, the connec-

tion of inverters to a communication network exposes the inverters to active attackers who

can interfere with the control infrastructure and send malicious setpoints to the local con-

troller. Such malicious setpoints can have harmful consequences, such as uncontrolled power

oscillations, voltage sags and swells, equipment damage, and blackouts. This dissertation

develops the self-protective methods using steady-state and dynamic reference models. The

self-protection strategy inspects incoming power setpoints from the utility operator or third-

party aggregators using the reference models before engaging the setpoints to the local

controllers. At first, a self-learning feature for a self-protective inverter is developed. Self-

protective inverters use the self-learning feature to learn their normal operating region by

estimating unknown system parameters and employing known parameters from the mea-

surements. The unknown system (grid) parameters are estimated by injecting a current

at a different frequency than the fundamental power frequency. Consequently, two distinct

real-time grid parameter estimation techniques, namely the model reference estimation and

recursive least square method, have been developed and experimentally validated. Then,



analytical steady-state and dynamic reference models are developed to inspect the incom-

ing power setpoints. The self-protection method uses these reference models to learn the

safe operating region of the inverters. The steady-state reference model is developed based

on steady-state linear and nonlinear operating regions, and the dynamic reference model is

formed based on the full-order inverter model. Based on the risk of unsafe operation defined

by the steady-state model, if the setpoints fall in a high-risk region, the setpoints are rejected

by the self-protection method, and the previously accepted setpoints remain in operation.

Following the steady-state model check, the accepted setpoints are further examined using

the full-order dynamic model to predict the location of dominant eigenvalues of the sys-

tem using root-locus studies, thus predicting the dynamic response and making the decision

whether the commanded setpoints are safe or unsafe. The performance of the self-protection

strategy using the analytical reference models is tested using hardware experiments. The

steady-state analytical model demonstrates satisfactory performance, characterized by its

mathematical simplicity and ease of implementation in real-time applications. However, de-

spite the promising performance and enhanced capabilities of the full-order dynamic model,

the complexity of the full-order model can cause a high computational burden on digital

signal processors (DSP) for real-time applications. In order to address this challenge, a

stability criterion is developed from a simplified inverter model to determine the stability

margin, thus predicting the inverter behavior for commanded setpoints. This criterion serves

as a predictive tool for ensuring the safe operation of the inverter. One notable advantage of

the stability criterion is its ability to quickly estimate the gain margin of the controller with-

out requiring knowledge of pole locations. Experimental tests are conducted on hardware

to validate the effectiveness of the developed stability criterion. While the stability criterion

successfully reduces the computational burden, it is important to note that the simplified

criterion is inherently less accurate compared to the full-order inverter model. This is due to

its incapability to capture the intricacies and dynamics of the system fully. To address this

limitation, this dissertation proposes novel hybrid dynamic models by combining the data-

driven model with the analytical model. This work presents two forms of hybrid dynamic

models using a data-driven neural network platform. The first hybrid model uses analyti-



cally evaluated risk factors as one of the inputs of the neural network to predict stable and

unstable operation as the output of the neural network. The other hybrid model uses the

data-driven neural network and developed stability criterion in parallel to predict the stable

and unstable operation. Furthermore, a standard neural network is implemented as a bench-

mark that considers all relevant information as input and predicts whether the operation of

the inverter is safe or unsafe. This benchmark highlights the merits of the developed hybrid

dynamic models. The effectiveness of the hybrid dynamic models is thoroughly evaluated

through simulation and hardware tests to ensure their practical applicability.
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ing power setpoints. The self-protection method uses these reference models to learn the

safe operating region of the inverters. The steady-state reference model is developed based

on steady-state linear and nonlinear operating regions, and the dynamic reference model is

formed based on the full-order inverter model. Based on the risk of unsafe operation defined

by the steady-state model, if the setpoints fall in a high-risk region, the setpoints are rejected
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stability criterion is developed from a simplified inverter model to determine the stability
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as a predictive tool for ensuring the safe operation of the inverter. One notable advantage of

the stability criterion is its ability to quickly estimate the gain margin of the controller with-

out requiring knowledge of pole locations. Experimental tests are conducted on hardware

to validate the effectiveness of the developed stability criterion. While the stability criterion
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Chapter 1

Introduction

The primary objective of this dissertation is to develop device-level security for grid-interactive

smart inverters based on reference models. The motivation and objectives of this disserta-

tion are outlined in Section 1.1. Section 1.2 discusses the state-of-the-art smart inverters

as cyber-physical devices, the self-learning feature of self-secure inverters, and the reference

model framework for self-secure inverters. The contribution of this dissertation in develop-

ing various reference models to protect the inverters from unsafe operations is discussed in

Section 1.3. Finally, the organization of this dissertation is outlined in Section 1.4.

1.1 Motivation and Objectives

A smart cyber-physical device, i.e., a smart inverter, provides controllable and interactive

interfaces between the cyber network and physical devices using communication links [1, 2].

These interfaces allow autonomous and bi-directional information exchange between the

parties while performing proactive actions [3]. For instance, a smart inverter can operate

in different modes of operation, such as grid-supporting mode when voltage regulation and

harmonic compensation are accomplished while overcoming various instability issues and

grid-forming mode when networked microgrid operation with black-start capabilities can be

achieved [4–6]. To perform these advanced features, execute control actions, and achieve
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desired operating conditions, the inverters’ control schemes require some system parameters

to be identified[7–9]. These parameters can be estimated, measured, or received as external

information, such as measurement data from nearby smart devices (smart inverters, smart

meters, etc.), PQ setpoints from utility supervisory controllers, and forecasting data from

the internet. However, communication with multiple parties through the cyber network

can entail more surfaces for harmful events, particularly when the communication protocols

are insecure, user credential information, and the operating system software, are outdated

[2, 10–13].

Unsafe incidences can present in the form of intentional or unintentional harmful events

or naturally occurred anomalies in the system, i.e., a malfunction in a physical system[14–

17]. For instance, measurement data received from an external sensor can be intentionally

modified by an unauthorized user, also known as a cyberattack. On the other hand, an

authorized utility operator can unintentionally send harmful PQ setpoints that can force the

inverter to operate beyond its capability limit or cause pulse dropping, high total harmonic

distortions (THD), and undesired oscillations in the inverter’s output power[18–20]. One

should notice that the zero-inertia nature of the inverters is more prone to instant changes and

can quickly lead to the asymmetrical operation or instability of the power grid, particularly

when the grid is weak[21–24]. This can result in excessive power injection, voltage sags, and

swells, damage of equipment, and blackouts. The risk of cyberattacks or erroneous operations

can significantly increase when many smart inverters operate in a system and share the same

communication link with the other smart devices. Therefore, security actions are essential

to detect and prevent anomalies in the system to sustain safe system operation.

In the last decade, anomaly detection, mitigation, and defense have become a trend-

ing research area. Existing solutions focus on user interfaces and data network security,

such as encryption, authentication, and cryptographic algorithms, to assure data availabil-

ity, confidentiality, and integrity [25, 26]. To enhance the security in existing communication

links, communication protocols are offered by IEC 61850 [27, 28]. A block-chain technique

is proposed in [29, 30] to enhance authentication, message authentication code method is

proposed in to check the validity of incoming data, and a multi-layer cyber defense method-
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ology including Transport Access Control is developed in [31] by National Renewable Energy

Laboratory (NREL). However, an expert hacker can breach the security layers of the basic

protection, or an authorized operator can unintentionally bypass the communication and se-

curity protocols. On the other hand, some researchers are focused on system-level detection

methods which employ system status and data received from nearby devices[32–35]. Data-

driven techniques are heavily used in system-level approaches where measured data with

time-dependent thresholds and known constants are compared [36, 37]. However, employing

more data can increase the complexity of the calculations, computational period, processing

power, and the risk of anomalies due to the increased need for external data [38], while the

safety of the devices in the system cannot be ensured. For instance, oscillatory inverter

operation can be observed due to input/output parameter uncertainties and malfunctions

in the sensors, although anomalies may or may not be detected at the system-level [39].

This abnormal operation can immediately or gradually damage the devices connected to

the system. Therefore, in addition to the basic security requirements and the system-level

safety algorithms, device-level anomaly detection is vital to prevent instability and potential

damage to the system.

1.2 Literature Review

This section discusses the state-of-the-art roles of smart inverters as cyber-physical devices,

possible attack scenarios, the self-learning feature for self-secure inverters, and the concept

of a reference model framework for self-protective inverters. At the beginning of this section,

the roles of smart inverters as cyber-physical devices and potential cyber attack scenarios

are discussed.

1.2.1 Smart Inverter as Cyber-Physical Device and Cyberattacks

When physical devices, such as smart inverters, communicate over a cyber network, they are

referred to as cyber-physical devices. These smart cyber-physical devices facilitate real-time
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data sharing and can receive commands to follow, thereby enhancing the system’s overall

performance, efficiency, and reliability. For example, as illustrated in Fig. 1.1, a smart

inverter can receive commands from a utility supervisory controller or a third-party aggre-

gator via a communication link. These commands may include disconnecting from the grid

or updating power setpoints to manage power demand efficiently. Similarly, in networked

microgrids, which consist of interconnected microgrids, smart inverters can exchange mea-

surements, operating points, and system status data using either a centralized controller

or their own local controllers [40–43]. Enabling grid-interactive inverters to possess these

intelligent capabilities expands their functionality beyond grid-feeding mode, allowing them

to operate in grid-supporting roles (providing ancillary services) and even in grid-forming

modes [24, 44]. Moreover, when inverters are geographically close, they can establish a

clustered data communication network, reducing the vulnerability to cyber-attacks.

Maintaining security is the main challenge when operating a cyber-physical device be-

cause hackers can deliberately target to jeopardize the smart device’s operation. The increas-

ing number of distributed energy resources (DER) and the widespread adoption of smart

inverters on the consumer side make the smart inverter more vulnerable to cyber-attack [45–

47]. For instance, installing numerous smart inverters on consumer sites extend the attack

surface and makes smart inverters more accessible to hackers when they are linked with public

networks or building automation. Notably, smart inverters are often remotely accessible by

manufacturers and aggregators to monitor, configure, and even directly control the operation

of smart inverters [48, 49]. They often provide online services (remote maintenance, fault

diagnosis, cloud storage, etc.) that hackers can target. For instance, certain commercially

available inverter models like the SOLECTRIA XGI 1500 series and the FIMER PVS980-58

series inverters can be accessed through Wi-Fi-accessible devices (Laptops, Tablet, mobile

apps, etc.) from a single location. This accessibility allows for remote power curtailment

and adjustment of reactive power [50]. Furthermore, the zero-inertia nature of the inverters

is more prone to instant changes and can quickly lead to the asymmetrical operation or

instability of the power grid, particularly when the grid is weak [51, 52]. The taxonomy

of smart inverter cybersecurity is shown in Fig. 1.2. This taxonomy illustrates how smart
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Figure 1.1: A taxonomy of smart inverter cybersecurity.

inverters are structured at the device and system level, the different types of cyberattacks

they can face, and the methods used in the literature to defend against those attacks.

Smart Inverter Architectures and Communications Protocols

Fig. 1.2 illustrates the architecture of a smart inverter at the device level within a DER sys-

tem. This architecture is typically utilized in DER systems that incorporate direct current

(dc) sources such as photovoltaic (PV) panels and batteries. It consists of a high-voltage

part that includes inverters, PWM drivers, voltage/current sensors, etc. and a low-voltage

part that includes digital signal processors (DSP), Joint Test Action Group (JTAG) con-

nectors, communication interface, and controllers. The DSPs are programmed with control

functions that generate pulse-width modulation (PWM) signals, which are utilized to op-
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Figure 1.2: Device-level architecture and typical communication topology of smart inverters.

erate the inverters. The controller is programmed to control the injected active power, P ,

and reactive power,Q, based on the desired power setpoints, P ∗, and Q∗. Smart inverter

utilizes wireless networks, GPRS, or Ethernet ports to communicate with DER clients, in-

verter manufacturers, the utility, and other third-party aggregators. These communication

channels facilitate a wide range of applications, energy management, real-time monitoring,

remote firmware upgrades, etc. As per the IEEE 1547-2018 standard, smart inverters are

needed to support at least one communication protocol selected from IEEE 2030.5, SunSpec

Modbus, and IEEE 1815 (DNP3) [53–55]. IEEE 2030.5 facilitates monitoring and controlling

smart inverters by utilities or aggregators, which is now a stringent requirement for DER

within investor-owned utilities [56]. IEEE 1815 is utilized to interface smart devices and is

widely used by the utility SCADA system [57]. The SunSpec Modbus enable interoperability

among the DER system components [58]. Utilizing of these communication protocols offers

significant benefits in making a device smart by enabling it to exchange information with

other entities. However, this communication capability also introduces vulnerabilities, as it

provides potential entry points for cyber threats.
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Cyber-attacks on Smart Inverters

Fig. 1.1 provides a summary of potential cyberattack scenarios. Cyber-attacks targeting

smart inverters can vary in scope, ranging from device-level attacks to system-level attacks,

depending on the intended purpose of the attack. In device-level attacks, attackers aim

to jeopardize a smart inverter operation, disrupt functionality, or intercept communication

between the inverter and external devices. On the other hand, in grid-level attacks, the aim

is to disrupt the interactions between the smart inverter and the control center, eventually

preventing the grid operator from achieving desired goals [59]. The device-level attack in-

cludes reconnaissance, replay attacks, DoS attacks, MITM attacks, firmware replacements,

hall spoofing, PLL attacks, attack on basic functions, etc. Reconnaissance uses network

scanning tools such as OpenVAS, Nmap, etc., and operates on the attacker side devices

to collect information on the inverters, which include IP addresses, identified vulnerabili-

ties, open ports, and security patches[60]. A replay attack refers to a method where the

transmitted data is captured, subsequently replicated, and potentially altered by hackers

[61, 62]. Using the SPAN tool, Sandia National Laboratory executed this form of attack on

two distinct inverters by manipulating the disconnection voltage setting transmitted from

the customer side, employing UDP/IP and TCP/IP protocols for each respective case [60].

A denial-of-service (DoS) attack targeting a smart inverter where the attacker aims to render

the inverter inaccessible to its authorized users for a temporary or prolonged period of time

[63–65]. A Man-in-the-Middle (MITM) attack refers to a scenario in which an attacker se-

cretly intercepts and manipulates the communication between two parties who falsely believe

they are directly communicating with each other [13, 66]. In reality, the attacker secretly

transmits and modifies the exchanged information, potentially leading to unauthorized access

or malicious alterations [67, 68]. In addition to cyberattacks that specifically target com-

munication links, there have been instances of hardware-based attacks on smart inverters

[11, 69, 70]. These attacks exploit vulnerabilities within the hardware components of smart

inverters, which typically include components such as microcontrollers (MCU), DSP, Hall

sensors, external read-only memory (ROM), JTAG interfaces, communication interfaces, and
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more [71, 72]. A noninvasive hardware-based attack was reported in [73, 74], where hackers

executed spoof readings of Hall sensors used to measure the output quantities of an inverter.

Another type of hardware-based attack focuses on directly manipulating the AC power input

of inverters instead of attacking sensors [75–77]. This approach aims to intentionally provide

wrong information to the inverter’s local controller and trigger an incorrect response. In [78],

the impact of the phase-locked loop (PLL) attack is demonstrated by injecting an additional

signal at the zero-crossing point of the ac voltage at the point of common coupling (PCC)

point, which leads to jeopardizing the PLL operation.

The interaction between multiple inverters as well as between control centers to smart

inverters can also be impacted by cyberattacks [79–82]. Smart inverter system-level attacks

can be classified into measurement-based attacks, command-based attacks, distributed con-

trol system attacks, and attacks triggered by attacking other devices [2]. In [83], a dynamic

stealthy attack model is demonstrated, where the primary frequency droop control curve

of the inverter-based microgrid was constantly modified by changing active power measure-

ments. A command-based attack aims to manipulate the control commands to jeopardize

the system’s normal operation [84, 85]. In [86], authors investigated the harmful effect of

manipulated setpoints on an inverter-based microgrid, where hackers tempered active power

setpoints sent from the centralized secondary controller. Noteworthy, unsafe incidents can

also occur unintentionally for devices and system levels. For example, a MITM can alter

the command sent from the utility operator using the secure communication line. However,

harmful setpoints can be sent by authorized operators intentionally or accidentally. Hence,

it is crucial to implement protective measures at both the system and device levels to iden-

tify and prevent the occurrence of unsafe operations by commanded setpoints, ensuring the

continuity of safe operations of smart inverters.

Detection and Defense Against Possible Attacks

This subsection reviewed various security measures proposed in the literature to detect and

defend cyberattacks on smart inverters. One of the cyberattack detection strategies is to
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deploy an intrusion detection system or IDS device that can monitor a network, system, or

device to observe malicious activities. The development of IDS for smart grids is a trending

field of research, particularly for SCADA systems and advanced metering infrastructure. As

inverter-based distributed resources increase, more research is being conducted to develop

IDS for smart inverters. The IDS device for smart inverters can be classified into three cat-

egories depending on the data types monitored: cyber-based IDS, physical-based IDS, and

hybrid IDS. The cyber-based IDS collects data from the cyber network, which includes the

IP address, source ports, packet length, firmware files, etc. In [87], the authors implemented

Security Onion based on the Snort engine to implement signature-based IDS for Modbus-

based smart inverters. The physical IDS collects data from physical devices, which includes

output voltages and currents, phase angle, measured active and reactive power, frequency,

etc. The authors in [88, 89] designed several indicators extracted from the inverters’ output

voltage and current signals to detect false data injection attacks (FDIAs) where cyberat-

tacks alter the inverter’s current. Notably, cyber-based IDS have the capability of detecting

cyberattacks targeting communication networks and software.

Implementing cyberattack defense strategies allows the inverter or the entire DER system

to respond effectively to cyber threats, mitigating adverse consequences and safeguarding the

system against potential damage. The defense strategies can be categorized into system-level

security and device-level security, as reported in [13]. System-level defense utilizes the sys-

tem’s status and data from nearby cyber-physical devices and controllers to detect anomalies.

These defense strategies at the system level involve both data-driven and knowledge-based

approaches. In [90, 91], AI-based defense techniques are introduced to detect False Data

Injection (FDI) attacks. In [92], a nonlinear autoregressive exogenous model, a specific re-

current neural network (RNN) type, is applied in centralized DER controllers within DC

microgrids. Developing data-driven methods requires a strong understanding of the system.

Insufficient system knowledge can lead to inadequate training of the algorithm, potentially

resulting in damages and significant economic impacts. Apart from data-driven approaches,

model/knowledge-based investigations are documented in the literature. [93] introduces

model-based centralized and distributed detection methods. Additionally, [94] proposes a
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model-based partial primal-dual anomaly detection strategy to address attacks aimed at dis-

tributed secondary droop control in microgrids. It is important to note that the proposed

technique solely focuses on link and node attacks. Additionally, dynamic authentication of

IoT signals and game-theoretic frameworks for predicting sensitive IoT devices have been

proposed [95]. While enhancing communication security can be effective, skilled hackers may

still breach security measures. Moreover, most authentication and signature-based software

protections prove inadequate when malicious data originate from authorized sources with

authorized access, such as third-party aggregators interacting with grid-interactive invert-

ers. In such scenarios, hackers exploit various access points in smart inverters, like reference

setpoints, tunable parameters, and measured signals, to launch cyberattacks. Hence, an ad-

ditional level of safety beyond system and communication levels becomes crucial to safeguard

the inverters.

The self-protection concept for smart inverters is an additional anomaly detection feature

to the existing communication- and system-level methodologies that can certify safe inverter

operation and examine the applicability/validity of the incoming data. The device-level

anomaly detection for smart inverters can implement model-based reference models, and

the developed models can be used as the digital twin of the inverters. The concept of a

smart knowledge-based approach to self-security at the device level was initially proposed by

[96]. This approach relies on model-based anomaly detection, which serves as the foundation

for device-level security. The authors highlight the potential for developing defense methods

based on reference models to assess the authenticity of incoming data at the device level. It is

possible to employ multiple reference models to improve anomaly detection performance [13].

Section 1.2.3 comprehensively explains reference model-based self-protection techniques.

1.2.2 Self-learning for Self-secure Inverters

Self-learning is a process in which smart devices can autonomously learn their capabilities

or characteristics using their input and output data. Devices equipped with self-learning

features can predict or examine their current or future operation points and behavior when

10



system parameters vary. Application of this feature to a grid-interactive smart inverter can

become a powerful solution to predict whether the inverter’s operation will remain in normal

operation, operate in a highly nonlinear region, or cause instability when the incoming PQ

setpoints are received or system parameters change. Hence, a smart inverter can be capable

of protecting itself from intentional or unintentional data attacks if the inverter knows its

input and output circuit parameters, such as DC-bus voltage and grid parameters, as long

as the varying parameters are used in the twin models. Self-protection can be enhanced

if the dynamic behavior of the inverter for a change applied at the input can be learned

and combined with the security algorithm accordingly. The process of learning the safe and

unsafe operation boundaries and dynamic behavior and using this information to build the

self-security concept for smart inverters is called self-learning for self-secure inverters. In

this paper, the self-learning process is used to determine: (i) the inverter stability boundary

for steady-state analysis and (ii) characteristics of the grid-interactive smart inverter for

dynamic analysis. Additional to the above mentioned self-learning features, the adaptive

security algorithm can be programmed to adjust the inverters’ output power in such a way

that the adjusted setpoints can always operate in a linear operating region when unusual

measurements received from the sensors are unusual due to fault or malfunction occurring in

the system. To perform that, the system parameters should be estimated routinely compared

to only estimating when the new PQ setpoints are received. This can provide extra protection

during natural circumstances.

1.2.3 Reference Model Framework for Self-Secure Inverters

Investigations show that advanced encryption, authentication, and cryptography methodolo-

gies for user interface, data transfer, and network security are under development to ensure

data availability, confidentiality, and integrity. Additional to these basic security require-

ments, enhanced communication and security protocols for smart devices are defined by

organizations such as IEEE and IEC to provide a safer data exchange environment. While

these technologies have the potential to improve communication security, it remains possible
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Figure 1.3: The concept of model/knowledge-based self-security approach to detect anoma-
lies – the combination of the reference model and the security layer forms the device-level
security.

for a skilled hacker to discover a way to breach protective measures.

On the other hand, anomaly detection methodologies used in system-level security moni-

tor local or big-scale system statuses and utilize the information received from nearby devices

to detect anomalies. System-level protection techniques lend a supporting hand to basic se-

curity practices and provide more comprehensive anomaly detection solutions. However,

system-level solutions can require heavy computational processes and power consumption

if data-driven approaches are applied. Moreover, basic security features and system-level

methodologies can fail to examine the incoming PQ setpoints sent from an authorized user

like a utility operator or measurement data from nearby trusted local devices using secure

communication channels before engaging the harmful information to the inverter’s local con-

troller. Therefore, an additional protection layer to the existing methods is essential to

maintain normal and safe system operation.

The self-security concept for smart inverters is an additional anomaly detection feature

to the existing communication- and system-level methodologies that can certify safe inverter

operation and examine the applicability/validity of the incoming data. The device-level

anomaly detection for smart inverters can implement model-based reference models, and

the developed models can be used as the digital twin of the inverters. When the malicious

data bypasses the existing security features, the self-secure smart inverters can examine the

integrity of the incoming data in real-time using the digital twin models (reference models) as
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their security layer. If the reference models’ output detects abnormal behavior, the harmful

data is not engaged to the inverter’s controller. Multiple reference models can be used

to enhance to improve anomaly detection accuracy and enhance system protection. The

structure of the multi-reference model framework for self-secure inverters is depicted in Fig.

1.3.

Similar to the capability boundary of synchronous generators, each inverter has a capa-

bility boundary that the device can inject power into the grid. When the inverter transfers

maximum available power from the intermittent sources, i.e., P = Pmax, and Q = 0, the

inverter operates at unity power factor. Inverters may need to inject reactive power into

the grid to provide voltage support. However, the current, thus the apparent power, must

always stay below its nominal peak value, which can be written as S2 = P 2 + Q2 ≤ S2
max,

where Smax is the maximum capacity of the generation unit in VA. The amount of ac-

tive and reactive power injected by an inverter into the grid can be formulated as S =

P + jQ = |Vi||Vth|e−j(δ−θz) − |Vth|2ejθz/|Z|. Where Vinv and Vth represents the inverter and

grid Thevenin voltage, respectively, δ is the angle difference between Vinv and Vth. Z is

the impedance seen from the inverter output terminals. Inverter safe operation region is

represented as the overlap of the circle evaluated using this equation with Smax boundary

[97]. An inverter’s linear and nonlinear operating region is defined as a steady-state reference

model in [96–98] based on these circles. Instability will be observed if the power setpoints

are located at nonlinear operating regions [99, 100]. In [96], the setpoints are checked using

the linear and non-linear boundary and protect the inverter from unsafe operation. Varia-

tions in the steady-state model can arise from uncertainties in the parameters, leading to the

possibility of accepted setpoints being identified as harmful or vice versa. Therefore, accu-

rate grid parameter estimation is essential for a steady-state reference model. The abnormal

operation detection can also be improved by adding PV forecasting data and updating Smax

data accordingly [13, 101].

Even when the inverter is operating inside its nominal operating range, where the steady-

state model predicts that engaging a PQ setpoint is safe for the inverter, there can still be

situations where the inverter can become unstable. The steady-state model may not account
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for the inverter’s transient response, which refers to how it behaves when there is a sudden

change in load, a grid disruption, or switching activities. Under some transient conditions,

the inverter’s response may deviate from steady-state prediction, resulting in instability.

Beside this, the inverter’s control system plays a crucial role in maintaining stability. If

the control system design does not appropriately consider dynamic behavior or lacks proper

feedback and compensation mechanisms, instability can arise, even in the nominal operating

region. The behavior of the electrical grid can vary over time due to factors like renewable

energy fluctuations, load variations, or grid faults. These variations might not be adequately

captured by the steady-state model, leading to potential unstable operation during certain

grid conditions. Therefore, it is essential to consider the dynamic reference model of the

inverter that consider transient behaviour and controller impacts.

Developing the dynamic model for power converters can be divided into knowledge-based

and data-driven approaches [102, 103]. A knowledge-based approach uses analytical mathe-

matical models that estimate expected system characteristics and compare them with actual

system characteristics when the system is in a specific state[104]. The analytical model re-

lies on the explicit relationship between input variables to perform predictions or insights.

Analytical models are typically derived through an empirical approach, where assumptions

and simplifications are made to create a mathematical representation of the studied system

or phenomenon [105]. Full-order and reduced-order models have frequently employed tech-

niques for analytically modeling power electronics inverters[21, 106]. A full-order inverter

model provides a detailed representation of the inverter’s behavior and dynamics. It includes

a complete set of equations that describe the power conversion process, switching behavior,

and associated control algorithms. Typically, the underlying circuit topology and mathe-

matical equations of the inverter components are used to develop a full-order inverter model.

The full-order inverter models are more complex and computationally intensive compared

to the reduced-order inverter model. A full-order model has the advantage of accurately

representing an inverter’s behavior, capturing the complex dynamics, including higher-order

harmonics and transients, and is also suitable for detailed analysis and control design [107–

110]. The full-order inverter model incorporates all significant dynamics and states of the
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inverter, including the dynamics of all circuit components and their interconnections. An

accurately designed full-order model can represent the complete behavior of the inverter

system. The full-order model provides a higher level of accuracy because it includes all

significant dynamics and states of the inverter system. The full-order inverter model also

allows eigenvalue analysis of a closed-loop inverter system that allows to determine the sta-

bility of the system and identify any hidden mode of instability [111–113]. On the other

hand, a reduced-order inverter model aims to simplify the complexity of the full-order model

while maintaining acceptable accuracy for particular applications or analysis purposes. The

reduced-order model can capture the essential dynamics of the inverter while neglecting cer-

tain higher-order harmonics or transient effects[97]. If the inverter system exhibits multiple

time scales, such as fast and slow dynamics, the reduced model can exploit this separation.

Fast dynamics can be simplified or approximated, leading to a reduced model that focuses on

the slower dynamics [114–116]. The eigenvalue analysis of a reduced model can estimate the

dynamic response of an inverter. For example, if the reduced-order model exhibits eigenval-

ues with negative real parts, indicating stability, the distance of these eigenvalues from the

imaginary axis can provide an indication of the stability margin [117, 118]. A larger distance

implies a greater stability margin, indicating that the system can tolerate more disturbances

or parameter variations before becoming unstable [119, 120]. In addition, stability criterion

derived from a reduced-order model can be used to predict the stability of a system[121–125].

The criterion utilizes the reduced-order model’s eigenvalues or other system properties to

assess the system’s stability. It’s important to note that the stability criterion derived from a

reduced-order model provides an indication of stability, but it is an approximation based on

the simplified representation of the system. The accuracy of the criterion should be verified

by comparing it with the stability properties of the original full-order model or experimental

observations [126, 127].

Data-driven modeling, in contrast to analytical modeling, is based on the utilization of

data to derive a model or determine parameters for a specific system. Analytical modeling

relies on a complete understanding of the system, which can be challenging for complex

systems. However, data-driven modeling requires little or partial information about the
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Figure 1.4: Comparison of different types of data-driven models.

system, as it infers the relationship between input and output from the available data. It

relies on computational intelligence, classical statistics (such as ordinary least squares or

maximum likelihood estimation), machine learning, and other techniques [128, 129]. Data-

driven models assume that the data contains enough information to describe the actual

system accurately. Examples of data-driven algorithms include artificial neural networks

(ANN), support vector machines, random forests, and more. These models are capable of

capturing system dynamics without relying on complete prior knowledge of the system’s

physical behavior [129–131].

Data-driven modeling can be utilized for the estimation of the structure, parameters, and

behavior of grid-connected inverter systems. These models can be used as dynamic reference

models to predict how the inverter will respond to different power setpoints. There are
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three types of data-driven models: black-box, gray-box, and white-box models [102, 128], as

shown in Fig. 1.4. A black-box model is one where no prior information about the system

is known [132, 133]. In this case, a neural network can be used to analyze the collected data

and capture the underlying linear relationships. In a gray-box model, some of the system’s

dynamic equations and/or parameters are known, while the rest are unknown. The unknown

parts are determined by fitting the observed input-output data into the model, allowing for

a characterization of the system’s behavior [134, 135]. On the other hand, for a white

box model, parameters and the system’s structure are known to provide a comprehensive

understanding of the system’s characteristics [136, 137]. By utilizing data-driven modeling

techniques, different types of models can be employed to estimate system behavior and

predict dynamic responses, depending on the level of prior knowledge available. Data-driven

models have the capability to capture unknown process behavior as long as it is reflected

in the available data. However, it is important to note that data-driven models are highly

dependent on the availability of rich and sufficient data to represent the process behavior

accurately. Without proper caution, overfitting is a common problem that can result in poor

extrapolation power when predicting future process conditions [138, 139].

Hybrid modeling combines analytical and data-driven modeling techniques and attempts

to preserve the advantages while diminishing the disadvantages of the two approaches. The

hybrid model typically consists of two main components: an analytical-based model and a

data-driven model. The analytical-based model incorporates the fundamental principles and

equations governing the behavior of the inverter system. It takes into account the physical

characteristics, such as electrical components and control algorithms of the inverter [140].

This model is typically derived from the basic principles and offers an in-depth understand-

ing of the system dynamics. However, analytical-based models often have limitations due to

simplifications, assumptions, and uncertainties associated with parameter estimation [141].

These limitations can lead to inaccuracies in predicting the inverter’s behavior under vary-

ing conditions. To address these limitations, a hybrid model introduced a data-driven model

besides the analytical model. The data-driven model is developed using machine learn-

ing techniques, such as neural networks or regression algorithms, to capture the complex
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relationships between input variables (such as incoming power setpoints for PQ-controlled

inverter) and the corresponding output variables (such as stable or unstable system for given

setpoints). This model learns from a large data set of measured or simulated input-output

data, enabling it to approximate the inverter’s behavior without explicitly modeling the un-

derlying physics. The idea of using a hybrid dynamic model to predict the inverter’s dynamic

response is novel and has not been previously reported in the literature.

1.3 Contribution of the Dissertation

The dissertation presents novel self-protection methods based on reference models. It is

essential to highlight that these methods are distinct from conventional cyber-security or

anomaly detection techniques. The concept of self-protection for smart inverters serves

as an additional layer of safety, complementing existing communication- and system-level

methodologies. In this section, the contributions of this dissertation in developing self-

protective methods using reference models are outlined.

This dissertation introduces the self-learning feature of self-protective inverters, which

significantly enhances their ability to evaluate normal operating regions in real-time. This is

achieved by estimating unknown system parameters and utilizing known parameters obtained

from measurements. Inverters can avoid abrupt shutdowns and sustain normal operation

by incorporating this feature. This feature can help a smart inverter to detect anomalies

resulting from potentially harmful incoming setpoints, thereby preventing engagement with

the local controller. Additionally, when inverters can estimate input and output circuit

parameters, they can readjust the thresholds in the self-protection algorithm accordingly

[97]. This dissertation introduces and validates two real-time techniques for estimating

unknown system (grid) parameters [142]. The developed methods, namely model reference

estimation and recursive least squares, have been experimentally verified and proven effective

in real-time grid parameter estimation.

This work develops self-protection for grid-interactive smart inverters based on analytical

reference models to inspect the validity of any incoming setpoints before engaging those to
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the inverter’s local controller. There are many inverter dynamic models or stability crite-

ria in the literature [96, 143] that can be implemented as the dynamic reference model for

self-protective inverters. The proposed self-protection concept is formed using the inverter’s

maximum power capability in the steady-state linear and nonlinear operating regions and

the inverter’s dynamic response to any incoming setpoints [97]. In steady-state analysis, in-

stability can be observed when the incoming setpoint is located outside the grid-interactive

inverter’s stable operation boundary, resulting in oscillatory output power, high harmonic

distortions, and low power quality. An incoming setpoint can pass the steady-state inspec-

tions, but it can cause unbounded power oscillation, which is also addressed in this work.

It should be emphasized that the proposed self-protection (self-security) concept should not

be confused with conventional cyber-security methods.

This dissertation introduces a stability criterion for grid-interactive inverters, improving

the effectiveness of the self-protective algorithm in real-time applications. The stability

criterion is derived from a reduced-order inverter model. Unlike the full-order model, the

stability criterion derived from the reduced-order model requires less computational burden

and enables faster analysis [111, 144]. This makes it particularly suitable for large-scale

systems and real-time applications. The effectiveness of the stability criterion is validated

through hardware experiments, confirming its accuracy in detecting both known and hidden

instability modes.

This dissertation also introduces a novel hybrid dynamic model, combining data-driven

and analytical approaches. Two forms of the model are presented using a data-driven neural

network platform. One model uses analytically evaluated risk factors as inputs to predict

stable and unstable operations [145]. The other model utilizes the data-driven neural network

and a developed stability criterion to make predictions [124]. A standard neural network

benchmark is implemented for comparison. The effectiveness of the hybrid dynamic models is

thoroughly evaluated through simulations and hardware tests, demonstrating their practical

applicability.
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1.4 Organization of the Dissertation

The remainder of this dissertation is organized as follows.

Chapter 2 presents the self-learning feature for self-secure inverters. Self-learning is a

process in which smart devices can autonomously learn their capabilities or characteristics

using their input and output data. Self-learning inverter requires estimating the unknown

grid parameters in real time. This chapter presents model reference methods and recursive

least square methods to estimate the unknown grid parameters in real time.

Chapter 3 presents self-protection for grid-interactive smart inverters based on analytical

reference models to inspect the validity of any incoming setpoints before engaging those

to the inverter’s local controller. The self-protection concept is formed using steady-state

and dynamic reference models. The efficacy of the developed self-protection strategy has

been tested using a laboratory setup, including a three-phase 3 kVA inverter and a 12 kW

regenerative grid emulator.

Chapter 4 presents a stability criterion for inspecting the incoming power setpoints and

predicting the safe operating region of an inverter. The stability criterion is developed from

a reduced-order inverter model. The motivation behind employing the stability criterion

instead of a full-order inverter model is discussed. The developed stability criterion is val-

idated through a three-phase 3 kVA inverter for both known instability modes and hidden

instability modes.

Chapter 5 presents a self-security algorithm using a hybrid neural network-based analyt-

ical criterion to detect malicious setpoints. This chapter presents a new method to secure

grid-interactive inverters against manipulated setpoints. The results demonstrate that the

proposed method can significantly enhance the security of inverters by examining power

setpoints using the hybrid model before engaging the setpoint to the local controller. The

findings of this work are experimentally verified using a small-scale two-level 208 V, 3 kVA

inverter connected to a 12 kW NHR 9410 power grid emulator.

Finally, a summary of the presented research in this dissertation and the contribution
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to the state-of-the-art regarding the self-protective methods are presented in Chapter 6.

Furthermore, suggestions for future work in updating the developed self-protective methods

for safety and security of smart inverters is also presented in Chapter 6.
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Chapter 2

Self-learning Algorithms to Estimate

the Grid Parameters

This chapter focuses on the self-learning feature of a self-protective inverter for unknown

grid parameter estimation. The inverter must learn about the input and output circuits to

determine its normal operating region by estimating unknown system parameters. To achieve

this goal, two real-time grid parameter estimation techniques, namely the model reference

adaptive estimation method and the recursive -least square method, are introduced in this

chapter. The content of this chapter is organized into six sections.

Section 2.1 provides the system description and modeling details. The real-time grid

parameter estimation algorithm is discussed in 2.2. The recursive-least square method is

presented in 2.3. Section 2.4 discusses the model reference adaptive estimation method.

The recursive-least square estimation method is utilized in this dissertation to develop the

self-protective method for grid-interactive inverters, as discussed in chapter 3. Section 2.5

demonstrates the experimental validation of the developed grid parameter estimation meth-

ods. Concluding remarks are given in Section 2.6.
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Figure 2.1: Smart inverters connected to the power grid and cyberattack scenarios in a
cyber-physical system.

2.1 System Description and Modeling

The smart inverter-based cyber-physical network, studied under different malicious cyber-

attacks, is presented in this section, see Fig. 2.1. Physical devices such as grid-connected

inverters, transmission cables, loads, battery chargers, transformers, etc., can be considered

physical device categories. On the contrary, devices such as utility controllers, central data

processor units, etc., that can establish a remote connection to the inverters form a remote

communication network, also known as a cyber network. The risk of cyber-attacks increases

for smart inverters when a cyber network allows data sharing between inverters and utility

operators. A three-phase two-level voltage source converter can be programmed as a smart

inverter, as shown in Fig. 2.2. The inverter is connected to the point of common coupling

(PCC) through an LCL filter, the controller of the smart inverter is programmed in a digital

signal processor, DSP. The voltage and current sensors are located at the point of common

coupling, PCC. Herein, L1, L2, Cf , and Zg denote the inverter-side inductance, the grid-side

inductance, and the capacitance of the filter connected in delta, the Thevenin equivalent

impedance between the PCC and the grid, respectively. The input and output circuits of
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Figure 2.2: Simplified phase-a circuit of a three-phase grid-interactive VSI.

the inverter are required to determine its normal operating region. The normal operating

region of the grid-interactive inverter is a function of the dc bus voltage, Vdc, the Thevenin

voltage seen from the PCC, Vg, and the Thevenin impedance seen from the PCC, Zg. This

chapter formulates two different grid parameters estimation techniques to estimate Zg in real

time.

2.2 Real-time Grid Parameters Estimation Algorithm

This work implements two adaptive identification techniques: adaptive model reference and

recursive least square methods to estimate unknown grid parameters. For the formulation

of the real-time grid-parameter estimation techniques, one phase of a three-phase inverter

is considered, as shown in Fig. 2.2. In the literature, there are many active and passive

methods [146–148] for grid parameter estimation, such as adaptive identification techniques,

voltage transients, signal injections, etc. However, these methods cannot be directly applied

for Zg and Vg estimation because the grid voltage, Vg, is unknown. Using KVL at the PCC

in Fig. 2.2, one can obtain the following equation.

Vpcc = Rgig + Lg
dig
dt

+ Vg (2.1)
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This work uses the signal perturbation technique to find the grid parameters. There are

two techniques for signal injection: (i) low-frequency signal injection and (ii) high-frequency

signal injection [149–151]. Nevertheless, there are significant disadvantages to the high-

frequency signal injection method. One of the problems is that the high-frequency injection

should be performed precisely so the active LCL filter connected to the inverter output does

not attenuate the high-frequency components of current or voltages [152–154]. On the other

hand, the low-frequency signal is not attenuated by the LCL filter [155, 156]. In this work,

a low-frequency signal injection method introduces an external perturbation momentarily

when new setpoints are received. Applying KVL at the PCC, one can calculate

V̂pcc = Rg îg + Lg
dîg
dt

(2.2)

where îg represents the current injected into the grid at fin ̸= 60Hz and V̂pcc represents

the measured voltage at the PCC at fin. Notice, fin is required to be chosen such that the

grid voltage does not have any element at that frequency, i.e., V̂g = 0.

2.3 Recursive Least Square Estimation Method

This sub-section describes the RLS formulation for the Zg estimation. The output mea-

surement for the RLS, y(t) at the time instant t1 can be represented as follows, see Fig.

2.3

y(t1) = îg(t1), (2.3)

and u(t) is the input measurement for the RLS

u(t1) = V̂pcc(t1), (2.4)

Consider T is the sampling time of the measurement and matrix A =

[
a1 a2

]T
, which

includes unknown parameters and measurement matrix W =

[
−y(t1) u(t1)

]T
. The pa-

rameters can be expressed as a1 = (LgT/Rg − 1) and a2 = T/Lg. Therefore, the grid
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Figure 2.3: RLS formulation for grid impedance estimation.

inductance can be represented as Lg = T/a2, and grid resistance can be represented as

Rg = LgT/(1+a1). In the recursive form, the least square problem is formulated using (2.5)

and (2.6). Here M is the number of measurements, RM is the covariance matrix, where it is

initialized as is 2 by 2 identity matrix, µ is the forgetting factor bounded as µ = [0 1] where

µ is selected between 0.85 and 0.95. In addition, the unknown parameter vector A can be

estimated for M measurements as,

AM = AM−1 −R−1
M W (tM)(W T (tM)AM−1 − y(tM)), (2.5)

where the covariance matrix RM is defined as

RM =
M−1∑
i=1

µM−i−1W (ti)W
t(ti) +W (tM)W T (tM), (2.6)

Estimated Rg and Lg can be used to calculate the grid voltage using

Vg = Vpcc −Rgig − Lg
dig
dt

(2.7)
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Figure 2.4: General block-diagram of parallel-series model reference identification technique.

2.4 Model-Reference Adaptive Estimation Method

In addition to the recursive least square method, the parallel-series model-reference pa-

rameter estimation method is implemented to estimate the unknown grid parameter. The

system block diagram is presented in Fig. 2.4. Similar to the recursive least square esti-

mation method model reference estimation method can be implemented using (2.2). From

(2.3), the unknown system parameters are defined as a = −Rg/Lg and b = 1/Lg. Like-

wise, the adaptable reference model parameters can represent as am = (−Rg,est)/Lg,est

and bm = 1/Lg,est . Thus, the discrepancy in parameter values can be calculated from

∆a = a − am = (−Rg)/Lg − (−Rg,est/Lg,est) and ∆b = b − bm = (1/Lg) − (1/Lg,est). For

accurate real-time estimation, δa and δb should be reduced. Furthermore, the error in the

state variable is required to be reduced to ensure that the reference model and system are

matched. The dynamics of the error can be presented as follows,

de

dt
= (am − β)e+ (a− am)̂ig + (b− bm)(V̂pcc) (2.8)

For the purpose of minimizing error, a proper positive definite Lyapunov function, V , pre-

sented in (2.9), can be defined for the system described in (2.8). The Lyapunov function

must be selected such that V ≥ 0 and de/dt < 0. The Lyapunov function defined in (2.9)
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satisfied the requirements [157–159].

V =
1

2
(e2 +

1

γ
∆a2 +

1

∆b2
) (2.9)

where γ > 0. The change in V with time can represent by the following,

dV

dt
= ee

de

dt
+

1

γ
∆a

d∆a

dt
+

1

γ
∆b

d∆b

dt
(2.10)

Substituting (2.6) into (2.8) results in

dV

dt
= (am − β)e2 +∆a(̂ige+

1

γ

d∆a

dt
) + ∆b(e(V̂pcc) +

1

γ

d∆b

dt
) (2.11)

Based on 2.11, if am < 0, êig +
1
γ
∆(̇a), e(V̂pcc) +

1
γ
∆ḃ = 0, then V̇ ≤ 0. Thus, ∆ȧ = −(γ)êig

and ∆ḃ = −(γ)eV̂pcc. Consequently, we can write


am = γ

∫
e(t)̂ig(t)dt

bm = γ
∫
e(t)v̂pcc(t)dt

(2.12)

Once bm is estimated, the grid inductance Lg,est = 1/bm. The grid resistance can be esti-

mated from Rg,est = −am/bm = −amLg,est. The accuracy of the real-time estimation can

be enhanced by choosing γ properly [157, 158]. Then, the estimated grid parameters are

sent to the self-protective reference model to adaptively check the validity of incoming power

setpoints [97].

2.5 Experimental Verification

In this section, the performance of two grid-parameter estimation techniques is demonstrated

experimentally using the hardware setup shown in Fig. 2.5. In this setup, a three-phase 5

kVA SiC MOSFET-based inverter is used, and the switching signals for the inverters are gen-

erated using the dSPACE MicroLabBox. In the experimental setup, the inverter feeds a 12
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Figure 2.5: Hardware setup for 3 kVA three-phase grid-interactive inverter, implementing
real-time grid parameter estimation.

Table 2.1: System parameters to validate real-time grid parameter estimation methods

Parameters Value

Nominal line-line voltage, Vn 208 V
DC bus voltage, Vdc 350 V

Fundamental frequency, ωn 2π(60) rad/s
PWM switching frequency, fPWM 20 kHz

Inverter side inductance, L1 1 mH
PCC side inductance, L2 0.5 mH

Filter capacitance, Cf (in ∆) 5 µF
Filter damping resistance, Rcf (in ∆) 3.3 Ω

Grid inductance, Lgrid 5 mH
Grid resistance, Rgrid 0.2 Ω

kW NHR 9410 power grid emulator through a three-phase LCL filter. Also, a programmable

Magna-Power SL400-15/208 dc supply is used as an input dc source for the inverter. The

presented result in this section are recorded using Control Desk, a real-time software in-

terface with dSPACE MicroLabBox, and then plotted using MATLAB. Fig. 2.6 presents

the measured voltage and current waveform after low-frequency signal perturbation. The

Low-frequency signal must be perturbed for a very short period of time because prolonged

perturbations can make the system unstable [160, 161].
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Figure 2.6: Measured voltage (top) and current (bottom) waveform after low-frequency
signal injection.

The experimental results of estimating the grid inductance and resistance using the model

reference adaptive estimation method are shown in Fig. 2.7. Initially, a per phase 2.5mH

is inserted between the PCC and the grid emulator. The Thevenin equivalent inductance,

observed from the PCC to the grid side, comprised the combined effect of the inserted

inductance and the inherent inductance of the grid emulator. A low-frequency signal was

injected for a short duration to perform real-time grid parameter estimation. The model

reference estimation method yielded an estimated inductance of 5.5 mH, while the estimated

Rg for 2.5mH inserted inductance was 0.42Ω. To validate the accuracy of the real-time grid

parameter estimation method, additional inductance was introduced at time instances t = t1

and t = t2. Consequently, the estimated Thevenin inductances observed from the PCC were

8.3mH and 15.5mH, respectively. The calculated error for these estimations is 8.04% and

15.38%, respectively.

The experimental results of estimating the grid inductance and resistance using the

recursive-least square estimation method are shown in Fig. 2.8. Initially, a per phase 2.5mH

is inserted between the PCC and the grid emulator. The Thevenin equivalent inductance,
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Figure 2.7: Estimation result from control desk (a) grid inductance (Lg), and (b) grid
resistance (Rg) estimation using Model Reference Estimation method .

observed from the PCC to the grid side, comprised the combined effect of the inserted induc-

tance and the inherent inductance of the grid emulator. A low-frequency signal was injected

for a short duration to perform real-time grid parameter estimation. The recursive least

square estimation method yielded an estimated inductance of 5.5 mH, while the estimated

Rg for 2.5mH inserted inductance was 0.42. To validate the accuracy of the real-time grid

parameter estimation method, additional inductance was introduced at time instances t = t1

and t = t2. Consequently, the estimated Thevenin inductances observed from the PCC were

8.3mH and 15.5mH, respectively. The calculated error for these estimations is 8.04% and

15.38%, respectively.

In addition to incorporating the recursive least square and model reference estimation

methods, this dissertation goes a step further by introducing and developing an analytical

method specifically designed for real-time grid parameter estimation. This novel approach

is implemented and tested within control hardware in the loop (CHIL) using Typhoon-HIL

real-time simulator. The details regarding the formulation of this analytical method and the

results obtained through real-time simulations are extensively discussed in Appendix B. By
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Figure 2.8: Estimation result from control desk (a) grid inductance (Lg), and (b) grid
resistance (Rg) estimation using Recursive Least Square Estimation method.

presenting these findings, the dissertation aims to provide a comprehensive understanding of

the analytical method’s effectiveness and its potential impact on grid parameter estimation

in real-time scenarios.

2.6 Conclusion

In this chapter, two methods for real-time grid parameter estimation have been developed

and experimentally verified. The findings can be summarized as follows:

• A signal injection-based grid parameter estimation technique has been developed, en-

abling estimation when a new PQ setpoint is commanded to the controller of an inverter.

• The recursive-least square method has been formulated for real-time grid parameter

estimation and implemented on the hardware.

• The model reference estimation method has been formulated for real-time grid param-

eter estimation and implemented on the hardware.

• Furthermore, the performance of both grid parameter estimation methods has been
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compared. The results indicate that the recursive-least square estimation method out-

performs the model reference adaptive estimation method. Based on these findings, the

recursive-least square method has been chosen to develop the self-protective algorithm dis-

cussed in Chapter 3.
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Chapter 3

Self-Protective Smart Inverters Using

Analytical Reference Model

This chapter focuses on the concept of self-protective inverters using steady-state and dy-

namic reference models. The self-protection strategy inspects incoming setpoints from the

utility operator or third-party aggregators using analytical reference models before engaging

the setpoints to the inverter’s local controller. When a malicious setpoint passes the existing

security layers, a smart inverter can examine the integrity of an incoming setpoint in real

time. The content of this chapter is organized into five sections.

The concept of self-protection is presented in Section 3.1. Section 3.2 provides the details

of the developed Self-Protection method. 3.3 presents the description of reference models

for the self-protective inverters, which includes the load flow steady-state model and full-

order dynamic model. Section 3.4 demonstrates the experimental validation of the developed

self-protective method of inverters. Concluding remarks are given in Section 3.5.

3.1 Self-Protection Concept for Inverters

The communication and security protocols and system-level security can fail to detect harm-

ful incoming PQ setpoints that are sent from an authorized user like a utility operator. There-
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fore, an additional protection layer is essential for inspecting incoming setpoints to maintain

safe operation. This article considers setpoints sent from authorized or unauthorized sources,

such as utility operators and man-in-the-middle; see Fig. 3.1. The self-protective inverters

can predict any anomaly that may happen as a result of engaging an unsafe setpoint. The

harmful setpoints can sneak around the communication protocols and system-level security

systems, where this device-level strategy can apply reference models to protect the inverter.

The models can be established based on physical and mathematical equations. Also, an

inverter can be treated as a black box when the reference models can be formed based on

input and output data using offline training and machine learning techniques. However, this

article utilizes analytical multi-reference models to predict any anomaly that may happen

due to a harmful setpoint. Implementing analytical reference models requires significantly

less processing time than data-driven machine-learning techniques. When the malicious data

bypasses the existing security features, self-protective (or self-secure) inverters can examine

the integrity of the data in real-time using the reference models. If the analytical reference

models can be updated in real-time, the accuracy of the self-protection strategy becomes

promising. Updating data-driven models can be challenging compared to updating analyti-

cal reference models.

Figure 3.1: Unsafe PQ setpoints from authorized sources and man-in-the-middle attacks to
smart inverters can pass the conventional security layers.
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Figure 3.2: Flowchart of the self-protection concept for smart inverters.

3.2 Developed Self-Protection Method

Inverters equipped with self-learning features can examine or predict their current or future

operation points [96]. Application of this feature to a grid-interactive smart inverter can

become a powerful solution to predict whether the inverter’s operation will remain in normal
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operation, operate in a highly nonlinear region, or cause instability when the incoming

setpoints are received or system parameters change. If an inverter can estimate the input and

output circuit parameters, such as the dc-bus voltage and the grid impedance and voltage,

the self-protection can be enhanced for any incoming setpoints. Learning the safe and unsafe

operation boundaries and dynamic response before engaging an incoming setpoint is herein

called self-learning for self-protective (or self-secure) inverters. In the proposed technique,

the self-learning process is used to determine: (i) the inverter’s normal operation and stability

boundaries for steady-state analysis and (ii) the characteristics of the inverter for dynamic

analysis.

The flowchart of the developed self-protection method is presented in Fig. 3.2. The in-

coming setpoints are first verified by the requirements of the IEEE Std. 1547 for PCC voltage

measurements [53]. Once the IEEE standards are verified, the self-protection algorithm mo-

mentarily injects a low-frequency signal to estimate the grid parameters in real-time. Then,

the incoming setpoints are first examined using the steady-state reference model that in-

cludes the capability, linear operation, and stable operation boundaries. Based on the risk of

unsafe operation defined by the steady-state model for the incoming setpoints, if the incom-

ing setpoints fall in high-risk or unsafe regions, the setpoints can be automatically rejected by

the self-protection method, and the previously accepted setpoints remain in operation. The

setpoints will not be examined using the dynamic reference model in such cases. However,

if the incoming setpoints fall in no-risk (optimal) or low-risk regions, the setpoints will be

further examined by the dynamic model to determine the location of the system eigenvalues

from the A matrix of the full-order model, which is explained in 3.3.2. After the setpoints

are verified by the steady-state and dynamic reference models, the incoming setpoints are

accepted to be engaged as the new inputs to the local controller.
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Figure 3.3: The capability curve of a synchronous generator.

3.3 Reference Models for Self-Protective Inverters

3.3.1 Load Flow Steady-State Model

The concept of the steady-state safe operation region of an inverter can be explained by

comparing the normal/linear operating region of a grid-interactive inverter to the capability

curve of a synchronous generator. The armature and field limits define the capability bound-

ary of a synchronous generator in which the machine can operate safely, as shown in Fig.

3.3. The inverter’s VA limit curve and the capability boundary is shown in Fig. 3.4. For

the synchronous generator, the armature limit region is a circle with a radius VtIa, centered

at (0, 0). The field limit region is represented with an ellipse with a radius of (VtEaf )/|Xs|,

centered at (0,−V 2
t /Xs) where Vt is the terminal voltage of the generator, Eaf is the field-

induced voltage, and Xs is the synchronous reactance. The safe operation region can then be

identified as the overlap area of the two limits. Similar to the safe operating region concept

of synchronous generators, the power flow from the inverter to the grid can be written as

[162].
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Figure 3.4: Operating regions of a grid-interactive inverter.

(P +
|VTh|2 cos(θZ)

|Z|
)2 + (Q+

|VTh|2 sin(θZ)
|Z|

)2 = (
km,iVdc|VTh|

|Z|
)2 (3.1)

The circle with the radius of Smax centered at the origin, as shown in Fig. 3.4, represents

the rated capacity of an inverter, where P 2 + Q2 ≤ S2
max [99, 100, 163]. Similar to the

normal operating region for synchronous generators, the power flow equation must also be

satisfied. This equation can be written in terms of Vth, Vdc, and Zth = (Zf + Zg), where

Vth and Zth denote the estimated grid-side Thevenin voltage and impedance seen from the

inverter terminals, respectively. The load flow equation will form the active and reactive

power boundary region as a circle in the PQ-plane centered at C and radius of r and as

follows [98]:


C = − |Vth|2 cos θz

|Zth|
− j |Vth|

2 sin θz
|Zth|

r = kmVdc|Vth|
|Zth|

.

(3.2)

where θZ is the angle of the impedance, Vdc is the measured dc-bus voltage, and km =

V(LL,rms)/Vdc is the dc-bus utilization factor. For SPWM in the linear region, this factor
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equals m
√
3/(2

√
2 when 0 < m ≤ 1 [164–166]. As the modulation index increases to m = 1,

the center point of the circle given in (3.2) does not change; however, the radius increases

to the nonlinear boundary operation of a grid-interactive inverter, marked by r1 in Fig. 3.4.

Increasing km further to 2
√
3/(π

√
2) pushes the inverter at its stability boundary, known

as the six-step pattern when the inverter cannot utilize the dc-bus voltage more than that

for a given line-to-line voltage; marked by r2 in Fig. 3.4. Notice r2 also denotes the radius

of the load flow circle and the outer boundary of the nonlinear region. For r1 < r < r2,

the inverter operates in the overmodulation PWM region, also known as the pulse-dropping

region [167–169]. In the overmodulation region, low-order harmonics appear at the output

terminals [170, 171].

The load flow circle overlapped with the capacity circle area, i.e., S < Smax, is the safe

region for the inverter operation. On the other hand, the area between the inner circle

with a radius of r1 and the outer circle with a radius r2, overlapped by the capacity circle

area is the operating area in which the inverter is overmodulated. This area has the risk

of instability indirectly due to PLL malfunctions. The stability and nonlinear boundaries

can change instantaneously based on the grid and inverter parameters, i.e., Vth, Vdc, and

Zth. The self-protective inverter should not engage any incoming PQ setpoints in unsafe

or poor-quality regions shown in Fig. 3.4. Therefore, real-time estimation of these three

variables is required and forms the steady-state reference model of self-protective inverters.

In this work, the recursive least square (RLS) technique is used to estimate the grid

parameters, Vth and Zth, as explained in detail in the literature, e.g.,[172] and in chapter

2. A low-magnitude current with a prime frequency is injected into the grid. The prime

frequency is selected to ensure that the grid voltage has zero magnitudes at that frequency.

The frequency of the injected current should be selected such that the LCL filter does not

attenuate the injected signal. Applying KVL at the PCC, see Fig. 3.4; one can calculate

v̂pcc = Rg îg + Lg((d̂ig)/dt), where îg is the current injected into the grid, and v̂pcc is the

PCC voltage measured at the selected prime frequency when V̂g = 0; herein, ()̂ denotes the

voltage and current components at the frequency of the injected current.
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3.3.2 Dynamic Model

Even in the nominal operating region, where the steady-state model indicates a PQ setpoint

is safe to get engaged to the controller, the inverter can be unstable under certain conditions.

A dynamic model is also needed to detect such conditions, besides the steady-state load flow

restriction shown in Fig. 3.4. The behavior of the PQ-controlled grid-interactive inverter

shown in Fig. 3.4 cannot be assumed linear for two simple reasons. The first reason is that

the active and reactive control loops measure P and Q, which are nonlinear expressions [144].

The second reason is that the resistance and inductance of the LCL filter are functions of

the current (power) flow, temperature, and proximity effects in the filter inductors.

The full-order state-space representation, presented in [21, 173], has been duplicated in

this work as the dynamical reference model. The control scheme of a PQ-controlled inverter

is shown in Fig. 3.5. The full-order model of the PQ-controlled inverter can be expressed as

given in (3.3).

d

dt



iinv

vc

igL

y1

y2

vinv


=



A11 A12 AL13 0 0 AC16

A21 A22 AL23 0 0 0

AC31 AC32 AC33 0 0 0

AC41 AC42 AC43 0 0 0

AC51 AC52 AC53 A54 0 0

AC61 AC62 AC63 A64 A65 A66





iinv

vc

igL

y1

y2

vinv



+



0 b1 0

0 b2 0

BC
31 bC3 0

BC
41 bC4 B43

BC
51 bC5 B53

BC
61 bC6 B63




vg

ω

R∗

 .

(3.3)
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Figure 3.5: The PQ controller of the inverter used in the hardware setup for self-protective
algorithm implementation.

The states of the full-order model are chosen to be the output currents of the inverter,

iinv, output voltages of the inverter, vinv, the filter capacitor voltages, vc, the grid currents,

igL, the state variables of the outer control loop, y1, and state variables of the inner control

loop, y2, of the controller in Fig. 3.5. The inputs of the closed-loop model associated

with the B matrix are grid voltages, vg, grid frequency, ω, and desired power setpoints,

R∗ = [P ∗ Q∗]T . The elements of the A and B matrices can be derived using [21]. The details

of matrix elements A and B are given in Appendix A. Notice that any stability criteria

or dynamic model can also be implemented as the reference model. Besides the Full-order

model, two specific reduced-order models, namely a fifth-order model, and a third-order

model, are presented in Chapter 4.

Any system is designed to be stable up to its nominal power level. However, nonlinearity

always exists, and the system can unexpectedly become unstable at lower power levels [111].

To prevent an inverter from falling into an unstable condition, its dynamic behavior also

needs to be projected. A self-protective inverter should predict the inverter response to an

incoming setpoint before it gets engaged to the local controller [97]. The complication due to

42



Figure 3.6: Hardware setup for 3 kVA three-phase grid-interactive inverter, implementing
device-level self-protection algorithm.

the nonlinearity effects at low power levels is experimentally demonstrated in Section 3.4.2.

3.4 Experimental Results

The effectiveness of using reference models for self-protective inverters is verified experimen-

tally using a three-phase grid-interactive hardware setup, as shown in Fig. 3.6. In this setup,

a custom-built three-phase 3 kVA SiC MOSFET-based inverter is used. The switching sig-

nals of the inverters were generated using the dSPACE MicroLabBox DS-1202 controller

board. A custom-made three-phase LCL filter was connected to the inverter’s output termi-

nal to filter out the high-frequency components. The three-phase inverter was programmed

to inject the desired power into a 12 kW NHR 9410 power-grid emulator. A Magna-Power

SL400-15/208 programmable DC supply was employed as the DC source for the inverter.

The system parameters are outlined in Table III. All the experimental waveforms were mea-

sured using a Teledyne LeCroy HD4096 oscilloscope with CP030 current probes and ADP300

high-voltage differential probes.
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Table 3.1: System parameters for experimental Setup to validate self-protective algorithm

Parameters Value

Nominal line-line voltage, Vn 208 V
DC bus voltage, Vdc 350 V

Fundamental frequency, ωn 2π(60) rad/s
PWM switching frequency, fPWM 20 kHz

Inverter side inductance, L1 1 mH
PCC side inductance, L2 0.5 mH

Filter capacitance, Cf (in ∆) 5 µF
Filter damping resistance, Rcf (in ∆) 3.3 Ω

Grid inductance, Lgrid 5 mH
Grid resistance, Rgrid 0.2 Ω

3.4.1 Steady-State Performance Analysis

In this subsection, the steady-state stability boundary is experimentally demonstrated when

incoming PQ setpoints fall inside the maximum inverter capacity, i.e., S < Smax, but outside

the steady-state stability region. In order to prove the concept, system parameters were

intentionally selected so that unsafe and poor-quality regions of the inverter partly fall inside

the inverter’s capacity, as depicted in Fig. 3.4. Also, the initial setting is selected to represent

practical scenarios following the IEEE Std. 1547 [53]. For instance, the line-to-line voltage

of the grid emulator is 219 V in a test scenario, ensuring that the voltage at PCC remains

below 1.1 p.u (228.8 V) to satisfy the IEEE Std. 1547.

Assume a safe operating point as Vdc = 350V and VLL,rms = 208V , when P is 2 kW,

and Q is 0.5 kVar. For this 3 kVA inverter, at this operating point, P is curtailed, and Q

is injected to raise the voltage at PCC. This PQ setpoint is slightly outside of the optimal

operating region. In this test, the boundary of stability is slowly brought to the point where

the applied PQ setpoint becomes unsafe by applying the following steps; (i) the grid emulator

voltage is first gradually increased from 208 V to 219 V, and then (ii) the dc-bus voltage is

slowly reduced until the setpoint is detected as unsafe (outside the stability boundary). As

a result, the oscillatory output power is observed when Vdc = 300V after t = 12.5s, see Fig.

3.7 (a). Notice that the inverter operation gradually becomes unstable, leading to power
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Figure 3.7: Inverter line-to-line voltage at PCC when (a) PQ setpoint is inside the safe
region, and (b) PQ setpoint is at the stability boundary.

fluctuations, and gradually increases over time. Also, the voltage waveforms of the baseline

condition and near the instability boundaries are compared in Fig. 3.7 (b). Notice that a

nearly sinusoidal waveform is observed for the baseline scenario while a square-like, known

as a six-step waveform is observed around the stability boundary. This transformation from

sinusoidal to distorted waveform verifies the discussion in Section 3.3 regarding the steady-

state stability boundary. It is critical at the system level to identify an orchestrated attack on

setpoints of inverters, jeopardizing the overall power system stability if the inverters operate

in their poor-quality regions.

Fig. 3.7 shows three cases near the instability boundary to statistically evaluate the

accuracy of predicting the risk of engaging an incoming setpoint. In these cases, the initial

operating points are PQo1 = (0.5kW, 0.5kV ar), PQo2 = (0.5kW, 0.25kV ar), and PQo3 =

(0.75kW, 0.25kV ar) at Vg = 219V and Vdc = 300V , and the incoming setpoints for these

three cases are PQ1 = (2kW, 0.5kV ar) for PQo1, and PQ2 = (2kW, 0.25kV ar) for both

PQo2 and PQo3. The risk is predicted when the self-security algorithm is enabled and the

incoming setpoints are received. Then, the self-protection algorithm is disabled, and the
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Figure 3.8: Statistics of the accuracy in risk prediction using the steady-state model.

actual risks are calculated. The risk factor is evaluated by comparing the distance between

the incoming setpoint and the nonlinear boundary (estimated in real-time) to the distance

between the instability and nonlinear boundaries, all with respect to the center, C, as shown

in Fig. 3.4. This process has been repeated 75 times for each case, and the statistical results

are provided in Fig. 3.7. Notice, PQ1 for the given operating condition leads to instability,

see 3.7. In this case, the actual risk is mainly greater than the estimated risk when the

mean error µ is −0.87%, and the standard deviation σ is 1.7174, see Case1 in Fig. 3.7.

The results of the other two cases are also shown in Fig. 3.8, wherein Case2 has a mean

error of µ = 1.72% with a standard deviation of σ = 0.94, and Case3 has µ = 0.55 with

σ = 0.7%, respectively. Since Po3 > Po2, the operating power approaches the incoming P

setpoint, and the estimated grid impedance will be closer to the actual effective impedance

when P = 2kW . Thus, less error can be observed in the risk prediction. The results show

that the maximum estimation error is 4.7. Hence, the steady-state model can nicely predict

the harmful incoming setpoints before engaging the setpoint to the controller.

3.4.2 Dynamic Performance Analysis

Prediction of the dynamic response to an incoming PQ setpoint might be the most chal-

lenging mission of a self-protective inverter [39]. To demonstrate the need for a dynamic
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Table 3.2: System parameters to demonstrate the dynamic analysis of self-protective invert-
ers

Case I: L2 = 0.5mH Case I: L2 = 1mH

kp1 = kp3 = 0.001 kp1 = kp3 = 0.0009
kp2 = kp4 = 0.01 kp2 = kp4 = 0.008
ki1 = ki3 = 0.08 ki1 = ki3 = 0.06
ki2 = ki4 = 2.2 ki2 = ki4 = 2
Vdc = 335V Vdc = 332V

VLL,rms = 208V VLL,rms = 208V
L1 = 1mH L1 = 1mH

Cf (∆) = 27µF Cf (∆) = 27µF
Lg = 5mH Lg = 5mH

reference model, two different case scenarios are considered. The parameters selected for

this test scenario are shown in Table 3.2. In Case I, the LCL filter has the grid-side

inductance,L2 = 0.5mH, while for Case II, L2 = 1mH. The controller used in these tests

is shown in 3.5, and the control parameters selected for these two scenarios are shown in

Table 3.2. Notice that an unauthorized and malicious activist can manipulate these gains

during a firmware/software update [13]. For this study, the gains and the dc-bus voltage

are intentionally selected to place the dominant eigenvalues closer to the stability boundary.

Fig. 3.9 shows a hidden unstable setpoint at a low power level, where the setpoint passes the

steady-state evaluation. The system is stable initially when P ∗ = 100W and Q∗ = 0. An

underdamped-stable response is observed when P ∗ = 150W . Once P ∗ = 190W , a marginally

stable response is observed (Fig.3.9, Point-B). When P ∗ = 250W , the inverter becomes

unstable (Fig. 3.9, Point-C), with the oscillation frequency of (2π/3.02) = 2.08rad/s. In-

creasing the input (command) power to P ∗ = 400,W makes the inverter return to a stable

underdamped operation. Notice that the system behavior is nonlinear.

This nonlinear behavior can be explained by considering the active and reactive power

in the synchronously rotating dq reference frame locked at PCC, i.e., vpccd = 0, as P =

(3/2)(vpccq iq) and Q = (3/2)vpccq id) [174], where vpccq is the magnitude of the phase voltage

at PCC, and iq and id represent the line currents in dq-frame if the power equations are

linearized around a steady-state operating point as; P = (3/2)(V pcc
qo iq + iqov

pcc
q ) and Q =
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Figure 3.9: Experimentally obtained inverter’s dynamic responses when the output power
is changing step-by-step from 150 W to 400 W.

(3/2)(V pcc
qo id + Idov

pcc
q ), where V pcc

qo is the q-axis operating voltage, and Iqo and Ido are the

q-axis and d-axis currents, respectively, the operating current, i.e., Iqo and Ido, will appear in

the closed-loop transfer function coefficients. Therefore, the system stability is undeniably

a function of setpoints in this nonlinear system.

In Fig. 3.10, the trajectories of a dominant eigenvalue of the system are shown using

the full-order model in (3.3). In this root locus study, the filter resistance variation by the

current flow has been modeled in Fig. 3.10(a). The low-frequency pole of the full-order

dynamic model is initially located at the left-half plane and crosses the stability region at

low power levels, see Fig 3.10(b). Furthermore, an incoming PQ setpoint can cause vari-

ations in the inverter circuit parameters, particularly in the filter resistance. While for a

given set of control parameters, the system can be unstable as the injected power increases,

the inherent resistance of the filter and switches can then help the system stability. There-

fore, if the control parameters are manipulated or poorly selected, the inverter can become
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Figure 3.10: (a) R1 and R2 versus current, and (b) the trajectory of the dominant positive
eigenvalue of the full-order model of a 3kVA, 208V three-phase inverter for Case I.

unstable at low power levels, but as the injected power is increased, the system damping

will increase, and the system will return to a stable point, as shown in Figs. 3.9 and 3.10.

This irregularity can happen for specific control parameters and at low power setpoints. The

full-order system eigenvalues for Case I are presented in Table 3.3 Comparing the frequency

of power oscillations in Fig. 3.9 and the eigenvalue at point-C in Fig. 3.10(b) demonstrates

how closely the dynamic reference model in (3.3) can predict the system response before

engaging the setpoint to the controller. The process of examining a new setpoint on the

full-order reference model takes nearly 1 s. Again, this PQ setpoint falls in the steady-state

safe operating region. Hence, the dynamic reference is necessary for inspecting incoming PQ

setpoints.
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Figure 3.11: Observing the inverter’s dynamic behavior for Case II when the output power
is changing step-by-step from 0.6 kW to 1.2 kW.

Table 3.3: Eigenvalues using the full order model for Case I

Point A Point C

−0.9± 2.2j −0.87± 2.047j
−0.7± 1.8j −0.7± 1.8j

−212.3± 611.5j −215.3± 617.6j
−120.83± 1311j −121.4± 1314j
−2600.83± 2030j −2600.3± 2039j
−2000.58± 3860j −2013.8± 3859j

Fig. 3.11 shows a hidden unstable setpoint for Case II, where the setpoint passes the

steady-state evaluation similar to the previous scenario. For the newly selected condition,

the test scenario was started with P = 150W . One can notice from the measured P provided

in Fig. 3.11 that a stable operation is observed when t < 19 s, as the dominant eigenvalues

are on the left-half plane initially, see Fig. 3.12(b). When t = 19s, P = 600W were applied

to the controller, and an underdamped-stable response was observed, see Point E Condition
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Figure 3.12: (a) R1 and R2 versus current, and (b) the trajectory of the dominant positive
eigenvalue of the full-order model of a 3kVA, 208V three-phase inverter for Case II.

in Fig. 3.11, as eigenvalues moving closer to the stability boundary in Fig. 3.12(b). When

t = 39s, P = 750W were applied to the controller, and a marginally-stable response was

observed, see Point F Condition in Fig. 13, as eigenvalues are located on the stability

boundary in Fig. 3.12(b). When t = 59s, P = 1000W were applied to the controller, and

an unstable response was observed, see Point G Condition in Fig. 3.11, as eigenvalues are

located in the right-half plane in Fig. 3.12(b). When t = 79s, P = 1200W were applied

to the controller, and a marginally stable response was observed, see Point H Condition in

Fig. 3.11, as eigenvalues are located on the stability boundary in Fig. 3.12(b). To observe

a stable operation where the eigenvalues move from the right- to the left-half plane, more

power needs to be applied. The full-order system eigenvalues for Case II are presented in

Table 3.4. To protect the system from being damaged the maximum applied power was

limited to 2 kW due to the oscillatory power behavior, the ratings of the inverter, filter, and

wires. The full-order model of the inverter can predict the dynamic response, and then the

self-protection algorithm can prevent the harmful setpoint from being engaged.

However, a simple stability criterion or a reduced-order model that can approximately

51



Table 3.4: Eigenvalues using the full order model for Case II

Point E Point F

−0.000124± 2.18j −0.000124± 2.18j
−0.8354± 1.787j −0.8354± 1.787j
−616.9± 71.9j −616.9± 71.9j
−648.7± 2748j −648.7± 2748j
−930± 4290j −930± 4290j

−1100.83± 5030j −1100.83± 5030j

Figure 3.13: Statistics of dominant eigenvalues estimation for the dynamic reference model
for changing active power from 100 W to 150 W (Point A)

represent the system’s behavior can be applied for the setpoint inspection [124]. If a stability

criterion is used, the inspection process will be less. This can shorten the duration of

examining new setpoints compared to a full-order model. Fig. 3.13 and Fig. 3.14 show the

calculated real part of the dominant eigenvalue, i.e., Rλ, for the system parameters associated

with Points A and C in Fig. 3.11, respectively. The grid parameters are estimated using

the recursive least square (RLS) technique [96]. The grid parameters estimation and the

eigenvalue calculation can be repeated many times for each point, herein 50 times.

The statistics for estimating the location of the dominant eigenvalue for case I are shown
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in Fig. 3.13 and 3.14. The mean value (µ) and the standard deviation (σ) for Point A are

-0.0101 and 0.0112, respectively. For Point C, µ = 0.0081 and σ = 0.0112. Notice that Point

A is a stable point, i.e., Rλ < 0., and Point C is unstable, i.e., Rλ > 0.. Therefore, from the

statistic shown in Fig. 3.14, Point A can be determined as a stable point with 86% accuracy

and Point C as an unstable point with 78% accuracy.

Figure 3.14: Statistics of dominant eigenvalues estimation for the dynamic reference model
for changing active power from 100 W to 250 W (Point C).

3.5 Conclusion

This chapter has experimentally and statistically verified the self-protection method for grid-

interactive inverters. In the self-protection method, the analytical steady-state and dynamic

reference models used to inspect incoming PQ setpoints have been explained and validated.

The following conclusions can be highlighted-

• The reference models have been developed based on the steady-state linear and non-

linear operating regions and a full-order dynamic model of grid-interactive inverters.
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• The nonlinear behavior of the inverter has been experimentally demonstrated for both

dynamic and steady-state analyses.

• In the steady-state experiment, it has been verified that a decrease in the dc-bus voltage

or an increase in the grid voltage can significantly reduce the normal operating region for a

given setpoint.

• Furthermore, it has been verified that a change in the setpoint can change the system

parameters due to PQ control loops and move the eigenvalues to the instability region for a

given set of control gains.

• The developed models for the self-protection method can significantly provide self-

security for grid-interactive inverters against intentional (malicious) and unintentional (ac-

cidental) unsafe setpoints when the communication protocols, system-level security, and

cybersecurity solutions fail to detect those unsafe setpoints.
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Chapter 4

Development of Stability Criteria for

Self-Protective Inverters

This chapter focuses on analyzing and validating the stability criterion for Self-protective

inverters. The contents of this chapter are organized into five sections. Section 4.1 provides

the details of the instability modes of grid-interactive inverters, which includes the impacts

of the circuit and controller on the instability of inverters. Additionally, this section also

describes known and hidden modes of instability. Section 4.2 develops the third-and fifth-

order inverter model. Section 4.3 derives the stability criterion to predict hidden and known

instability modes. Section 4.4 briefly describes the state-space full-order model of inverters.

Eigenvalue analysis for known and hidden instability modes is presented in Section 4.5.

Section 4.6 demonstrates the experimental validation of the different instability modes and

the developed stability criterion. Concluding remarks are given in Section 4.7.

4.1 Instability Modes of Grid-Interactive Inverters

A grid-following inverter is depicted in Fig. 4.1, injecting power into the grid through an

LCL filter. The grid is represented by an equivalent grid inductance, Lg, and resistance,

Rg, with grid voltage, vg.The voltage and current sensors are located after the LCL filter
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Figure 4.1: Circuit schematic of a grid-following inverter.

at PCC, where the measured voltages and currents are converted to the q-axis and d-axis

counterparts. Each P and Q controller has two cascaded loops consisting of an outer power

loop and an inner current control loop in q − axis and d-axis, respectively. To generate the

reference signal for the PWM generator, the output of the PQ controller provides vrq and v
r
d,

see Fig. 4.1.

4.1.1 Instability and Circuit Impacts

In this subsection, two high-frequency modes of instability are discussed. The inverter be-

comes unstable when the output voltage and current waveforms are significantly distorted.

A distortion in the output current can also excite the resonance frequency of the LCL filter,

which is

fr =
1

2π

√
L1 + (L2 + Lg)

L1(L2 + Lg)Cf
(4.1)

From (4.1), it can be seen that the filter resonance frequency, fr, may vary by the grid

inductance, Lg, and core nonlinearity of the filter’s inductors, L1 and L2. Therefore fr

can slightly vary by the operating point and grid condition. The inherent changes in these
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inductances can lead to undesirable harmonic amplification. The PQ control parameters are

designed for finite bandwidth and are based on the fixed resonance frequency of the output

LCL filter. However, the PWM frequency is typically chosen close to 2fr. Thus, a control

design with a proper stability margin can prevent this type of instability [175–178]. To avoid

filter resonance, one solution is to introduce a resistor in series with the LCL filter’s capacitor,

Cf , which is called passive damping. However, the current and voltage waveforms can be

distorted at a frequency above the fundamental frequency. If a specific harmonic component,

typically 5th or 7th, is amplified, PLL may lose its accuracy in tracking the phase-angle of the

PCC voltage. Notice that overmodulation (or pulse-dropping phenomenon) can also lead to

voltage distortion at PCC, appearing mainly in the 5th or 7th harmonic components.

A grid-interactive inverter can inject power into the grid as P 2+Q2 ≤ S2
max, where Smax

is the maximum capacity of the inverter and/or the input source. The amount of active and

reactive power delivered from the inverter’s terminal to the grid can be formulated as [98]

S =
|Vi||Vth|e−j(δ−θz) − |Vth|2ejθz

|Z|
(4.2)

where Vi = |Vi|∠δ represents inverter output and Vth = |Vth|∠0 denotes grid Thevenin

voltages, δ is the angle difference between the inverter and grid voltages. Z = (Zf+Zth)∠θZ is

the impedance seen from the inverter’s output terminals. Herein, the inverter’s fundamental

output voltage can be represented as vi = Vi sin(ωt+ δ), where Vi = kmVdc is RMS of the line-

to-line voltage, and km is called the dc-bus utilization factor. For inverters using sinusoidal

PWM (SPWM) km = 0.612m, and for the space-vector PWM technique (SVPWM), km =

0.707m, where 0 < m ≤ 1 denotes the modulation index. The capability boundary of an

inverter in pumping more power into the grid is limited at km = Vi/Vdc = 2
√
3/(π

√
2 when

the inverter output voltage loses all pulses, and each harmonic component of the line-line

voltage is expressed as vi,h = (
2
√

(3)

πh
)Vdc sin(hωt+ δh). However, the pulse dropping appears

at a lower dc-bus utilization factor, i.e., voltage distortion appears if km ≥ 0.612 for SPWM

and km ≥ 0.707 for SVPWM.When the inverter operates in this region, the voltage distortion

due to over-modulation can indirectly cause the inverter to become unstable.
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4.1.2 Instability and Controller Impacts

The controller gain holds significant importance in maintaining stability within grid-connected

inverter systems. Specifically, the controller gains in the control system of grid-tied Voltage

Source Inverters (VSIs) must be carefully selected and adjusted to ensure stability, particu-

larly in weak grid conditions. In a study referenced as [179], a feasible region is presented for

the proportional gains of the controller, taking into account the grid impedance. This region

offers guidance on selecting appropriate controller gain values that facilitate stable operation

in weak grids. Another study referenced as [180] provides conservative design recommen-

dations for the filter and controller parameters to achieve stability in weak grids. These

recommendations help in determining suitable values for the filter and controller parameters

that support stable operation. Additionally, the ratio between the resonance frequency of

the LCL (Inductor-Capacitor-Inductor) filter and the sampling frequency of the controller

is considered. This ratio establishes an upper limit for the controller gains. The system

can maintain stable operation by adhering to this limit [181, 182]. Therefore, achieving

the desired dynamic characteristics and maintaining stable operation requires appropriate

controller gain tuning.

A base case is provided below to demonstrate how an unstable system can become stable

by adjusting the controller gain and returning to an unstable state. The open loop system

model for an electric machine is given by Gp(s) = 1/[(s− 1)(s+3)(s+8)]. The poles of the

open loop system are s = 1, s = −3, and s = −8. A controller gain K, and negative unity

feedback is applied to make the system faster, as shown in Fig. 4.2.

Figure 4.2: A example of unity feedback closed-loop system with proportional gain.
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Figure 4.3: Root locus studies of unity feedback closed-loop system with proportional gain

The transfer function of the closed-loop system is H(s) = kGp/(1 + kGp), i.e., H(s) =

k/[(s − 1)(s + 3)(s + 8) + k]. The characteristics equation of H(s) can be written as,

∆(s) = [(s− 1)(s + 3)(s + 8) + k] = [s3 + 10s2 + 13s + (k − 24)]. The root locus studies of

the system are shown in Fig. 4.3. By applying the Routh-Hurwitz tabulation method, one

can write (154−K)/10 > 0 and (K − 24) > 0. Hence, the range of K for the system to be

stable is 24 < K < 154. Therefore, the controller gain must be adjusted properly to ensure

the inverter’s operation in stable regions.

Besides the controller gain, the non-linearity of the PQ-controlled inverter can lead to a

hidden mode of instability at low power levels. The dynamics of a PQ-controlled inverter

cannot be considered linear for two reasons. First, the feedback P and Q quantities are non-

linear expressions. The active and reactive power in the synchronously rotating dq reference

frame locked at PCC, i.e., vpccd = 0, can represent as P = (3/2)(vpccq iq) and Q = (3/2)(vpccq id),

where vpccq is the magnitude of the line-to-line voltage at PCC, and iq and id represent the line

currents in dq-frame. As a side note, the dq0 transformation has different formats. Herein,

the q-axis is assumed ahead of the d-axis as described in [174]; however, the following deriva-

tions are valid by swapping the axes for the convention that the d-axis is assumed ahead of

the q-axis.
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If these power expressions are linearized around a steady-state operating point, one can

write


δP = 3

2
(V pcc

qo δiq + Iqoδv
pcc
q )

δQ = 3
2
(V pcc

qo δid + Idoδv
pcc
q )

(4.3)

where V pcc
qo is the q-axis operating voltage, and Iqo and Ido are the q-axis and d-axis

currents, respectively. The operating current, i.e., Iqo and Ido, will appear in the inverter

closed-loop small-signal model. Therefore, the eigenvalues become functions of Iqo and Ido.

Thus, the system stability is affected by incoming setpoints. Furthermore, the controller

gain plays a critical role in determining the stability of a closed-loop system. Depending on

the controller gain, a closed-loop system can become unstable. By adjusting the controller

gain, the unstable system can become stable again. When the controller gain is changed

further, the system becomes unstable again. Hence, there is a particular range of controller

gain for which the system is stable.

The eigenvalues of the state-space model of grid-following inverters can explain the hid-

den mode of instability. A full-order model of an inverter can provide the details of the

system eigenvalues with parameter variations [183, 184]. For explaining the hidden mode of

instability, the sensitivity of eigenvalues with the variation of operating conditions (power

flow) requires to be considered. Noteworthy, hidden modes of instability can also be identi-

fied by a stability criterion. A stability criterion is convenient for real-time implementation.

The details of the stability criterion are provided in the following subsection.

4.2 Reduced-Order Model

The dynamic response of an inverter can be predicted by employing either a reduced-order

model or a stability criterion as a dynamic reference model. In this section, two specific

reduced-order models, namely a fifth-order model and a third-order model, derived from a

simplified inverter model, are presented.
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Figure 4.4: a) A simplified control schematic for fifth-order grid-following inverter model
formulation, and (b) the system signal flow graph

4.2.1 Fifth-Order Model

In this sub-section, a fifth-order model is developed for grid-interactive inverter. For the

purposes of this section, a more simplified schematic of the VSI is chosen, as shown in Fig.

4.4, upon which the analysis is performed. The reduced-order dynamic reference model of a

grid-interactive inverter is derived from this simplified circuit. As one can see from the Fig.

4.4 that the inverter can represent as a controlled voltage source, where the inverter input

voltage, vi, can be regulated with two cascaded controller loops, namely outer power loop

and inner current control loop having transfer function of Go(s) and Gi(s) respectively. A

feed-forward path is also included in the output of the inner current controller. The delay
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associated with the control loop is represented by Gd(s) also included in the simplified model.

As shown in Fig. 4.4, L1,L2, and Cf denote the inverter-side inductance, the grid-side induc-

tance, and the capacitance of the filter connected in delta, respectively. Zth represents the

Thevenin equivalent impedance between the PCC and the grid, consisting of resistance,Rth,

and inductance,Lth. The PCC voltage vpcc, capacitor voltage vc, inverter current iinv, grid

current ig, the desired grid current i∗g, measured active power at PCC P, and the desired

active power at PCC P ∗. The KVL equation on the left side of Cf can be expressed as

−vinv + L1
diinv
dt

+ vc = 0, (4.4)

Similarly, the KVL equation on the right side of Cf can be expressed as

−vc + L2
dig
dt

+ vpcc = 0, (4.5)

In the same way, the KVL equation at PCC can be expressed as,

vpcc = vg + Lg
dig
dt

+Rthig, (4.6)

Similarly, applying KCL at the capacitor node, the capacitor voltage can be expressed as,

dvc
dt

=
1

Cf
iinv −

1

Cf
ig, (4.7)

Transferring (4.4)-(4.7) into the Laplace domain and replacing vpcc from (4.5) in (4.6) yield

sIg =
Vc

L2 + Lg
− Vg
L2 + Lg

− RgIg
L2 + Lg

, (4.8)

For a grid-interactive closed-loop VSI design, the power equations at PCC can be lin-

earized around a steady-state operating point considering reactive power, Q = 0, as follows:

P = Vpcc0ig + vpccIg0, (4.9)
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Herein, Vpcc0 and Ig0 are the steady-state operating voltage and current at PCC, re-

spectively. The desired grid current i∗g can also be represented using the outer control loop

variables shown in Fig. 4.4 as follows,

I∗g = Go(s)(P
∗ − P ), (4.10)

The inverter voltage can also be represented using the control variables shown in Fig. 4.4 as

follows:

Vi = Gd(s)(Vpcc +Gi(s)(I
∗
g − Ig)), (4.11)

Replacing Vpcc from (4.6) in (4.9) yields,

Vinv =
LgVc + L2Vg
L2 + Lg

+ Ig(
RgL2

L2 + Lg
−Gi(s)) +Gi(s)I

∗
g , (4.12)

Replacing Vi from (4.10) in (4.4) in s-domain gives

sIinv = − L2Vc
L1(L2 + Lg)

+ Ig(
RgL2

L1(L2 + Lg)
− Gi

L1

) +
L2Vg

L1(L2 + Lth)
+
GoI

∗
g

L1

. (4.13)

A signal flow graph of the grid-tied system in this work can be sketched as represented

in Fig. 4.4 using equation(4.7), (4.8), and (4.13) in Laplace domain. Notice the signal flow

graph is considered lossless for simplification. The output of the current-controlled VSI unit is

Ig, while the inputs to the system are P ∗ and Vg. And also considering, Gi(s) = Kp1+Ki1/s,

and Go(s) = Kp2 + Ki2/s, where Kp and Ki are the proportional and integral gain of the

controller, respectively. Now, using Mason’s rule on the signal flow graph presented in Fig.

4.4, the transfer function of the simplified system can be determined as H(s) = Ig/P
∗ =

N(s))/D(s). Here N(s) and D(s) are the numerators and denominators of the transfer

function, respectively, as presented in equations (4.14) and (4.15).
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D(s) = s5CfL1(L2 + Lg)
2 + s4Cf (L2 + Lg) + s3[L2 + Lg + L1(L2 + Lg) + L2(L2 + Lg)

+Lg(L2 + Lg)−GdLg(1 + L2 + Lg) +GdLgIg0kp1kp2(1 + L2 + Lg)] + s2[GdLgIg0

ki2kp1(1 + L2 + Lg) +GdLgIg0ki1kp2(1 + L2 + Lg)−Rg(L2 + Lg) +GdLgRg

−Rg(L2 + Lg) +GdLgRg −GdLgIg0Rgkp1kp2] + s[GdLgIg0ki1ki2(1 + L2 + Lg)

−GdLgIg0ki2kp1Rg −GdLgIg0ki1kp2Rg]−GdLgIg0Rgki1ki2,

(4.14)

N(s) = s2(L2 + Lg)CfGdkp1kp2 + sCfGd(L2 + Lg)(ki2kp1 + ki1kp2) + CfGd(L2 + Lg)ki1ki2.

(4.15)

4.2.2 Third-Order Model

In this subsection, a third-order model is developed for grid-interactive inverter. For the

third-order model formulation, the impact of the LCL filter capacitor, Cf , is ignored. And

also, LCL filter inductance, L1 and L2 is simplified as Lf = L1 +L2, see Fig. 4.5. The KVL

equation on the left side of Cf can be expressed as

vi = (Lf + Lg)
dig
dt

+ igRg + vg = 0, (4.16)

Similarly, the KVL equation on the right side of Cf can be expressed as

vpcc = Lg
dig
dt

+ igRg + vg, (4.17)

The linearized power, P , desired grid current, i∗g, and inverter voltage,vinv using the con-

trol variable can be represented as (4.9), (4.10), (4.11), respectively. A signal flow graph

(SFG) of the grid-interactive system can be sketched as represented in Fig. 4.5 using equa-

tions (4.16) and (4.17) in the Laplace domain. Here, the SFG is assumed lossless for simpli-
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fication.

Figure 4.5: a) A simplified control schematic for third-order grid-following inverter model
formulation, and (b) the system signal flow graph

The output of the current-controlled VSI unit is Ig, while the inputs to the system are P ∗

and vg. Now, using Mason’s rule on the signal flow graph presented in Fig. 4.5, the transfer

function of the simplified system can be determined as H(s) = Ig/P
∗ = (N(s))/D(s). Here

N(s) and D(s) are the numerators and denominators of the transfer function, respectively,

where N(s) = Gp(s)Gi(s), and D(s) = s(Lf +Gp(s)Gi(s)Lgig0) +Gi(s) +Gp(s)Gi(s)vpcc0 −

Rg + Gp(s)Gi(s)Rgig0. Considering Gi(s) = Kp1 +Ki1/s, and Gp(s) = Kp2 +Ki2/s, where

Kp and Ki are the proportional and integral gain of the controllers, and replacing Gi(s) and

Gp(s) in N(s) and D(s) yields equation (4.18) and (4.19).
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D(s) = s3(Lf + kp1kp2LgIg0) + s2(kp1ki2LgIg0 + kp2ki1LgIg0 + kp2 + kp1kp2Vpcc0 + kp1kp2

Ig0Rg) + s(ki1ki2LgIg0 + ki2 + kp1ki2Vpcc0 + kp2ki1Vpcc0 + kp1ki2Ig0Rg + kp2ki1

Ig0Rg) + ki1ki2Ig0Rg + ki1ki2Vpcc0,

(4.18)

N(s) = s2kp1kp2 + s(ki2kp1 + ki1kp2) + ki1ki2. (4.19)

From the transfer function of the third and fifth-order models, one can notice that the

operating condition, i.e., Ig0 and Vpcc0, can impact the system stability.

4.3 Stability Criterion from Reduced-Order Model

If the signal flow graph of a simplified control schematic for a grid-following inverter is

considered, see Fig. 4.6, the transfer function of the inverter can be written, and then, using

the Routh–Hurwitz rule, the following stability criterion can be derived as

|Gc| < Rg

(
L1 + L2

L2 + Lg

)
with feedforwarding vpcc (4.20)

|Gc| < Rg

(
L1

L2 + Lg

)
without feedforwarding vpcc (4.21)

where Gc(jω) represents the controller transfer function, which depends on the outer power

controller, Gp(jω), inner current controller, Gi(jω), operating conditions (V0, I0) and the

output circuit parameters. If Gp(s) = kp1 + ki1/s and Gi(s) = kp2 + ki2/s, are substituted in

the system’s transfer function, and then the Routh–Hurwitz rule is applied, see Appendix

A, the stability boundary can be expressed, |Gc| =Mc, as follows:

Mc ≈ kp2 + (kp1ki2 + kp2ki1)(LgI0) + kp1kp2(V0). (4.22)
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Figure 4.6: a) A simplified control schematic for stability criterion formulation, and (b)
the system signal flow graph

For the transfer function and Routh–Hurwitz derivations, check Appendix A. If only the

inner current control loop is considered, thenMc = kp2. From both stability criteria in (4.20)

and (4.21), one can say that a higher Lg value leads to a smaller stability margin. One can

also notice from (4.20) and (4.21) that an increase in L1 can result in a larger stability margin,

but L1 is limited by other circuit restrictions. For high Lg values, i.e., weak grid conditions,

with respect to L2, the gain margin is approximately given by (L1 + L2)(Rg)/(Lg). Thus,

an increase in L2 can also result in a larger stability margin in weak grid conditions. In Fig.

4.6, if the feedforward voltages,vpccq , and vpccd are not implemented, the stability criterion

does not have L2 in the numerator, as also given in (4.21). For such a controller, an increase

in L1 results in a high stability margin, whereas an increase in L2 causes a low stability
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margin. Nevertheless, the convenient criterion in (4.20) and (4.21) provides a quick check

for estimating the gain margin of the controller without providing information about pole

locations. The feedforward voltages are typically included to enhance the inverter’s dynamic

response. The experimental verification of the stability criterion in (4.20) for the hidden

mode of instability is presented in Section 4.5 when feedforward paths are implemented.

4.4 State-Space Model for of Inverters

The steady-state model of the system can provide more details on how much the system

poles are sensitive to the system parameters. Let us consider the system shown in Fig. 4.1.

The small-signal (linearized) model of the open-loop system can be written as:

d

dt


ĩinvqd

ṽcqd

ĩgqd

 =


A11 A12 A13

A21 A22 A23

A31 A32 A33



ĩinvqd

ṽcqd

ĩgqd

+


0 B12 b1

0 0 b2

B31 0 b3



ṽpccqd

z̃

ω̃

 , (4.23)

where ˜iinv =

[
ĩq ĩd

]T
is the inverter output current, ṽc =

[
ṽq ṽd

]T
is the capacitor voltage,

ĩg =

[
ĩgq ĩgd

]T
is the grid current, and ˜vpcc =

[
ṽpccq ṽpccd

]T
is the PCC voltage. In (4.23),

ω̃ represents the grid frequency perturbation, and ũ =

[
m̃ ψ̃

]T
, where m̃ and ψ̃ are the

modulation index and angle between Phase-A of the inverter’s output voltage and the q-axis,

see Fig. 4.7. Furthermore, the inverter voltage can be expressed in terms of m and ψ as


vinvq = mvdc cosψ

vinvd = −mvdc sinψ
(4.24)

After linearizing these equations, ũ =

[
m̃ ψ̃

]T
, can be expressed as ũ = M−1 ˜iinv,.

Notice ˜vinv is the output of the controller; see Fig. 4.2. If the inner current and the outer

power control loops in Fig. 4.8 are linearizing, the state space model of the control loops
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Figure 4.7: Space vector of the inverter voltage, vinv, with respect to the grid and PCC
voltages.

can be expressed as follows:

d

dt

ỹ1
ỹ2

 =

A43 0 0

A53 A54 0



ĩgL

ỹ1

ỹ2

+

B41 B43

B51 B53


ṽpcc
R∗

 , (4.25)

where ỹ1 =

[
ỹp ỹq

]T
, ỹ2 =

[
ỹiq ỹid

]T
and R̃∗ =

[
P̃ ∗ Q̃∗

]T
. The two input variables

are the desired active and reactive power. Combining (4.7) and (4.9), the full-order model

of the system can be written as (A.1), given in Appendix A.

4.5 Eigenvalue Analysis

Three instability scenarios are studied in this section using root loci of the full-order model.

Then these three scenarios are experimentally verified using the hardware setup in the next

section. Fig. 4.5 shows the root locus of a dominant low-frequency eigenvalue when the active

power in the model increases from P = 0.003kW to P = 5kW at zero reactive power, i.e.,

Q = 0V ar. In this study, the filter resistances, R1 and R2, have been increased continuously

with power because the resistances of the LCL filter are a function of the current (power)

69



Figure 4.8: A typical control block diagram for grid-following inverters.

flow, temperature, and proximity effects in the filter inductors. The dominant pole is on

the left-half plane initially, and the system is stable until P = 200W (Point B). When

P > 200W , the low-frequency dominant pole crosses the stability boundary and becomes

unstable. When P > 400W (Point D), the low-frequency pole returns to the left-half plane

again.

In Fig. 4.9 (right), the dominant low-frequency eigenvalue is plotted as P is increased

up to 5kW for different Xg/Rg values ranging from 4 to 8 by changing Lg from 2.5mH

to 5mH with the same inverter setup. The value of Rg is chosen as 0.27Ω. The system

has a low-power hidden instability region for Lg = 5mH, Xg/Rg = 8.2 > 5). For both

Lg = 2.5mH, Xg/Rg = 4.01 and Lg = 3mH,Xg/Rg = 4.81, the root locus of the low-

frequency dominant pole is entirely on the left-half plane. As one can observe in Fig. 4.9,

the system can get unstable for a certain low power range or stay entirely in the stable

left-half plane, depending on the grid condition. Fig. 4.10 represents the eigenvalue analysis

with a similar simulation setup using the reduced-third and fifth-order models, respectively.

Fig. 4.11 shows the second scenario, in which multiple instability modes occur at different
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Figure 4.9: The trajectory of low-frequency positive eigenvalue using the full-order dynamic
model as P is increased from 0.003kW to 5kW for different Lg(right), a zoomed-in plot of
dominant low-frequency positive eigenvalues for Lg = 5mH (left).

power levels. For the root-locus studies, the filter resistance, R1 and R2, has been raised

up slightly as power (current) increases from P = 0.003kW to P = 5kW for constant

reactive power, i.e., Q = 100V ar. Fig. 4.11 shows two different eigenvalues (poles) of the

full-order model. These two poles are on the left-half plane initially, and the system is

stable until P = 200W (Point E). When P > 250W (Point F), the low-frequency dominant

pole crosses the stability boundary and becomes unstable. When P > 350W (Point G),

the low-frequency pole returns to the left-half plane again, and the system is stable until

P = 1kW . However, when P > 1kW (Point H), the other pole, at a higher frequency,

crosses the stability boundary and makes the system unstable, see Fig. 4.11 (right). Hence,

the nonlinear operation of the inverter can lead to multiple instability events at different

power-level depending on the movement of eigenvalues in the closed-loop system.
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Figure 4.10: The trajectory of low-frequency positive eigenvalue using the (a) third-order
dynamic model (b) fifth-order dynamic model, as P is increased from 0.003kW to 5kW

The root-locus studies of the system eigenvalues are shown in Fig. 4.12, as Lg is increased

from 2.5mH to 15mH when Rg = 0.27Ω and the filter resistance, R1, is first assumed 0.4Ω,

representing low damping. As shown in Fig. 4.12 (right), increasing Lg drives a pair of poles

toward instability while other poles stay stable. Higher damping can be observed at a higher

switching frequency due to the skin effect in the filter inductance, L1. In the second scenario,

filter resistance, R1 = 1.2Ω, is assumed to verify this. Like the previous Case, Lg is changed

from 2.5mH to 15mH. It can be seen from the root-locus studies that for R1 = 1.2Ω, the

pair of poles move toward the instability boundary but stays on the left-half plane for the

same change in Lg; see Fig. 4.12 (right). Therefore, high PWM frequency introduces more

damping to the filter inductance, L1, which can positively impact the stability of the inverter.

To demonstrate the effect of Td on inverter stability, the root-locus of eigenvalues is

plotted as P is gradually changing from 0.003 kW to 5 kW for three different time delays see
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Figure 4.11: The trajectory eigenvalues using the full-order dynamic model as P is in-
creased from 0.003kWto5kW for Q = 150V ar (left), a zoomed-in plot of dominant positive
eigenvalues for same inverter setup (right).

Fig. 4.13. It can be seen that increasing Td from 300µs to 400µs shifts the high-frequency

poles λ5 and λ6 of the system further to the left-half plane, i.e., positively impact the system

stability, see Fig. 4.13 (left). However, increasing Td can shift the low-frequency eigenvalues

λ1 and λ2 to unstable regions at certain power levels and when Td = 350µs or 400µs, see Fig.

4.13 (right). In this setup, the low-frequency eigenvalues are the dominant poles. Notice that

the root locus is plotted in this study when the (setpoint) power increases; however, in [185],

the root locus was plotted for a specific operating point as the delay increased. Nevertheless,

a range of delay always exists for both low- and high-frequency poles to remain stable in

weak grids. The study of the delay effects on stability is important as the trend is toward

employing collaborative inverters in modern architectures.
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Figure 4.12: The trajectory of eigenvalues using the full-order dynamic model as Lg is
increased from 5mH to 15mH (left), a zoomed-in plot of dominant low and mid-frequency
eigenvalues.

4.6 Experimental Results

A nonhidden mode of instability, Case I, and a hidden mode of instability, Case II, are

verified experimentally using a hardware setup, see Fig. 4.14. In this setup, a three-phase

3kV A SiC MOSFET-based inverter was applied when the switching signals for the inverters

were generated using the dSPACE MicroLabBox DS-1202 controller board. In the setup,

the inverter followed and fed a 12 kW NHR 9410 power grid emulator through a three-phase

LCL filter. Also, a Magna-Power SL400-15/208 programmable dc supply is employed as the

dc source for the inverter. In this study, the circuit and control parameters are intentionally

selected to place the dominant eigenvalues closer to the stability border to validate the

instability modes, see Table 4.1, and 4.2.
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Figure 4.13: The trajectory of a dominant positive eigenvalue using the full-order dynamic
model of the inverter setups for different Td (left), A zoomed-in plot of low-frequency eigen-
values (right).

4.6.1 Case I: Common Modes of Instability

Two known modes of instability scenarios are demonstrated at rated power level when the

effect of damping is considered, as discussed and shown earlier in Fig. 4.12. Higher PWM

frequency results in more effective resistance in the side inductor, i.e., L1, of the LCL filter.

In the first test scenario, the PWM switching frequency is 20kHz. The system initially

operates near the rated power under a stiff grid condition, injecting 1.2 kW into the grid,

see Fig. 4.15. At t = t1, Lg = 10mH per phase is inserted between the grid and the PCC

point in the circuit using a three-phase circuit breaker. As expected, the system becomes

unstable after inserting the 10mH inductor per phase. At t = t2, the three-phase circuit

breaker bypasses the inductors, and the system becomes stable again. Between t1 and t2, the
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Figure 4.14: Hardware setup for 3 kVA three-phase grid-interactive inverter

Table 4.1: Simulation and Experimental Parameters for Case I (known mode of instability)

Parameters Value

Nominal line-line voltage, Vn 185 V
DC bus voltage, Vdc 350 V

Fundamental frequency, ωn 2π(60) rad/s
PWM switching frequency, fPWM 20 kHz

Inverter side inductance, L1 1 mH
PCC side inductance, L2 0.5 mH

Filter capacitance, Cf (in ∆) 5 µF
Filter damping resistance, Rcf (in ∆) 3.3 Ω

Grid inductance, Lgrid 15 mH
Grid resistance, Rgrid 0.27 Ω

Outer control loop proportional gain, kp1, kp3 0.021
Inner control loop proportional gain, kp2, kp4 0.8

Outer control loop integral gain, ki1, ki3 0.06
Inner control loop integral gain, ki2, ki4 1.2

voltage and current waveforms are distorted, and the level of distortion can be quantified by

the 5th and 7th harmonics in the current and voltage waveforms, see Fig.4.15.

In the second test scenario, the PWM switching frequency is reduced to 8 kHz, and the

same test scenario has been performed. In this test scenario, artificially inserting Lg makes

the voltage and current waveforms distorted so that the fundamental component cannot

be distinguished, a clear demonstration of harmonic instability, see Fig. 4.16. One can
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Figure 4.15: Experimentally obtained active power generation, PCC voltage, grid-side cur-
rent, the zoomed-in voltage, and current waveforms, for Lg = 10mH and the power setpoint
of 1.2 kW, when the PWM frequency is 20 kHz.

notice that the distortion level increases when the PWM switching frequency is reduced.

The system operating with a high PWM frequency introduces more effective resistance with

filter inductance, L1, increasing the level of damping effect.

The impact of PWM frequency on the effective resistance of the filter and inverter circuit

damping is presented in Fig. 4.17 (c). Here ∆P represents the maximum change in active

power from the desired level for changes in Lg from 5mH to 15mH. The value of ∆P is

recorded and plotted for eight different switching frequencies at two different power levels,

P1 = 1000W and P2 = 1200W . One can notice from Fig. 4.17 (c) that an increase in PWM

switching frequency reduces ∆P , i.e., adds more damping effect in the inverter circuit.
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Figure 4.16: Experimentally obtained active power generation, PCC voltage, grid-side cur-
rent, the zoomed-in voltage, and current waveforms, for Lg = 10mH and the power setpoint
of 1.2 kW, when the PWM frequency is 8 kHz, .

4.6.2 Case II: Hidden Mode of Instability

The inverter operation at a low power level is examined to demonstrate the hidden mode

of instability. In the first test scenario, the system initially runs when Lg(= 2.5mH) and

the setpoint is P ∗ = 100W and Q∗ = 0V ar. Different active power setpoints, P, rang-

ing from 150 W to 400 W when keeping Q∗ = 0V AR are applied, and the dynamic re-

sponses are recorded from the dSPACE control desk. For the applied setpoints (P ∗ =

150W, 190W, 250W,and400W ), the dynamic responses are stable; see Fig. 4.18(a).

In the second low-frequency instability test scenario, the inverter runs in a weak grid

when Lg(= 5mH), but for the same setpoints as the previous test scenario, see Fig. 4.18(b).
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Figure 4.17: Experimentally obtained active power generation, for Lg = 15mH and the
power setpoint of 1.2 kW (a) the PWM frequency is 20 kHz, and (b) the PWM frequency is
8 kHz. (c) a family of curves for ∆P vs. PWM frequency at two different power levels.

The root locus study for this test scenario can be found in Fig. 4.9. At t = 21s, when

P ∗ = 150W , an underdamped-stable response can be seen, as marked by Point A. At t = 42s,

when P ∗ = 190W , the dynamic response of the inverter is marginally stable, and undamped

oscillation can be observed (Point B). At t = 61s, the setpoint is P ∗ = 250W , when the

power fluctuates, and the system gradually becomes unstable (Point C). At t = 83s, when

P ∗ = 400W , and the system is again stable (Point D). Thus, an inverter can move from

stable to unstable and unstable to stable depending on the setpoints. These two experimental

test outcomes are also in agreement with the stability analysis demonstrated in Fig. 4.9.

Therefore, for weak grid conditions, i.e., high Lg, power setpoints can cause low-frequency

instability if the damping is insufficient in the system.
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Table 4.2: Simulation and Experimental Parameters for Case II (hidden mode of instability)

Parameters Value

Nominal line-line voltage, Vn 208 V
DC bus voltage, Vdc 335 V (341 V) V

Fundamental frequency, ωn 2π(60) rad/s
PWM switching frequency, fPWM 20 kHz

Inverter side inductance, L1 1 mH
PCC side inductance, L2 0.5 mH

Filter capacitance, Cf (in ∆) 27 µF(5 µF)
Filter damping resistance, Rcf (in ∆) 3.3 Ω (1.65 Ω )

Grid inductance, Lgrid 5 mH
Grid resistance, Rgrid 0.09 Ω

Outer control loop proportional gain, kp1, kp3 0.001
Inner control loop proportional gain, kp2, kp4 0.1

Outer control loop integral gain, ki1, ki3 0.06
Inner control loop integral gain, ki2, ki4 1.2

Figure 4.18: Experimentally obtained inverter’s dynamic responses when the output power
is changing step-by-step from 150 W to 400 W for (a) Lg = 2.5mH and (b) Lg = 5mH.

In the third test scenario, the inverter runs when Lg = 5mH, and the setpoint of P ∗ =

50W , and Q∗ = 150V ar. Different active power setpoints, P ∗, ranging from 50 W to 1200 W

by 50 W steps are applied to the controller when Q∗ = 100V ar. The dynamic responses are
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shown in Fig. 4.16(a). The voltage waveforms obtained from the oscilloscope for different

dynamic responses are shown in Fig. 4.16 (b)-(d). When 50 < P ∗ < 200W (Point E), the

system is stable, i.e., measured active power following the commanded setpoints. It can be

observed that both line-to-line and phase voltage waveforms are pure sinusoidal, and the

THD is insignificant. When 200 < P ∗ < 350W , the system is unstable, and an oscillatory

behavior can be observed with a frequency of 1.54 rad/s when 350 < P ∗ < 950W (Point

F), the system is again stable, i.e., P following the P ∗. When 950 < P ∗ < 1200W (Point

H), measured power increasingly elevated to higher values, with a frequency of 6.28 rad/s.

The voltage waveforms are also distorted, clearly demonstrating an instability mode. The

phenomena in this test scenario have been conceptually shown earlier in Fig. 4.8, where it

has been shown that two pairs of eigenvalues in the state-space model can lead to instability

at different power levels and different frequencies. The frequency of two pairs of eigenvalues

of the state-space models that cause instability is 2.14 rad/s and 1350 rad/s, respectively, see

Fig. 4.8. The frequency of eigenvalues should not be confused with the frequency of power

oscillation in Fig. 4.16. Herein, the frequency of eigenvalues represents the frequency of state

variables, i.e., measured voltages or currents, whether measured power is a secondary variable

that results from measured voltage and currents. Regardless of the source of instability, which

could be low- or high-frequency eigenvalues, the frequency of power oscillations is below a

few hertz.

4.7 The Stability Criterion Verification

According to the stability criterion in (4.20), the magnitude of the PQ-controller, i.e.,

|Gc| = Mc as defined in Appendix A, must not exceed the upper stability margin, i.e.,

(Rg(L1 + L2))/((L2 + Lg)). The stability criterion can be verified in two ways. The first

approach is to alter Mc by changing the controller parameters when circuit parameters are

constant. The second approach is to vary the margin by intentionally changing the filter

circuit parameters, L1 and L2, and comparing the margin with Mc. To verify the criterion

in (4.20) and demonstrate the impact of the circuit, the second approach is performed for
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Figure 4.19: Experimentally obtained (a) inverter’s dynamic responses when the output
power is changing step-by-step from 100 W to 1200 W and keeping Q=100 Var. (b)-(d)
Voltage waveforms obtained from the oscilloscope for different dynamic responses.

the hidden mode of instability, as shown in Fig. 4.20.

The low-frequency hidden mode of instability is shown in Fig. 4.20. In this case, the

active power setpoint is increased in two steps. In the second step, the power oscillates, and

the system becomes unstable; see Fig. 4.20. At t = t3, the stability margin is increased by

inserting an inductor into the LCL filter. This is achieved by opening a bypass three-phase

circuit breaker in the laboratory. In this case, four different combinations of L1 and L2 are

considered; see Figs. 4.20 (a)-(d). Notice that when the margin is lower thanMc, the system

is unstable; see Fig. 4.20 (a). However, the system becomes stable for higher margins, as

shown in Fig. 4.20 (b)-(d). It can be seen from the experiments that a higher value of margin

adds more damping to the system and makes the system stable, which verifies the stability
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Figure 4.20: Active power at PCC when P = 150W at t = t1 and a step-change to P =
250W at t = t2 with L1 = 1, L2 = 0.5mH, and Lg = 5mH for Rg = 0.35 Omega followed
by inserting additional L1 or L2 at t = t3. (a) L1 = 1mH, L2 = 1mH (b) L1 = 1.5mH,
L2 = 0.5mH, (c) L1 = 1, L2 = 1.5mH(d) L1 = 2mH, L2 = 0.5mH.

criterion in (4.20). Therefore, the criterion in (4.20) can be applied to select the controller’s

gain, preventing instability at the values below the rated power.
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Figure 4.21: Active power at PCC when P = 1200W at t = t1 and Lgchange to 15mH
from Lg = 5mHat t = t2 with L1 = 1, and L2 = 0.5mH for Rg = 0.35Ω followed by inserting
additional L1 or L2 at t = t3. (a) L1 = 1mH, L2 = 1.5mH (b) L1 = 3.5mH, L2 = 0.5mH,
(c) L1 = 1, L2 = 3mH(d) L1 = 2mH, L2 = 0.5mH.

The known mode of instability is shown in Fig. 4.21. In this case, the circuit parameters

are changed in two steps. In the first step, the grid inductances change intentionally at t = t1
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by opening a bypass three-phase circuit breaker in the laboratory. For these changes, the

system becomes unstable because of the harmonic instability, as shown in Fig. 4.21. For the

second step, at t = t2, the stability margin is increased by inserting an inductor into the LCL

filter. This is achieved by opening a bypass three-phase circuit breaker in the laboratory.

Notice that when the margin is lower than Mc, the system is unstable; see Fig. 4.21

(a) and (c). However, the system becomes stable for higher margins, as shown in Fig. 4.21

(b) and (d). It can be seen from the experiments that a higher value of margin adds more

damping to the system and makes the system stable, which verifies the stability criterion

in (4.20). Therefore, the criterion in (4.20) can be applied to select the controller’s gain,

preventing instability because of the change in the inverter circuit.

4.8 Conclusion

This chapter has developed and experimentally verified a stability criterion for the self-

protection method of grid-interactive inverters. The following conclusions can be highlighted-

• A hidden instability mode has been introduced and analyzed for PQ-controlled invert-

ers. This unforeseen instability issue has been identified at a power range below the rated

level, mainly when the inverter operates in weak grids.

• Several scenarios have been investigated to understand the impact of controller nonlin-

earity and filter parameters variation on the stability of the inverter

• It has been shown that low-frequency eigenvalues of the closed-loop model can dominate

the overall system dynamics. It has also been demonstrated that the inverter system moves

to a stable or unstable region for different power setpoints.

• Additionally, it has been verified that multiple pairs of eigenvalues in the state-space

model can lead to instability at different power levels and different frequencies.

• Furthermore, it has been verified that a change in the setpoint can change the system

parameters due to PQ control loops and move the eigenvalues to the instability region for a

given set of control gains.

• A stability criterion has been developed for inspecting the power setpoints and pre-

85



dicting the instability and verified through hardware experiments carried out on three-phase

grid-interactive inverters.
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Chapter 5

An Analytical Criterion on Neural

Network Platform for Self-Protective

Inverters

This chapter focuses on analyzing and validating an analytical Criterion on a neural network

platform for self-protective inverters. The contents of this chapter are organized into five

sections. Section 5.1 provides the details of the cyberattack scenarios and system descrip-

tion. Section 5.2 develops a hybrid data-driven and analytical model-based criterion for Safe

Inverter Operation. Section 5.3 provides the details of the self-protection approach. Sec-

tion 5.4 demonstrates the experimental validation of the developed self-protection approach.

Concluding remarks are given in Section 5.5.

5.1 Cyberattacks Scenarios and System Description

This section discusses malicious data-attack scenarios for the grid-interactive smart inverters

in a cyber-physical network and the system description of this work. Physical devices such

as grid-connected inverters, smart sensors, electrical buses, circuit breakers, phasor measure-

ment units, etc., form the physical device category, so-called the physical network. Devices
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Figure 5.1: Smart inverters connected to the power grid and cyberattack scenarios in a
cyber-physical system.

such as utility supervisory controllers, third-party aggregator servers, data centers, energy

management systems (EMS), etc., can remotely connect to the other smart devices to form

a communication network, so-called a cyber network. This communication network provides

smartness to the inverters by allowing interactive and real-time control to deliver services

beyond active and reactive power injection to the grid, i.e., ancillary services. This interac-

tion also allows data sharing between inverters that are connected to different local networks

through the control and data centers, as shown in Fig. 5.1. Also, inverters connected to

the same local network can directly share information through wired or wireless channels.

Notice smart inverters are accessible from many channels through the communication link.

Received data using communication links can be processed in the inverter’s local controllers.

As authorized sources use secure communication channels, existing basic security features

can fail to examine the incoming data sent from an authorized user, like a utility operator or

data from nearby trusted local devices. Therefore, an additional device-level security layer
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to the existing security methods is essential to maintain normal and safe system operation.

In this chapter, manipulated external data sent from authorized sources like utility op-

erators requesting a change in the inverter’s power setpoints are considered cyberattacks,

see Fig. 5.2. The schematic of the PQ-controlled grid-following inverter is demonstrated in

Fig. 5.2, where the LCL filter is used at the output terminals of the inverter. The grid is

represented by an equivalent grid inductance, Lg and grid resistance, Rg, with grid voltage,

vg. In the PQ control structure, both P and Q controllers consist of two cascaded control

loops. One can notice that the outer power loops compare the desired power setpoints,

R∗ = [P ∗ Q∗)] to the measured power R = [P Q], where P = (3/2)(V pcc
qo iq + Iqov

pcc
q ) and

Q = (3/2)(V pcc
qo id + Idov

pcc
q ) [111]. Therefore, the line current in the control loop can shift

system eigenvalues to the right-half plane and lead to unsafe hidden mode instability in the

inverter below the rated power level [111]. The safe operation of the grid-interactive inverter

can be compromised intentionally or accidentally [97]. A man-in-the-middle can manipulate

the commanded power setpoints delivered from authorized sources such as utility operators,

as shown in Fig. 5.2. Furthermore, a trusted source can unknowingly command unsafe power

setpoints that can jeopardize the safe operation of inverters. Here, both power equations are

linearized at a steady-state operating point. V pcc
qo represents the q-axis operating voltage,

and Iqo and Ido represent the q − axis and d-axis currents, respectively. Notice, vpccd = 0 for

the synchronously rotating dq frame of reference locked at PCC.

5.2 Hybrid Data-Driven and Analytical Model-Based

Criterion for Safe Inverter Operation

The inverter operation can be unsafe, e.g., unstable, within its nominal operating region,

even when the inverter control parameters are appropriately selected, and a commanded PQ

setpoint appears safe to be engaged to the controller. For example, hidden-mode instabil-

ity can occur at a low power level, as reported in [111]. A full-order dynamic model or any

reduced-order model can be used to inspect the incoming power setpoints. However, inspect-
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Figure 5.2: The PQ controller for grid-following inverters and unsafe operation from an
authorized entity or modified by unauthorized source (man-in-the-middle attacks).

ing incoming power setpoints using a full-order model can be computationally burdensome.

A suitable criterion is computationally efficient to inspect the power setpoints and can be a

promising solution. This work formulates a hybrid model that combines a neural network

and an analytical criterion to detect unsafe operations of inverters for commanded power

setpoints.

5.2.1 Analytical Criterion from a Reduced-Order Model

An analytical criterion can be derived from the simplified circuit of a grid-following inverter

shown in Fig. 5.2. Then, the transfer function of the inverter can be formulated, and using

the Routh–Hurwitz rule, the following stability criterion can be derived as,

|Gc| < Rg
L1 + L2

L2 + Lg
(5.1)

Where |Gc| represents the controller transfer function, and the lower stability boundary in

(5.1) can be expressed, |Gc| =Mc, as follows

Mc ≈ kp2 + (kp1ki2 + kp2ki1)(LgI0) + kp1kp2(V0). (5.2)
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Where kp1,ki1, kp2, and ki2 represent the PI controller gains of the cascaded active power

control loops, as shown in Fig. 5.2. Notice similar expression can also be written for the

reactive power control loop. Herein, the last two terms of the lower stability boundary (5.2)

depend on the operating condition, i.e., Vo and Io. However, the impact of dc-bus voltage

and grid voltage is not considered in (5.2). Hence, steady-state risk, Risk, is used in (5.2)

as a multiplication factor for the last two terms that include operating points. Notice the

steady-state risk factor is a function of dc-bus voltage, Vdc, the dc-bus utilization factor,

km, grid-side Thevenin voltage, Vth, and impedance seen from the inverter side, Zth. The

detailed risk factor calculation is provided in [98]. The expression in (5.2) can be adjusted

as follows,

Mc ≈ kp2 +Risk[(kp1ki2 + kp2ki1)(LgI0) + kp1kp2(V0)]. (5.3)

The upper stability boundary, i.e., the ratio Rg(L1 + L2)/(L2 + Lg), determines the

stability margin of the grid-following inverter for given control parameters. Also, for high

Lg, i.e., weak grid conditions and relatively low L2, the gain margin is approximately given

by (L1 + L2)(Lg)/(Rg). The inverter’s safe operation region can be verified by using this

useful criterion,

Mc < MLR. (5.4)

HereMLR = Rg(L1+L2)/(L2+Lg) is the upper safety margin. The value ofMc depends

on P ,Q,Vdc, Vth, Zth, Lg, L2,Rg,kp1,kp2,ki1,ki2 and the operating condition of the inverters.

The analytical criterion in (5.4) cannot distinguish between unsafe operations resulting from

manipulations of PQ setpoints (cyberattacks) and weak grid conditions. This work develops

a hybrid model that includes analytical criterion (5.4) and a data-driven neural network that

can predict the stable or unstable operation of inverters. The details of the neural network

are provided in the following subsection.
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5.2.2 Neural Network for Inverters’ Stable and Unstable Opera-

tion Estimation

This work uses a multilayer perception neural network model to predict whether the inverter

operation is stable or unstable. An artificial neural network (ANN) is a powerful tool for

predicting unknown parameters [186–189]. The control parameters and the steady-state risk

factor that determines the safe boundary of inverter operations in (5.3) are used to train the

neural network. The outcome of the neural network can be expressed as a function, F , that

accepts nine inputs which can represent as follows,

y = F (x) = F ([Risk, kp1, kp2, kp3, kp4, ki1, ki2, ki3, ki4]) (5.5)

where Risk is the steady-state risk factor, depending on Vdc, Vth, Zth, and km. Herein,

kp1, kp2, kp3, kp4, ki1, ki2, ki3, and ki4 are the PI controller gains. The problem is a binary

classification problem where the size of |y| = γ = 2, where the set of target classes is stable,

unstable. As F is unknown, the function’s responses, yi, to the input vector, xi, can be

observed. Therefore, a set S of observed input-output points (x, y) are known. The task

of ANN is to learn the relation expressed by the set S and come up with an approximated

expression, G of F, that can capture such behavior. Generally, S = St ∪ Sv, where St

represents the training set and Sv represents the validation set to check whether G can

accurately estimate the unknown function F. The training process is completed when the

following errors become lower than a specified threshold ϵ0.

ϵ =
∑

i

∥∥G(xi)− F(xi)
∥∥2 =∑

i

∥∥G(xi)− yi

∥∥2 < ϵ0 (5.6)

For ANN implementation, the training objective is required to define first and then

develop an approach to train the neural network to achieve the objective. In this work, the

training objective is to minimize the cost function in (5.6).
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Figure 5.3: The flowchart of neural network offline training.

J(t, t̂i) = − 1

N

N∑
i=1

[ti log
(
t̂i

)
+ (1− ti) log

(
1− t̂i

)
] (5.7)

where ti is the true label and t̂i is predicted output. Notice the cost function in (5.7) is

standard cross-entropy. The model parameters that minimized the loss function J(ti, t̂i) can

be obtained by calculating the gradient of the loss function and implementing (5.7).

wk+1 = wk − α
∂J(ti, t̂i)

∂wk
(5.8)

93



Figure 5.4: Implemented neural network topology for stable or unstable operation estima-
tion.

Here α is the step size. The gradient descent method is used to update the weight parameters

of the model to minimize the loss function. The algorithm flowchart is presented in Fig. 5.3.

The implemented neural network topology is shown in Fig. 5.4. In this work, the developed

neural network has nine input nodes, two hidden layers with ten and five nodes, respectively,

and an output layer with a single node that indicates the true level of t. Here, the hidden

layer is used to learn the unknown function to predict the value of t. The inspection of the

neural network in Fig. 5.4 returns the following analytical formulation,

y = fAN

H−1∑
p=0

w(o0,hp)hp = fAN

H−1∑
m=0

w(o0,hp)

l−1∑
q=0

w(hp)iqxq (5.9)
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Here fAN is the activation function by which each neuron implements the learning function.

There are several activation functions, such as hyperbolic tangent, sigmoid, rectified linear

unit, etc. In this work, the sigmoid function is chosen as the activation function. Noteworthy,

this work utilizes a basic neural network structure and standard training approach to develop

the self-protective algorithm that effectively ensures the safety of the inverter. For neural

network training, a set of training data is collected from an experimental hardware setup.

The experimental data is collected for different circuit conditions by changing power setpoints

from low to high values. For each setpoint, the inverter dynamic responses, i.e., whether

the inverter operation is stable or unstable for commanded power setpoints, are recorded.

The trained neural network is used in the self-protective algorithm. However, the inverter

operation is highly nonlinear for the hidden mode of instability and also under very weak grid

conditions. The performance of a trained neural network could be less accurate depending on

the operating conditions. Therefore, the probability of correct prediction using the trained

neural network under different operating conditions is determined. The hybrid model sets a

predefined threshold for the probability of correct prediction by the trained neural network,

determining whether the hybrid model labels the commanded setpoints as safe setpoints.

5.3 The Developed Self-Protection Approach

The flowchart of the proposed self-protective approach is presented in Fig. 5.5. The incoming

setpoints are first verified by the requirements of the IEEE Std. 1547 for PCC voltage

measurements. The self-protection algorithm momentarily injects a low-frequency signal to

estimate the grid parameters in real-time when the IEEE 1547 requirements are verified.

Then, the incoming setpoints are examined using the steady-state model. The details of the

online grid parameters estimation technique and steady-state model can be found in [97].

If the incoming setpoints are detected unsafe by the steady-state model, the setpoints are

rejected by the self-protection algorithm, and the inverter operates on previously accepted

setpoints. If the steady-state model passes the setpoints, the dynamic behavior of the inverter

for commanded setpoints is inspected by the hybrid dynamic model.
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Figure 5.5: Flow chart of the self-protective algorithm of a smart inverter integrating
analytical model into neural network platform.

This hybrid model incorporates the analytical criteria defined in equation (5.4) and a

trained neural network model. In the hybrid model, the commanded setpoints are assessed

using the analytical criterion specified in equation (5.4) to determine the risk of instability.

Concurrently, a trained neural network model is employed to predict inverter dynamic be-

havior. Herein, the neural network takes analytically calculated risk factor, Risk, and control

parameters as inputs to predict whether the inverter operation is stable or unstable for com-

manded power setpoints. The probability of correct prediction of the trained neural network

is subsequently calculated to enhance the performance of the hybrid model. The algorithm

allows the setpoint to be passed and engaged in the local controller if two conditions are met:

first, the instability risk evaluated from the analytical criterion falls below THir; second, the

neural network predicts stable operation with a probability of correct prediction exceeding

THcp for the commanded power setpoint. Herein, THir, and THcp denote the threshold

for assessing instability risk using the analytical criterion and the probability of accurate
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prediction by the neural network, respectively. In contrast, when the hybrid dynamic model

determines that the commanded power setpoints are unsafe, the algorithm will reject these

setpoints and instead operate based on the previously accepted safe PQ setpoints. It is

important to note that the decision regarding safe setpoints derived from the hybrid model

depends on the user-defined threshold value. Based on the performance of both the model

and operating condition, the decision rule can be updated and implemented in the algorithm

accordingly. Notably, the neural network in the developed hybrid dynamic model can be

replaced by any alternative classification scheme.

5.4 Experimental Results

The effectiveness of the hybrid data-driven and analytical criterion-based self-protection

algorithm is verified in this section. The experimental setup is shown in Fig. 5.6. In this

setup, a three-phase 5 kVA SiC MOSFET-based inverter is used, and the switching signals

for the inverters are generated using the dSPACE MicroLabBox DS-1202 controller board. In

the experimental setup, the inverter feeds a 12 kW NHR 9410 power grid emulator through

a three-phase LCL filter. Also, a Magna-Power SL400-15/208 programmable dc supply is

employed as the dc source for the inverter. The presented dynamic responses for different

Figure 5.6: Experimental setup for a three-phase grid-following inverter.
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Figure 5.7: Experimentally recorded inverter’s dynamic responses from the control desk
when the active power is changing step-by-step from 100 W to 1200 W for Q = 0 Var.
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scenarios in this section are recorded using Control Desk, a real-time software interface with

dSPACE, and then plotted in MATLAB. The test scenarios in Fig. 5.7 demonstrate the

nonlinear and uncertain behavior of the inverter. In the first test scenario, the controller gain

parameters are chosen as kp1 = kp3 = 0.021, kp2 = kp4 = 0.8, ki1 = ki3 = 0.06, ki2 = ki4 = 1.2.

Different active power setpoints P ∗ ranging from 50 W to 1100 W by a step of 50 W are

applied to the controller when Q∗ = 0. The dynamic responses of measured active power are

shown in Fig. 5.7 (a). For this control setup, the measured active power follows the desired

active power, and the inverter operation is always stable, i.e., safe. For the remaining test

scenarios, the controller gains parameters are chosen as kp1 = kp3 = 0.009, kp2 = kp4 = 0.1,

ki1 = ki3 = 0.06, ki2 = ki4 = 1.2 to demonstrate the nonlinear behavior of the grid-following

inverter.

In the second test scenario, different active power setpoints are applied to the controller

as a step similar to Fig. 5.7(a). One can observe that when 0 < P ∗ < 700W , the system

is in safe operation, and measured active power is following the commanded active power

setpoints. However, the dynamic response of the inverter becomes oscillatory beyond 700

W, and the system becomes oscillatory, a clear indication of unsafe operations. In the third

test scenario, the dc-bus voltage is reduced to 335 V, and then an oscillatory response is

observed when 250 < P ∗ < 350W , which occurs below the rated power level; see Fig. 5.7

(c). In the fourth test scenario, the inverter runs when Lg = 5mH. For this test scenario, an

oscillatory behavior at low power 250 < P ∗ < 350W and at high power 700 < P ∗ < 1100W

are present; see Fig. 5.7 (d). Thus, an inverter can move from safe to unsafe or unsafe

to safe regions depending on the system parameters, controller setup, and power setpoints.

Therefore, one can conclude that a suitable criterion is required to predict the unexpected

nonlinear behavior of grid-following inverters, as experimentally demonstrated in Fig. 5.7

(b)-(d).

For the self-protection algorithm implementation, a trained neural network-based stable

and unstable operation model is required, as shown in Fig. 5.4. For developing an offline-

trained model, a set of experimental datasets is collected for active and reactive power

variations. Table I presents the various experimental test scenarios and controller gains that
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Table 5.1: Circuit and Control Parameters of Experimental Setup used for Data Recording
for active power setpoints, P ∗, variation

Parameters
Case
P1

Case
P2

Case
P3

Case
P4

Case
P5

Case
P6

Case
P7

Case
P8

Case
P9

Case
P10

kp1 0.02 0.001 0.001 0.001 0.001 0.02 0.001 0.001 0.001 0.001
kp2 0.8 0.1 0.8 0.4 0.2 0.8 0.1 0.8 0.4 0.2
ki1 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06

Controller
gain

ki2 1.2 1.2 1.2 1.2 1.2 1.2 1.2 1.2 1.2 1.2

Grid
inductance (mH)

2.5 2.5 2.5 2.5 2.5 5 5 5 5 5

DC bus
voltage

341V ≤ Vdc ≤ 350V (with an increase of 1 V)

PQ
setpoints

0 ≤ P ∗ ≤ 2kW (with a step change of 30 W) for Q∗ = 0 Var

Tested
setpoints

670 670 670 670 670 670 670 670 670 670

Unstable
setpoints

0 570 0 168 168 0 497 0 196 458

have been utilized to investigate the dynamic response of inverters for the variation of both

active and reactive power setpoints.

A total of 10,700 data samples were acquired from this specific experimental setup and

are utilized for the neural network offline training. Two distinct neural network models were

developed to evaluate neural network performance. The initial model, NN-A, considers all

pertinent experimental testing information as input and predicts the output as safe or unsafe

inverters operation for commanded power setpoints. For the second neural network model,

namely the NN-B model, the inputs are the steady-state risk factor, Risk, and controller pa-

rameters. The trained NN-B model predicts whether the inverter operation is safe or unsafe.

The data obtained from different test scenarios are used to evaluate the steady-state risk fac-

tor, Risk, analytically. Notice the steady-state risk factor is a function of dc-bus voltage, Vdc,

the dc-bus utilization factor, km, grid-side Thevenin voltage, Vth and Thevenin impedance

that seen from the inverter side, Zth. The detailed risk factor calculation is provided in [97].
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All the tested experimental scenarios in this work are in the safe operating region by the

steady-state inverter model defined in [97]. From the collected experimental dataset, 80%

of the data are used for training, 10% for the validation procedure, and the remaining 10%

for the validation procedure. The Levenberg–Marquardt algorithm was chosen as the neural

network training algorithm, a powerful tool for offline batch training [190, 191]. Then the

offline trained neural network is implemented in the microprocessor to predict stable and

unstable operation. The comparison between the performance matrices of NN-A and NN-B

is shown in Table II. The definition of various performance matrices is given in (10).



Accuracy = (Tp + Tn)/(Fp + Fn + Tp + Tn)

Precision = Tp/(Tp + Fp)

True Positive RateorRecall = Tp/(Fn + Tp)

True Negative Rate = Tn/(Fp + Tn)

False Positive Rate = Fp/(Fp + Tn)

False Negative Rate = Fn/(Fn + Tp)

(5.10)

Herein, Tp,Tn,Fp, and Fn represent true positive, true negative, false positive, and false

negative, respectively. Different performance metrics are employed to gain a better under-

standing of the neural network’s performance when utilizing the analytically evaluated risk

factor, R, as an input instead of using all available experimental information. With a single

output for both NN-A and NN-B, NN-A was structured with 14 input nodes and 15 sigmoid

nodes, while NN-B had 9 input nodes and 15 sigmoid nodes. These models were trained using

MATLAB software version 2020a, utilizing the NN toolbox, on a computer equipped with

an Intel Core i9 processor and 32 GB of RAM. The convergence times for NN-A and NNB

were determined to be 0.761 s and 0.699 s, respectively Table II clearly demonstrates that

the performance of NN-B surpasses that of NN-A. The trained NN-B model is employed for

the subsequent implementation of a hybrid dynamic model. The performance of the offline

trained neural network may deviate due to the highly nonlinear behavior of the inverter,
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Table 5.2: Circuit and Control Parameters of Experimental Setup used for Data Recording
for reactive power setpoints, Q∗, variation

Parameters
Case
Q1

Case
Q2

Case
Q3

Case
Q4

Case
Q5

Case
Q6

Case
Q7

Case
Q8

Case
Q9

Case
Q10

kp1 0.02 0.001 0.001 0.001 0.001 0.02 0.001 0.001 0.001 0.001
kp2 0.8 0.1 0.8 0.4 0.2 0.8 0.1 0.8 0.4 0.2
ki1 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06

Controller
gain

ki2 1.2 1.2 1.2 1.2 1.2 1.2 1.2 1.2 1.2 1.2

Grid
inductance (mH)

2.5 2.5 2.5 2.5 2.5 5 5 5 5 5

DC bus
voltage

341V ≤ Vdc ≤ 350V (with an increase of 1 V)

PQ
setpoints

0 ≤ Q∗ ≤ 1.2kW (with a step change of 30 Var) for P ∗ = 500W

Tested
setpoints

400 400 400 400 400 400 400 400 400 400

Unstable
setpoints

0 97 0 0 0 0 258 0 39 90

including factors such as hidden modes of instability or weak grid conditions. Therefore, the

probability of correct prediction of the trained neural network is evaluated offline to improve

the performance. In order to assess the probability of correct prediction, the entire dataset

is divided into multiple regions based on the experimental circuit and control parameters.

The setpoints are classified as safe when the probability of correct prediction exceeds THcp.

In this work, the neural network’s architecture is chosen using the trial and error method.

The initial numbers of hidden neurons can be selected using the following rules of thumb

[192]: a) The number of hidden neurons should be less than twice the size of the input layer

(b) The number of hidden neurons should be two-thirds the size of the input layer, plus the

size of the output layer, etc. Noteworthy, the neural network classification accuracy tends to

increase with the number of hidden layers and neurons on each layer. However, more hidden

layers and neurons may cause the problem of overfitting depending on the training dataset.

Therefore, the number of hidden layers and neurons should be appropriately chosen.
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Table 5.3: Performance of Neural Network for Stable and Unstable Operation Estimation

NN-A NN-B
Performance matrix

Training dataset Testing dataset Training dataset Testing dataset

Accuracy (%) 89 87.3 94.73 93.9
TPR (%) 95.2 93.64 97.7 97
TNR (%) 82.8 78.2 92.33 90.7
FPR(%) 29.9 31.7 14.40 14.9
FNR(%) 9.3 10.16 4.6 5.1

Precision(%) 90.7 89.83 97.69 94.94
F1 score (%) 92.89 91.69 95 94.91

The power setpoints are evaluated simultaneously using the analytical stability criterion

described in equation (5.4) and the neural network. For a particular range of Rg, the value of

instability risk is evaluated using (5.4). Depending on the value ofMc and (L1+L2)/(L2+Lg),

the value of Rg i.e., the instability risk is estimated. When the estimated Rg is at the

maximum value, the risk of instability is high, i.e., 100%, and for minimum Rg, the risk is

low, i.e., 0%. A threshold, THir, can be defined for the evaluated instability risk to mark

commanded power setpoint as safe or unsafe. When the instability risk falls below a defined

threshold, THir, the power setpoints are classified as safe. Conversely, power setpoints are

considered unsafe when the instability risk exceeds the threshold.

The performance of the hybrid model is evaluated by using a test dataset. The test

dataset consists of two case scenarios of 1070 data points for both active and reactive power

variations. The true number of stable and unstable points in this test datasets are 835 and

235, respectively. For these tested points, the range of Rg in (5.4) varies from 0.2 to 1.15.

Based on the analytical criterion, there are 781 power setpoints with instability risk below

50% and 289 power setpoints with instability risk above 50%. For this testing dataset, the

trained NN-B model predicts 802 and 268 power setpoints as stable and unstable operations,

respectively. The probability of correct prediction for these two case scenarios is 93.7% and

91.7%, respectively. To improve the performance of the neural network model, an additional

threshold, THcp, can be established. Above this threshold, the commanded setpoints are

classified as safe by the neural network. By setting a higher threshold, the neural network
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can enhance its ability to distinguish and classify setpoints that are deemed safe with a higher

degree of confidence. Thus, the utilization of the hybrid model can enhance the safety of an

inverter by protecting against unsafe operations caused by malicious power setpoints. The

presented hybrid model lacks the capability to distinguish between unsafe operations result-

ing from manipulations of PQ setpoints (cyberattacks) and weak grid conditions. Also, under

weak grid conditions, where the grid exhibits higher uncertainty and variability, the estima-

tion of unknown grid parameters can be impacted, which can jeopardize the performance of

the self-protection algorithm. Noteworthy, even a marginal improvement in detecting mali-

cious power setpoints using this hybrid model can yield substantial advantages by preventing

undesirable power interruptions or blackouts caused by the unstable operation of an inverter.

5.5 Conclusion

This chapter developed an artificial intelligence-based analytical criterion to predict the safe

inverter operation. The following conclusions can be highlighted-

• It has been shown that manipulated power setpoints can cause unexpected unsafe

operations below the rated power level.

• Two forms of hybrid dynamic model have been developed that incorporate an analytical

criterion and offline-trained neural network model to examine the power setpoints.

• The first hybrid model employs analytically evaluated risk factors as inputs for the

neural network. These risk factors are determined through analytical methods and are

fed into the neural network model. The neural network then processes these inputs and

generates predictions regarding the stability or instability of the inverter’s operation. This

model effectively uses the evaluated risk factors to predict whether the operation of the

inverter is stable or unstable.

• The other hybrid model combines a neural network with a stability criterion introduced

in Chapter 4. It uses the neural network and the stability criterion in parallel to predict

stable and unstable operations.

• Furthermore, a standard neural network is implemented as a benchmark that considers
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all relevant information as input and predicts whether the operation of the inverter is safe

or unsafe.

• It has been found that the proposed hybrid dynamic model can prevent engaging unsafe

setpoints to the local controller and ensure safe inverter operation.
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Chapter 6

Conclusions and Suggestions for

Future Work

In this chapter, the contents of this dissertation are summarized with the contributions of the

work highlighted. This chapter is organized into two sections. In Section 6.1, the summary

of the dissertation is presented. In Section 6.2, suggestions for possible future work based

are discussed.

6.1 Summary and Conclusions

In this dissertation, a novel self-protective algorithm has been developed to enhance the

safety of smart inverters. Inverters play an important role in distributed energy generation

in the energy infrastructure, where a supervisory control structure is required for energy

management and economic dispatch. In a centralized supervisory control structure, the

inverters need to be in contact with aggregators, other energy generation units, or the utility

operating center. The communication capability makes a grid-interactive inverter a cyber-

physical device. However, the connection of inverters to a communication network exposes

the inverters to active attackers who can interfere with the control infrastructure and send

malicious setpoints to the local controller. Chapter 1 discussed the role of smart inverters
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as cyber-physical devices and possible cyberattack scenarios, the concept of self-learning for

self-secure inverters, and the reference model framework for self-secure Inverters.

In 2, two real-time grid parameter estimation techniques have been formulated and ex-

perimentally validated. The first approach, called recursive-least square, and model reference

estimation, relies on a low-frequency signal injection-based method. These techniques facili-

tate grid parameter estimation whenever a new PQ setpoint is commanded to the inverter’s

controller. A comparison of the performance between both grid parameter estimation meth-

ods was conducted, revealing that the recursive-least square estimation method outperforms

the model reference adaptive estimation method. Based on these results, the recursive-least

square method was selected for the development of the self-protective algorithm discussed

in Chapter 3.

A self-protection method has been developed for grid-interactive inverters in Chapter

3. In the self-protection method, the analytical steady-state and dynamic reference models

used to inspect incoming PQ setpoints have been explained and validated. The reference

models have been developed based on the steady-state linear and nonlinear operating regions

and a full-order dynamic model of grid-interactive inverters. The nonlinear behavior of the

inverter has been experimentally demonstrated for both dynamic and steady-state analyses.

In the steady-state experiment, it has been verified that a decrease in the dc-bus voltage

or an increase in the grid voltage can significantly reduce the normal operating region for a

given setpoint. Furthermore, it has been verified that a change in the setpoint can change

the system due to PQ control loops and move the eigenvalues to the instability region

for a given set of control gains. The developed models for the self-protection method can

significantly provide self-security for grid-interactive inverters against intentional (intrusion)

and unintentional (accidental) unsafe setpoints when the communication protocols, system-

level security, and cybersecurity solutions fail to detect those unsafe setpoints.

A stability criterion has been developed for inspecting the power setpoints and predicting

the safe operation of the inverter in Chapter 4. The stability criterion is developed from a

reduced-order model of a simplified inverter circuit. A hidden instability mode has been

introduced and analyzed for PQ-controlled inverters. This unforeseen instability issue has
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been identified at a power range below the rated level, mainly when the inverter operates in

weak grids. Several scenarios have been investigated to understand the impact of controller

nonlinearity and filter parameters variation on the stability of the inverter. It has been

shown that low-frequency eigenvalues of the closed-loop model can dominate the overall

system dynamics. It has also been demonstrated that the inverter system moves to a stable

or unstable region for different power setpoints. It has also been verified that multiple pairs

of eigenvalues in the state-space model can lead to instability at different power levels and

frequencies. Furthermore, it has been verified that a change in the setpoint can change the

system parameters due to PQ control loops and move the eigenvalues to the instability region

for a given set of control gains. The hidden instability mode and the stability criterion are

verified by a set of experiments using a 3kVA inverter feeding a programmable 208V, 12kW

power grid emulator.

Furthermore, a novel hybrid dynamic model has been developed to inspect the incoming

PQ setpoint of a grid-interactive inverter in Chapter 5. The hybrid dynamic model was

developed by combining a data-driven neural network with an analytical model. The neural

network is used to learn the relationship between the PQ setpoint and the inverter’s stability,

while the analytical model provides a theoretical foundation for the neural network. Two

forms of the hybrid dynamic model have been developed in this dissertation. The first

form uses the analytical model to evaluate the steady-state risk factors of the inverter’s

operation. These risk factor has been used as inputs to the neural network, which predicts

the stability of the inverter. The second form of the model uses the neural network and the

analytical model in parallel. The neural network predicts the stability of the inverter, while

the analytical model provides a measure of the uncertainty in the neural network’s prediction.

The effectiveness of the hybrid dynamic model has been evaluated through simulation and

hardware tests.

In conclusion, this dissertation contributes novel self-protective methods for grid-interactive

inverters. It develops self-learning features and reference models to inspect and detect unsafe

power setpoints, protecting the inverter-based system from malicious attacks and potential

damage. The dissertation also presents analytical steady-state and dynamic reference models
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for assessing the safety of setpoints, as well as a stability criterion to predict inverter behav-

ior. To address computational challenges, hybrid dynamic models combining data-driven

and analytical approaches are proposed. The effectiveness of these methods is validated

through hardware experiments and simulations, demonstrating their practical applicability

in ensuring the safe operation of grid-interactive inverters.

6.2 Suggestions for Future Work

The effectiveness of the techniques proposed in this dissertation has been extensively vali-

dated through rigorous testing and experimentation. The results demonstrate their capa-

bility to detect and protect against unsafe power setpoints, ensuring the secure operation

of grid-interactive inverters. However, it is important to acknowledge that there are fur-

ther opportunities for advancement and expansion based on the findings and methodologies

presented in this study.

• The recursive least square and model reference adaptive estimation technique has been

presented in this dissertation to estimate the grid parameters in real-time. There are several

potential research directions based on the grid parameter estimation techniques presented

in Chapter 2. While these techniques are developed for self-protective algorithms, they can

also be applied to other areas of interest. These include islanding detection [193–195], power

flow control [196], passive filter design [197], active filter control [198], etc.

• As a future area of research, it could be explored to implement a strategy where

the inverter operating power setpoints are dynamically adjusted based on the risk factor,

specifically when the risk factor is high. In this context, the ”high-risk factor” refers to

situations where power setpoints are in close proximity to the steady-state stability boundary.

• The analytical reference model developed in Chapter 3 can provide extra security for

inverters to ensure safe operation. The self-protective method is independent and does not

require information on the entire system. The developed self-protective method can be

used by energy management system vendors, inverter development companies, and Research

institutions.
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• The stability criterion presented in Chapter 4 can estimate the gain margin of the

controller. It offers a simplified yet effective means to predict the stability of the system,

enabling the selection of suitable controller gains that ensure stability and reliable operation.

• The hybrid model developed in Chapter 5 effectively combined an analytical criterion

with an offline-trained neural network model to analyze and predict inverter performance. As

a future research direction, exploring online trained models can be pursued further to enhance

the capabilities and adaptability of the hybrid model. An online trained model continuously

updates and refines the neural network’s parameters using real-time data. By incorporating

online training, the hybrid model can adapt to changing operating conditions, environmental

factors, and system dynamics, leading to more accurate and up-to-date predictions of inverter

dynamic responses.
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[133] G. Rojas-Dueñas, J.-R. Riba, K. Kahalerras, M. Moreno-Eguilaz, A. Kadechkar, and

A. Gomez-Pau, “Black-box modelling of a dc-dc buck converter based on a recurrent

neural network,” in 2020 IEEE International Conference on Industrial Technology

(ICIT), pp. 456–461, 2020.
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Appendix A

Full-Order Model Equations and

Stability Criterion Formulation

A.1 Full-Order Model Equations

The closed-loop state-space model of the PQ-controlled grid-interactive inverter used in

Chapter 3 is represented here to duplicate the eigenvalue analysis demonstrated in Section

V
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The full-form of the block matrices introduced in matrix B of (3.3) are provided below:
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L
31)

−1
,

Bc
n1 = Bn1(I −G2B

L
31)

−1
G2A

L
31, n ∈ 4.5.6

bc3 = bL3 +BL
31(I −G2B

L
31)

−1
G2b

L
3 ,

bcn = Bn1(I −G2B
L
31)

−1
, n ∈ 4, 5, 6.

(A.10)

Enter the content for Appendix A in the appendixA.tex file. If you do not have an

Appendix A, see comments in the etdrtemplate.tex file for instructions on how to remove

this page.
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A.2 Stability Criteria Formulation

For the signal flow graph of the inverter in Fig. 2(b), the loop gains and non-touching loop

gains are given as,

loop 1, L1 :
−GpGiVo
s3L1L2C

Loop 2, L2 :
−Gi

s3L1L2C

Loop 3, L3 :
−1

s2L2C

Loop 4, L4 :
−GpGiRgIo
s3L1L2C

Loop 5, L5 :
−GpGiLgIo
s2L1L2C

Loop 6, L6 :
−1

s2L1C

Loop 7, L7 :
−Lg
L2

Loop 8, L8 :
−Rg

sL2

Loop 9, L9 :
Lg

s2L1L2C

Loop 10, L10 :
Rg

s3L1L2C

(A.11)

Two non-touching loops:

Loop 6, 7, DL1 = L6 × L7 =
Lg

s2L1L2C

Loop 6, 8, DL2 = L6 × L8 =
Rg

s3L1L2C

(A.12)

Therefore, the transfer function is given in (B3).
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H1 =
GpGi

s3(L2 + Lg)L1C + s2L1CRg + s(L1 + L2 +GpGiLgIo) +Gi +Gp(Vo +RgIo)
(A.13)

For Gp = (skp1 + ki1)/s and Gi = (skp2 + ki2)/s, the transfer function in (A.1) can be

represented as (A.2).

H2 =
(skp1 + ki1)(skp2 + ki2)

a5s5 + a4s4 + a3s3 + a2s2 + a1s1 + aoso
(A.14)

where a5 = Coefficient of s5 = (L2 + Lg)L1C

a4 = Coefficient of s4 = RgL1C

a3 = Coefficient of s3 = L1 + L2 + kp1kp2LgIo

a2 = Coefficient of s2 = kp2 + (kp1ki2 + kp2ki1)LgIo + kp1kp2(Vo +RgIo)

a1 = Coefficient of s1 = ki2 + (ki1ki2LgIo + (kp1ki2 + kp2ki1)(Vo +RgIo)

ao = Coefficient of so = +ki1ki2)(Vo +RgIo)

The characteristic equation of (A.2) is written as,

a5s
5 + a4s

4 + a3s
3 + a2s

2 + a1s
1 + aos

o = 0 (A.15)

Using the Routh–Hurwitz rule, −a5a2 + a4a3 > 0 The inequality can be written as

(L2 + Lg)(kp2 + (kp1ki2 + kp2ki1)LgIo + kp1kp2(Vo +RgIo) > Rg(L1 + L2 + kp1kp2LgIo)

(A.16)

which can be rewritten as

(L1 + L2)Rg

(L2 + Lg)
> (kp2 + (kp1ki2 + kp2ki1)LgIo + kp1kp2(Vo +RgIo)−

kp1kp2LgIo
(L2 + Lg)

(A.17)
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If we assume

Gc =Mc = kp2 + (kp1ki2 + kp2ki1)LgIo + kp1kp2(Vo +RgIo)−
kp1kp2LgIo
L2 + Lg

(A.18)

Therefore, the stability criterion can be formulated as follows:

Mc < Rg
(L1 + L2)

(L2 + Lg)
(A.19)

Notice Mc can be rewritten as

Mc = kp2 + (kp1ki2 + kp2ki1)LgIo + kp1kp2(Vo +RgIo)−
LgIo

L2 + Lg
(A.20)

Since 0 < Rg < 1 and 0 < Lg/((L2 + Lg) < 1), therefore results of the last two terms, i.e.,

I0Rg and I0Lg/((L2 + Lg), which have different signs, is much less than, V0. Therefore, Mc

can be approximately written as

Mc = kp2 + (kp1ki2 + kp2ki1)LgIo + kp1kp2(Vo) (A.21)
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Appendix B

Analytical Method for Real-Time

Grid Parameter Estimation

B.1 Analytical Method for Grid Parameters Estima-

tion

In this appendix, the formulation of an analytical model for real-time grid parameter esti-

mation is presented. The measured voltage at PCC is given by

v = Vm sin(2πωt+ ψ) + V̂msin(2πω̂t+ ψ̂v) (B.1)

The fundamental frequency of the grid voltage is 60Hz, i.e., ω = 60Hz. The frequency

of the injected signal has to be chosen such that grid voltage does not have any component

at that frequency.

Multiply (B.1) by sin 2πω̂t results

xv = v sin 2πω̂t = (Vm sin(2πωt+ ψ) + V̂msin(2πω̂t+ ψ̂v)) sin 2πω̂t (B.2)

Equation (B.2) can be written as,
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xv = Vm sin(2πωt+ ψ) sin 2πω̂t+ V̂msin(2πω̂t+ ψ̂v) sin 2πω̂t (B.3)

Applying the trigonometric identities of (B.4) and after simplifications B.3 can be written

as B.5

sin a sin b =
1

2
[cos (a− b)− cos (a+ b)] (B.4)

xv =
V m

2
[cos (ω − ω̂)t+ ψ + cos (ω + ω̂)t+ ψ̂] +

V̂m
2
[cos ψ̂ − cos

(
2ω̂t+ ψ̂v

)
] (B.5)

Notice, the signal xv in (B.5) consists of both dc and ac parts. The dc parts, i.e., zero

frequency components, can be achieved using a low-pass filter. After passing the signal x

through a low-pass filter, LPF = 1/(τs + 1), the dc part can be obtained as presented in

(B.6)

mv =
V̂m
2
[cos ψ̂v] (B.6)

For the measured current at PCC,

i = Im sin(2πωt+ ψ) + Îmsin(2πω̂t+ ψ̂i) (B.7)

The fundamental frequency of the grid current is 60Hz, i.e., ω = 60Hz.

xi = i sin 2πω̂t = (Im sin(2πωt+ ψ) + Îmsin(2πω̂t+ ψ̂i)) sin 2πω̂t (B.8)

Equation (B.8) can be written as,

xi = Im sin(2πωt+ ψ) sin 2πω̂t+ Îmsin(2πω̂t+ ψ̂i) sin 2πω̂t (B.9)

Applying the trigonometric identities of (B.4) and after simplifications (B.9) can be written
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as (B.10)

xi =
V m

2
[cos (ω − ω̂)t+ ψ + cos (ω + ω̂)t+ ψ̂] +

V̂m
2
[cos ψ̂ − cos

(
2ω̂t+ ψ̂i

)
] (B.10)

Notice, the signal xi in (B.10) consists of both dc and ac parts. The dc parts can be separated

using a low-pass filter. After passing the signal x through a low-pass filter, LPF = 1/(τs+1),

the dc part can be obtained as presented in (B.11)

mi =
V̂m
2
[cos ψ̂i] (B.11)

Then, by injecting two signals of low-frequency, ω̂, separated by an angle difference of 90o.

The voltage and current signal for this low-frequency signal injection can be represented in

Table B.1.

Table B.1: Voltage and current signal multiplication for analytical method formulation

Voltage signal Current signal

Case 1 m′
v =

V̂ ′
m

2
[cos ψ̂′

v] m′
i =

Î′m
2
[cos ψ̂′

i]

Case 2 m′′
v =

V̂ ′′
m

2
[cos ψ̂′′

v ] m
(′′)
i = Î′′m

2
[cos ψ̂′′

i ]

Here, ψ̂′′
v and ψ̂′

v are separated by 90o, i.e., ψ̂′′
v=ψ̂

′
v − π/2 and also, ψ̂′′

i=ψ̂
′
i − π/2. Hence,

the voltage signal of case 2 becomes,

m′′
v =

V̂ ′′
m

2
sin
(
ψ̂′
v − π/2

)
=
V̂ ′′
m

2
sin ψ̂′

v (B.12)

Similarly, the current signal can be written as,

m′′
i =

Î ′′m
2

sin
(
ψ̂′
i − π/2

)
=
Î ′′m
2

sin ψ̂′
i (B.13)

Squaring and adding the voltage signal for case 1 and case 2 can be represented as,
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v′′m =
√

4[(m′
v)

2 + (m′′
v)

2] (B.14)

Squaring and adding the current signal for case 1 and case 2 can be represented as,

i′′m =
√
4[(m′

i)
2 + (m′′

i )
2] (B.15)

The magnitude of the Thevenin impedance,

|Z| = m′′
v

m′′
i

(B.16)

The angle of the Thevenin impedance can be calculated using (B.16),

θz = θ′v − θ′i − θ′′v − θ′′i (B.17)

θ′v can be obtained using (B.18)

θ′v = cos−1(
2m′

v

v′′m
) (B.18)

θ′′i can be obtained using (B.19)

θ′i = cos−1(
2m′

i

i′′m
) (B.19)

B.2 Analytical Method Veification

This section focuses on the verification of the formulated analytical method using a Control

Hardware in the Loop (CHIL) simulation setup. The integration of the Typhoon HIL sys-

tem with real control hardware, such as microcontrollers, digital signal processors (DSP),

or PLCs, is essential for implementing CHIL. In this study, the analytical grid parameter

estimation algorithm is programmed using the TI LAUNCH XL-F28379 DSP module. Fig.

C.1 represents the grid-connected inverter system designed using a typhoon HIL 602 sim-
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Table B.2: Results obtained from CHIL using analytical grid parameter estimation method

Actual Calculated

|Z| = 0.019 |Z| = 0.017
∠Z = 58.5o ∠Z = 57o

Rg = 0.01mH Rg = 0.009mH
Lg = 16mH Lg = 14mH

ulation environment. The developed analytical method for grid parameter estimation is

implemented on the TI DSP board, as shown in Fig. C.8 To successfully execute the algo-

rithm, the DSP board requires measurements from various sources, including the DC-bus

voltage, line-to-line voltages, and line currents at the point of common coupling (PCC), as

depicted in Fig. C.1. The DSP board generates six PWM reference signals (ra, rb, rc) to

operate the inverter model in Typhoon HIL. It is important to note that the input pins on

the selected DSP board can only measure signals ranging from 0 to 3 V. Hence, a calibration

process is necessary to convert the peak values of the input signals to match the required

voltage range of the DSP board. By utilizing the CHIL simulation setup, the formulated

analytical method can be thoroughly tested and verified in a realistic environment. The

integration of real control hardware enables real-time feedback and control signal genera-

tion, ensuring an accurate assessment of the algorithm’s performance and functionality. The

performance of the analytical method for the grid parameter estimation is shown in Table

B.2. The discrepancy in the estimated impedance magnitude and angles using the developed

method is 10.52% and 2.5%respectively.
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Appendix C

Self-Protective Inverters Testbed

Development

Figure C.1: Schematic diagram of the control hardware-in-the-loop testbed for a self-
protective inverter.

C.1 Hardware Development for Self-Protective Algo-

rithm Verification

In this section, a brief description of the hardware development used to test the performance

of the self-protective algorithm developed in this dissertation is provided. Fig. C.1 illus-

trates the schematic diagram of the test-bed that was constructed for this purpose. The

test bed consists of various components, which are crucial for evaluating the effectiveness of

the self-protective algorithm. Firstly, a three-phase voltage source inverter is employed and
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connected to the power grid. This inverter is equipped with a DC power supply, an LCL

filter setup, a measurement board, a circuit breaker, and a controller. These elements work

in conjunction to facilitate the operation and assessment of the algorithm’s performance.

The DC supply ensures a stable and reliable power source for the inverter, while the LCL

filter setup is responsible for reducing any unwanted harmonics or disturbances in the sys-

tem. The measurement board plays a critical role in acquiring essential data and monitoring

various parameters during the testing phase. Moreover, the circuit breaker acts as a means

to establish or break the connection between the inverter and the power grid. Importantly,

the testbed allows for the separation of the power grid from the inverter through the circuit

breaker. This feature enables controlled experimentation and analysis by selectively isolat-

ing the inverter from the grid when necessary. By employing this well-designed hardware

setup, the performance of the self-protective algorithm can be thoroughly investigated and

evaluated.

Figure C.2: Inverters and grid-simulator used for the developed microgrid; (a) 5 kVA SiC
inverter, (b) 30 kVA grid-simulator.

Fig.C.2 (a) displays the 5 KVA SiC inverter that was utilized to verify the effectiveness

of the self-protective algorithm. This inverter comprises a commercial Wolfspeed CREE

CGD15FB45P1; 1200V six-channel SiC gate driver board, and aWolfspeed CCS020M12CM2;

1200V , 20A SiC six-pack module. To ensure optimal cooling and serve as the foundation of

the inverter, a high-efficiency heat sink is securely attached to the SiC module. Addition-
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ally, a laboratory-developed measurement board is integrated with the gate driver board,

switches, and heat sink, featuring a built-in interface specifically designed for the controllers.

It is important to note that a separate measurement board, as shown in Fig. C.4 (a), is

essential for this particular setup. In order to replicate the behavior of the power grid, a 30

NHR 9410 grid simulator, depicted in Fig. C.2 (b), was employed.

Figure C.3: (a) The dSPACE MicroLabBox for controller implementation, (b) a high-level
schematic of the controller in MATLAB-Simulink, and (c) control panel of the Control Desk
software.

This grid simulator offers the capability to configure three-phase line-line voltage sig-

nals, supply and absorb active and reactive power, and can be conveniently operated either
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through the control panel or via a computer. The simulator serves as a reliable representation

of the power grid, enabling accurate testing and evaluation of the self-protective algorithm.

To control the inverters, separate dSPACEMicrolabBox 1202 modules, as depicted in Fig.

C.3(a), are utilized. The control algorithms are developed within the MATLAB-Simulink

environment and then programmed into the dSPACE controllers. Fig. C.3(b) presents a

high-level schematic representation of the inverter controller that is created using MATLAB-

Simulink. For convenient access to control operations and processed data, the ControlDesk

software is employed, which establishes communication with the dSPACE modules through

an Ethernet connection. This software allows for effective monitoring of the control sys-

tem. Additionally, Fig. C.3(c) showcases the control panel specifically designed for the

self-protective algorithm of the inverters. Equipped with digital and analog input/output

channels, the dSPACE controllers efficiently handle the measurement signals. These signals

are initially converted into digital format through the A/D (analog-to-digital) input, after

which they undergo digital filtering within the controller. The resulting Pulse Width Mod-

ulation (PWM) signals are then transmitted to the hardware via the digital output port of

the controllers. It is important to note that the measurement board, gate-driver board, and

controller must have a common ground to ensure accurate measurement and control. To

minimize electromagnetic interference, electromagnetic shields are employed to protect the

ribbons carrying the PWM signals.

Figure C.4: Interface between circuit and the controller; (a) Voltage and current measure-
ment board, and (b) schematic of the measurement board.
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As shown in Fig. C.4, the measurement board forms the interface between the circuit

and the controller. The board in Fig. C.4 has three AC voltage sensors, one DC voltage

sensor, and three AC current sensors with a maximum measurement capacity of up to 340 V,

400 V, and 30 A. Here, the voltages are reduced by resistor based voltage divider followed by

the operational amplifiers (OpAmps). The currents are directly passed through the sensors,

converted to small current signals, and then passed through the OpAmps. The purposes

of the OpAmps are to control the output of the measurement board within the permissible

limit of the dSPACE controller and to provide stable output. Since the output voltages are

digitally filtered inside the controller, no external filter is needed in this board. As shown in

Fig. C.4, the width of current paths through the current sensors must be sufficient to allow

30 A of current. The board also consists of an interface to the controller where PWM and

other control signals are sent. Therefore, a rectangular surface is used for ground to reduce

the effect of external noises due to the high switching of PWM signals. In addition, to nullify

the EMI effect between two crossing traces through the upper and lower layer of the board,

all crossing traces are drawn perpendicular to each other.

Figure C.5: Circuit components of the developed testbed for self-security algorithm imple-
mentation. (a) LCL filters board (b) Circuit breaker (c) Inserted inductance between PCC
and grid simulator.

Fig. C.5 (a)-(c) represents various components essential to the setup, including the LCL

filter board, the circuit breaker, and an inserted inductance between the Point of Common

Coupling (PCC) and the grid. The LCL filter plays a crucial role in filtering out the fun-

damental components from the output voltages of the inverters. It ensures that only the

desired frequencies pass through while attenuating unwanted harmonics. The filter board
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is specifically tested and designed to sustain current up to 20 A within the 5-20 kHz fre-

quency range. Metal Oxide Varistors (MOVs) are connected to each line-line voltage output

to protect the inverters from overvoltage occurrences. These MOVs act as surge protectors,

safeguarding the inverters from potential voltage spikes.To effectively isolate all the inverters

and the grid, 20 A circuit breakers are incorporated into the setup, as depicted in Fig. C.5

(b). These circuit breakers serve as switching devices, allowing for controlled separation and

reconnection of the inverters from the grid. Furthermore, constant DC power is provided

to the inverters using DC power supplies. A Magna-Power DC power supply with ratings

of 0-600 V, 0-6 A, and 0-6 kW is employed in the developed testbed. It is essential to set

up appropriate voltage and current limits on the DC power supply before conducting any

experiments to ensure safe operation. To monitor the waveforms and acquire accurate mea-

surements, a WaveRunner 64Xi-A 600 MHz oscilloscope is utilized. Voltage measurements

are obtained using the Teledyne Lecroy ADP300 high-voltage differential probe, while the

CP030 current probe facilitates current measurements. This oscilloscope also allows captur-

ing data at a speed of 10 GB/s across four channels. Since the inverter generates three-phase

voltage signals, it is crucial to ensure that the phase sequence of the output voltages matches

that of the grid before closing the circuit breakers. During the development of the testbed,

this verification is performed by observing two line-line voltages for each of the two inverters

using the oscilloscope. If any discrepancies are detected, the phase sequence can be easily

adjusted from the controller without requiring any changes in the hardware setup.

C.2 CHIL Testbed Development for Self-Protective Al-

gorithm Verification

This section provides a brief description of the development of the Control Hardware in

the Loop (CHIL) testbed, specifically designed for evaluating the performance of the self-

protective algorithm developed in this dissertation. Fig. C.6 presents the schematic dia-

gram of the CHIL testbed, which incorporates a real-time simulator (Typhoon HIL), an
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Figure C.6: Schematic diagram of the developed testbed for self-protective inverter.

HIL TI Launchpad Interface, and a TI F28379D LaunchPad to facilitate the testing the

self-protective algorithm. Fig. C.7 (a)-(c) represents various components of CHIL setup,

including Typhoon HIL 402, an HIL TI Launchpad Interface, and TI F28379D LaunchPad.

The schematic diagram shown in Fig. C.6 modeled in Typhoon HIL 402. The self-security

algorithm is programmed in a DSP (Digital Signal Processor) board (C2000- TI LAUNCH

XL-F28379). The DSP requires measurement from the DC-bus voltage (Vdc), line-to-line

voltages (V pcc
ab , V pcc

bc , V pcc
ca ) and line currents (Ipcca , Ipccb , Ipccc ) at the point of common cou-

pling (PCC) see Fig. C.6.The DAC generates two PWM reference signals ra, and rb for

PWM modulator of the real-time simulator. Third PWM reference signal, rc, is to be cal-

culated based on rc = −(ra+ rb) in the Typhoon HIL real-time simulator. Herein, ra, rband

rc represents the reference signals for phase a, phase b, and phase c respectively.

The six PWM signals can be generated using internal modulator of the real-time simulator

using ra, rb, and rc. The DSP is also programmed to receive the P and Q setpoints externally

from the real-time simulator. In summary, two DAC pins and, nine ADC pins are used to

implement the self-security algorithm. The utilized pins are shown in Fig. C.7 (c)-J3, and

J7. Notice, the input pins on the selected DSP board can only measures signal between 0 to

3 V. Therefore, calibration is needed to convert the peak values of the input signals to the

required voltage range of the DSP board.

A set of equations have been derived for calibration. These equations will ensure that
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Figure C.7: (a) Typhoon HIL 402 (b)Interface between HIL and the DSP controller. (c)
TI F28379D LaunchPad

the DSP voltage will stay in the range change between [0.2 V, 3 V] or [0 V, 3 V]. For AC

measured signal calibrated range is considered [0.2 V, 3 V] instead of [0 V, 3 V]. For additional

security, user may add limiters to the output channels of the real-time simulator to ensure

analog signals do not exceed 3 V. The measured values must stay within the specified ranges

in Table C.2. The DSP board can be powered from a USB or 5 V external supply. Table

C.2 represents the analog input to the DSP with corresponding pin numbers and maximum

ranges. The measured values must stay within the specified ranges in Table C.2. The DSP

board can be powered from a USB or 5 V external supply. Table C.2 represents the analog

input to the DSP with corresponding pin numbers and maximum ranges.

The ground (GND) pin numbers for J3 and J7 are 22 and 62, respectively. Table

C.2represents the analog output from the DSP with corresponding pin numbers and maxi-

mum ranges. The reference signals (ra, rb) generated at DACA and DACB have a DC offset

and are also scaled down to appropriate values. After taking these inputs in Typhoon HIL,

first, the DC offset needs to be removed using any technique for removing DC offset, and

then the signals need to be multiplied by 2.5 to obtain the actual reference signals (ra, rb)

that are used for calculation of rc = −(ra + rb). The ground (GND) pins for DACA and

DACB are 22 and 62, respectively. Fig. C.7 represents the testbed developed for validating

the self-security algorithm using the TI DSP board.

The self-security algorithm takes approximately 35-40 seconds to examine the incoming

setpoints and assess their validity carefully. To provide a clear indication of the status of the
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Table C.1: DSP F28379D analog inputs employed for self-protective algorithm implemen-
tation

Measured
Signals

Voltage
calibration

for DSP ports
DSP

F28379D
Analog Input

Pin
Number
(J3)

Pin
Number
(J7)

Maximum
Voltage
(V)Allowable

Measurement Range
(Peak)

Calibrated
Range
(V)

Vdc [0V, 1200V ] [0, 3] ADCIN14 23 - 3

V pcc
ab [−500

√
2V, 500

√
2V ] [0, 3] ADCINA2 29 - 3

V pcc
bc [−500

√
2V, 500

√
2V ] [0, 3] ADCINB2 28 - 3

V pcc
ca [−500

√
2V, 500

√
2V ] [0, 3] ADCINC2 27 - 3

Ipcca [−300
√
2A, 300

√
2A] [0, 3] ADCINA3 26 - 3

Ipccb [−300
√
2A, 300

√
2A] [0, 3] ADCINB3 25 - 3

Ipccc [−300
√
2A, 300

√
2A] [0, 3] ADCINC3 24 - 3

P ∗ [0kW, 30kW ] [0, 3] ADCIN15 - 63 3

Q∗ [0 kW, 30 kVar] [0, 3] ADCINC5 - 64 3

PQ setpoints, a blue LED indicator, as shown in Fig. C.7, is employed. When the new PQ

setpoints are commanded, the self-security algorithm actively checks the setpoints. When

the setpoints are predicted safe by the algorithm, the blue LED illuminates, indicating

safe operation. Conversely, if the PQ setpoints are predicted to be potentially malicious

or unsafe, the blue LED is turned off, indicating that the operation may lead to unsafe

conditions. In such cases, the algorithm continues its operation based on the previously

accepted safe setpoints, ensuring the system’s security. This visual representation of the PQ

Table C.2: DSP F28379D digital outputs employed for self-protective algorithm implemen-
tation

PWM
Reference Signal

DSP
Analog Output

Pin
Number
(J3)

Pin
Number
(J7)

Scaling factor

in real-time simulator

Maximum
Voltage (V)

ra DACA 30 - 2.5 3

rb DACB - 70 2.5 3
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Figure C.8: Validation of the self-security algorithm employing the real-time simulator -
Typhoon HIL.

setpoint validity through the blue LED indicator enables easy monitoring and verification

of the algorithm’s functionality. It allows operators and users to quickly assess whether the

newly commanded setpoints have been deemed safe or if they pose potential risks.
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