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Chapter 1
INTRODUCTION

The problem considered is that of detecting an intruder by using
an adaptive digital predictor (ADP) Chi-square test combination. Fig-
ure 1.1 shows a block diagram of the approach. The inputs used in
this experiment were obtained at 128 sps via sensors which are in
the form of buried cables such sensors responsed not only to the
presence of the intruder, but also to a wide variety of other stimuli
which result in a poor signal-to-noise ratio.

The algorithms for the adaptive digital predictor used in this
experiment are Widrow's least mean square (LMS) algorithm, the weighted
sequentiai regression (WSER) algorithm, and the long term sequential
regression (LTSER) algorithm. The main function of the ADP is to
decorrelate the ambient noise portion of the input signal [1].

The general input signal consists of two components, (1) ambient
noise, and (2) an intruder, if any. Since the response time of the
ADP is not fast enough to cancel an intruder, the over all problem is
reduced to that of determining the presence or the absence of an in-
truder in decorrelated noise.

The approach taken here is to test the hypothesis that output
samples from the ADP are Gaussian random variables using a Chi-square
test. It was found that for relatively short sequences of the output
samples, the hypothesis is true with good confidence level, unless an
intruder is present. It was further found that the confidence level
for the Chi-square test is a possible detector output signal. An ad-
vantage of this approach is that its performance depends primarily on

the statistics of the signals received and thus, variations in
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amplitude are less likely to result in false alarm.

Various aspects of the development of the Chi-sguare test pro-
cedure and ADPs are considered in Chapters 2 and 3 of this report. 1In
Chapter 4 the experimental results are presented. Since the predictor
and moving average filter (MAF) combination shown in Figure 1.2 has
been studied previously, the experimental results include comparisons

with that approach.
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Chapter 2

THE CHI-SQUARE TEST AND ITS APPLICATION
TO INTRUSION DETECTION

A. CHI-SQUARE TEST

The Chi-square test was first introduced by Karl Pearson in early
19th century. Chi-square tests (x2 tests) are routinely used as a
means of testing the agreement between observed and expected occuren-
ces of a random experiment. The element common to these tests is the
comparison of the number of outcomes actually observed tec fall into
any number of classes with the number which upon some hypothesis is
expected. If E(i) is the number expected, and F(i} is the number ob-

served in i-th class then

2
X =

v
F(i) - E(1)
1 E(i) (1)

N1 =

i

where K is the number of classes, and x2 is the wvalue of the Chi-

square test for K classes. It is clear that the more closely the ob-

served number agree with those expected, the smaller will be the wvalue
2

of x . Also, the value of xz is always positive or zero. The pro-

bability density function of xe is well approximated by the curve [2]

G-2

L 2
Y(G,X) = ¢ X 2 R (2)

G=K-P~1
where P is the number of parameters of the test estimated from the
sampies, G is the number of degrees of freedom and ¢ is a constant.
The value of ¢ depends on the value of G and is determined in such a
way that the total area under the probability curves shown in Figure 2.1
is equal to 1. These curves show the probability density function of
variable x2 plotted as Y(X,G) versus X for different values of G. The

2
variable X corresponds to the value of %~. The Table 2.1 gives the
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right tail area A for given value of x2 and the number of degrees of
freedoms G. The information contained in Figure 2.1 and Table 2.1
are available from several sources for example see reference [2],

In using the Chi-square test, the expected value E(i) in Equa-
tion (1) for each class must be at least 5 [2]. If the value of right
tail area A in Table 2.1 for a given value of x2 is between 0.1 and
1.0 there is certainly no reason to suspect the hypothesis tested, if
it is below (.02 it is strongly indicated that the hypothesis is not

true.



B. APPLICATION OF THE CHI-SQUARE TEST
TO INTRUSION DETECTION

It has been shown that the oufput of an ADP tends to be band
limited white noise [1]. This property leads one to conjecture that
the output samples may also have a Gaussian distribution. One of the
objectives of the work reported here was to test this hypothesis
using a Chi-square test. As will be shown later, the test confirms
this hypothesis for relatively short sequences of the ADP output sam-
ples when there is no intruder present. It was subsequently found
that the presence of an intruder leads to a2 negative result from the
Chi~square test in most cases. Experiments were then performed to
evaluate the use of the Chi-square test as an algorithm for an intru-
sion detection system,

The procedure for carrying out the x2 test is as follows

1. Divide the data signal (output of the predictor) into

M blocks, where each block contains N data points.
2. Calculate the mean value m, and standard deviation o of

the data in each of the blocks using

L N
m= gL V() (3)
Y@ - m? |2
_li=1 \
= N , i=1, 2, 3, ..., N (4)

where Y(i) is the value of the data at i-th point. The data
samples in each block are then put in classes.

3. Compute the boundary points Z(i) of the classes using

Z(l) = - infinity
Z(i) = m - .5(K/2+1-i)o, 1 = 2, 3, 4, ..., K (5)
Z(K+1) = + infinity
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where K is the number of classes. Then compute the observed
values F(i) for each class. Since two parameters, mean value
and standard deviation were estimated from the data at hand,
the number of degrees of freedom G is

G=K-1-P=K-3 (6)
As an example, Figure 2.2 shows the frequency reading F(i)
for each class using a block of one of the signals processed
by an IMS predictor.

Normalize the boundaryv points Z(i). The normalized boundary
points Zn(i) are cdetermined by

_Z(E) - m
B o

z (1) (7)
n

Figure 2.3 shows the normalized boundary points, and classes
for the same data block used in Figure 2.2.

Calculate the expected value E(i) for each class using an

approximation [4] to Gaussian distribution function Px(i)

Px(i) = .5+ ,5 [1 - ExP.(—zzn(i)/n)] (8)
where Zn(i) >0
E(i) = N chi+1) - chi} (9)

which 1 = K/24+1, ¥/2+42, K/243, ..., K+1, and K the number of
classes. Because the Gaussian distribution is an even func-
tion, we can then use

E(i) = E(K+1-i) ; 1% Lo 2y 35 seag B2 (10)
to find E(i) for those classes which correspond to negative
data points., Figure 2.4 shows the expected value E(i) of
each class and Figure 2.5 shows the differences between E(i)

F(i) of each class of the same data block used in Figure 2.2
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6. Calculate the over all value of x2 for the block by summing

the value of xz(i) of each class where

F(1) - E() 2

2, .

X (l) = E(i) s 1 13 2: 33 L L K (11)
then

2 X 24, ,i=1, 2, 3, ..., K (12)
X = 4Ly X

where K is the number of classes. Then using the xz dis-
tribution function subroutine (CDTR) [5], calculate the level
of confidence of that particular block. The CDTR subrou-
tine is a program to calculate the confidence level of given
values of X2 and G.

The computations outlined in steps 1 through 6 are performed on
every block of the data samples, the result being a set of confidence
levels which are a measure of the Gaussian character of each of the
data blocks. Since the data are time samples of a random signal, graph-
ing the confidence level versus time will show how the Caussian nature
of the ADP output signal varies with time. Because of the large vari-
ations in this signal, it has been found more convenient to plot the
logarithm of this signal. 1In all of the experiments described in later
sections of this report, the outputs of the xz test algorithm are

shown in DB.
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Chapter 3
ADAPTIVE DIGITAL PREDICTOR
A predictor is a device which uses past input samples to estimate
the current input sample. The system considered is as shown in Fig-
ure 3.1, and the estimate of the current sample g(k) is computed as
follows:
g(k) = a(l,k) x(k~-2) + a(2,k) x(k-1-4) + ...

+ a(M,k) x(k+iI-M-A) (13)
where a(i,k) is the i-th filter coefficient (weight) at time k, and
x(k), x(k-1), x(k-2), ..., x(k-M) is the input sequence to the digital
filter, and A denotes a delay time. It is clear from the above equa-
tion that the only parameters needed to calculate g(k) are the filter
coefficients a(i,k). In the experiments described in this report,
we use three different adaptive algorithms to compute the coefficients;
(1) Widrow's LMS, (2) LTSER, and (3) WSER., 1In tﬁe following sections
the equations defining the algorithms are presented, Detailed deriv-

iations can be found elsewhere [6, 7, 8].
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A. WIDROW'S LEAST MEAN SQUARE (IMS) ALGORITHM
The LMS algorithm is the simplest of the three considered. The
coefficients a(i,k) are simply updated by the relation [7]
a(i,k+1) = a(i,k) 4+ v x(k-i- ) e(k)
y Dl B By wowey H (14)
where v is convergence parameter, x(k) is the input to the system at
time k, and e(k) is the output at time k, The main advantage of the

IMS algorithm is the computation advantage gained by its simplicity.
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B. WEIGHTED SEQUENTIAL REGRESSION (WSER) ALGORITHM
Let Ak be a vector with the filter coefficients arranged as it

components

AE = [a(0,k) a(l,k) a(2,k) ... a(M,k)]

then the desired estimate of the filter coefficient wvector Ak can be

computed using the WSER algorithm as follows [7]:

b= by v on T T - A ) v X e (15)
where X = [x(K) x(k-1) x(k=2) ... x(k-¥)]
§ = u(l-q)

The parameter u and q are constants, x(k) and e(k) are the input and

the output of the system, respectively. And A, represents the initial

0
or priori filter coefficients. The (MxM) matrix Pk"l can be updated
recursively using the following steps [7]

-1 =1 1 -1 T -1
b = Ve Ryt g P K K B
where vy, = ¢q + XT P”1 X
Yo T 4T %% Tk-1 %k
-1 -1 § -1 -1
2% =% 3] B %
s T -1
where ¥y = 1+6 e; QO e
-1 -1 6 -1 T -1
T R R B

where Y2 =14+¢ eg Ql_l e2

The above procedure is continued, until we obtain

S N Q. -1
Q= Qp ~ 70 -1 ey ey Qo

g T
where Yy T 148 ex QN—l ey
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-1 -1 & -1 T -1
P = Q1 - Yy Q-1 o5 o -1 (16)

where N = M+ 1, and e is a unit vector whose components are zero,

except for the i-th component, which is equal to 1. For the compu-

e s -1 . .
tation, the initial value PO is needed. TFor all cases considered
here, PO_ = I was used. Where I is the (MxM) identity matrix.
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C. LONG TERM SEQUENTIAL REGRESSION (LTSER) ALGORITHM
The desired estimate of the filter coefficient vector Ak is cbm—

puted as follows [8]:

Ak - Aknl ¥ Pk_

where e(k) 1is the output of the system at time k, and

X, e (17)

xz e [x(k) x(k=-1) x(k-2) ... x(k=M)]

-

The (MxM) matrix Pk is updated recursively using the following re-

lation [8]:

= S
B =B ~WER G R X P (18)

Tgel is a scalar, The initial value P. © in Equation

where = 1 + Xk k—lhk 0

(18) is chosen as I’o‘-1 = cl, where ¢ is a constant, and I is the (MxM)

identity matrix. The desired LTSER predictor is defined by Equation

(17), where the matrix Pk is updated using Equatiom (18),
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Chapter 4
EXPERIMENTAL RESULTS
A. THE INFLUENCE OF BLOCK SIZE ON PERFORMANCE

The objective of the experiment described in this section was to
determine the eifect of block size on the ability to detect an intruder
and to choose a good block size for the experiments described in subse-
quent sections of this report. The approach taken was to select two
representative data files and process these data files using the Chi-
square test approach previously described with several different choices
for block size. The results were displayed in graphic form and a
subjective judgement was made as to the block size which results in
the best performance as an intrusion detector. The data files used in
this experiment are shown in Figure 4.1. These two files were selected
because they are some what different with respect to the character of
the background noise but are both typical of the types of data encoun-
tered in practice. The file shown in Figure 4.1(a) 1s a case where the
intruder is a walker, and the background is caterpilar noise. The data
file in Figure 4.1(b) is a case where the intruder is a nonmagnetic
walker and the background is road grader noise.

The results of this experiment are summarized in Figures 4.2
through 4.7. The tests were run for five different block sizes. These
are N=100, 150, 200, 250, and 300 points.

In this experiment three different algorithms are used; the LMS,
WSER, and LTSER. For the LMS predictor, the values used for conver-
gence parameter v, the length of delay A, and the number of weights M
are 0.0001, 1, and 4, respectively. For the WSER predictor, the values
for the initial weights value AG, the length of delay &, and the number

of weights M are 0, 1, 4 respectively. The value of u is 0.2, and the
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value of g is 0.8, and the initial value of the P matrix PD is 1,
where I is the identity matrix. For the LTSER predictor, the values

used for the initial diagonal matrix P the number of weights M,

0
and the length of delay A are I, 4, and 1, respectively. Note that
the values of the number of classes K used for each block are 6, 8,

8, 10, and 12 when the corresponding values of N are equal to 100,

150, 200, 250, and 300, respectivelyv.

Each of the illustrations which follow show Chi-square test out-
put versus block size for a given type of predictor and a given input
data file. For comparison purposes the performance of a predictor
MAF combination is also shown for each case.

These detection systems are constructed in such a way that a max—
imum or peak in the output signal is taken as an indication of the
presence of an intruder. In practice the signal is compared with a
threshold and each positive crossing of the threshold is taken as an
indication of an intruder. 1In all of data files used in this report
the location of the intruder is known. Because these signals are of-
ten not apparent due to background noise, the location of the intruder
is marked on the input file using the symbol "4". 1In this way we are
able to evaluate performance in a subjective way by looking at the
output files from the various tests to see whether the intruder would
have been recognized by a single threshold test.

It is clear from the Figures that in most cases a black size of
N = 200 points for the predictor Chi-square test combination results
in a good detection of the intruder's presence. Hereafter in experi-
ments involving the use of a predictor Chi-square test combination for
detecting the presence an intruder, the value of N equal to 200 points

will be used.
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B. PERFORMANCE OF THE LMS PREDICTIOR CHI-SQUARE TEST COMB.

The objective of the experiment described in this section was to
evaluate the pefformance of the Chi-square test approach to intrusion
detection when Widrow's IMS algorithm is used for the predictor. The
approach taken was to select ten different data files and process
these files using the LMS predictor Chi-square test combinationm,

The results of the tests are shown in Figures 4.8 through 4.17.
In each of these illustrations four signals are shown. The first is
the input data file. The input files differ with respect to the type
of background noise and intruder. In each case the location of the
intruder is marked on the input file using the symbol "4". The other
signals shown are the LMS predictor output, the IMS predictor-MAF
combination output, and the LMS predictor Chi~square test combination
output. The MAF signal was included for comparision with the Chi-
square test signal,

In conducting these tests the values used for the convergence
parameter v, the length of delay 4, and the number of weights M were
0.0001, 1, and 4, respectively. The number of data points N in each
block, andrthe number of classes in each block were 200, and 8, re-

spectively,
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C. PERFORMANCE OF THE WSER PREDICTOR CHI-SQUARE TEST COMB.

The performance of the WSER predictor Chi-square test combination
are reported in this section. 1In this case the ten data files used.
in previous experiment were processed using the WSER predictor Chi-
square test combination. It was found that for the particular set of
parameters used in this experiment the performance as an intrusion de-
tection was not as good as that of the LMS approach of the previous
section.

Figures 4.18 through 4.27 show the results of the tests. 1In
each of these illustrations four signals are shown. The first is the
input data file. As before, in each case the location of the intruder
is marked on the input file using the symbol "*!"., The other signals
shown are the WSER predictor output, the predictor MAF combination
output, and the predictor Chi-square test combination output. TFor the
purpose of comparison, the MAF signal was also included.

In processing these tests the values used for the parameter u,
the parameter ¢, and the number of weights M were 0.2, 0.8, and 4,
respectively. The length of delay was 1 and the initial wvalue of the
weight vector AO was zero. The initial diagonal term of the matrix
P, was I. The values used for the number of data points N, and the

0

number of classes K in each block were 200, and 8, respectively.
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D. PERFORMANCE OF THE LTSER PREDICTOR CHI-SQUARE TEST COME.

The objective of the experiment described in this section was to
evaluate the performance of the Chi-square test approach to intrusion
detection when the LTSER algorithm is used for the predictor. The
approach taken was to use the ten data files of the two previous tests
and to process these files using the LTSER predictor Chi-square test
combination.

In conducting these tests the values used for the initial diagonal

matrix P_, length of delay A, and the number of weights M were I, 1,

0’
4, respectively. The number of data points N in each block, and the
number of classes in each block were 200, and 8, respectively.

The results of the tests are shown in Figures 4.28 through 4.37,
In each of these illustrations four signals are shown in the same for-
mat as was used in the two previous sections.

A comparison with the results of the two previous sections indi-
cates that the performance of using the LTSER algorithm is superior
to that obtained with the LMS and WSER algorithms. It can alsc be
argued that it is competitive when compared te the MAF approach. In
making the comparison there are some additional factors to consider.
The LTSER Chi-square approach offers the advantage of being responsive
primarily to statistics of the input data rather than its relative

amplitude, This isoffsetby the fact that the complexity of the ap-

proach is several times that of the MAF system.
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Chapter 5
CONCLUSIONS

We have shown that the concept of using the predictor Chi-square
test combination for intrusion detection purposes is promising. It
is shown that the number of data points N per bleck equal to 200
points is a moderate number to detect an intuder in this problem. The
IMS, and the LTSER predictor Chi-square test combinations gave more
promising results in detecting an intruder than the WSER predictor Chi-
square test combination.

If we hold to the Chi-square test definition (the confidence
level must be at least 0.05 to accept the hypothesis) then for rela-
tively short sequences of the output of the predictor the sample are
Gaussian in an intruder's absence, and non-Gaussian in intruder's pre-
sence,

There is a restriction in using the predictor Chi-square test
combination that the first block of the combination output should not
be counted, because the first block of the predictor ocutput tends to
be non-Gaussian most of the time. This is due to the transient that
occurs when the predictor initially adapts.to the data,

The interesting featrure of the predictor Chi-square test combin-
ation is that the Chi-square test detects the presence or the absence

of an intruder by using the statistical characteristics of the predic~

tor output.
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ABSTRACT

A étu&y of a new algecrithm for intrusion detection has been made.
The method uses an adaptive digital predictor Chi-square test combin-
“ation. The inputs used in this experimentlwere obtained viaz a sensor
which is in the form of a buried cable. The basic idea of the method
is to use the predictor as a noise decorrelator. The resulting de-
tection problem is then reduced to that of determining the presence
or the ébsenqe of an intruder in 2 noise background which essentially
is white. There are three different predictors used in the work re-
ported here, (i) Widrow's least mean square, (ii) the weighted sequen-
tial regression, and (iii) the long term sequential regression pre-
dictor. For each otf thesz three predicters, some predictor x2 test

combination performance results are included.



