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Abstract

Modern power distribution networks face significant challenges due to the increasing

integration of renewable energy resources and electric vehicles, leading to higher uncertainty

and dynamics in grid states. This necessitates accurate state estimation for effective control

actions. This dissertation proposes multiple novel approaches for distribution system state

estimation (DSSE) that can be scalable to large distribution networks and control of inverter-

based resources, offering a robust solution to these challenges.

Current sparsity-based (DSSE) methods face limitations in scalability to large distribu-

tion networks or fail to effectively account for the temporal dependency within the measure-

ment data. To address the scalability issue, we propose a hierarchical spectral clustering-

based network partitioning algorithm followed by distributed compressive sensing (DCS)-

based state estimation. This method utilizes an alternating direction method of multipliers

(ADMM) for iterative information exchange among sub-areas for DSSE. We also demon-

strate the robustness of ADMM-based distributed CS against various cyber-attacks through

simulations on IEEE 37-bus and IEEE 123-bus networks. We address the second challenge

by proposing two dynamic sparsity-based state estimation strategies, locally weighted matrix

completion (LW-MC) and Bayesian matrix completion with Kalman filter prediction (BMC-

KF). Evaluations on IEEE 37 and IEEE 123 bus test systems demonstrate that BMC-KF

outperforms LW-MC.

The above-proposed methods work efficiently for large distribution networks. However,

they suffer from high computational complexity or slow convergence time. Hence, they

become unsuitable for real-time state estimation. Therefore, we propose a model-based

neural network called deep unfolding, for fast and accurate estimation of system states in

low-observable distribution networks. This approach achieves accurate state estimation with

reduced simulation time by incorporating linearized power flow constraints, and the efficacy



is validated through extensive simulations on IEEE-123 bus and 559 bus networks. This

deep learning approach does not provide any guarantee with regard to the estimate fidelity.

Therefore, we propose a deep unfolding approach augmented with Bayesian neural networks

to estimate the mean and covariance of system states, demonstrating its efficacy in estimating

system states and providing associated confidence intervals through simulations on the IEEE

123-bus network.

In addition to state estimation, the increasing integration of IBRs necessitates robust and

decentralized control strategies to ensure system stability and efficient power sharing. The

existing literature uses PID control for voltage and frequency restoration that suffers from

asymptotic convergence. Hence, this dissertation introduces a novel approach that leverages

game theory principles to design distributed secondary control for inverter-based islanded mi-

crogrids. The proposed approach optimizes power sharing among interconnected IBRs while

enhancing system frequency stability. Simulation results on a four-bus microgrid demon-

strate that the game-theoretic secondary control offers improved power-sharing accuracy,

stability, and load balancing compared to the distributed-averaging proportional-integral

(DAPI) method. In addition to this, to make a microgrid stable against cyber attacks,

we propose an adversarial robust multiagent reinforcement learning secondary control that

mitigates adversarial impacts and ensures system resilience.

Together, these contributions address the evolving landscape of power distribution sys-

tems, by providing effective decentralized state estimation and control strategies to ensure

stability and efficiency amidst large-scale integration of renewable energy resources.
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is validated through extensive simulations on IEEE-123 bus and 559 bus networks. This

deep learning approach does not provide any guarantee with regard to the estimate fidelity.
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strate that the game-theoretic secondary control offers improved power-sharing accuracy,

stability, and load balancing compared to the distributed-averaging proportional-integral

(DAPI) method. In addition to this, to make a microgrid stable against cyber attacks,

we propose an adversarial robust multiagent reinforcement learning secondary control that
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Chapter 1

Introduction

The power distribution network is experiencing a major change in its grid characteristics.

This characteristic change is driven by increased renewable energy integration, advancements

in smart grid technologies, and the growing demand for sustainable energy solutions. Under

these circumstances, efficient and reliable delivery of electricity is paramount. Therefore, the

need for accurate monitoring and control of distribution networks has become more critical

than ever before. State estimation emerges as a fundamental tool in achieving this objective,

providing valuable insights into the real-time operational status of the distribution system.

State estimation, also known as network monitoring or observability analysis, is a com-

putational technique used to infer the current state of a power distribution network based on

available measurements. State estimation algorithms can estimate the voltage magnitudes,

phase angles, and power injections at different nodes along with the line flows by utilizing

data from various sensors, like smart meters, phasor measurement units (PMUs), supervisory

control and data acquisition (SCADA) and other monitoring devices deployed throughout

the network [1]. These estimates enable the network operators to gain a comprehensive

understanding of the network’s operating conditions, identify potential issues or anomalies,

and make informed decisions to optimize grid operating performance and improve stability.

The significance of state estimation in power distribution networks lies in its ability

to provide actionable insights in real-time, enabling operators to detect and address opera-
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tional challenges promptly. However, achieving accurate distribution system state estimation

(DSSE) poses a considerable challenge due to the network’s limited observability, stemming

from the scarcity of available real-time measurements. To further aggravate the issue, outliers

in measurements and errors in system model information introduce new sources of uncer-

tainty in DSSE. Since optimal control and operation of the distribution grid is contingent

upon the ability to estimate the system states accurately, it is critical to investigate methods

to estimate the states accurately with a small number of measurements in the presence of

measurement uncertainties and inaccurate system model information. This is one of the

fundamental problems we seek to study in the context of an unbalanced three-phase power

distribution network.

Effective situational awareness relies on our ability to analyze and interpret the data pro-

vided by monitoring and control systems. In this regard, there has been an increase in the

proliferation of advanced metering devices in the smart distribution grid paradigm. Accord-

ing to Energy Information Administration (EIA) data [2], the advanced meter deployments

have increased in the United States by approximately 8.3 million meters, representing a 8.8%

annual increase in advanced meters from 2019 to 2020. The use of SCADA, PMUs, Intelli-

gent electronic devices (IEDs), automated feeder switches and voltage regulators, and smart

inverters for distributed energy resources (DERs) have provided an opportunity to increase

system observability. This increase in sensing infrastructure results in increased information

aggregated at a centralized distributed management system (DMS). However, reliable aggre-

gation and management of such a huge volume of data at a central location is challenging,

even under optimal conditions. Sometimes, it is difficult for the underlying communication

network to keep up with the sensors’ volume and velocity of information. The information

aggregation challenge for centralized state estimation grows with the size of the distribution

network. As a result, the use of large volumes of data for real-time state estimation and

control of the power distribution network becomes difficult. This is another fundamental

problem we seek to study. We propose local data aggregation and information processing for

control centers to manage a subset of the network nodes and information exchange across

control centers for state estimation and control. Moreover, as these systems become more
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complex and connected, they become more vulnerable to cyber-attacks. To address this

issue, researchers have been exploring using decentralized state estimation and control tech-

niques to improve the security of smart distribution grids. In this dissertation, we discuss

the challenges faced by smart distribution grids and how decentralized state estimation and

control can be used to overcome them.

The global energy landscape has radically transformed in recent years. Some driving

forces for the transformation include (1) pressing concerns posed by climate change, (2) the

rise in energy prices, and (3) increasing concerns about energy security and reliability. As

traditional centralized power systems grapple with these challenges, microgrids (MGs) with

distributed energy resources (DERs) emerge as a novel alternative. However, ensuring fre-

quency and voltage stability is crucial in MGs. In the conventional power grid, voltage and

frequency stability is achieved by synchronous generators because of their inbuilt inertia [3].

On the other hand, most MGs are sourced by solid-state power electronics devices that lack

inertia. Droop control has emerged as a dominant solution to regulate voltage and frequency

in MGs because of its simple implementation and reliance on local measurements without

requiring any communication infrastructure. However, due to its inherent characteristics,

droop control may not be precise and can cause voltage and frequency deviations from their

nominal values [4]. Therefore, a secondary level of hierarchical control becomes necessary

and serves as a compensation mechanism. Based on the communication requirements, MG

secondary control is broadly classified into three types: (1) Centralized control: This enables

easier decision-making and coordination. However, centralized control suffers from large

communication bandwidth requirements, which leads to decision delays and low reliability;

(2) Decentralized secondary control: This approach does not require exclusive communica-

tion infrastructure (CI) for control. Each DER restores its frequency and voltage amplitudes

to nominal values individually. However, the CI is required for transferring data from the

tertiary control and MG centralized control layers. (3) Distributed secondary control: This

uses a low bandwidth sparse communication network in which the inverters are only required

to interact with the neighboring inverters.

The research community is continuously working on developing sophisticated distributed
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and/or decentralized state estimation and control methodologies for the smart distribution

grid. A detailed literature review of the existing methodologies is given in Chapter 2. How-

ever, the existing methods suffer from various shortcomings, which are listed below.

1. Measurement Redundancy and network architecture: The conventional ap-

proaches for state estimation require high measurement redundancy, e.g., for reliable

estimation accuracy, the conventional weighted least square (WLS) method of state

estimation requires the number of measurements to be greater than the number of

states in the power distribution grid. Furthermore, the direct application WLS in the

distribution grid is not applicable because of the high R
X

ratio of the power distribution

network.

2. Low accuracy: Pseudo measurements, derived from historical or forecasted data, are

frequently combined with current measurements to offset the scarcity of measurements

in DSSE. However, the historical data have limited accuracy. Therefore, the estimation

performance accuracy deteriorates further.

3. High computational complexity: The current methods for DSSE and control face

challenges due to their significant computational complexity stemming from centralized

data aggregation and processing. The computational burden increases with an increase

in system size. Hence, these methods are not suitable for real-time state estimation

and control in large distribution networks.

4. High bandwidth communication infrastructure requirements: Existing cen-

tralized state estimation and control methods depend on a centralized state estimation

engine and control center. All the on-field sensors communicate the data to the cen-

tralized control center. As the sensor deployment increases, the data volume increases;

hence, a high bandwidth communication infrastructure is required for reliable infor-

mation exchange.

5. Prone to cyber attack: As reliance on network-connected smart sensing devices

grows, the distribution network becomes more vulnerable to cyber-attacks. However,
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current DSSE and control methods lack the capability to assess the impact of such

cyber intrusions.

Based on these perspectives, we seek to address a few fundamental research questions in this

dissertation. These questions and our approach to address them are the key contributions

of this dissertation, as discussed in the following section.

1.1 Research Questions

To tackle the challenges associated with efficient scalable and secure state estimation and

control in power distribution networks, this dissertation aims to answer the following ques-

tions:

1. Question 1: For distribution network state estimation

(a) How can we develop distribution system state estimators that are computationally

efficient and achieve enhanced accuracy with limited measurements?

(b) How can we develop DSSE that can be scalable and resilient against cyber attacks?

(c) Can DSSE methodologies rooted in learning approaches provide low complexity

and scalable to large distribution networks for real-time monitoring? Furthermore,

is it possible to derive confidence intervals for state estimators developed through

machine learning to aid utilities in making informed decisions?

2. Question 2: Secondary control of Microgrid

(a) How can we develop a secondary control architecture for microgrids using a low

bandwidth communication infrastructure with improved control performance?

(b) How can we inject intelligence into microgrid agents to enable them to adapt and

respond appropriately to changing microgrid operational conditions? Further-

more, can we enhance the intelligence of these agents to efficiently mitigate cyber

intrusions and uphold grid stability during adversarial attacks?
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1.2 Research Contributions

We address question 1 (a) in Chapter 4 of the dissertation. The state-of-the-art state esti-

mation approaches, such as WLS and its variants, require a large number of measurements.

To overcome this, researchers have proposed sparsity-based techniques like compressive sens-

ing (CS), tensor completion (TC), or matrix completion (MC). These methods leverage the

inherent sparsity in raw measurements (MC and TC), or on a sparsifying domain (CS) to

recover the system states from limited measurements. However, existing approaches pri-

marily focus on spatial sparsity, neglecting the dynamics of temporal correlation/sparsity

within the measurements. Hence, for the first time, we formulate the DSSE as a dynamic

matrix completion problem that exploits spatial and dynamics of temporal sparsity in the

raw measurements. The major contributions of Chapter 4 are listed below.

• We propose two new methods: locally weighted matrix completion (LW-MC) and

Bayesian matrix completion with Kalman filter prediction (BMC-KF) to impute the

missing entries of the underlying low-rank matrix dynamically.

• Extensive simulation is conducted on the IEEE 37 and IEEE 123 bus test systems. The

performance of both methods (LW-MC and BMC-KF) is compared with the existing

static-MC approach. It is found that the accuracy in state estimation is best in BMC-

KF followed by LW-MC and static-MC state estimation methods.

• While the computational complexity of the LW-MC approach is shown to be compa-

rable to BMC-KF for smaller networks, the BMC-KF complexity scales favorably as

network size increases.

More details on the dynamic matrix completion-based DSSE formulations can be found in

Chapters 4 and in the following published article:

• B. Rout, S. Dahale and B. Natarajan, ”Dynamic Matrix Completion Based State

Estimation in Distribution Grids,” in IEEE Transactions on Industrial Informatics,

vol. 18, no. 11, pp. 7504-7511, Nov. 2022, doi: 10.1109/TII.2022.3162210.
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The dynamic MC completion approach proposed in Chapter 4 demands large computational

power, and the computational complexity increases with increased system size. Hence, it

lacks scalability for large distribution networks. To overcome this challenge, we develop a

distributed compressing-based (CS) DSSE that addresses question 1 (b). Chapter 5 of the

dissertation introduces a distributed states estimation approach that uses CS to recover the

system states from very limited measurements. The scalability of the proposed approach is

evaluated on a real 6000-node distribution network. Finding an optimal network partition

for a large distribution network is difficult. Hence, we propose a novel hierarchical network

partitioning algorithm to divide the distribution network before applying the distributed

CS-based DSSE. Furthermore, we have analyzed the impact of the loss of measurements,

FDI, replay, and neighborhood cyber-attacks on the distributed CS-based DSSE in Chapter

7. The major contributions of Chapter 5 and 7 are listed below.

• A novel and efficient hierarchical spectral clustering-based network partitioning algo-

rithm that partitions the network with minimized overlap is proposed. The proposed

approach can be applied to all types of distributed/decentralized tasks in a power

distribution network.

• The efficacy of the proposed approach is tested on a standard IEEE 123-bus network,

an IEEE 8,500-node system, and a real 6000+ node distribution network.

• The network partitioning approach is applied to distributed compressive sensing (DCS)-

based state estimation. The distributed multi-area DSSE framework uses the alternat-

ing direction method of multiplier (ADMM) to find global solutions.

• The proposed method uses local measurements and limited consensus variables among

the boundary busses to reduce the communication burden and computation time.

• Extensive simulation is performed on IEEE 37-bus, IEEE 129-bus test systems, and

6000+ node distribution networks to demonstrate the effectiveness of the multi-area

DSSE.
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• Furthermore, the dissertation provides a comparative performance analysis of dis-

tributed CS-based state estimation and centralized CS-based state estimation ap-

proach and highlights the benefits offered in terms of their computational complex-

ity/computation time.

More details on the hierarchical network partition and distributed DSSE formulations can

be found in Chapters 5 and Chapter 7 and in the following published articles:

• Biswajeet Rout, Balasubramaniam Natarajan, ”Impact of cyber attacks on distributed

compressive sensing based state estimation in power distribution grids,” in Interna-

tional Journal of Electrical Power & Energy Systems, Volume 142, Part B, 2022,

108295, ISSN 0142-0615, https://doi.org/10.1016/j.ijepes.2022.108295.

• B. Rout, G. Saraswat and B. Natarajan, ”Efficient Network Partitioning: Application

for Decentralized State Estimation in Power Distribution Grids,” 2023 IEEE Power &

Energy Society Innovative Smart Grid Technologies Conference (ISGT), Washington,

DC, USA, 2023, pp. 1-5, doi: 10.1109/ISGT51731.2023.10066393.

Although the distributed DSSE proposed in Chapter 5 is scalable to large distribution net-

works, the simulation time depends on the larger part of the partition and the number of

shared variables among the neighboring areas. Hence, state estimation for larger networks in

real time is infeasible. We address this challenge with a deep learning-based state estimation

approach. We propose a model-free deep unfolding architecture for compressive sensing-

based DSSE. Firstly, the alternating direction method of multiplier (ADMM) is used to

solve the compressive sensing-based DSSE. Next, we unfold the structures of the iterations

of the ADMM into L layers of a neural network by introducing a number of trainable pa-

rameters, specifically the sparsifying basis matrix Ψ for our case. Ψ is then learned using a

deep learning architecture with an appropriate choice of a loss function, back-propagation,

and stochastic gradient descent optimization algorithm. The resulting unfolded algorithm

with the learned parameters is then used to estimate the system states in a low observable

distribution network. By mapping iterations of the optimization algorithm to layers of a
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neural network, the deep unfolding approach avoids the need for specifying a sparsifying

basis matrix or a detailed distribution network model. Finally, we obtain the closed-form so-

lution of the ADMM algorithm, which solves the DSSE. Furthermore, to completely address

question 1 (c), we propose a Bayesian deep unfolding-based state estimation to estimate

both the mean and variance of the state estimates. The key contributions of these works are

as follows:

• The proposed approach uses CS as the optimization technique to recover the sys-

tem states in a low observable distribution network. However, the sparsity-aware CS

method uses an optimization problem, and the computational complexity grows as the

network size increases. To overcome the complexity issue, we propose a learning-based

approach. However, unlike traditional learning-based approaches, where a black box

approach to function approximation is used, our approach uses only the mathematical

model information to estimate the system states from very limited measurements.

• We propose two deep unfolding architectures: (1) MFDSSE-net is a purely data-driven

deep unfolding architecture. MFDSSE-net learns the sparsifying basis matrix Ψ by

exploiting the inter-dependencies of the data. This approach is helpful when the dis-

tribution network model information is outdated due to network aging or poor doc-

umentation. (2) MBDSSE-net incorporates linearized power flow constraints into the

l1-norm optimization problem. As a result, MBDSSE-net uses both the data and the

model information to learn the sparsifying basis matrix Ψ.

• We compare the performance of the proposed methods with the ADMM-based l1-norm

optimization problem, which considers a discrete cosine transform as the sparsifying

matrix. Extensive simulation is done on the IEEE 123 bus and a 559 bus network to

evaluate the performance of the proposed methods. Simulation results show that both

the deep unfolding approaches MFDSSE-net and MBDSSE-net perform equally well in

estimating the system states. However, there is a significant reduction in computation

time in the deep unfolding approaches relative to the ADMM-based l1-norm optimiza-

tion problem. This is because the computational cost is shifted to the training phase
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of the deep unfolding networks.

• DSSE-net provides a point estimate without any information about the prediction

confidence. Hence, we leverage the concept of Bayesian neural networks (BNN) in the

context of deep unfolding to estimate both the mean and covariance of the estimated

states.

More details related to the deep unfolding and Bayesian deep unfolding for DSSE can be

found in Chapter 6 and in the following articles:

• B. Rout and B. Natarajan, ”Deep Unfolding for State Estimation in Power Distribution

Grids,” in IEEE Transactions on Industrial Informatics (in 2nd review)

• B. Rout, and B. Natarajan, ”Bayesian Deep Unfolding for State Estimation in Power

Distribution Grids,” 2024 IEEE Kansas Power and Energy Conference (KPEC-2024),

(under review).

We address question 2(a) in Chapter 8. Secondary control in microgrids is used to com-

pensate for the deviations that occur in voltages and frequencies after the primary control

operation. The existing research employs a PID-based controller, which has an asymp-

totic convergence. However, for microgrid operation asymptotic convergence is undesirable.

Hence, we propose a game theoretic framework for multi-agent secondary control of islanded

microgrids. We formulate the game theoretic control by treating the microgrid as a mul-

tiagent system, where each agent takes appropriate actions to stabilize the frequency and

voltage deviations in the network. While game theoretical approaches have been leveraged

for distributed control of multiagent systems, a rigorous theoretical analysis of its use for

MG frequency control is currently lacking. Hence, we design a game to depict the interaction

among inverters in a microgrid and propose a new consensus protocol-based game theoretic

approach for the secondary control of microgrids. The key contributions of this work are

highlighted below.

• We address the intricacies of inverter-based microgrid (MG) systems by adopting a

multi-agent framework. In this novel approach, each IBR within the microgrid is
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modeled as an autonomous agent. We delve into the challenge of alleviating frequency

deviations within the microgrid, considering it a non-cooperative game encompassing

the participating agents. The core objective of this game is to collaboratively rectify

the frequency deviation and realign it with the system frequency. Our proposed non-

cooperative game involves the agents minimizing a cost function. This cost function

is a composite of the agent’s strategy and the strategy taken by its neighbors. This

necessitates strategic modifications both in the agent’s personal approach and in its

response to the strategies employed by neighboring agents.

• We adopt the potential function approach to rigorously investigate the Nash equilib-

rium for our game formulations. This equilibrium point represents the state at which

no agent can unilaterally deviate from its strategy to attain a better outcome. Through

the lens of the potential function, we explore, for the first time, the existence, unique-

ness, stability, and convergence of this Nash equilibrium within a microgrid. This

step is pivotal in understanding the conditions that allow the system to settle into a

balanced state, benefiting individual agents and the overall microgrid stability.

• We offer a comparative examination of the proposed game theoretic secondary control

with the distributed-average proportional-integral (DAPI) control. Simulation results

demonstrate that our proposed method achieves a speed improvement of 70% faster

over the DAPI control in restoring the system frequency following load disturbances.

• Our study examines the robustness of the proposed secondary controller in the face

of communication network disruptions. Specifically, we examine how the microgrid

responds when communication links fail. This analysis sheds light on the system’s

ability to adapt and maintain stability despite unforeseen challenges.

More details related to the game theoretic secondary control of microgrids can be found in

Chapter 8 and the following article:

• B. Rout, and B. Natarajan, ”Distributed Secondary Control of Inverter-based Islanded
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Microgrid: A Game Theoretic Approach,” IEEE Trans. Power Delivery, (under re-

view).

With the advancement of network-connected smart sensing devices, the microgrid becomes

vulnerable to cyber-attacks. This necessitates the requirement of adversarial robust sec-

ondary control. Hence, in this dissertation, we propose, an adversarial robust reinforcement

learning-based secondary control of microgrid to address the questions 2(b). We propose an

online multi-agent actor-critic-based deep reinforcement learning (DRL) approach for sec-

ondary frequency and voltage control of microgrids (MGs). Unlike offline training, which

relies on historical data and may lead to confusion when faced with new data during imple-

mentation, our method adapts dynamically to changing conditions. The proposed adaptive

secondary controller supplements the primary droop control to mitigate deviations after the

primary control’s action. Notably, this controller effectively addresses uncertainties stem-

ming from various sources, such as DG dynamics, network parameter change (caused by

network aging), load fluctuations, and rectifies steady-state errors inherent in the primary

droop control. It has been observed that the RL agents suffer from adversarial attacks be-

cause of uncertainty in the measurements or attacks initiated by a cyber actor. Hence, we

propose robust adversarial attack learning to cater to the problem of cyber attacks within

the RL architecture. Some of the major contributions of this work are given below.

• We propose, for the first time, a multiagent actor-critic-based online reinforcement

learning architecture for secondary control of inverter-based MG.

• As the RL agents can suffer from adversarial attacks, we develop a robust adversarial

RL framework for the voltage and frequency restoration in an inverter-based MG.

• We design and evaluate a strategically timed attack to attack a deep RL agent.

• We perform extensive simulation on a four-inverter-based islanded MG to assess the

performance of the proposed approach, and results show that the adversarial robust RL

approach for secondary control surpasses RL-based control in mitigating adversarial

impacts and ensuring system resilience.
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More details related to the multi-agent RL-based secondary control of microgrids can be

found in Chapter 9 and the following article:

• B. Rout, and B. Natarajan, ”Reinforcement Learning for Secondary Control of Inverter-

based Microgrid under Adversarial Attack” (Manuscript under preparation).

1.3 Dissertation Organization

Figure 1.1 outlines the structure of this dissertation. The remainder of this dissertation is

organized as follows. Chapter 2 describes the related work and their limitations in address-

ing the challenges of a real distribution grid. Chapter 3 discusses the fundamental idea of

state estimation in power distribution grids and secondary control of islanded microgrids. In

chapter 4, we propose dynamic matrix completion for DSSE. Then, we develop distributed

CS-based state estimation and its scalability to large distribution networks in Chapter 5.

In chapter 6, we develop a deep unfolding-based state estimation approach for the distri-

bution grid. A Bayesian deep unfolding-based state estimation method for quantifying the

uncertainty in estimated states is discussed in Chapter 6. We discuss the robustness of the

proposed distributed DSSE to various cyber attack scenarios in Chapter 7. Chapter 8 intro-

duces a novel game theoretic secondary control of island microgrids and an adversarial robust

reinforcement learning for secondary control of islanded microgrid is discussed in Chapter 9.

The summary of this dissertation and future ideas constitute chapter 10.
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Figure 1.1: Thesis Organisation
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Chapter 2

Literature Review

This chapter surveys the existing research on the topic of distributed state estimation and

control. It examines articles, books, and studies to understand current knowledge. This

analysis identifies gaps and common themes in research. The chapter sets the stage for the

current study. It shows how the study fits into existing knowledge. This review helps readers

understand the significance of the research. We start the chapter by introducing existing

literature on state estimation, followed by distributed state estimation and their robustness

to various cyber-attacks. Next, we explore the machine learning-based state estimation,

followed by a brief literature on distributed secondary control in islanded microgrids.

2.1 State Estimation in Power Distribution Network

Optimal management of the power distribution grid has become challenging due to increased

penetration of renewable energy resources and different dynamical loads like heat pumps

and electric vehicles [5]. In this context, real-time control is important in dealing with

intermittency and uncertainties. Distribution system state estimation (DSSE) enables the

monitoring of the grid operating conditions and serves as the precursor to real-time optimal

control. Weighted least square (WLS) based [6] state estimation has been widely used in the

power transmission network. However, the applicability of WLS to the distribution network is
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limited due to the system being unobservable. Recently, multiple researchers have attempted

to address the issue of unobservability while performing state estimation in distribution

networks. To make a low observable network fully observable, optimal measurement locations

have been identified in [7]. Additionally, the difference between the measured and calculated

voltages and complex power is used to obtain the voltage profile of the whole network. The

methods adopted in [7] still need a significant number of sensors to observe the system

state completely. [8] suggests using pseudo measurements to aid DSSE. However, pseudo-

measurements are inaccurate and lead to errors in state estimation. In contrast to WLS,

that treats the power system variables as static parameters that need to be estimated, the

performance of a pseudo-dynamic system is evaluated using three different algorithms in

[9]. In [10], a discrete-time dynamic model for state estimation is modeled by combining

the power flow equations and load forecasts. A comparative performance analysis between

WLS and Extended Kalman Filter (EKF) is given in [11], which also analyses the relative

importance of process and measurement matrices. There are many other efforts related

to dynamic state estimation [12, 13, 14, 15]. Iterative Kalman Filter (IKF) based state

estimation for a non-linear dynamical system can be found in [16, 17].

However, all these dynamic state estimation strategies rely on the system being observ-

able. Recently, sparsity-based approaches have been developed for static state estimation in

low observable distribution systems [18],[19]. These methods estimate the states of the entire

grid by exploiting the sparsity of measurements on a linear transformation basis. Matrix

completion methods are employed for distribution system state estimation in [20]. Here,

the authors employ a standard matrix completion method along with the linearized power

flow constraints to capture the physical network constraints. Although the method effec-

tively estimates the voltage phasors, it uses a semi-definite programming problem, which

is computationally inefficient for large matrices. A comparative analysis of sparsity-based

state estimation techniques, including matrix completion-based approaches, is presented in

[21]. An attempt to exploit spatial and temporal correlation among the states using tensor

completion is presented in [22]. All the above methods use a snapshot-based state estima-

tion. Recently, authors in [23] attempted to extend MC to multiple snapshots (time series).
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However, the method in [23] uses batch processing of data sets. That is, a large data matrix

that includes different time steps is first created before implementing the state estimation

approach. Therefore, this method requires large storage space and greater computational

complexity that grows with size.

2.2 Distributed State Estimation

Sparsity-based state estimation approaches (compressive sensing(CS), matrix completion,

and tensor completion) have been recently proposed to address the unobservability issue at

the grid edge. These approaches exploit the network and data structure for state estimation

at low levels of data availability. Matrix completion-based distribution system state esti-

mation is employed in [20], [24]. Here, the authors employ a standard matrix completion

method along with the linearized power flow constraints to capture the physical network

constraints. Robust formulation of matrix completion against bad data for DSSE was pro-

posed in [25]. A tensor completion-based SE approach is discussed in [26], which exploits

both spatial and temporal correlation of the system states. Matrix completion and tensor

completion methods exploit the underlying spatial correlation among the raw data and im-

pute the missing entries by obtaining a suitable low-rank approximation of the incomplete

matrix/tensor. In contrast, the CS method of state estimation considers that the original

signal of interest is sparse in a specific transform domain. This is a reasonable assumption

due to the spatial correlation between the loads and distributed generations as discussed in

[27], [21],[28], [29]. A detailed comparative study among CS, matrix completion, and tensor

completion based on estimation accuracy and computational complexity is presented in [21]

and shows that CS-based state estimation outperforms matrix completion and tensor com-

pletion. Since the computational complexity of all sparsity-based state estimation strategies

grows with the size of the distribution network, decentralized or distributed implementa-

tions are being considered to enable scalability. Additionally, aggregating sensor/meter data

over a large network imposes significant stress on the communication infrastructure. This

motivates the need to consider distributed compressive sensing-based state estimation. [30]
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proposes a unique state estimation approach that employs matrix completion across space

and CS across time. Authors in [23] propose an alternating minimization algorithm that

reformulates the matrix completion approach for processing time-series measurements.

As discussed earlier, all the above methods treat the entire distribution network as a

single entity and perform centralized estimation of the system states. On the contrary,

several distributed methods focus on observing the system states by dividing the networks

into smaller sub-networks. This reduces the communication overhead and computation time.

Microgrid operation using a multi-agent distributed diffusion strategy is proposed in [31].

It uses a centralized operation strategy during normal operating conditions for resource

optimization and a decentralized operation strategy during abnormal conditions. A PMU-

based decomposition method for distributed state estimation and the effect of measurement

error on state estimation accuracy is given in [32]. SE by dividing the whole system into

different sub-regions based on their observability is studied in [33]. The improved robustness

of state estimation using the matrix splitting strategy is discussed in [34]. [35] proposed a

consensus-based multi-area state estimation using the Lagrange multiplayer function for the

system modeling.

While all of the above research is devoted to estimating the states for a single time instant,

there is a plethora of research that discusses distributed and dynamic state estimation [36],

[37], [38]. A consensus filter-based dynamic state estimation is proposed in [36] to obtain the

system states using local and neighboring gains. The local gain is obtained by minimizing

the least square error between the actual and estimated variables. In contrast, the neigh-

boring gain is obtained by solving a semi-definite program. Both gains are used to calculate

the distributed consistent estimator after exchanging the neighboring node information. A

fully distributed diffusion strategy for multi-agent microgrid control is proposed in [37] for

distributed resources economic dispatch. It employs a two-level cooperative optimization

and an additional gradient term for faster information sharing. The lower level control uses

an adaptive droop scheme, and the upper level employs diffusion-based distributed commu-

nication among the neighbors for optimal microgrid management. Dynamic state estimation

using an adaptive-and-then combine method is proposed in [38]. This paper proposes a mean
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square error and SDP approach based on dynamic state estimation.

2.3 Effect of cyber attack on DSSE

The effect of cyber attacks on state estimation strategies is limited to the WLS approach

[39],[40], [41]. A review of the FDI-type cyber attacks and their physical and economic

impacts on power system state estimation is presented in [42]. Denial of service (DoS) attack

on distributed state estimation is studied in [43]. A Kalman-filtered CS-based estimation

approach in the presence of measurement loss is discussed in [44]. Authors in [45] construct

a tolerable FDI attack that can bypass the bad data detection and degrade the performance

of the state estimation. A recursive systematic convolutional (RSC) code to add redundancy

in the power system states (cyber-attack scenario creation) and Kalman filter to recover the

system states and SDP-based optimal feedback controller to regulate the system is proposed

in [46]. Understanding the effects of cyber attacks on new state estimation strategies such

as matrix completion (MC), tensor completion (TC), and compressive sensing-based state

estimation is not explored. As per the author’s knowledge, [47] is the only research paper that

discusses the impact of cyber attacks on MC-based distribution system state estimation. In

[47], a conventional centralized power distribution system is considered for state estimation,

and the robustness to different cyber-attacks is analyzed. The effect of cyber-attacks on the

distributed state estimation approach is limited.

2.4 Deep Unfolding for State Estimation

The complex voltages at each node and the branch currents of the power distribution network

are usually considered to be the states of a power distribution network [48]. A complete sur-

vey on DSSE with their associated challenges for the modern power distribution network is

presented [49]. Considering the limited available measurements, weighted least square (WLS)

based DSSE is challenging for distribution networks. Researchers have proposed alternative

mathematical formulations like least median of squares (LMS) and least trimmed squares
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(LTS) in [50], least absolute value (LAV) estimator in [51]. However, these methods suffer

from large memory requirements, high computational costs, and require measurement re-

dundancy. A plethora of approaches based on probabilistic and statistical techniques have

also been proposed. This includes empirical methods [52]. expectation maximization [53],

Gaussian mixture model [54], multivariate complex Gaussian modeling [55] and generalized

maximum likelihood estimator in [56]. All these methods exploit the probability distribu-

tion of historical data and estimate the system states by generating pseudo-measurements.

Hence, they suffer from low accuracy and high parameter sensitivity.

A recent trend is the application of sparsity-based approaches for DSSE. These meth-

ods successfully handle the unobservability issue due to limited measurement at the grid

edge. Sparsity-based DSSE methods take advantage of the underlying smoothness of the

measurement data, or sparsity of the system states on a linear transformation basis. These

methods avoid the requirement of generating pseudo-measurements based on historical data.

Sparsity-based DSSE using linearized power flow constraints is formulated as a low-rank

matrix completion (MC) problem in [20]. A robust formulation of the MC approach to

handling bad data is presented in [25]. To capture temporal dependency for better accu-

racy, a dynamic MC approach for DSSE is presented in [24]. Authors in [57] propose a

tensor completion approach, exploiting both spatial and temporal correlation of the system

states. Another sparsity-based technique, compressive sensing (CS), also finds application

in DSSE [58]. [59]. DSSE, using compressive sensing, considers the signal to be sparse in

a specific transformation basis, i.e., discrete cosine transform (DCT) or wavelet transform.

A comparative analysis of CS, MC, and TC-based DSSE is provided in [21]. Results in [21]

show that CS-based DSSE outperforms both MC and TC approaches. These estimators are

found to have greater accuracy, even with limited measurements. However, the computa-

tional complexity of these estimators grows with an increase in system size; hence, these

methods lack scalability.

This disadvantage of computational complexity and scalability in sparsity-aware tech-

niques can be overcome by using deep learning (DL) approaches. The computation cost is

shifted to the training phase of DL techniques, which need substantially less computational
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effort during their real-time use. As a result, DL techniques are frequently utilized to replace

computationally intensive algorithms. DSSE using neural network (NN) is formulated in [60],

[8]. Authors in [60] develop an NN approximation of a minimum mean squared estimator,

whereas in [8], a pseudo-measurement modeling strategy is proposed to generate pseudo-

measurements for active and reactive power injections using artificial neural networks. [8]

applies a weighted least squares estimator to estimate the system states. DSSE using a feed-

forward neural network (FNN) is proposed in [61], which uses autoencoders to estimate the

distribution grid state. Unfortunately, the FNN-based DSSE schemes are model-agnostic

and necessitate a complicated tuning effort.

2.5 Microgrid Secondary Control

The secondary control in a microgrid is responsible for compensating for the voltage and fre-

quency deviations generated from the primary droop control. To restore frequency and

voltage to nominal values, an input-output feedback linearization approach is proposed

in [62, 63, 64]. The authors used feedback linearization to transform the nonlinear model

of microgrid systems into a linear multi-agent system, assuming that only a few DGs can

directly obtain the reference values. A finite-time voltage restoration strategy that uses a sim-

plified dynamic model of MG is discussed in [65]. A finite time frequency regulation strategy

with a consensus-based distributed active power regulator is presented in [66]. A distributed

averaging algorithm to overcome the frequency and voltage deviations by maintaining ac-

tive power-sharing is proposed in [67, 68]. Critical bus voltage and frequency regulation by

maintaining equal incremental generation cost in droop control and accurate reactive power

sharing is discussed in [69]. Linear consensus protocols for frequency synchronization cum

proportional active power-sharing problems have been widely used in microgrids [62, 64, 70].

However, these controllers suffer from asymptotic convergence. The asymptotic conver-

gence in power system networks is undesirable because of fast-changing operating conditions

due to highly intermittent renewable generation and fast dynamic loads [71]. Therefore,

finite-time consensus protocols have gained importance in the secondary control of micro-
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grids [72, 73, 74, 75, 76]. The distributed control of voltage and frequency in MG can be

treated as a multiagent system, where the goal of each agent is to operate at the system

frequency and voltage. Game theory offers solutions to various difficult and interesting prob-

lems in multi-agent (player) decision-making and control. Game theory [77] has successfully

modeled strategic behavior, where the outcome for each player depends on the actions of him-

self/herself and all other players. Every player chooses a control action to minimize/maximize

cost/performance objectives independently from others. The application of game theory in

designing demand-side management in power systems has been studied [78, 79]. A coalition-

based game theory approach for load balance is studied in [78]. A distributed consensus

energy management system for false information and data detection is studied in [79]. Co-

operative game theory was used to solve the optimal control problem of multiagent systems.

To ensure consensus-seeking, [80] considers a combination of individual and team cost, and

the minimization of this cost function results in a set of Pareto-efficient solutions. A tracking

problem using a cooperative multiplayer game is solved in [81].

2.6 Reinforcement learning for MG Secondary Control

The large signal dynamic model of an inverter is non-linear, and the control strategy for a sim-

plified model is not always applicable, especially for large disturbances. Hence, researchers

are moving toward model-free, data-driven solutions. Data-driven algorithms like reinforce-

ment learning (RL) have attracted much attention for solving complex control problems [82].

In the RL paradigm, an agent learns to make decisions by interacting with the environment.

The agent aims to maximize some notion of cumulative reward through its actions. It learns

through trial and error, receiving feedback through rewards or penalties. The combination

of deep neural networks (DNN) with RL, known as deep reinforcement learning (DRL), has

enabled the approximation of the inputs and outputs of complex systems. This approach is

effective in addressing high-dimensional and highly complex control problems. Thus, RL can

be very helpful in the control and management of large-scale renewable energy-integrated

power grids.
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Recently, authors in [83, 84, 85, 86] reported the use of multi-agent reinforcement learn-

ing (MARL) for secondary control of inverters. As agents interact with the environment and

learn offline by simulating other agents’ cooperative strategies, they can find the optimal

strategy. After training, agents can adapt well to real-time decision-making in unknown

power grids or microgrids. Distribution network management using maximum entropy re-

inforcement learning framework for voltage control is proposed in [84]. It also improves

resilience to controller failures by introducing a communication consensus strategy to reduce

network losses. An attention-based MATD3 algorithm for decentralized voltage control in

an active distribution network is proposed in [85]. Authors in [86] use the DDPG algorithm

for reactive power sharing and voltage control using a static var compensator (SVC). This

method helps reduce the number of tap-changing operations in the transformer. All the

above-proposed approaches need offline training of DRL agents which can be tedious and

prohibitively complex for large systems.
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Chapter 3

Background

This chapter provides a concise overview of research in state estimation and microgrid control.

We explore different state estimation techniques such as WLS, CS, and MC, along with

inverter modeling and primary and secondary control in inverter-based microgrids. These

discussions form the basis for subsequent chapters in the dissertation.

3.1 State Estimation

State estimation, also known as network monitoring or observability analysis, is a compu-

tational technique used to infer the current state of a power distribution network based on

available measurements. State estimation algorithms can estimate the voltage magnitudes,

phase angles, and power injections at different nodes along with the line flows by utilizing

data from various sensors, like smart meters, phasor measurement units (PMUs), supervisory

control and data acquisition (SCADA) and other monitoring devices deployed throughout

the network [1]. These estimates enable the network operators to gain a comprehensive

understanding of the network’s operating conditions, identify potential issues or anomalies,

and make informed decisions to optimize grid operating performance and improve stability.

The power distribution system is typically unobservable due to insufficient real-time mea-

surements. While deploying more sensors can alleviate this issue. However, it presents new
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challenges related to data aggregation and the underlying communication infrastructure.

Therefore, developing state estimation methods that enhance situational awareness at the

grid edge with limited measurements is critical. In this chapter, we focus on the different

state estimation approaches used for state estimation with reliable accuracy using limited

measurements in distribution grids. Before we jump for the sparsity-based approaches we

would like to discuss the widely used WLS-based state estimation in power transmission

networks.

Consider a power distribution system with |P| three-phase non-slack buses. The mea-

surements in a distribution system include power injections at each bus, power flow, and

current over each distribution line, along with bus voltages, which are related to the states

(voltage magnitude and voltage angle) by the non-linear equation (3.1),

z = h(x) + ϵ (3.1)

where, z ∈ Cm represents the vector of measurements, x ∈ Cn denotes the vector of states,

and the function h(x) capture the relationship between states and measurements. ϵ repre-

sents the measurement noise vector. The state estimation task is to estimate x based on

z and knowledge of h(·). This non-linear function h(·) relating the voltage states x and

measurements z can be linearized around an operating point as in [87] resulting in,

x = Bz+w (3.2)

|x| = Cz+ |w|, (3.3)

where z = ((P )T , (Q)T )T represents the measurement vector of active and reactive power

injections, |x| represents the magnitudes at all the buses.

B =
(
Y−1

LLdiag(w̄)−1,−jY−1
LLdiag(w̄)−1

)
and,

C =
(
|diag(w̄)|−1ℜ(diag(w̄)M

)
,
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w = −Y−1
LLYL0v0 is the zero-load voltage

where v0 denotes the complex vectors collecting the three-phase nodal voltage at the slack

bus. Here, YLL ∈ C|P|×|P| and YL0 ∈ C|P|×3 are the submatrices of the three-phase admit-

tance matrix,

Y =

Y00 Y0L

YL0 YLL

 ∈ C(|P|+3)×(|P|+3) (3.4)

Next, we will discuss the weighted least squares (WLS) approach conventionally used for

state estimation in the distribution grid.

3.1.1 WLS for state Estimation

In a traditional DSSE approach, the state vector is estimated from the measurement equation

in (3.1) using the weighted least squares method. In particular, the DSSE problem is solved

by.

x̂ = min
x

[z− h(x)]⊺W−1[z− h(x)] (3.5)

where, x̂ is the estimated state vector, ⊺ is the matrix transposition operation, and W

denotes the weight matrix that represents the user’s confidence in the measured data. The

weighting matrix W is commonly taken as diagonal elements related to background noise

covariance as W = diag{σ−2
1 , ..., σ−2

m }, where σ2
j represents the variance of the measurement

error corresponding to the jth element of z. This choice of the weight matrix is based on

two assumptions: 1) the error vector (ϵ) has a Gaussian distribution with zero mean, and

2) the measurement errors of different elements of the measurement vector are statistically

independent. Under these assumptions, the WLS problem is transformed to the maximum

likelihood problem.

The solution for x̂ is obtained in an iterative fashion by linearizing (3.1) around the

available estimate (at iteration k) and applying the Gauss-Newton algorithm to improve the
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estimate, using the following equations:

G(j)∆x(j) = H⊺(j)W−1[z− h(x(j))] (3.6)

x̂(j + 1) = x̂(j) + ∆x(j) (3.7)

where G(j) = H⊺(j)W−1H(j) is the gain matrix at iteration j. The Jacobian matrix

H(j) needed at each iteration is the first-order derivative of h(x), with respect to x, evaluated

at x̂(j), i.e., H(j) = {∂h(x)
∂x
}x=x̂. The iterative procedure is terminated when the norm of

the residual falls below a predefined value, i.e., for some δ > 0, ∥z− h(x̂(j))∥2 ≤ δ.

According to the update equation in (3.6), an invertible Jacobian matrix is required to

implement WLS. However, this condition cannot be satisfied due to insufficient measure-

ments at the grid edge. In other words, the low observability in distribution grids hinders

the applicability of the conventional WLS method for DSSE. Correlations between states and

measurements are exploited to address the low observability issue in DSSE. Specifically, a

spatial correlation exists among DERs based on their geographical proximity [27]. Moreover,

power injection/consumption patterns of nodes may exhibit temporal correlation. The pres-

ence of spatial and/or temporal correlation results in the sparsity of states/measurements on

a linear transformation basis. Thus, very few measurements from network buses are required

for state estimation. The following DSSE methods can exploit the sparsity characteristics.

3.1.2 Compressive Sensing

This technique exploits the sparsity of the signal of interest in a linear transformation basis.

It is used to efficiently reconstruct a signal by finding sparse solutions to an under-determined

linear system. Let x ∈ Rn be the original state, compressible in a linear transformation basis

such that,

x = Ψa (3.8)
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where a has at most k ≪ n significant coefficients i.e., x is k-sparse in sparsifying basis Ψ.

If the sensing mechanism is such that,

y = Φx;y ∈ Rm,Φ ∈ Rm×n, (3.9)

where Φ is a random measurement/projection matrix (e.g., matrix elements distributed as

i.i.d. Gaussian random variable with mean 0 and variance 1/m or Bernoulli random vari-

ables), then the original state x can be reconstructed by solving the following l1 minimization

problem

â = min
s
∥s∥1

subject to y = ΦΨs

(3.2), (3.3)

(3.10)

Here, (3.2) represents the linearized power-flow constraints. This formulation can include

noisy measurements as shown in [88]. The reconstructed state is

x̂ = Ψâ (3.11)

The result of the optimization problem in (3.10) provides an exact reconstruction with

overwhelming probability [88] if there exists a δ ∈ (0, 1) such that,

(1− δ)∥s∥22 ≤ ∥ΦΨs∥22 ≤ (1 + δ)∥s∥22, (3.12)

holds for all K-sparse signal s. This is called the Restricted Isometry property (RIP) of

order K. The ratio M/N is termed the Compressed Measurement Ratio (CMR). More

details regarding 1-D CS-based DSSE can be found in [27].
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3.1.3 Matrix completion

To utilize the matrix completion approach for DSSE, a structured matrix X whose rows

correspond to measurement locations and columns correspond to measurement types (e.g.

power or voltage) is constructed for a given time. For example, each row represents a bus

and each column represents a measurement associated with the bus [20]. Therefore, for every

bus b ∈ P , the corresponding row in the matrix X ∈ Rn1×n2 contains:

[ℜ(vb),ℑ(vb), |vb|,ℜ(sb),ℑ(sb)] (3.13)

where n1 = |P| and n2 = 5 quantities per row. Since the distribution grid is unobservable,

X will be an incomplete matrix. The smoothness in the spatial variation of the physical

power system quantities (voltage, power, etc) translates into the low-rank property for this

matrix X. This low-rank property can be exploited to impute the unknown entries of X.

Specifically, matrix completion aims to determine the unknown elements in the matrix by

minimizing the rank of the matrix. The convex relaxation for the rank of a matrix is the

nuclear norm. The sampling operator PΩ(X) represents the observation matrix as,

[PΩ(X)]ij =


Xij, (ij) ∈ Ω

0, otherwise

(3.14)

Therefore, the optimization formulation (3.15) recovers the complete low rank matrix, as

L̂ = min
L∈Rn1×n2

∥L∥∗

subject to ∥PΩ(X)− PΩ(L)∥22 ≤ ϵ

(3.2), (3.3)

(3.15)

where, (3.2) and (3.3) captures the linearized power-flow constraint relating voltage states

x to power measurements z. More information on matrix completion-based DSSE can be

found in [20].
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3.2 Microgrid Secondary control

The global energy landscape has radically transformed in recent years. Some driving forces

for the transformation include: (1) pressing concerns posed by climate change; (2) the rise

in energy prices, and (3) increasing concerns about energy security and reliability. As tra-

ditional centralized power systems grapple with these challenges, microgrids (MGs) with

distributed energy resources (DERs) are emerging as a novel alternative. MGs are localized,

autonomous energy systems integrating various DERs, energy storage devices, loads, and

other power electronic equipment [89, 90]. MGs can operate with the main grid or indepen-

dently (island mode of operation) to enhance the overall grid resilience and efficiency [90, 91].

In the conventional power grid, synchronous generators are responsible for maintaining

voltage and frequency stability because of their inbuilt inertia [3]. At the same time, ensur-

ing frequency and voltage stability is crucial in MGs. Generally, the microgrids are flooded

with IBRs that lack inertia. Droop control has emerged as a dominant solution to regulate

voltage and frequency in MGs because of its simple implementation [92]. Moreover, droop

control only relies on local measurements and requires no communication [93]. However,

due to its inherent characteristics, droop control may not be precise and can cause voltage

and frequency deviations from their nominal values [4]. Therefore, a secondary level of hier-

archical control becomes necessary to compensate for the voltage and frequency deviations

from its normal values [94]. The secondary control acts as a compensation mechanism. The

approaches to implement secondary control in MG architecture are centralized, decentral-

ized, or distributed. Details of the different secondary control architecture in MG setup

can be found in [95]. Centralized control has an easier decision-making process and coor-

dination [4]. However, it suffers from large communication bandwidth requirements, which

leads to decision delays and low reliability. On the other hand, the decentralized controller

does not require exclusive communication infrastructure (CI) to restore the frequency and

voltage. Each DER restores its frequency and voltage amplitudes to nominal values indi-

vidually. However, the CI is required for transferring data from the tertiary control and

MG centralized control layers [96]. On the contrary, distributed secondary controllers use
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Figure 3.1: The basic control architecture in an inverter

a low bandwidth sparse communication network in which the inverters are only required to

interact with the neighboring inverters. In the next subsection, we will briefly explain the

primary and secondary control of inverter-based microgrids.

3.2.1 Primary control of MG

AC microgrid consists of DC sources behind a DC/AC inverter and an LC filter connected

to the point of common coupling (PCC) through an RL output connector [97]. The inverters

normally operate on voltage control mode during the islanded operation of MG [98]. A

typical DG model with the inverter control loops is shown in Fig. 3.1. The major control

loops of the inverter control are the current control loop, the voltage control loop, and the

power control loop, which employs the droop controller. A detailed mathematical model

of the control loops is explained in [99]. The power control loop generates the voltage

references V ∗
od, V

∗
oq based on the set points provided by the secondary control, where, V ∗

od and

V ∗
oq are direct and quadrature axis voltages, respectively. The voltage controller generates

the direct and quadrature axis current references i∗Ld and i
∗
Lq, respectively. Then, the current

control loop is activated to regulate the outputs of the inverter by generating sinusoidal pulse
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width modulation (SPWM). The power control loop employs droop control. Droop-based

control is an autonomous control that requires no communication links among the DERs. In

an islanded microgrid, the objective of droop control is to maintain voltage and frequency

stability keeping the active and reactive power sharing. The two governing equations for the

primary droop control of ih DG are as follows [94].

ωi = ωn −mpiPi
V od
i = Vn − nqiQi

V oq
i = 0

(3.16)

where, ωn and Vn are the nominal system frequency and nominal voltage amplitude, respec-

tively. ωi is the output frequency. V
od
i , and V oq

i are the direct and quadrature axis voltages,

respectively. Pi and Qi are the measured active and reactive power, respectively. mpi and

nqi are the droop gain for frequency and voltage, respectively. The value of mpi and nqi are

calculated as,

mpi =
ωmax − ωmin

Pmax

, nqi =
Vimax− Vi min

Qmax

.

The measured power Pi, and Qi are obtained by filtering the converter output through a low

pass filter with a cutoff frequency of ωci. Mathematically,

Pi =
1

s+ ωci

pi, (3.17)

Qi =
1

s+ ωci

qi, (3.18)

where, pi and qi are the DG active and reactive power output, respectively. Generally, for

simple control purposes Voq is set to zero and hence, the voltage magnitude is expressed as

Vi =
√
(V od

i )2 + (V oq
i )2 = V od

i . Hence, the primary droop control in (9.2b) is expressed as,

ωi = ωn −mpiPi (3.19)
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Vi = Vn − nqiQi (3.20)

3.2.2 Secondary Control of Microgrid

The conventional way of compensating for the deviation in frequency and voltage amplitude

after the primary droop control is through a centralized controller. The centralized controller

employs a proportional-integral controller given as [94, 100],

δωi = KPω (ωn − ωi) +KIω

∫
(ωn − ωi) dt. (3.21)

δVi = KPV (Vn − Vi) +KIV

∫
(Vn − Vi) dt, (3.22)

Where, KPV , KIV , KPω and KIω, are the proportional and integral (PI) gain for the volt-

age and frequency controller, respectively. Vn and ωn is the nominal voltage and reference

frequency respectively. δVi and δωi are the offsets in voltage and frequency, respectively

(generated by the secondary control). These offset parameters are sent to the primary

droop controller to compensate for the voltage and frequency. Although the controller works

well, designing and tuning the PI parameters is difficult. Furthermore, the centralized con-

troller needs a high bandwidth communication network and suffers from the single-point

failure issue. Therefore, we propose a game-theoretic approach for the secondary control of

frequency in islanded microgrid. This approach requires localized communications limited

among neighboring IBRs. Next, we discuss a general model for the communication network

in MG.

3.2.3 Communication network modeling

Consider a communication network thet enables information exchange among inverters. This

network is represented by a weighted directed graph G = (V , E) with a nonempty finite

set of N vertices (an example is shown in Fig. 3.2). The node-set, the edges, and the

graph adjacency matrix are defined as V = {v1, v2 . . . vN}, E ⊂ V × V , A = [aij] ∈ RN×N ,
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(a) Example microgrid system
(b) Communication graph of the exam-
ple MG system

Figure 3.2: Microgrid architecture and the communication infrastructure

respectively. The IBRs are considered the vertices of the communication graph, and the

edges of the communication network form the links. The edges from node vj to vi is denoted

by (vj, vi), i.e., node vj receives information from vi. The weight of the communication link

is given by aij > 0 if (vj, vi) ∈ E and aij = 0 otherwise. The in-degree matrix is defined by

D = diag(di) ∈ RN×N with di =
∑N

j=1 aij. Finally, the graph Laplacian matrix is defined as

L = D−A. The Laplacian matrix L has all row sums equal to zero, i.e., L1N = 0, where

1N is a column of all ones. The graph G is called balanced if its Laplacian matrix L meets

1T
NL = 0. A graph is said to have a spanning tree if there exists a node (called the root) that

has a directed path from this node to other nodes in the graph [101]. The graph is said to

be connected if the algebraic connectivity i.e., the second smallest eigenvalue, is non-zero.
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Chapter 4

Dynamic State Estimation

In this chapter, we discuss the proposed novel dynamic matrix completion-based state esti-

mations, LW-MC and BMC-KF, for dynamic state estimation in low-observable distribution

grids.

4.1 Introduction

Matrix completion methods are employed for distribution system state estimation in [20].

Here, the authors employ a standard matrix completion method along with the linearized

power flow constraints to capture the physical network constraints. Although the method

effectively estimates the voltage phasors, it uses a semi-definite programming problem, which

is computationally inefficient for large matrices. A comparative analysis of sparsity-based

state estimation techniques, including matrix completion-based approaches, is presented

in [21]. An attempt to exploit both spatial and temporal correlation among the states

using tensor completion is presented in [22]. All the above methods use a snapshot-based

state estimation. Recently, authors in [23] attempted to extend MC to multiple snapshots

(time series). However, the method in [23] uses batch processing of data sets. That is, a

large data matrix that includes different time steps is first created before implementing the

state estimation approach. Therefore, this method requires large storage space and greater
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computational. Hence, we propose a dynamic matrix completion approach for DSSE that

exploits both spatial and temporal sparsity in the raw measurements.

4.2 Background

Matrix completion-based state estimation for a three-phase distribution network based on a

single snapshot of information is developed in [20]. In this context, consider a multi-phase

power distribution network with bus 1 as the slack bus; i.e., the bus which connects the

distribution grid with the rest of the power system and the set of phases at non-slack buses

represented by B. We construct the data matrix Zt ∈ Rn1×n2 at a particular time instant t

as,

Zt = [ℜ(vb
t),ℑ(vb

t), |vb
t |,ℜ(sbt),ℑ(sbt)], (4.1)

where, ℜ(vb
t) and ℑ(vb

t) are the real and imaginary parts of the voltage phasor at b ∈ B; |vb
t |

is the voltage magnitude at bus b ∈ B; ℜ(sbt) and ℑ(sbt) are the active and reactive power

injections at bus b ∈ B; n1 = |B| and n2 = 5 (representing the total number of power system

variables of interest). Each row b ∈ B in the matrix Zt represents a bus in the network

and the column represents the five measurement variables. In a typical distribution system,

not all the buses have sensors/meters. Therefore, Zt has many missing elements. The goal

of state estimation is to estimate the missing elements of Zt based on the limited number

of observed entries. In classic matrix completion, the unknown entries of a matrix Zt are

determined by a suitable low rank approximation[102]. Let Ψ ⊆ {1, · · · , n1} × {1, · · · , n2}

describe the known elements in Zt. The sampling operator SΨ(Zt) represents the observation

matrix as,

[SΨ(Zt)]ij =


Ztij , (i, j) ∈ Ψ

0, otherwise

The goal of MC is to determine the low-rank matrix Xt based on SΨ(Zt). This is accom-

plished by exploiting the smoothness in the data that composes Zt. That is, the unknown

entries of matrix Zt are imputed by minimizing its rank. As the rank function is non-convex,
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matrix completion is NP-hard. To ensure convexity, the nuclear norm is minimized resulting

in a constrained formulation corresponding to relax the convexity [102]. The MC problem

formulation is given as,

X̂t = arg min
Xt∈Rn1×n2

||Xt||∗

subject to ||SΨ(Xt)− SΨ(Zt)||F ≤ δ

(4.2)

where, Xt ∈ Rn1×n2 is the decision variable, || · ||F is the Frobenius norm, || · ||∗ is the nuclear

norm, δ ≥ 0 is the parameter tuned based on the measurement noise [103]. The formulation

(4.2) can be improved by including power flow constraints. Specifically, linearized power

flow constraints (4.3), (4.4) can be included in (4.2) and maintain the convexity. These

constraints correspond to [104],

vt = B

ℜ(st)
ℑ(st)

+w, (4.3)

|vt| = C

ℜ(st)
ℑ(st)

+ |w|. (4.4)

here, vt and |vt| are the nodal complex voltage vector and voltage magnitude vector at time

t respectively, st is the complex power injection at PQ buses; the matrices B, C and w are

given as [104],

B =
(
Y−1

LLdiag(w̄)−1,−jY−1
LLdiag(w̄)−1

)
and,

C =
(
diag(w̄)−1ℜ(diag(w̄))B

)
and,

w = −Y−1
LLYL1v1 is the zero-load voltage,

where, v1 denote the complex three phase nodal voltage vector at the slack bus; YLL and

YL1 are the sub-matrices of the three-phase admittance matrix given in (6.2) as,
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Y :=


Y11 ∈ C3 Y1L ∈ C3×n1

YL1 ∈ Cn1×3 YLL ∈ Cn1×n1

 (4.5)

Although state estimation based on the above method (i.e., solving (2) subject to constraints

(4.3) and (4.4)) can accurately estimate the voltage phasors under low-observability condi-

tions, it only uses the measurement information of the current time step t. It does not

account for temporal dependencies among the states. In the next section, we introduce

two dynamic state estimation methods to obtain the missing entries of the matrix Zt by

considering both current measurements and the previously estimated states.

4.3 Proposed Approach

As discussed earlier, each row of the data matrix Zt represents a location and each column

represents a measurement variable (voltage, power, etc.). Thanks to the physics of power

flow, there are two dependencies that exist among the rows and columns of Zt. Among the

rows, there exists a system dependent spatial correlation and among the columns there exist

a co-relation among different type of measurements [105]. Therefore, the data matrix is low

rank. Furthermore, the power system is a quasi-static system with slowly varying states, we

can assume the current state value will be related to the previous state value with the level of

dependence being a function of the data sampling rate. Hence, we could use the previously

available measurements or estimated state information to estimate the current state. The

power system dynamics corresponding to each system variable can be approximated by a

linear dynamical model given as [6], [16], [106],

xt = Atxt−1 + ut (4.6)

where, xt ∈ R5n1 , At ∈ R5n1×5n1 are the state variable and state transition matrix respec-

tively, and ut ∈ R5n1 is the white Gaussian noise with zero mean and known variance.
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Leveraging this dependency across time, we propose two methods to dynamically recover a

low-rank matrix for distribution system dynamic state estimation in the following subsec-

tions.

4.3.1 Locally Weighted matrix completion (LW-MC)

As discussed earlier the observed low rank matrix Xt can be modelled as a discrete time

dynamic process. The temporal variations of the state matrix are captured in a general form

as,

Xt = f(X1, · · · ,Xt−1) + ϵt, (4.7)

where, ϵt is i.i.d N (0, σ2
ϵ I) and represents the model uncertainty.

The low rank matrix Xt at each time step t is observed through a linear operator Mt :

Rn1×n2 → Rm

zt = MtXt + ζt, (4.8)

where, zt ∈ Rm and ζt ∈ Rm are the measurement vector and measurement noise at time

t, respectively. It is assumed that the measurement noise is i.i.d. N (0, σ2
ζI). The sensing

matrices Mt are i.i.d. uniformly distributed on the set given as,

X = {ei(n1)e
⊺
j (n2), 1 ≤ i ≤ n1, 1 ≤ j ≤ n2},

where, ei(n) are the canonical basis vectors in Rn. We have considered that states up to

d time steps are observed and our goal is to recover {Xt}dt=1 jointly from {zt}dt=1. The

LW-MC approach assigns non-negative weights to the previously estimated matrices similar

to the approach in [107]. However, in contrast to [107], we introduce the linearized power

flow constraints to guide the estimation process. The complete formulation of the LW-MC
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correspond to,

X̂t = arg min
Xt∈Rn1×n2

||Xt||∗ +
λ

2

d∑
t=1

wt||MtXt − zt||22

subject to: (4.3) and (4.4)

(4.9)

where, λ is the penalty parameter, {wt}d1 are the non negative weights and
∑d

t=1wt = 1.

The optimal weights are calculated by solving the quadratic program as,

{w∗
t }dt=1 = arg min∑

t wt=1;wt≥0

d∑
t=1

w2
t +

d−1∑
t=1

ptkw
2
t , (4.10)

where, k := σ2
ϵ/σ

2
ζ and pt = (d − t), 1 ≤ t ≤ d. The corresponding analytical solution of

(4.10) is [107].

w∗
t =

1∑d
t=1

1
ptk

1

1 + ptk
, 1 ≤ t ≤ d. (4.11)

4.3.2 Dynamic Bayesian Matrix completion with KF Prediction

Figure 4.1: Block diagram of the proposed BMC-KF approach

The semidefinite program presented in (4.2) along with the constraints (4.3) and (4.4)

can be computationally inefficient for large networks. In addition to this, prior knowledge

on the rank of the matrix is generally required for this formulation [108]. Furthermore, this

formulation requires extensive parameter tuning as well as data and application-dependent

supervision. In order to overcome these shortcomings, a hierarchical sparse Bayesian matrix

completion framework with KF prediction (as shown in Fig.4.1) is proposed. The dynamic
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Bayesian MC completion based state estimation involves two steps; matrix completion and

state prediction. In the first step, we impute the missing entries by applying the Bayesian

MC on the incomplete observation matrix. In step 2, we apply the Kalman filter prediction

to estimate the states from the current observation and previously estimated estimates. A

pseudo code of the dynamic BMC-KF approach is also presented in Algorithm 1. In this

section, we will first introduce the Bayesian matrix completion process prior to integration

with KF prediction.

Bayesian Matrix Completion

The objective of Bayesian matrix completion is to get the Bayesian estimate X̂Bayesian
t along

with a measure of the uncertainty associated with the estimate. In essence, the goal is to

get a posterior distribution of Xt given the observation matrix Zt. The unknown low-rank

matrix Xt at any time instant t can be factorized into two matrices as,

Xt = UtV
⊺
t , (4.12)

where, Ut is an n1× r matrix, and Vt is an n2× r matrix such that rank(Xt) = r. Although

Ut and Vt are time dependent, it is fixed for a particular time step; hence, we omit the time

subscript for notational simplicity in the rest of the article. Let u.i and v.i as the i
th column

of matrix U and V, respectively. The estimated matrix X̂Bayesian
t is expressed as the sum of

the outer-products of the columns of U and V as,

X̂Bayesian
t =

k∑
i=1

u.iv
⊺
.i, (4.13)

where, k ≥ r, The ith row of matrix U and V is represented by ui. and vi., respectively.

The columns of the matrix U and V are set to zero to obtain the low rank matrix X̂Bayesian
t .

This condition is achieved by associating Gaussian priors of precisions γi to the columns of

U and V as given in[108]. The conditional distribution of the observation matrix Zt is given
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as,

p(Zt|U,V) =
∏

(i,j)∈Ψ

N (Ztij |Xtij , β
−1), (4.14)

where, β is the noise precision. The joint distribution is therefore given as,

p(Zt,U,V,γ) = p(Zt|U,V)p(U|γ)p(V|γ)p(γ). (4.15)

The complete evaluation of posterior distributions of the latent variables (U,V,γ) as given

in [108] are,

q(ui·) = N (ui·| ⟨ui·⟩ ,Σu
i ) , (4.16)

where, the mean and covariance is defined as,

⟨ui·⟩⊺ = ⟨β⟩Σu
i ⟨Vi⟩⊺ z⊺i·, (4.17)

Σu
i = (⟨β⟩ ⟨V⊺

iVi⟩+ Γ)−1 , (4.18)

here,

⟨V⊺
iVi⟩ =

∑
j:(i,j)∈Ψ

(
⟨v⊺

j.⟩⟨vj.⟩+Σv
j

)
, (4.19)

and

Γ = diag(γ).

Similarly, the posterior density of jth row of V is found as,

q(vj·) = N
(
vj·| ⟨vj·⟩ ,Σv

j

)
, (4.20)

where, the mean and covariance are defined as,

⟨vj·⟩⊺ = ⟨β⟩Σv
j ⟨Uj⟩⊺ z⊺·j, (4.21)

Σv
j =

(
⟨β⟩

〈
U⊺

jUj

〉
+ Γ

)−1
. (4.22)
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The posterior density of γi becomes a gamma distribution

q(γi) ∝ γ
(a−1+

n1+n2
2 )

i exp

(
−γi

2b+ ⟨u⊺
·iu·i⟩+ ⟨v⊺

·iv·i⟩
2

)
(4.23)

with mean,

⟨γi⟩ =
2a+ n1 + n2

2b+ ⟨u⊺
·iu·i⟩+ ⟨v⊺

·iv·i⟩
(4.24)

The required expectations are given by

⟨u⊺
·iu·i⟩ = ⟨u·i⟩⊺⟨u·i⟩+

∑
j

(
Σu

i

)
ii
, (4.25)

⟨v⊺
·iv·i⟩ = ⟨v·i⟩⊺⟨v·i⟩+

∑
j

(
Σv

i

)
ii
, (4.26)

The approximate posterior distribution of β is given as,

⟨β⟩ = pn1n2

⟨∥Zt − SΨ(UV⊺)∥⟩2F
, (4.27)

where, p is the fraction of the observed entries of XBayesian
t ∈ Rn1×n2 .

The estimated variance X̂V ariance
t = V ar(UV⊺) is given as,

V ar(UV⊺)i,j = tr(vj.Σ
u
i v

⊺
j.) + tr(ui.Σ

v
ju

⊺
i.) + tr(Σv

jΣ
u
i ), (4.28)

where, V ar(·) is the variance and tr(·) is the trace.

Kalman Filter Prediction

As discussed earlier, the Bayesian matrix completion framework estimates the low rank

matrix (4.13) and the associated uncertainty (4.28). Next, we aim to predict a subset of

state values for the next time step. For this purpose we choose m number of values having

the least variance from the matrix X̂Bayesian
t . This choice ensures that the prediction error

variance is limited. We predict these values using Kalman filter prediction as discussed next.
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The power distribution network is a quasi-static model, where the states vary slowly.

The dynamic model of a power system state variables in discrete-time can be represented as

[109]

xt+1 = Ftxt + gt + ζt, (4.29)

where, xt ∈ R5n1 is obtained by vectorizing the matrix Xt, Ft ∈ R5n1×5n1 is the matrix

representing the state transition between two time instants, gt ∈ R5n1 is the trend of the

state trajectory, and ζt ∈ R5n1 is the white Gaussian noise with zero mean and known

variance. There have been various methods proposed in the literature to identify the model

parameters (Ft,gt). Linear exponential smoothing method is proposed in [16]. In [110],

authors have captured the dynamics of the states through the process noise (ζt) only. This

is achieved by replacing Ft by an identity matrix and gt by zero. In this paper, we have used

Holt’s 2 parameter linear exponential smoothing method [109]. This model gives decreasing

weights to past estimations. The parameters, Ft and gt in every time step are calculated as,

Ft = α(1 + β)I, (4.30)

gt = (1 + β)(1− α)x̃t−1 − βst−2 + (1− β)bt−1, (4.31)

where,

st−2 = αx̂t−1 + (1− α)x̃t−2,

bt−1 = β [st−2 − st−3] + (1− β)bt−3,

where, I is the identity matrix and α, β are scalar tuning parameters that take values in

the range of 0 to 1. The parameter ζt represents the random fluctuations in the system

states due to the load generation schedule, and network configuration associated with the

corresponding time step. The mean value of ζt is assumed to be zero and its variance is

determined using historical data. (4.29) suggests that, the system states at time instant t

can be predicted based on the information obtained at t − 1. This is achieved by applying

44



the conditional expectation operator on (4.29) leading to,

x̃t+1 = Ftx̂t + gt, (4.32)

where, x̃t ∈ R5n1 and x̂t ∈ R5n1 represents the predicted and the estimated states respectively.

The BMC-KF approach is summarized in Algorithm 1.

Algorithm 1 Bayesian MC with KF

Input: Observation matrix Zt ∈ Rn1×n2 at t = 1, Set Ψ of observed indices
Output: X̂t

Initialization: Find SVD of SΨ(Zt) and initialize matrices U and V
1: for t = 2: T do
2: Compute posterior distribution of U,V, γ and β as given in (4.16), (4.20), (4.23) and

(4.27) respectively.
3: Estimate X̂Bayesian

t−1 augmented with linearized powerflow constraints (4.3), (4.4) and

the corresponding covariance X̂V ariance
t−1 using (4.13) and (4.28) respectively.

4: Select m elements with least variance from X̂V ariance
t−1 .

5: Predict the least variance values for the next time step t using (4.32)
6: Update the observation matrix Zt with the new entries obtained from step 5
7: Complete the unknown matrix using nuclear norm minimisation and obtain X̂t

8: return X̂t

9: end for

4.4 Computational Complexity Analysis

In matrix completion, the missing entries of the low rank matrix Xt ∈ Rn1×n2 are recovered

by minimizing the nuclear norm. This involves a semi-definite optimization problem solved

by the interior point method [111]. The solution to the optimization problem has a com-

putational complexity O(n1n2min(n1n2)). The linearized power flow constraints introduce

a complexity of O(n3
1). Hence, the worst case computational complexity for classic matrix

completion based state estimation is O(n3
1).

In locally weighted matrix completion, the states at the current time instant is obtained

by appropriate weight assignment to the previously obtained states. Hence, the compu-

tational complexity of the algorithm depends on the number of previously obtained states
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taken into account while calculating the current states in the network. Hence, the complexity

involved in recovering a matrix X ∈ Rn1×n2 , of rank(X) ≤ r using locally weighted matrix

completion (LW-MC) is given by

Θ(nminlog
2(n1 + n2)Φ

′
(w))

where, nmin = min(n1, n2), and

Φ
′
(w) =

maxtw
2
t ((d− t)rσ2

ζ/n1 + σ2
ϵ )∑d

t=1w
2
t ((d− t)σ2

ζ + σ2
ϵ )

.

The BMC-KF approach involves three calculation steps: Bayesian matrix completion, KF-

prediction, and finally the nuclear norm minimization. As mentioned earlier, the determin-

istic matrix completion has a computational complexity O(n1n2min(n1n2))[111]. The state

estimation at each time also consists of KF prediction of m states with computational com-

plexity O(m2). Thus, the overall complexity of BMC-KF approach is O(n1 ·min(p3n3
1, r

3) +

n2 ·min(p3n3
2, r

3)) + 2m2 + n3
1)) [108]. Here, p is the fraction of observed entries and r is the

estimated rank at each iteration. The computational complexity of BMC-KF also depends

on p and r. In a sparse Bayesian matrix completion, the effective rank of the matrix is

reduced in the first few iterations leading to faster convergence.

4.5 Simulation Results and Discussions

In this section, the efficacy of LW-MC and BMC-KF based dynamic DSSE approaches is

illustrated. The results are compared with static/classic-MC based DSSE. All three ap-

proaches of matrix completion are analyzed on IEEE standard test systems: IEEE 37 bus

test system and IEEE 123 bus test system. Two test systems are implemented to evaluate the

scalability of the methods. The IEEE 37 bus test system is a 4.8 kV standard three-phase

unbalanced delta connected distribution system whereas IEEE 123 bus is an unbalanced

network operating at 4.16 kV [112]. The reason for considering the IEEE 123 bus test sys-

46



tem for simulation is two-fold. Firstly, the IEEE 123 bus system is an unbalanced network

with single-phase, two-phase and three-phase overhead and underground lines. Hence, the

network characteristics resemble that of a real network. Secondly, it offers insights into the

scalability of the proposed method. We have considered data streaming at 15 minute time

interval, i.e., at every 15-minute interval the DSSE receives an incomplete and noisy observa-

tion matrix. Based on the incomplete observation matrix at each time step, dynamic DSSE is

performed using LW-MC and BMC-KF strategies. It is important to note that the proposed

method and the associated theoretical foundations are applicable to any time scale. That

is, the algorithm can accurately estimate the system states even with a time resolution less

than 15 minutes. However, as the current field measurement data typically has a 15-minute

resolution, we have performed the simulations for a 15-minute time resolution.

In the classic matrix completion approach, we impute the missing entries of the low-rank

observation matrix at a single snapshot of time. The temporal dependencies among the states

are not taken into account while estimating the states. In LW-MC approach we estimate the

missing entries of the observed matrix at the current time step by exponentially weighing

three previously estimated states i.e., d = 4. The weights are obtained using equation

(4.11). In the BMC-KF filter approach, we follow the method presented in Algorithm 1.

The source code of the implemented algorithms can be found in the link https://github.

com/broutksu/Dynamic-Matrix-Completion.

The CVX solver [113] is used to solve the optimization problem for all the approaches

discussed above. The performance of DSSE is quantified using MAPE (Mean absolute per-

centage error = 1
n1

∑n1

b=1

∣∣∣xb−x̂b

xb

∣∣∣) for voltage magnitude and MIAE (Mean Integrated Abso-

lute Error=
∑n1

b=1
|θb−θ̂b|

n1
) for voltage phase angle. Here, xb and x̂b are the true values and

estimated values of the voltage magnitude, and θb and θ̂b are the true and estimated values

of the phase angle of the voltage phasor at bus b ∈ B respectively.

For demonstrating the results we have considered ten time instants. The MAPE and

MIAE results for different time instants are plotted. Fig.4.3 and Fig.4.4 shows the voltage

magnitude and phase angle recovery corresponding to 30% of the fraction of available data

(FAD). For static MC and LW-MC, we have considered 30% observed entries relative to the
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size of the observation matrix Zt. At each time instant t, the locations of the observed entries

in Zt are randomly sampled. However, BMC-KF, at each time t only 15% observations are

chosen corresponding to Zt. The rest 15% are obtained from BMC-KF prediction done at

t−1 time step. We have considered 2 cases for selecting the measurement at time step t: (a)

BMC-KF (Case-1) - In this approach, measurements are sampled randomly and (b) BMC-

KF (Case-2) - In this approach, we have fixed the measurement locations for the entire

duration of the simulation. Case-2 resembles a practical distribution network, where the

sensor locations are fixed once the sensors are installed in the distribution network. The

state transition parameters of (4.32) used for simulation are as follows: the value of the s0

is initialized to the state vector at t = 1 and b0 = 0. The tuning parameters α and β are

assumed to be 0.8 and 0.5 respectively.
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Figure 4.2: Dynamic state estimation due to a change in load at bus 6 of the IEEE 37 bus
system

Fig. 4.2 shows the dynamic state estimation performance using the proposed algorithms.

To illustrate the ability of our algorithms to track voltage dynamics, we consider an increase

in the load demand from 6th time instant to 12th time instant at bus 6 of the IEEE 37 bus

test system; as a result, the voltage at bus 6 reduces. This is indicated by ground truth

results using load-flow. The proposed approach can track the changes in the voltage profile

due to load change. It can be seen that the two proposed approaches - BMC-KF and LW-

MC can accurately track the dynamics in the system states. It can be further seen that the

estimation error is more in static-MC compared to the proposed dynamic approaches.
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Figure 4.3: Voltage magnitude recovery with 30 % FAD
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Figure 4.4: Voltage angle recovery with 30 % FAD

It can be observed that Bayesian matrix completion based DSSE using Kalman filter

prediction gives the best performance in estimating voltage magnitude and angle as shown

in Fig.4.3 and Fig.4.4 respectively. This is because BMC-KF prediction employs a two step

matrix completion approach. Firstly, it employs the Bayesian MC approach to estimate the

missing entries at t− 1 time-step and selects m most certain (least variance) values for KF

prediction. We perform KF predictions for m values to use at time t. Secondly, it augments

the observation matrix available at time t with BMC-KF estimates. Therefore, accurate

estimates are obtained in the BMC-KF approach as compared to LW-MC and static MC.

The LW-MC method takes three previously obtained time-step information to estimate the
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states in the current time step. Therefore, the error in estimating the states is more in

this approach than the BMC-KF approach and less than the classic MC approach. The

static-MC does not account for the temporal correlation among the data and hence gives

the worst estimate for the voltage magnitude and angle. To validate the applicability of

the proposed methods for the large distribution network, we have employed the proposed

methods on IEEE 123 bus system. The recovery of the voltage magnitude and phase angle

at different time instants are shown in Fig.4.5 and Fig.4.6. It is found that the observations

are consistent with IEEE 37 bus test network. It is observed that in the first time instant,

all three approaches provide similar performance as temporal correlation among data is not

exploited. However, in the subsequent time instants, the estimation error reduces in BMC-

KF and LW-MC as these methods leverage the temporal correlations among the data sets.
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Figure 4.5: IEEE 123 bus system voltage magnitude recovery with 30% FAD

Table 4.1: Time requirement for 1 run to estimate 4 time steps

Matrix Completion Method
Time (Second)

IEEE 37 bus IEEE 123 bus
Classic MC 15.8895 127.4091
LW-MC 16.4725 162.0538
BMC-KF 16.7325 128.3922
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Figure 4.6: IEEE 123 bus system voltage angle recovery with 30% FAD

The time required to run each of the MC techniques (for one Monte-Carlo simulation) for

four-time instants is given in Table 5.3. Four-time instants are considered because LW-MC

requires four-time steps to capture the dynamic nature of the states. The simulations are

performed on Intel core i7, a 16GB RAM processor. It can be observed from Table 5.3 that

for smaller network sizes, the time complexity of LW-MC and BMC-KF are comparable.

However, the time complexity of BMC-KF scales much more favorably relative to LW-MC

for larger networks.

4.6 Summary

We present two algorithms, LW-MC and BMC-KF, for dynamic state estimation in a low-

observable distribution grid. Numerical studies demonstrate that the BMC-KF-based DSSE

approach outperforms LW-MC and static-MC.

The MC approaches proposed in this chapter efficiently estimate the system states in a

nominal size of the power distribution network. However, the estimation process becomes

computationally inefficient as network size increases. Hence, we propose a distributed DSSE

approach in the next chapter.
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Chapter 5

Distributed State Estimation

The MC approaches proposed in Chapter 4 efficiently estimate the system states in a nominal

size of the power distribution network. However, the estimation process becomes computa-

tionally inefficient as network size increases. Hence, we propose a distributed DSSE approach

in this chapter.

5.1 Introduction

The power distribution grid has limited measurements. Hence, the system is unobservable.

However, there is a continuous effort to make the distribution network observable by in-

stalling more sensors. Under this scenario, it becomes challenging to aggregate all the data

reliably, even under optimal conditions. Sometimes, it is difficult for the underlying com-

munication network to keep up with the sensors’ volume and velocity of information. The

information aggregation challenge for centralized state estimation grows with the size of the

distribution network. Hence, distributed SE is gaining attention. In this framework, local in-

formation processing and control centers manage a subset of the network nodes and exchange

information across control centers to recover system states. This reduces the communication

overhead and computation time.

We propose a distributed compressive sensing-based DSSE. In the proposed approach,
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the distribution network is segregated into multiple sub-networks. Each sub-network has a

controller that estimates its states based on available local measurements. Limited infor-

mation on consensus and boundary bus state variables is shared coherently among adjacent

sub-networks to obtain a globally optimal solution for the system states. The optimal global

solution is obtained within several iterations.

Here, we briefly describe the basic concept of CS; more details are available in [114].

Consider the original signal x ∈ RN that is compressible in a linear transformation basis Ψ

such that

x = Ψb (5.1)

where, b has at most K << N significant coefficients i.e., x is K sparse in sparsifying basis

Ψ. If the sensing mechanism is such that:

z = Φx; z ∈ RM , Φ ∈ RM×N (5.2)

where, Φ is a random measurement/projection matrix. For example, the elements of Φ

could be distributed as i.i.d. Gaussian random variables with mean 0 and variance 1/M or

Bernoulli random variables. The original state vector x can be reconstructed by solving the

l1-norm minimization problem.

â = minimize
q

||q||1

subject to:

z = ΦΨq

(5.3)

Ψq = My +w (5.4)

where, (5.4) captures the linearized power flow constraints.The reconstructed states corre-

spond to

x̂ = Ψâ, (5.5)
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where, x̂ can be an exact reconstruction with overwhelming probability if there exists a

δ ∈ (0, 1) such that,

(1− δ)||q||22 ≤ ||ΦΨq||22 ≤ (1 + δ)||q||22, (5.6)

holds for all K-sparse signal q [115]. This is called the Restricted Isometry Property (RIP)

of order K[116].

5.2 Problem formulation

In this paper, we consider an interconnected power distribution network consisting of n

nodes in a node-set N = {1, 2, · · · , n}. Node 1 is the slack bus, connecting the distribution

network to the rest of the power system network. The rest of the n− 1 nodes are considered

PQ as nodes. The network is partitioned on a geographical basis into D non-overlapping

areas (control centers). It is assumed that each control center can collect the electrical

measurements available in their respective control areas, communicate to neighboring control

centers reliably, and has minimum computation capabilities. A control area is not confined

to a DSO. Rather it can be an area under a regional balancing authority’s footprint, or a

micro-grid setup, or it can be as small as a single node of the distribution network. As an

example, a three area partition of the IEEE 37-bus test system is shown in Figure 5.1. Next,

we will discuss the multi-area partition of the distributed network.

5.2.1 Decentralised Linear Power Flow Model

This section introduces the linear power flow model and then the procedure to obtain the

decentralized linear power flow model for decentralized state estimation. This paper uses

the linearized power flow model developed as,

v ≈My +w, (5.7)
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Figure 5.1: Distributed architecture of the IEEE37-bus test system

where, y =
[
ℜ(s)T ,ℑ(s)T

]T
. Details related to the computation of the coefficients M ∈

Cn×2n and w ∈ R|n| can be found in [104].

To find a decentralized approximation to the linear power flow model of (5.7), the distri-

bution network is partitioned into D sub networks. From the linear model (5.7), for a phase

i in sub-network (1 ≤ a ≤ D), we have

vi =
2n∑
j=1

Mijyj + wi

in which
2n∑
j=1

Mijyj =
∑
j∈J a

Mijyj +
∑

b∈J (a)

∑
j∈J b

Mijyj +
∑

b/∈J (a)

∑
j∈J b

Mijyj

where, Mij is the (i, j)th element of the matrix M defined in (5.7). J a denote the set of

phases in sub-network a and J (a) denote sub-network neighbor to a. It is observed that

the third term in the above model is the contribution in calculating the voltage at node i
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because of power injections at the nodes non-adjacent to the sub-network. Intuitively, the

effect is very less compared to the power injection from the neighboring areas [117]. Hence,

we can have the approximated decentralized linear power flow model as,

vi ≈
∑
j∈J a

Mijyj +
∑

b∈J (a)

∑
j∈J b

Mijyj + wi (5.8)

In matrix form, (5.8) can be written as

va = Masa,b +wa, (5.9)

where, Ma =
[∑

j∈J a Mij,
∑

b∈J (a)

∑
j∈J b Mij

]
, ∀i ∈ a, j ∈ {a, b}, and b ∈ J (a); sa,b =

[1, 1]Tyj,∀j ∈ {a, b}.

With this approximation every sub-network b communicates the term
∑

j∈J b Mijyj to all

buses a in the neighbouring areas. This paper uses the above decentralized system matrix

Ma in (5.10) for the multi area distributed state estimation.

We define x =
[
ℜ(s)T ,ℑ(s)T ,ℜ(v)T ,ℑ(v)T , |v|T

]T
as the concatenation of variables of

real power, reactive power, real part of voltage phasor, imaginary part of voltage phasor

and the magnitude of the voltage phasor, respectively. Since the distribution network is

divided into D sub-areas. Let xa denotes the variables of area a, which include the internal

variables of its own xa,int and boundary variables xa,adj. xa,adj collects copies of boundary

variables both in local and neighbouring areas. Figure 5.2 shows a schematic diagram of

a 3-area system. It can be seen that, area a shares its boundary nodes with neighboring

areas b and the same is true for area c which shares its boundary nodes with area b. Area

b has two neighbouring areas, area a and area c. Area b shares its boundary nodes i with

area a and f with area c, respectively. Area b holds its own internal variables xb,int and the

boundary node variables xba
b,adj and xbc

b,adj which are subset of xa,adj and xc,adj respectively.

where, xa,adj := ∪b∈J axab
a,adj and xc,adj := ∪b∈J cxcb

c,adj . The aforementioned partition is fair

and equal to all areas where distributed control centers co-exist.

Consider a global variable ga,b equivalent to the boundary variable value of the area a
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and b, such that,

ga,b = xab
a,adj = xab

b,adj.

It is worth noting that for any two adjacent areas a and b, the global variable is essentially

unique, i.e., ga,b = gb,a. The original centralised model of DSSE model described in (7) can

be rewritten as a distributed model of CS based DSSE as,

x̂a =argmin
xa

D∑
a=1

fa(xa)

subject to: xa ∈ Xa a = 1 · · ·D

xab
a,adj = ga,b ∀(a, b) ∈ J

(5.10)

where, fa(xa) = ||xa||1+ λ1

2
||ya−ΦΨxa||22+ λ2

2
||Ψaxa−(Masa+wa)||22. However, the solution

is still not fully distributed due to the global variable ga,b. The fully distributed solution is

presented in the next sub-section.

Figure 5.2: Schematic of a 3-area architecture of the proposed approach showing the internal
and overlapping boundary variables

5.2.2 Fully Distributed Model

ADMM is a powerful solver for distributed optimization problems. ADMM takes the form

of a decomposition-coordination procedure, in which solutions to small local problems are

coordinated to find a solution to a large global problem[118]. In the context of the formulation

in (5.10), the dual variables λa,b correspond to consensus boundary constraints of area a and
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b; the cardinality of neighbor sets |J a| is the number of neighbors of area a. Define local

variables λa = {λa,b|b ∈ J a} and ga = {ga,b|b ∈ J a} as the concatenation of dual and global

variables, respectively; and λ and g as the concatenation of corresponding local and global

variables. The augmented Lagrangian formulation for (5.10) is given as,

L(x,g,λ) =
D∑

a=1

La ({xa}, {ga}, {λa}) (5.11)

where,

La({xa}, {ga}, {λa}) = fa(xa) +
∑
b∈J a

[
λT

a (xa,adj − ga) +
ρ

2
||xa,adj − ga||22

]
(5.12)

where, ρ is a predefined constant. The ADMM iterates through

xt+1
a = argmin

xa

La(xa,g
t
a,λ

t
a) (5.13)

gt+1
a = argmin

ga

La(x
t+1
a ,ga,λ

t
a) (5.14)

λt+1
a = λt

a + ρ(xt+1
a,adj − gt+1

a ) ∀b ∈ J a (5.15)

It can be observed that (5.13) and (5.15) can be executed with available local information.

However, an update of (5.14) needs a central coordinator to collect the global data and make

a global update.

Lemma 1 : The Lagrangian update using (5.15) satisfies λt
a + λ

t
b = 0 for every iteration

t.

Proof: For any two neighboring areas a and b, (5.15) gives,

λt+1
a = λt

a + ρ(xt+1
a,b − gt+1

a,b ), (5.16)
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λt+1
b = λt

b + ρ(xt+1
b,a − gt+1

b,a ) (5.17)

Adding (5.16) and (5.17), we get

λt+1
a + λt+1

b = λt
a + λ

t
b + ρ(xt+1

a,b + xt+1
b,a )− (gt+1

a,b + gt+1
b,a ) (5.18)

As the global variables gt+1
a,b = gt+1

b,a for neighboring areas, from (5.18) we get

gt+1
a,b = gt+1

b,a =
λt

a + λ
t
a

2ρ
+

xt+1
a,b + xt+1

b,a

2
− λ

t+1
a + λt+1

a

2ρ
(5.19)

Further observation on (5.14) gives the closed form solution as,

gt+1
a,b = xt+1

a,b +
λta
ρ
,gt+1

b,a = xt+1
b,a +

λtb
ρ

(5.20)

comparing (5.19) and (5.20), we get λt+1
a + λt+1

b = 0.

Using the results of Lemma 1 in (5.19) and replacing xt
a,b = xt

a,adj and xt
b,a = xt

b,adj, we

obtain

ga,b =
xt
a,adj + xt

b,adj

2
∀b ∈ J a. (5.21)

Hence, a fully distributed ADMM results to,

xt+1
a = argmin

xa

La

(
{xa}, {

xt
a,adj + xt

b,adj

2
}, {λt

a,b}
)
∀b ∈ J a, (5.22)

λt+1
a = λt

a + ρ

(
xt
a,adj − xt

b,adj

2

)
∀b ∈ J a. (5.23)

The termination criteria comprises of the primal and the dual residual convergence. Set

the primal and dual residual as ϵtprimal = {|xt
a,adj − gt

a|,∀a} and ϵtdual = {|gt
a − gt−1

a |,∀a},

respectively. Considering σ a feasible tolerance, ADMM convergences with the condition

ϵ = ||
(
ϵtprimal, ϵ

t
dual

)
||∞ ≤ σ.

Proposition 1 (Convergence criteria): Given a bounded penalty parameter ρ ≤ ∞, the
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iteration described by (5.22) and (5.23) will attain both feasibility and optimality i.e,

lim
t→∞

ϵt = 0 (5.24)

lim
t→∞

xt
a = x∗

a (5.25)

and

lim
t→∞

D∑
a

fa(x
t
a) = r∗. (5.26)

where, x∗
a is the optimal solution and r∗ optimal value of (5.10).

Proof: See Appendix for proof.

The fully distributed algorithm described in (5.22) and (5.23) can be solved in a parallel

manner. Each sub-network solves their own state estimation based on their available data

using (5.22), exchange the boundary data with the neighbor and then dual variable is updated

via the current boundary information as in (5.23). A pseudo-code is presented in Algorithm

2:

Algorithm 2 Distributed CS based State estimation using ADMM

Data: Network parameter: M, Measurement vector: y

Result: x̂

initialization λ0, ρ > 0, ϵfeasible > 0, t = 0

while ϵ > ϵfeasible do

Obtain xt+1
a using (17)

Obtain gt+1
a using (18)

Obtain λa using (19)

Calculate ϵ = ||gt+1
a − gt

a||

Update t = t+1 if ϵ < ϵfeasible then

break

end

end
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5.2.3 Computational complexity

Compressive sensing based state estimation method involves an l1 minimization which is

solved by linear programming. Let M be the number of variables and N the number of con-

straints. The computational complexity of solving one Newton step is O(MN.min(M,N)).

The same argument is valid for the decentralized CS. However, the number of variables in

a particular area reduces, which reduces the execution time. The execution time in the

decentralized state estimation method is always less than the centralized state estimation

method. The total time for the decentralized state estimation method depends on the time

taken for the estimation process on the area having the highest number of variables and the

intercommunication among the neighboring areas. Table 1 shows the simulation time for

three area partitions of the standard IEEE37 and IEEE123 bus system.

Table 5.1: Simulation time for 1 run and 1 CMR

Test System
Simulation Time (Sec)

Centralized SE Decentralized SE
IEEE 37 bus 3.85 1.03
IEEE 123 bus 20.48 7.28

5.3 Simulation Results

The efficacy of the proposed distributed CS-based state estimation is verified on the three-

phase unbalanced IEEE 37 bus test system [119] and the scalability is verified via the IEEE

123 bus test system [120]. The IEEE 37-bus test system is a highly unbalanced delta-

connected system with an operating voltage of 4.8 kV and spot loads. The IEEE 123-bus

test system is unbalanced, with several three-phase and single phase laterals operating at

4.16 kV and spot loads. The optimisation problem (5.11) is solved using CVX solver [113].

The results obtained using distributed CS-based state estimation are compared with the

states of the whole distribution network using centralized CS state estimation with varying

compressed measurement ratio (CMR). The performance measures used in this paper to

quantify the estimation accuracy are mean absolute percentage error (MAPE) for voltage
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magnitude and mean integrated absolute error (MIAE) for voltage angle, respectively and

are defined as follows;

MAPE =
1

N

N∑
b=1

∣∣∣∣xb − x̂bxb

∣∣∣∣ , (5.27)

MIAE =
N∑
b=1

|θb − θ̂b|
N

, (5.28)

where, xb and θb are the true values of the magnitude and phase angle at bus b, respectively;

similarly, the estimated values of the magnitude and phase angle at bus b are represented

by x̂b and θ̂b respectively. In the results section, we have presented the MAPE and MIAE

results for voltage magnitude and angle estimations, respectively.

We first evaluate the performance of the distributed CS approach DSSE in the IEEE

37-bus test system. The IEEE 37-bus test system is divided into three sub-areas as shown

in Figure 5.1. Each area has a certain number of measuring devices local to its control

center (Marked as red triangles) and some boundary measurement nodes that share the

information with the neighboring control center (Marked as green). Figure 5.3 shows the

voltage magnitude and angle recovery in IEEE 37 bus test system. The MAPE and MIAE

for different CMR are plotted. It is observed that the plots of both MAPE (%) in voltage

magnitude and MIAE (%) in voltage angle estimation using DCS-based state estimation and

the centralized state estimation overlap with each other. This implies that the distribution

grid state estimation using DCS approach is equivalent to the centralized CS state estimation

approach.

Next, we discuss the effectiveness of the proposed ADMM based distributed CS state

estimation on the IEEE 123 bus test system. The sub-area partition of the network is

given in Table 9.1. Figure 5.6 shows the voltage magnitude and angle recovery. Similar

observations like the IEEE 37-bus system can be observed.

In practical applications, measurement data is impacted by noise and it is important to

evaluate the estimator performance with varying level of measurement noise. The proposed

distributed CS based estimator performance is evaluated by considering measurement data

with varying noise. We have considered Gaussian measurement noise N (0, σ2), where, σ2
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(b) Voltage angle recovery with varying CMR

Figure 5.3: Voltage recovery in IEEE 37 bus test system

varies from 1% to 4% of measurement data value. Figure 5.4(a) and Figure 5.4(b) show

the estimator performance for different noise levels in the measurement data. The estimator

performance is evaluated on the IEEE 37 bus test system. It is observed that the estimator

performance remains the same for all the noise levels, which shows the robustness of the

proposed algorithm to measurement noise.

The proposed DSSE method is also sensitive to the choice of of penalty parameter (ρ). In

the proposed approach, we employ both adaptive and fixed ρ values for better convergence

as shown in (5.29).

ρt+1 =


τ incrρt if ϵtprimal > µϵtdual

ρt/τ decr if ϵtdual > µϵtprimal

ρt otherwise,

(5.29)

where, µ > 1, τ incr > 1, and τ decr > 1 are parameters. Initially ρ is updated based on (5.29)

and after a fixed number of iterations it holds the final value till the algorithm converges.
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Figure 5.4: Voltage recovery with noisy data

The idea of varying penalty parameter is to limit the primal and dual residual norms within

µ. More details about the parameter update can be found in [118].

The convergence characteristics of the proposed approach is shown in Figure 5.5. For the

distributed method, the number of communication exchanges among neighboring variables

is decided by the number of iterations. Thus, smaller the number of iterations, lower is the

computational complexity. As discussed earlier, the proposed approach is tested on a 3-area

IEEE 37 bus system and 3-area IEEE 123 bus system. The partition lists are given in Table

1. Figure 5.5 shows that the CS-based distributed state estimation approach converges faster

in the IEEE 37 bus network than the IEEE 123 network as the number of neighboring states

in the IEEE 37 bus is less than the IEEE 123 bus system. However, both the networks

reaches an acceptable tolerance of less than 10−2 in less than 30 iterations.
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Figure 5.5: Convergence characteristics of the proposed ADMM approach

Table 5.2: Area partition of IEEE networks

Network
Bus sets

Area A1 Area A2 Area A3
IEEE 37 A1 = {1-8, 25-27} A2 = {9-24} A3 = {28-37}
IEEE 123 A1 = {1-33} A2 = {34-66} A3 = {67-123}
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Figure 5.6: Voltage recovery in IEEE 123 bus test system
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5.4 Distributed State Estimation in Large Power Dis-

tribution Network

A direct application of the distributed DSSE proposed in 5.2.2 is difficult. This is because,

manual partition of a large distribution grid is extremely time and resource-consuming.

Hence, it is very important to partition the large network into multiple sub-networks with

minimum shared edges among neighboring sub-networks. Addressing this concern, [121] pro-

posed algorithms for identifying network communities by iteratively removing edges. This

approach measures the most ”between” other vertices, i.e., the edge is responsible for con-

necting many other pair of other vertices. Additionally, an efficient heuristic method for

graph partitioning is presented in [122], which aims to minimize a cost function depen-

dent on shared edges among partitions. Nonetheless, these approaches suffer from high

computational complexity, constraining their scalability. Hence, we propose a hierarchical

network partition approach to optimally partition the distribution network before applying

distributed state estimation.

5.5 Hierarchical Network Partitioning

We model the power distribution network as a connected and undirected graph, G = (V , E),

and then apply hierarchical spectral clustering to the graph to divide it into multiple sub-

graphs.

Consider a power distribution network that consists of n nodes and e edges. The network

can be represented as a graph, G = (V , E), where V = 1, 2, · · · , n is the set of nodes, and

E ⊆ V × V is the set of edges. The graph adjacency matrix, A, is used to represent the

connection among the nodes and is defined as follows:

A =


a11 · · · a1n
...

. . .
...

an1 · · · ann

 (5.30)
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where ai,j represents the connection between nodes i and j. The entries of A are defined as:

ai,j =


1, if there is a connection from node i to node j

0, otherwise

(5.31)

For efficient optimal network partitioning, we need a similarity matrix of the network graph.

For our study, we used the graph Laplacian matrix, L, as the similarity matrix. The entries

of matrix L are defined as:

Li,j =


di, if i = j

−1, if i and j are adjacent

0, Otherwise

(5.32)

where di is the degree of node i and is calculated as di =
∑n

j=1Ai,j. Because the Laplacian

matrix of a planner graph is positive semidefinite, the vector of all ones is always an eigen-

vector corresponding to the 0 eigenvalues, and all other eigenvalues are nonnegative. We

focus on the second smallest eigenvalue, λ2, or the algebric connectivity of a graph, and the

corresponding eigenvector, v, called the Fiedler vector. For any vector, u, the Fiedler value,

λ2, of a graph is given by:

λ2 =min
u⊥1

uTLu

uTu
, (5.33)

The minimum value of (6.7) is obtained when u = v, i.e, the unknown vector is the Fiedler

vector. In this work, we exploit a key theorem validated in [123].

Theorem 1. Let G = (V , E) be a graph on n nodes of maximum degree, dmax. Let L be

the Laplacian matrix and ϕ be the isoperimetric number. For any vector u ∈ Rn such that

uT1 = 0:

uTLu

uTu
≥ ϕ2

2dmax

. (5.34)

Moreover, there exists a splitting value, s, for which ({i : ui ≤ s}, i : xi > s) has a ratio at

most ϕ2

2dmax
. More details on this theorem can be found in [123].
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Figure 5.7: Flow diagram of hierarchical network partitioning

Using Theorem 1, with v the Fiedler vector of the graph Laplacian, the spectral parti-

tioning is to find a splitting value, s, that partitions the vertices of G into sets such that

vi ≤ s and vi > s. Although there are several values to choose for s, we choose the sign cut

for which s = 0. We successively apply the discussed method to obtain the desired number

of subgraphs for an equivalent large graph. We limit the subgraph creation based on the

computational capability of the particular region. Fig. 5.7 shows a pictorial representation

of the hierarchical spectral graph partitioning, and the step-by-step procedure is given in

Algorithm 3. Next, we discuss the DSE proposed in [124] using the optimally partitioning

algorithm discussed.
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Algorithm 3 Hierarchical spectral clustering-based network partitioning

InputAdmittance matrix: Y, Minimum number of nodes in a single partition k
Initialize: K = 0
while k > K do

Obtain: Adjacency matrix A
Obtain: Degree matrix of graph D
Obtain: graph Laplacian L = D−A
Obtain: The Fiedler vector v of L
Obtain: Subgraph1 ← v > 0 and Subgraph2 ← v ≤ 0
Update K = max(V olume(Subgraph1), V olume(Subgraph2))

end
Return: Number of partitions with their node index

5.5.1 Distributed Compressive Sensing

To reduce the computational complexity of compressive sensing-based state estimation in

large distribution networks, we propose a DCS-based state estimation approach in power

distribution grids. First, we use the hierarchical network partitioning algorithm, as discussed

in Section 5.5, to divide the power distribution network into D subareas. Next, we use DCS

to recover the states in each subarea.

Let us define the sates of the power distribution network for a particular area, a, as xa =[
ℜ(sa)T ,ℑ(sa)T ,ℜ(va)

T ,ℑ(va)
T , |va|T

]T
, i.e., the concatenation of active power, reactive

power, real part of the voltage, imaginary part of the voltage, and voltage magnitude. The

state variables, xa, include internal variables, xa,int, and boundary variables, xa,adj. Boundary

variables are the variables that overlap with other subareas. Although the optimization

problem (6.6) is used to recover the system states in each subarea, we must ensure that

the boundary variables in each area are equal. To make the boundary variables equal, we

introduce a global variable, ga,b, for two neighboring areas, a and b, as:

ga,b = xab
a,adj = xba

b,adj. (5.35)

Note that the global variable for any two adjacent areas, a and b, should be equal, i.e.,

ga,b = gb,a. The decentralized model of the compressive sensing-based state estimation
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problem corresponds to:

argmin
xa

D∑
a=1

fa(xa)

subject to: xa ∈ Xa a = 1 · · ·D

xab
a,adj = ga,b ∀(a, b) ∈ J

(5.36)

where, fa(xa) = ||Ψaxa||1+ λa

2
||ya−ΦaΨaxa||22, and ya is the available measurement in area a.

The most popular way to find the solutions to (5.36) is to employ the alternating direction

method of multipliers (ADMM). ADMM takes the form of a decomposition-coordination

procedure, in which solutions to small local problems are coordinated to find a solution to a

large global problem [118]. We apply the

5.5.2 Computational Complexity

The compressive sensing-based state estimation method involves an l1 minimization that is

solved by linear programming. Let M be the number of variables and N the number of con-

straints. The computational complexity of solving one Newton step isO(MN.min(M,N))[19].

The same argument is valid for DCS; however, the number of variables in a particular area

reduces, reducing execution time. The execution time in the DSE method is always less than

the centralized state estimation method. The total time for the DSE method depends on the

time taken for the estimation process in the area having the highest number of variables and

the intercommunication among the neighboring areas. The proposed hierarchical spectral

clustering approach minimizes the overlap among partitions, reducing the communication

burden across subareas/partitions.

5.6 Simulation Results

In this section, we present the simulation results of the efficient hierarchical graph partition-

ing algorithms followed by the DSE. We test the proposed hierarchical spectral clustering-
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Figure 5.8: Five-area optimal partitioning of the IEEE 123-bus network

Figure 5.9: Twelve-area optimal partitioning of the IEEE 8,500-node system

based graph partitioning algorithm on the standard IEEE 123- bus system and the IEEE

8,500-node system. We also test the algorithm on a real power distribution network hav-

ing 6,000+ single-phase nodes. The distribution network data is taken from a distribution

network operator in Kansas, USA. The 5-area partitioning of the IEEE 123-bus system

and 12-area partitioning of the IEEE 8,500-node system are shown in Fig. 5.8 and 5.9, re-

spectively. As shown, the hierarchical spectral clustering divides the network such that the

neighboring area shares minimum edges. Similar performance is also observed for the 6,000+

node distribution network. An 18-area partition of the network is shown in Fig.5.10. A com-

parative analysis of the proposed hierarchical spectral network partitioning with the k-means

partitioning is given in 5.3. It can be seen, that the total number of shared links among the

neighbors using the proposed algorithm is much less than k-means network clustering.

Next, we evaluate the performance of the DCS-based state estimation on the 18-area

partitioned distribution network. We evaluate the performance of the DSE methods using

mean absolute percentage error (MAPE) for the voltage magnitude and the mean integrated
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Figure 5.10: Eighteen-area optimal partitioning of the real 6,000+ node system

Table 5.3: Performance of proposed partitioning algorithm

Test system
No of

partitions
No of shared links

k-means
partition

Hierarchical
network partition

IEEE 8500 12 123 86
6000+ 18 500+ 140

absolute error (MIAE) for the voltage angle, respectively [30]. In the results, we present

the MAPE and MIAE for the voltage magnitude and angle estimations, respectively.

Fig. 5.11a and 5.11b show the voltage magnitude and angle recovery of the 6,000+ node

distribution network. It is observed that the estimation error both in voltage magnitude and

angle is maximum when the compressed measurement ratio (CMR) is 10%. The MAPE and

MIAE in the voltage magnitude and the angle decrease as the CMR (%) increases. This is

because as the CMR value increases, the available measurement increases, which increases

the estimation accuracy and reduces the estimation error. TABLE 5.3 shows a comparative

analysis of simulation time for centralized and decentralized CS-based state estimation. The

simulation is performed for one run at 50% CMR.

5.7 Summary

This chapter proposes an efficient hierarchical spectral clustering-based network partitioning

algorithm. We tested the algorithm performance on standard IEEE systems and a real

6,000+ distribution network. Next, we performed decentralized compressive sensing-based
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Figure 5.11: Voltage recovery of 6,000+ node system
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state estimation on the IEEE 37 bus, IEEE 123 bus, and 6,000+ real distribution network

by optimally dividing the network into 18 smaller sub-networks and reporting the simulation

results.

Although the distributed DSSE proposed in this chapter is scalable to large distribution

networks, the simulation time depends on the larger part of the partition and the number of

shared variables among the neighboring areas. Hence, state estimation for larger networks

in real time is infeasible. Therefore, we propose a deep learning-based state estimation in

the next chapter.
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Chapter 6

Deep unfolding for Distribution Grid

State Estimation

Although the distributed DSSE proposed in Chapter 5 is scalable to large distribution net-

works, the simulation time depends on the larger part of the partition and the number of

shared variables among the neighboring areas. Hence, state estimation for larger networks

in real time is infeasible. Hence, we propose a deep learning-based state estimation in this

chapter.

6.1 Introduction

In recent years, the integration of distributed energy resources (DERs), electric vehicles, and

demand-side management has brought significant changes to the power distribution net-

works. These changes have resulted in frequent voltage limit violations, reverse power flow,

and mal-operation of protective devices [125]. As a result, distribution system operators are

yearning for better situational awareness to better monitor and control the network. Dis-

tribution system state estimation (DSSE) is important for gaining better situational aware-

ness. State estimation methods in power transmission networks assume full observability

due to the availability of an adequate number of measurements. We pursue model-based
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Figure 6.1: Proposed architecture

deep neural networks for DSSE by unrolling an existing iterative optimization-based DSSE.

Specifically, we consider a CS-based DSSE solver, which uses l1 minimization. In CS, l1

norm minimization is a technique used to recover sparse signals from undersampled data. It

involves minimizing the sum of the absolute values of the signal’s coefficients. Mathemat-

ically, ||x||1 =
∑
|xi|, where x is the signal being reconstructed, and ||x||1 is its l1 norm.

We first derive the least absolute shrinkage activation operator (LASSO) equivalent of the

l1 norm minimization problem and solve the LASSO problem using the ADMM algorithm.

ADMM involves several iterations to find the optimal solution to the l1 norm minimization

problem. The idea behind deep unfolding is to formulate a deep neural network based on

the iterations of the ADMM algorithm, wherein the iterations are considered layers of the

neural network. Figure 6.1 shows a block diagram of the proposed approach for real-time

DSSE in power distribution grids.

6.2 Background and preliminaries

The nodal voltage and branch current phasors are the state variables in a power distribution

network. State variables are responsible for the complete characterization of the power

distribution network. DSSE refers to estimating the correct voltage phasors at each node of
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a power distribution network based on available measurements. The state variables share a

non-linear relationship with the measurement y as,

y = G(x) + η, (6.1)

where, y = [|V |Tn , θTn , P T
n , Q

T
n ]

T ∈ RM is the measurement vector containing voltage magni-

tude (|V |n), phase angle (θn), real power (Pn), and reactive power(Qn), respectively, x ∈ RN

is the state vector, and G : RN → RM represents the nonlinear relationship between the state

and measurement vector; η ∈ RM represents the measurement noise. The goal of DSSE is

to estimate x with the knowledge of y and the non-linear function G(x). As discussed in

[87], this can be achieved by linearizing G(x) around an operating point as,

x = Mys +w (6.2)

where, ys =
[
ℜ(s)T ,ℑ(s)T

]T
is the measurement vector of real and reactive power injections;

M =
(
Y−1

LLdiag(w̄)−1,−jY−1
LLdiag(w̄)−1

)
and,

w = −Y−1
LLYL1v1 is the zero-load voltage,

where, v1 denotes the complex vectors containing the three-phase nodal voltage at the slack

bus. YLL ∈ CN×N and YL1 ∈ C(N−3)×3 are the block matrices of the network admittance

matrix Y defined as,

Y :=

Y11 Y1L

YL1 YLL

 ∈ CN×N

where, Y11 ∈ C3×3 and Y1L ∈ C3×(N−3) are the other two block matrices of the network

admittance matrix Y.

The exact solution of (6.1) can be obtained by using the Newton-Raphson (NR) method.

However, in a power distribution network, (6.1) is typically an underdetermined system of

equations which makes the NR method unsuitable. WLS and its variants have found appli-
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cation in solving (1) [6]. However, WLS requires an invertible Jacobian matrix calculation.

This inversion is computationally expensive, and sometimes it is impossible to calculate the

Jacobian matrix because of fewer available real-time measurements. The low observability in

DSSE is addressed by exploiting the correlation among the measurements and system states

[58]. The states exhibit spatial and temporal correlation because of geographical proxim-

ity and correlation in power injections or consumption patterns as discussed in [58]. The

spatial and/or temporal correlation results in a sparsity of states in a linear transformation

basis. This sparsity trait is exploited by compressive sensing-based techniques, enabling

DSSE even under low observable conditions. Next, we will briefly describe the basics of

compressive sensing.

Compressive sensing is a popular technique that enables signal reconstruction from lim-

ited measurements (i.e., undetermined system of equations), provided the signal admits a

sparse representation in a linear transformation basis [126]. Let’s consider x ∈ RN be the

original signal of interest compressible in a linear transformation basis Ψ ∈ RN×N . If s ∈ RN

is the sparse representation of x on the sparsifying basis matrix Ψ, then x is given as,

x = Ψs, (6.3)

where, s has at most K << N significant coefficients. Let y ∈ RM be the measurement

vector and Φ ∈ RM×N be the projection/measurement matrix. That is,

y = Φx, (6.4)

For example, the entries of Φ could be i.i.d random Gaussian variables with zero mean and

1/M variance. Replacing (6.3) in (6.4), the sensing model can be represented as,

y = ΦΨs = As, (6.5)

where, A = ΦΨ ∈ RM×N is the sensing matrix. The most common approach to recover x
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based on observing y is to solve the l1-norm minimization problem as:

minimize
s∈RN

∥s∥1

subject to y = As

(6.6)

Where, ∥s∥1 is the l1-norm of s and is defined as ∥s∥1 =
∑
|si|. The optimization problem

in (6.6) seeks to recover the sparse signal s from the under-sampled data y. It reconstructs

x̂ = Ψs with overwhelming probability if s satisfies the restricted isometry property for any

δ ∈ (0, 1) [127] i.e.,

(1− δ)||s||22 ≤ ||ΦΨs||22 ≤ (1 + δ)||s||22 (6.7)

In the next section, we explain the proposed novel approach for solving (6.6) for distribution

network state estimation.

6.3 Proposed Approach

We model the power distribution network as a connected and undirected graph, G = (V , E);

where, V = 1, 2, · · · , N is the set of nodes, and E ⊆ V×V is the set of edges. Let |Vn|ejθn and

Sn = Pn + jQn represents the complex voltage and complex power injections at bus n ∈ V ,

respectively. The measurement vector y = [|V |Tn , θTn , P T
n , Q

T
n ]

T includes all the aggregated

SCADA sensor and/or µPMU data from the network. Using the linearized power flow

equations as defined in (6.2), the CS-based DSSE in (6.6) boils down to solving the following

l1-norm optimization problem:

minimize
s∈RN

∥s∥1

subject to y = As,

Ψs = Mys +w.

(6.8)

Remark 1. This is to be noted that, in power distribution network, the measurements can

be obtained using various measuring devices, such as, remote terminal units (RTUs), smart
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meter concentrators or advance meter infrastructure (AMI), and phasor measurement units

(PMUs). However, these sensors record data at different time intervals, ranging from high-

frequency readings in PMUs (several samples/sec) to less frequent data collection, such as

15-minute intervals in AMI. The amalgamation of these multi-time scale measurements poses

a considerable challenge in unifying them into a coherent time frame. Several research efforts

have emerged to address this issue before feeding the data into the state estimation engine.

Notably, our previous work in [128] introduces a multitask Gaussian process tailored to handle

unevenly sampled time series data by leveraging the inherent spatio-temporal correlations.

The application of a similar method can be instrumental in processing the disparate multi-time

scale data obtained from various sources within the power distribution network, harmonizing

them into a shared time frame. Subsequently, these processed data can be fed as measurements

to the deep unfolding-based state estimation approaches proposed in this work.

A well-known algorithm that solves (6.8) is the alternating direction method of multipli-

ers (ADMM) [118], which considers an equivalent generalized least absolute shrinkage and

selection operator (LASSO) form of (6.8) as,

minimize
s

1

2
||y −As||22 + λ||s||1

subject to: Ψs = Mys +w,

(6.9)

where, λ > 0 is scalar regularization parameter. Introducing an auxiliary variables z ∈ RN ,

the (6.9) can be rewritten as,

minimize
s,z

1

2
||y −As||22 + λ||z||1

subject to: z− s = 0,

Ψs = Mys +w

(6.10)

Now, introducing u1,u2 ∈ RN and initializing (x0, z0,u0
1,u

0
2) = (0, 0, 0, 0), the optimization
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problem (6.10) iterates as,

sk+1 = (ATA+ ρΨTΨ+ ρI)−1(ATy + ρ(zk − uk
1)

+ρΨT (Mys +w − uk
2)

(6.11)

zk+1 = Sλ/ρ(s
k+1 + u1

k) (6.12)

uk+1
1 = uk

1 + sk+1 − zk+1 (6.13)

uk+1
2 = uk

2 +Ψsk+1 −Mys −w (6.14)

where, ρ > 0 is the penalty parameter and Sλ/ρ is a soft threshold operator. The iterates

(6.11) - (6.14) converge to p∗ of (6.10), i.e., minimum (||y − Ask||22 + ||s||1) → p∗ and

zk−sk = 0 as k →∞ [118]. However, this process may take a large time to converge, and the

convergence time increases with increase in system size. Hence, we propose a new distribution

system state estimation method using deep unfolding and refer to this technique as DSSE-net.

This method takes advantage of both the iterative algorithm and the function approximation

techniques of neural networks to reduce the convergence time. As the problem formulation in

(6.10) takes the linearized power flow constraints into account for the estimation approach,

we name it model-based DSSSE-net (MBDSSE-net). Later in this section, we propose a

model-free DSSSE-net, which excludes model-related constraints in the problem formulation

(referred to as MFDSSE-net). In the following subsection, we discuss the MBDSSE-net

formulation, followed by the MFDSSE-net.

6.3.1 Model based DSSE-Net

Deep unfolding is a model-based neural network (NN) that fuses principled algorithms with

performance guarantees with NN tools. The authors of [129] summarize deep unfolding as

”given a model-based approach that requires an iterative inference method, we unfold the it-

erations into a layer-wise structure analogous to a neural network.” In other words, deep

unfolding takes an iterative algorithm with a fixed number of iterations L, unfolds its struc-
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ture, and introduces several trainable parameters. These parameters are then learned using

techniques from deep learning (with suitable loss functions, stochastic gradient descent, and

backpropagation). The resulting unfolded algorithm with learned parameters can then solve

various tasks.

The ADMM iteration (6.13) derived in the previous section can be rewritten as,

uk+1
1 = (I− ρH)uk

1 − ρHΨTuk
2 + ρHzk + q1−

Sλ/ρ[(I− ρH)uk
1 − ρHΨTuk

2 + ρHzk + q1],

(6.15)

where,

H = (ATA+ ρΨTΨ+ ρI)−1 ∈ RN×N ,

and

q1 = q1(y) = (HAT + ρHΨTM)y + ρHΨTw ∈ RN .

Similarly, substituting the value of (6.11) and (6.13) into (6.14), we get the update equation

of uk+1
2 as,

uk+1
2 = ρΨHΨTuk

1 + (I− ρΨHΨT )uk
2 + ρΨHzk + q2, (6.16)

where,

q2 = q2(y) = ΨHAT + [(ρΨHΨT − I)M]y + (ρΨHΨT − I)w.

Finally substituting the value of (6.11) into (6.12), we get the update for zk+1 as,

zk+1 = Sλ/ρ[(I− ρH)uk
1 − ρHΨTuk

2 + ρHzk + q1] (6.17)

Concatenating the variables uk+1
1 , uk+1

2 , zk+1 into a single vector ϑk+1; (6.15), (6.16) and

(6.17) can be written in the matrix form as,

ϑk+1 = χϑk + I1b1 + I2Sλ/ρ(χ̃ϑ
k + b2), (6.18)
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where, ϑk =

[
u1

k; u2
k; zk

]T
∈ R3N ,

χ =


(I− ρH) −ρHΨT ρH

ρΨHΨT (I− ρΨHΨT) ρΨH

ON×N ON×N ON×N

 ∈ R3N×3N ;

I1 =

[
IN×N ; IN×N ;ON×N

]
∈ R3N×N ;

I2 =

[
−IN×N ;ON×N ; IN×N

]
∈ R3N×N ;

b1 =

[
q1;q2;0

]
∈ R3N ;

b2 =

[
q1;0;q2

]
∈ R3N ;

χ̃ =

[
(I− ρH); −ρHΨT ; ρH

]
∈ RN×3N

We map the update (6.18) to L layers/iterations in an equivalent neural network as,

η1(y) = I1b1 + I2Sλ/ρ(χ̃ϑ
k + b2),

ηk(ϑ) = χϑ+ I1b1 + I2Sλ/ρ(χ̃ϑ+ b2), k = 2, . . . , L.

(6.19)

Here, Ψ represents the trainable parameters for the neural network, and ηk(ϑ) represents

the kth output layer of the neural network. From a CS standpoint, this is equivalent to

training/learning the best transformation basis as part of the estimation process. We denote

the concatenation of L such layers/iterations (all having the same Ψ) as,

ηLΨ(y) = ηL o ηL−1 o · · · o η1(y), (6.20)

where, ‘o’ represents the function composition operator. Finally, the output s is obtained by
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applying an affine map Γ, which uses (6.11) to the final layer L as,

s = Γ(ηLΨ(y))

= (ATA+ ρΨTΨ+ ρI)−1(ATy + ρ(z− uL
1 )

+ρΨT (My +w − uL
2 ),

(6.21)

where, uL
1 uL

2 , and zL are obtained from ϑL. The final states are recovered as x̂ = Ψs.

While training the DSSE-net, there is a chance that the output norm falls out of a reasonable

range. To avoid unreasonable out-of-bound norm, x̂ is passed through a limiting function

ζ : RN → RN defined as,

ζ(x) =


x, if ∥x∥2 ≤ Kout,

Koutx/∥x∥2, otherwise,

for some constant value of Kout > 0.

The MBDSSE-net formulation requires distribution network model information (i.e.,

equation (6.2)) to estimate the system states accurately. However, in real-world applica-

tions, accurate system model information may not be available. This is mainly because

of aging, missing, or inappropriate/inaccurate documentation of the distribution network

information. Hence, we develop a purely data-driven, model-free DSSE-net in the next

subsection.

6.3.2 Model-free DSSE-Net

A purely data-driven, model-free DSSE-net (MFDSSE-net) estimates the system states based

on the available measurements. The network is trained offline and can estimate the system

states in real-time. The optimization formulation for the MFDSSE-net can be derived from

(6.10) by removing the linearized power flow constraints. The resulting formulation corre-
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sponds to,

minimize
s,z

1

2
||y −As||22 + λ||z||1

subject to: z− s = 0,

(6.22)

The ADMM iterations to solve (6.28) are given by,

sk+1 = (ATA+ ρI)−1(ATy + ρ(zk − uk) (6.23)

zk+1 = Sλ/ρ(s
k+1 + uk) (6.24)

uk+1 = uk + sk+1 − zk+1 (6.25)

The ADMM iterations (6.30) and (6.31) can be further simplified as

uk+1 = (I−H)uk +Hzk + q−

Sλ/ρ((I+H)uk +Hzk + q),

zk+1 = Sλ/ρ((I+H)uk +Hzk + q),

(6.26)

where,

H = ρ(ATA+ ρI)−1 ∈ RN×N

q = q(y) = (ATA+ ρI)−1ATy ∈ RN

Similar to the derivation for MBDSSE-net, we use the update rule (6.32) for MFDSSE-net

derivation, and the resulting equation is given by,

ϑk+1 = χϑk + I1q+ I2Sλ/ρ(χ̃ϑ
k + q) (6.27)
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where, ϑk =

uk

zk

 ∈ R2N ; χ =

I−W W

ON×N ON×N

 ∈ R2N×2N ; χ̃ =

[
−(I+W) W

]
∈

RN×2N ; I1 =

 q

ON

 ∈ R2N×N ; I2 =

 −I ON×N

ON×N I

 ∈ R2N×2N .

Once (6.33) is obtained, a L layered MFDSSE-net can be formulated by following the sim-

ilar procedure discussed for MBDSSE-net. We give a pseudo-code of the proposed MBDSSE-

net in Algorithm 4. A similar approach can be used for the MFDSSE-net.

Remark 2. The model-based distribution system state estimation network (MBDSSE-net) is

trained with the assumption of a known and unchanging underlying topology of the power dis-

tribution network. Nevertheless, practical power distribution networks often undergo topol-

ogy alterations due to switch/circuit breaker statuses or contingencies within the network.

Addressing these changes necessitates modifying the current formulation, aligning with the

methodologies outlined in our prior work [130]. The approach in [130] involves a consolidated

framework for topology identification and state estimation in low-observable power distribu-

tion networks. The core of the state estimation method aligns with a compressive sensing

framework akin to the one employed in our present work. However, the authors present a

mixed integer nonlinear programming (MINLP) to accommodate the topology change in the

power distribution network. Furthermore, they explore mixed integer linear programming

(MILP) employing convex relaxation and integrating auxiliary variables. Our future research

direction can encompass adopting a similar formulation within our approach to accommodate

topology variations within distribution networks. This potential modification will facilitate

handling dynamic changes within the network topology, aligning more closely with real-world

scenarios. By integrating elements akin to the MINLP and MILP strategies explored in

the referenced work, our method can potentially enhance accuracy in state estimation while

robustly addressing topology changes in power distribution networks. Alternatively, we have

proposed a model-free approach for distribution system state estimation (MFDSSE-net). This

method accurately estimates system states by leveraging the inherent sparsity of measurement

data, eliminating the need for knowledge of the underlying topology of the distribution net-
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work.

Algorithm 4 Deep unfolding for power distribution network state estimation

Data: Network parameter: M,w, Actual state: x, Measurement: y

Result: Estimated state: x̂

Initialization λ, ρ > 0, s, z,u1,u2,Ψ, epoch =1, epochs, k=1, L while epoch ̸= epochs do

while k ̸= L do

Obtain the first dual variable uk+1
1 using (15)

Obtain the second dual variable uk+1
2 using (16)

Obtain the auxiliary variable zk+1 using (17)

Obtain the concatenation of uk+1
1 , uk+1

2 , zk+1 as ϑk+1 using (18)

Obtain the value at last layer η(ϑ) using (19)

end

Obtain the sparse vector s using (21)

Obtain x̂epoch = Ψs

Calculate loss = MSE(x̂epoch - x)

Calculate gradient and update Ψ

end

Out: x̂ = Ψs

6.4 Computational complexity

The compressive sensing-based state estimator uses ADMM for the solution of the l1 norm

minimization problem. The computational complexity of the ADMM method is decided by

the size of the sensing matrix A. For DSSE, the size of A is M ×N , where M is the length

of the measurement vector and N is the total number of states (with M < N). Hence,

the computational complexity of one iteration of the ADMM is O(N2M). The worst case

computational complexity for K iterations is O(KN2M).
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In the deep unfolding approach, all the computation burden is shifted to the training

phase. Once the network is trained, the estimation process involves a matrix and vector

multiplication. Hence the computational complexity reduces drastically to O(N2). Here, O

gives the worst-case computational complexity. However, the simulation time varies based

on the number of constraints. For instance, the model-based approach includes the power

flow constraints, whereas the model-free approach does not have it. Hence the simulation

time is different for different methods proposed in this paper.

A comparative analysis of the computation time for DSSE using different methods evalu-

ated on IEEE 123 bus network and a 559 bus network is given in Table 6.1. The table shows

the simulation time required to estimate the system states for both distribution networks with

varying CMR%. It can be seen from Table 6.1 that the simulation time increases with the

increase in CMR% for CS-ADMM (model-free) and CS-ADMM(model-based) algorithms.

This is because an increase in CMR % increases the size of sensing matrix A and hence

the inverse calculation of the first part of (6.11) of CS-ADMM(model-based) and (6.29) of

CS-ADMM(model-free) become complex and hence the simulation time increases. Further-

more, for the optimization approaches, CS-ADMM model-free and CS-ADMM model-based

simulation times are different. This is because of the inclusion of the power flow constraints

in the optimization framework. On the other hand, in the proposed MFDSSE-net and

MBDSSE-net, the simulation time is almost constant. This is because, the computation

burden is shifted to the training phase, and once the training is done, the evaluation phase

only considers algebraic addition and multiplication. Hence, the addition of the power flow

constraints does not have any effect in the inference phase. It can also be observed from

Table 6.1 that as the network size increases from IEEE 123 bus to 559 bus system, the simu-

lation time almost increases by three times for both CS-ADMM (model-free) and CS-ADMM

(model-based) algorithms. However, in the proposed MFDSSE-net and MBDSSE-net, the

increase in simulation time is less than two times.
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Algorithm CMR (%)
Simulation time (ms)

IEEE 123 bus network 559 node network
MFDSSE-net

10

14.20 25.8
MBDSSE-net 14.50 25.93

CS-ADMM (Model free) 60.20 181.22
CS-ADMM (Model based) 80.28 218.32

MFDSSE-net

20

14.19 26.23
MBDSSE-net 14.52 26.47

CS-ADMM (Model free) 60.28 185.27
CS-ADMM (Model based) 80.59 232.47

MFDSSE-net

30

14.57 26.29
MBDSSE-net 14.59 26.52

CS-ADMM (Model free) 68.32 210.27
CS-ADMM (Model based) 85.28 247.41

MFDSSE-net

50

15.57 28.20
MBDSSE-net 15.65 28.32

CS-ADMM (Model free) 83.32 240.29
CS-ADMM (Model based) 98.28 280.53

MFDSSE-net

70

15.68 28.82
MBDSSE-net 15.93 28.98

CS-ADMM (Model free) 89.37 270.37
CS-ADMM (Model based) 120.28 290.23

MFDSSE-net

80

15.93 28.85
MBDSSE-net 15.96 29.21

CS-ADMM (Model free) 93.35 290.53
CS-ADMM (Model based) 128.76 311.56

Table 6.1: Simulation time of different algorithms with varying CMR%
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Figure 6.2: Voltage magnitude recovery in dif-
ferent phases of the IEEE-123 bus network for
50% CMR
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Figure 6.3: Voltage magnitude recovery in dif-
ferent phases of the IEEE-123 bus network for
50% CMR

6.5 Simulation Results

This section discusses the performance of the proposed deep unfolding-based networks,

MFDSSE-net and MBDSSE-net. We compare the results with the ADMM-based optimiza-

tion framework. First, we present the data used for the training and testing of the proposed

approaches, followed by experimental results.

6.5.1 Data Preparation and network training

We evaluate the performance of the proposed deep unfolding-based state estimation methods

MBDSSE-net and MFDSSE-net using the IEEE-123 bus benchmark system and a 559 bus

distribution network introduced in [119]. We use real smart meter data from [131] for
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generating training and testing data sets. We use the OpenDSSDirect python package [132]

to solve the AC power flow and to generate the ground truth data for both the power

distribution networks. Fifteen simulation days with a 15-minute resolution are generated to

generate a total data set for 1440 instances. Out of which 1008 (70%) time instants data

is used for training, 216 (15%) for testing, and 216 (15%) for validating the deep unfolding

network. The training and testing measurements are obtained from the ground truth data

generated, corrupting the data with an additive Gaussian noise of zero mean and a 10%

variation of the measurement value. The deep unfolding NNs are trained using PyTorch in an

NVIDIA GeForce RTX GPU with 32GB RAM machine. The weights (Ψ in our case) of both

the networks MBDSSE-net and MFDSSE-net are learned by the backpropagation algorithm

with ‘Adam’ optimizer and learning rate of 10−5. Both MBDSSE-net and MFDSSE-net

are trained for 100 epochs. The penalty parameter ρ = 8 is used for training and testing,

and the number of layers/iterations chosen is 20 for both networks. These parameters are

obtained using the validation data set of 216 (15%) time instants of the total data set. Given

the network parameters and a training and testing data set DTrain = (y, x), DTest = (ỹ, x̃),

respectively. The network MBDSSE-net maps a function hDT
to reconstruct x from y = Ax.

To measure the difference between xi and the x̂i = hDT
(yi), the mean square error is chosen

as the loss function for both the training and testing phases of the neural network.

6.5.2 Experimental results

In this subsection, we first evaluate the performance of the proposed method on the IEEE-123

bus network [120] followed by the 559 bus network.

The IEEE-123 bus network is unbalanced with single-phase, two-phase, and three-phase

loads and overhead and underground lines. The training, testing and validation data are

obtained by following the procedure explained in subsection 6.8.1. The estimation perfor-

mance of both the methods MBDSSE-net and MFDSSE-net are evaluated in terms of mean

absolute percentage error (MAPE) and mean integrated absolute error (MIAE) for voltage

magnitude and angle, respectively, and are defined as, MAPE =
1

N

∑N
i=1

∣∣∣∣xi − x̂ixi

∣∣∣∣ ,
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MIAE =
∑N

i=1
|θi−θ̂i|

N
[21]. Where, xi and x̂i are the true and estimated voltage magnitudes

at bus i. Similarly, θi and θ̂i are the true and estimated voltage angles at bus i.

We compare the performance of our proposed deep unfolding-based neural networks

MBDSSE-net and MFDSSE-net with the standard ADMM solver; hereafter, we mention

it as CS-ADMM. We simulate both model-based CS-ADMM and model-free CS-ADMM.

We use the penalty parameter ρ = 8 for all the methods, including the CS-ADMM. The

simulation results for voltage magnitude and angle estimation in the different phases of the

IEEE-123 bus network with 50% compressed measurement ratio (CMR) are shown in Fig-

ure 6.2 and Figure 6.3, respectively. In CS-ADMM, we have performed the simulation for

both model-free and model-based approaches. However, we present the results in Figure 6.2

and Figure 6.3 only for the model-based CS-ADMM approach. The reason for not showing

the results is that in the model-free CS-ADMM approach, the estimation accuracy is very

low. Hence, the estimated values are far from the nominal value making the plot difficult to

visualize. However, we present the results for all four methods in a tabular form in Table 9.1.

It is observed from Figure 6.2 and Figure 6.3 that the proposed MFDSSE-net and

MBDSSE-net can estimate the system states accurately. The accuracy is comparable to

the CS-ADMM optimization technique. One important point is that the MFDSSE-net does

not require the network model information to learn the sparsifying basis matrix Ψ and

still estimates the system states with very good accuracy comparable to the counterpart

MBDSSE-net and model-based CS-ADMM optimization technique. Hence, the MFDSSE-

net can be very useful in real-world applications where the network information is unavailable

or poorly documented.

We evaluated the scalability of the proposed approaches on a larger distribution network

introduced in [119]. This is a three-phase unbalanced distribution network consisting of both

the primary and secondary level distribution systems that account for a total of 559 buses.

The recovery of the system states on the 559 bus system for 30% CMR is shown in Figure 6.4.

The top and bottom of Figure 6.4 show voltage magnitude and angle estimation for phase-a

of the 559 bus network. Similar results are also observed for phase-b and phase-c. Figure 6.4
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demonstrates the effective recovery of system states by the proposed deep unfolding-based

state estimation methods, affirming their accuracy in large-scale distribution systems. This

shows the scalability of the proposed methods for application in larger distribution networks.
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Figure 6.4: Voltage magnitude and angle estimation in the phase-a of the 559 bus distribution
network at 30% of CMR

A comparative performance of all four methods, MFDSSE-net, MBDSSE-net, CS-ADMM

(model-free), and CS-ADMM (model-based), is given in Table 9.1. The performance is com-

pared based on errors in estimating the system states using MAPE and MIAE for voltage

magnitude and angles, respectively, for the IEEE 123 bus and the 559-node distribution

network. We also present the estimator performance for different levels of available mea-

surements by varying the CMR from 10% to 80%. It can be observed from Table 9.1 that

error in voltage magnitude estimation at 10% CMR is least for MFDSSE-net, followed by

MBDSSE-net, CS-ADMM (model-based) and CS-ADMM (model-free) for both the distri-

bution networks. It is observed that the model-free CS-ADMM fails to estimate the system

states accurately. However, the MFDSSE-net can learn the sparsifying basis matrix from

the data and accurately estimate the system states at CMR as low as 10%. The errors in

voltage angle estimation also follow a similar observation to the error in voltage magnitude

estimation, i.e., the angle error estimation is less in MFDSSE-net, followed by MBDSSE-net,
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Test network Algorithm CMR (%)
Evaluation metric

Algorithm CMR (%)
Evaluation metric

MAPE (%) MIAE (%) MAPE (%) MIAE (%)

IEEE 123 bus network

MFDSSE-net

10

1.3403 0.5396 MFDSSE-net

50

1.5256 0.5741
MBDSSE-net 1.6185 0.6431 MBDSSE-net 1.6189 0.6434

CS-ADMM (Model free) 12.8627 14.64 CS-ADMM (Model free) 5.0820 10.7514
CS-ADMM (Model based) 2.2921 2.35 CS-ADMM (Model based) 2.2176 2.355

MFDSSE-net

20

1.6134 0.6199 MFDSSE-net

70

1.6101 0.5741
MBDSSE-net 1.6195 0.6433 MBDSSE-net 1.6178 0.6434

CS-ADMM (Model free) 9.7246 13.2192 CS-ADMM (Model free) 3.6877 10.7514
CS-ADMM (Model based) 2.264 2.35 CS-ADMM (Model based) 2.2114 2.35

MFDSSE-net

30

1.2126 0.4220 MFDSSE-net

80

0.5585 0.3860
MBDSSE-net 1.6192 0.6432 MBDSSE-net 0.4835 0.3321

CS-ADMM (Model free) 7.4971 12.9353 CS-ADMM (Model free) 3.3373 6.6379
CS-ADMM (Model based) 2.2384 2.35 CS-ADMM (Model based) 2.2105 2.35

559 bus network

MFDSSE-net

10

1.1397 0.8669 MFDSSE-net

50

0.6992 0.4989
MBDSSE-net 1.1587 0.9280 MBDSSE-net 0.2895 0.3793

CS-ADMM (Model free) 14.3421 15.7290 CS-ADMM (Model free) 3.1419 0.2083
CS-ADMM (Model based) 2.7467 2.9201 CS-ADMM (Model based) 2.7193 0.1833

MFDSSE-net

20

0.8514 0.6282 MFDSSE-net

70

0.6984 0.4283
MBDSSE-net 0.8728 0.7929 MBDSSE-net 0.7235 0.4528

CS-ADMM (Model free) 11.2354 13.2323 CS-ADMM (Model free) 2.8461 0.2075
CS-ADMM (Model based) 2.7306 2.1852 CS-ADMM (Model based) 2.7173 0.1825

MFDSSE-net

30

0.7046 0.5289 MFDSSE-net

80

0.4259 0.4280
MBDSSE-net 0.8569 0.6289 MBDSSE-net 0.2753 0.3585

CS-ADMM (Model free) 4.0242 0.2233 CS-ADMM (Model free) 2.7920 0.2052
CS-ADMM (Model based) 2.7244 0.1843 CS-ADMM (Model based) 2.7165 0.1623

Table 6.2: Performance comparison of the proposed approaches

CS-ADMM (model-based) and CS-ADMM (model-free) for 10% CMR. Similar observations

are observed for the rest of the CMR values. However, for 80% CMR value, the MAPE and

MIAE for voltage magnitude and angle are least in MBDSSE-net followed by MFDSSE-net,

CS-ADMM (model-based), and, CS-ADMM (model-free). This may be because the network

becomes observable at such a high value of CMR, for which the MBDSSE-net approach takes

advantage and learns the sparsifying matrix using the data and model information. As a

result, the estimation accuracy is higher. However, exploiting the sparsity for the MFDSSE-

net approach is difficult as the basis matrix is only learned using the data. Hence, it recovers

the system states with an accuracy slightly less than the MBDSSE-net.

6.5.3 Robustness to Measurement Noise

In this subsection, we evaluate the performance of the proposed approaches to non-Gaussian

measurement noise. The state estimation method proposed in our study does not operate

under the constraint that the measurement noise confirms a Gaussian distribution rather

uses this assumption for simulation studies. This assumption aligns with common prac-

tices adopted in numerous prior studies, as indicated in (6.1) of the revised manuscript and

further supported by the works of references [53, 59, 128, 130]. The current form of our
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proposed approach is not confined to exclusively Gaussian measurement noise. To assess its

adaptability to non-Gaussian noise distributions, we have evaluated its performance under

Laplacian measurement noise. The performance assessment revealed that the MBDSSE-net

exhibits commendable accuracy in reconstructing system states, irrespective of the nature

of the measurement noise. Figure 6.5 shows the recovery of system states on the IEEE 123

bus network with a 30% (CMR) having a 10% variation of the measurement value following

a Laplacian noise distribution. We have shown the results for phase-a only in Figure 6.5.

However, similar results are obtained for the other two phases. The simulation result shows

that the proposed method is robust against various types of measurement noise.
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Figure 6.5: Voltage magnitude and angle estimation in the phase-a of the IEEE 123 bus
distribution network at 30% of CMR with different measurement noise

6.5.4 Robustness to Simulation Model

The proposed MFDSSE-net and MBDSSE-net are trained on the data generated from a

simulation environment. Hence, the fidelity of the simulation environment may directly

affect the performance of the proposed MFDSSE-net model and, hence, the accuracy of the

estimation. We have used the OpenDSS distribution network simulation tool to produce the

training data. The use of OpenDSS for power distribution network modeling and analysis is

accepted by the research community and the industry, which gives the first level of validation
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Figure 6.6: State recovery with inaccurate simulation model data

of the training data generation. To check the fidelity of the OpenDSS simulation tool further,

we have intentionally generated a test data set by opening one of the normally closed switches

of the IEEE 123 bus network. This process alters the network topology and produces a wrong

test data set. However, the training data remain unchanged. We estimate the system states

using this test data, considering 30% CMR. The estimation of the system states under the

changed topology of the IEEE-123 bus network is shown in Figure 6.6. We have shown the

results for the phase only. However, similar results are obtained for the other two phases.

It is observed from Figure 6.6 that MFDSSE-net can recover the system states accurately,

illustrating the robustness of the approach to training model inaccuracies. The voltage

magnitude estimation error MAPE and the voltage angle estimation MIAE are 1.41% and

0.38%, respectively.

6.6 Uncertainty Estimation

we propose a Bayesian deep unfolding to estimate both the mean and variance of the esti-

mated states.
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6.7 Proposed Approach

We model the power distribution network as a connected and undirected graph, G = (V , E);

where, V = 1, 2, · · · , N is the set of nodes, and E ⊆ V × V is the set of edges. Let |Vn|ejθn

and Sn = Pn + jQn represents the complex voltage and complex power injections at bus

n ∈ V , respectively. The measurement vector y = [|V |Tn , θTn , P T
n , Q

T
n ]

T includes all the

aggregated SCADA sensor and/or µPMU data from the network. We solve the compressive

sensing problem (6.6) to estimate the system states using the measurement vector y. In

order to solve (6.6), we first formulate the generalized least absolute shrinkage and selection

operator (LASSO) of (6.6) and then solve using alternating direction method of multipliers

(ADMM) [118] as follows,

minimize
s,z

1

2
||y −As||22 + λ||z||1

subject to: z− s = 0,

(6.28)

Here, z ∈ RN is an intermediate variable and λ > 0 is the regularization parameter. The

ADMM iterations to solve (6.28) are given by,

sk+1 = (ATA+ ρI)−1(ATy + ρ(zk − uk) (6.29)

zk+1 = Sλ/ρ(s
k+1 + uk) (6.30)

uk+1 = uk + sk+1 − zk+1 (6.31)

Where, u ∈ RN is the dual variable and Sλ/ρ is the soft threshold operator.
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6.7.1 Deep unfolding from ADMM iterations - DSSE-net

The ADMM iterations (6.30) and (6.31) can be further simplified as

uk+1 = (I−W)uk +Wzk + q−

Sλ/ρ((I+W)uk +Wzk + q),

zk+1 = Sλ/ρ((I+W)uk +Wzk + q),

(6.32)

where,

W = ρ(ATA+ ρI)−1 ∈ RN×N

q = q(y) = (ATA+ ρI)−1ATy ∈ RN

We map the update rule (6.32) to form L layers/iterations in an equivalent neural network

as,

ϑk+1 = χϑk + I1q+ I2Sλ/ρ(χ̃ϑ
k + q) (6.33)

where, ϑk =

uk

zk

 ∈ R2N ; χ =

I−W W

ON×N ON×N

 ∈ R2N×2N ; χ̃ =

[
−(I+W) W

]
∈

RN×2N ; I1 =

 q

ON

 ∈ R2N×N ; I2 =

 −I ON×N

ON×N I

 ∈ R2N×2N .

We map the update (6.33) to L layers/iterations in an equivalent neural network, and

named it “DSSE-net”. The output of each layers of DSSE-net is given as,

η1(y) = I1q+ I2Sλ/ρ(χ̃ϑ
k + q), (6.34)

ηk(ϑ) = χϑ+ I1q+ I2Sλ/ρ(χ̃ϑ+ q), k = 2, . . . , L. (6.35)

s = (ATA+ ρI)−1(ATy + ρ(zL − uL)), (6.36)

x̂ = Ψs. (6.37)

Here, uL , and zL are obtained from ϑL. ηk(ϑ) represents the kth output layer of the
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neural network. Ψ represents the trainable parameters for the neural network. From a CS

standpoint, this is equivalent to training/learning the best transformation basis as part of

the estimation process. While training the DSSE-net, there is a chance that the output

norm falls out of a reasonable range. To avoid unreasonable out-of-bound norm, x̂ is passed

through a limiting function ζ : RN → RN defined as,

ζ(x) =


x, if ∥x∥2 ≤ Kout,

Koutx/∥x∥2, otherwise,

for some constant value of Kout > 0.

The solution (6.37) obtained using the DSSE-net is not centered around the ground truth

value x∗. Hence, we need to debias it. The debiased LASSO construction proposed in [? ]

is based on the KKT conditions and is given by,

xd = x̂+
1

M
ΩAT (y −Ax̂), (6.38)

where, xd is the debiased recovered state vector and Ω is a matrix selected to approximately

invert the sample covariance matrix Σ = 1
M
ATA, i.e., ΩΣ ≈ IN×N . The difference between

the debiased LASSO and the ground truth is given as,

√
M(xd − x∗) =

ΩATη√
M
−
√
M(ΩΣ− IN×N)(x̂− x∗) (6.39)

Where, the first term in (6.39) has a normal distribution i.e.,ΩATη√
M
∼ N (0, σ2ΩΣΩT ) and

the second term is the remainder term which vanishes asymptotically [133],[134]. Hence, it

is possible to construct the confidence intervals for the ground truth x∗ based on xd.

In the next sub section, we discuss the Bayesian NN (BNN) construction for estimating

the mean and covariance of the estimates obtained using DSSE-net.
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6.7.2 Deep unfolding using BNN

The DSSE-net discussed in subsection 6.7.1 provides point estimate and does not say any-

thing about the estimation confidence. For safety-critical applications, it is imperative to

give a confidence interval of the predictions. In this subsection, we explore the use of BNN

in deep unfolding to estimate both the mean and the variances of the estimated states.

The likelihood function p(x|y, ψ) of the problem in (6.6) has the form.

p(x|y,ψ) = N
(
x|fψ(y), σ2I

)
, (6.40)

where, fψ : RM → RN is the deep unfolding network parameterized by ψ, and σ is a fixed

constant. Considering the training dataset consisting of measurement vectors and the true

states, we can compute the MAP estimate of the set of parameters by solving the following

optimization:

ψ̂MAP = argmin
ψ

{
1

2σ2

ND∑
i=1

∥x[i] − fψ(y[i])∥22 − log p(ψ)

}

where, (y[i],x[i]) is the ith training data pair. ND is the number of training datasets, p(ψ)

is the prior distribution of the parameter set. In the inference stage, for a given y∗, we can

calculate the prediction distribution p(x∗|y∗, ψ̂MAP). The probabilistic formulation implicitly

appears in the training and inference phase of the deep unfolding network discussed in

subsection 6.7.1. However, the discussed approach has two major problems in characterizing

the uncertainties of prediction; (1) the formulation fails to model the uncertainty in prediction

for a given measurement vector as it assumes a fixed parameter model of the covariance

matrix, and (2) the formulation does not model any parameter uncertainties as it only uses

a point estimate by following MAP estimation principle.

A Bayesian Neural network can solve the above two problems[135]. The first problem is

solved by defining a likelihood function to model the inherent uncertainty on the reconstruc-

tion task. In the case of a Gaussian likelihood, this can be accomplished by defining a neural
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network for the covariance matrix. BNN solves the second problem by defining the prior

distribution on the set of likelihood function parameters and then computing the posterior

distribution of the parameters given a training dataset. In the inference stage, BNN finds

the predictive distribution for a given measurement vector y∗ using

p(x∗|y∗,D) =
∫
p(x∗|y∗,ψ)p(ψ|D)dψ, (6.41)

where, p(x∗|y∗,D) is the prediction distribution. The first term in (6.41) is the likelihood

function, which incorporates the aleatoric uncertainty. The second term in (6.41) is the

posterior distribution of the network parameters and incorporates the epistemic uncertainty.

Thus a BNN can quantify both aleotoric and epistemic uncertainty for a deep unfolding

based NN for distribution system state estimation.

We define the likelihood function as

p(x|y,ψ) = N (x|fµ(y), diag(σ2
ρ(y))),

where, ψ = µ ∪ ρ, and fµ : RM → RN is the neural network parameterized by sets of

parameters µ maps a given measurement to a point estimate. Similarly, σ2
ρ : RM → RN

is the neural network parameterized by ρ, aims to capture the uncertainty of the estimates

for a given measurement. The likelihood implicitly assumes that x = fµ(y) + ϵl, where,

ϵl ∼ N (0, diag(σ2
ρ(y))), i.e., the aleatoric uncertainty modeled as additive Gaussian noise.

The true posterior distribution of the network parameters is intractable because of the

complex functional form and large number of network parameters. Hence, it is important to

approximate the posterior distribution. One of the methods for posterior approximation is

to use variational inference called MC dropout [136]. For a detailed discussion on variational

inference using MC dropout, the readers can refer to [137].

Suppose the neural networks fµ and σ2
ρ to estimate the mean and variance contain L1

and L2 number of layers/iterations, respectively. Then, we can write the two sets µ and ρ
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(a) Voltage magnitude recovery with 95% CI (b) Voltage angle recovery with 95% CI

Figure 6.7: Voltage estimation with debiased DSSE-net (30% CMR)

as,

µ =

L1⋃
i=1

{
Wf

i

}
and ρ =

L2⋃
j=1

{
Wσ

j

}
(6.42)

where, Wf
i and Wσ

j are the vectors consisting of the parameters of the NNs fµ and σ2
ρ,

respectively. We use variational inference MC dropout parametric distribution q(w|θ) for

approximation of the true posterior distribution p(ψ|D). We assume that the layers of the

two neural networks fµ and σ2
ρ are independent and the layers within the NNs are mutually

independent i.e., posterior parameterized by θ, q(ψ|θ). In this approach, the BNN learns

the parameter θ∗, which minimizes Kullback-Leibler (KL) divergence between the variational

and the true posterior. Thus the variational parameters θ of the approximate variational

distribution are computed by minimizing the the loss function given by (6.43),

θ∗ = argmin
θ

KL[q(ψ|θ)||p(ψ|D)]

= argmin
θ

KL[q(ψ|θ)||p(ψ)]− Eq(ψ|θ)[ln(p(D|ψ))]
(6.43)

Training the NN using the loss function given in (6.43) is called BayesByBackprop [138]. For

a Gaussian variational prior the first term of (6.43) is calculated analytically where as the ex-

pectation in the second term is calculated by Monte Carlo sampling, i.e., Eq(ψ|θ)[ln(p(D|ψ))] =
1

ND

∑ND

i=1 ln(p(D/ψ
(i))), with ψ(i) ∼ q(θ|ψ).
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After finding the approximate posterior distribution, in the inference stage we compute

the inference probability of the output x∗ for a measurement y∗ by using the two NNs fµ

and σ2
ρ for the mean and variance is given by,

E[x∗|y∗,ψ] = Ep(ψ|D)[fµ(y
∗)] (6.44)

Var(x∗|y∗,D) = Ep(ψ|D)[Var(x
∗|y∗,ψ)]+

Varp(ψ|D)(E[x∗|y∗,ψ])

= σ(x∗)2︸ ︷︷ ︸
Aleatoric variance

+Varp(ψ|D)(fµ(y
∗))︸ ︷︷ ︸

epistemic uncertainty

(6.45)

6.8 Simulation Results

This section discusses the performance of the proposed Bayesian deep unfolding-based DSSE.

Before diving into the simulation results, we present the data used for training the network,

followed by experimental results.

6.8.1 Data Preparation and network training

We evaluate the performance of the proposed Bayesian deep unfolding network using the

IEEE-123 bus benchmark system. We use real smart meter data from [131] for generating

training and testing data sets. We use the OpenDSSDirect python package [132] to solve

the AC power flow and to generate the ground truth data. Fifteen simulation days with

a 15-minute resolution are generated to form a data set corresponding to 1440 instances.

1008 (70%) time instants data is used for training, 216 (15%) for testing, and 216 (15%) for

validating the deep unfolding network. The training and testing measurements are obtained

from the ground truth data generated, corrupting the data with an additive Gaussian noise

of zero mean and a 10% variation of the measurement value. The proposed network is

trained using PyTorch in an NVIDIA GeForce RTX GPU with 32GB RAM machine. The

mean and variance of the sparsifying matrix Ψ of both the networks fµ for mean prediction
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(a) Voltage magnitude recovery with 95% CI (b) Voltage angle recovery with 95% CI

Figure 6.8: Voltage estimation with biased DSSE-net (30% CMR)

and σ2
ρ variance prediction, respectively are learned by the back propagation algorithm with

‘Adam’ optimizer and learning rate of 10−5. The network is trained for 250 iterations. The

penalty parameter ρ = 8 is used for training and testing, and the number of layers/iterations

chosen is 15 for both mean prediction network fµ and variance prediction network σ2
ρ. These

parameters are obtained using the validation data set of 216 (15%) time instants of the total

data set.

6.8.2 Experimental results

In this subsection, we evaluate the performance of the proposed method on the IEEE-123

bus network [120].

The IEEE-123 bus network is unbalanced with single-phase, two-phase, and three-phase

loads and overhead and underground lines. The training, testing, and validation data are

obtained by following the procedure explained in subsection 6.8.1. The estimation per-

formance of the proposed Bayesian deep unfolding network is evaluated in terms of mean

absolute percentage error (MAPE) and mean integrated absolute error (MIAE) for volt-

age magnitude and angle, respectively, and are defined as, MAPE =
1

N

∑N
i=1

∣∣∣∣xi − x̂ixi

∣∣∣∣,
MIAE =

∑N
i=1

|θi−θ̂i|
N

[21]. Where xi and x̂i are the true and estimated voltage magnitudes

at bus i, similarly, θi and θ̂i are the true and estimated voltage angles at bus i.
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Network MAPE (%) MIAE
biased DSSE-net 5.01 0.38
debiased DSSE-net 4.48 0.32

Table 6.3: DSSE-net performance with 30% CMR

We present the simulation results for both the biased and debiased Bayesian DSSE-net.

In case of biased DSSE-net, the neural network construction excludes the use of (6.38) in

its architecture. However, all other parameters are the same as in the debiased DSSE-net.

The simulation results for voltage magnitude and angle estimation for a 30% compressed

measurement ratio (CMR) using the debiased and biased DSSE-net is shown in Fig. 6.7

and Fig. 6.8, respectively. Here, we include the results of the only phase-a However, similar

observations can be obtained for the other two phases. A careful observation of Fig. 6.7a and

Fig. 6.8a shows that, in the case of debiased DSSE-net, the use of (6.38) removes the bias

and ensures that the estimates are centered around the ground truth value. As the estimates

are near the ground truth value, the variances in the estimation are low. On the other hand,

the estimates obtained using biased DSSE-net have a skewed structure, i.e. all the estimated

values lie below the ground truth values ( see Fig. 6.8a). As the estimates are away from their

true value, the variance is more. Similar observations can be drawn from angle estimates

as shown in Fig. 6.7b and Fig. 6.8b for debiased and biased DSSE-net, respectively. The

performance of both the networks in estimating the mean voltage magnitude and angle is

given in Table 6.3. It can be seen from Table 6.3 that both networks perform equally well in

estimating the mean values of the system states. However, the Bayesian debiased DSSE-net

estimation has less variance than the biased DSSE-net.

6.9 Summary

This chapter proposes a novel model-informed, learning-based distribution system state

estimation technique. We formulate two deep unfolding NNs, namely MFDSSE-net and

MBDSSE-net. The MFDSSE-net is a purely data-driven neural network, whereas the

MBDSSE-net is a physics-informed deep unfolding neural network.
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The performance of the proposed networks is evaluated on the IEEE-123 bus distribution

network by considering real-world load data. Simulation results show that the MFDSSE-

net, MBDSSE-net, and model-based CS-ADMM estimate the system states with reasonable

accuracy even for 10% CMR. The estimation process proposed here uses deep learning tech-

niques. Hence, it is imperative to give the associated confidence bound of the estimations.

Hence, we propose a Bayesian deep unfolding network that can give point estimates and the

associated variance. By offering insights into the uncertainties of the state estimates, this

approach improves situational awareness and empowers distribution network operators to

make more informed control and management decisions.
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Chapter 7

Cyber Attack Analysis

This chapter discusses the robustness of the proposed CS- based DSSE to various cyber-

attacks.

7.1 Cyber Attack modeling

The modern distribution grid is configured with smart sensing devices like smart meters,

remote terminal units (RTUs), phasor measurement units (PMUs), and communication in-

frastructure. All these smart devices may communicate with each other and the control

center wirelessly or via Ethernet connections. This exposes the distribution grid measure-

ments to cyber intrusions [139]. Cyber-attacks on measurements in power grids can adversely

impact state estimation, which in turn can cause catastrophic system failures. For exam-

ple, a successful synchronized cyber-attack on Ukrainian power distribution grids in 2015

led to a system-wide power outage for around 6 hours switching off 30 substations, causing

considerable economic loss and seriously affecting citizens’ lives [140]. Similarly, deception

attacks on memory-based event-triggering schemes used for load frequency control have been

shown to have a disastrous effect on the power system [141]. Therefore, it is essential to an-

alyze the robustness of the distributed state estimation strategies to cyber intrusions. This

chapter analyzes the impacts of some of the critical cyber-attacks (e.g., loss of measurement
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data, false data injection (FDI), replay, and neighborhood attack) on distributed grid state

estimation.

7.2 Cyber Attack Models

1. Loss of measurement : As discussed earlier, sparsity-based state estimations like CS

exploit the spatial correlation of the measurement data. In the distribution grid, the

number of measurement data is scarce; any further loss in measurement data can have

a detrimental effect on estimation accuracy. Further details can be obtained from

sections AMI.19, AMI.28, WAMPAC.6, etc. of [142].

2. False data injection (FDI) attack : It is a process of compromising the sensor reading

such that the estimation process fails to detect and produces wrong values for the

estimation variables. Here, we have considered two ways to corrupt the data, namely

additive corruption and multiplicative corruption. The detailed procedure to realize

the FDI attack is given below;

Multiplicative attack model:

ẑi = (1± 0.1r)zi, (7.1)

where, zi and ẑi is the actual and corrupted measurement at node i respectively. The

degree of corruption is decided by r, and its value is chosen from a uniform probability

distribution between 0 and 1.

Additive attack model:

ẑi = zi ± 0.1rz̄, (7.2)

where, z̄ is the mean of all the similar measurements, i.e., if zi is the voltage mea-

surement, then z̄ is the mean of all the available voltage measurements. The ±ve sign

in (7.1) and (7.2) shows the corruption direction. The +ve sign leads to over-attack,

and the −ve sign leads to under-attack. Related scenarios from [142] include AMI.27,

WAMPAC.3, etc.
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3. Neighborhood attack : Analysis of this attack plays an important role in identifying

the areas of attack that can create maximum disruption to distribution network state

estimation. This attack is realized by compromising all the measurements from a

physical neighborhood. Related scenarios from [142] include AMI.27, WAMPAC.3,

etc.

4. Replay attack : This attack is considered the easiest attack to implement. In this

framework, measurements from the previous time step are passed on as a current mea-

surement to the estimator. This attack is realized by considering maximum variability

in voltage and power to simulate maximum corruption.

7.3 Simulaltion Results

In order to study the effect of cyber attacks, we first design our sensing architecture and

attack setup on the IEEE 123 bus test system, as discussed earlier. The IEEE 123-bus test

system is a standard network, and it has 260 single-phase nodes; this excludes the slack

bus. We have considered measuring devices that measure active power P , reactive power Q

injections, and the voltage phasor. The total number of measurements possible is (260×3) =

780. For the cyber intrusion scenario creation, the total number of measurements available

is considered to be 20% of the maximum possible measurements, i.e., (780 × 0.2) = 156.

These measurements are randomly selected for each scenario.

We first present the simulation results for the loss of measurements attack. Out of the

20% of the available measurements data, we consider that 10% to 90% of the data is removed.

We have performed ten simulations for each random removal of data. Figure 7.1 shows the

voltage magnitude recovery and voltage angle recovery to loss of measurement attack. It

can be observed that the performance of the voltage magnitude estimation deteriorates only

marginally as the % of measurement loss increases beyond 80%. This shows the robustness

of the distributed CS-based state estimation to the loss of measurement data.

Now we will discuss the robustness of the algorithm to FDI attacks. In this case out of
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Figure 7.1: Voltage recovery under loss of measurement attack

the 20% available data, 10% to 90% of data is randomly corrupted using (7.1) for additive

and using (7.2) for multiplicative corruption, respectively. Here, we present only the over

attack scenario. However, similar observations can be obtained for under attack scenarios

as well. Figure 7.2 shows the plot of MAPE and MIAE against the increase in % of data

corruption. It is observed that the error in voltage magnitude and the angle increases with

an increase in % of data corruption. However, the maximum value of MAPE and MIAE is

well below the permissible limit, which shows the algorithm’s robustness to FDI attacks.

Next, we present the neighborhood attack as shown in Figure 7.3. For our simula-

tion, neighborhoods are selected based on geographical proximity. As discussed earlier, the

IEEE123-bus network is divided into three sub-networks of an approximately equal number

of single-phase nodes. Figure 7.3(a) and 7.3(b) shows the MAPE in voltage magnitude and

MIAE in voltage angle, respectively. Each plot shows the error in estimation when all the

measurements of that area are corrupted. It can be observed that MAPE is more when the

measurements of area 2 are corrupted. Hence it can be inferred that area 2 has the highest

impact on the state estimation accuracy and should be given extra preference in security.

Next, we discuss the impact of replay attack in Figure 7.4. The attack is realized by
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Figure 7.2: Voltage recovery under FDI attack
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Figure 7.3: Voltage recovery under neighborhood attack
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Figure 7.4: Voltage recovery under replay attack

considering a previous time step measured value as the current input to the estimator. The

attack is checked under two highly heterogeneous load profiles, i.e., the measurements of

the peak load duration are fed as the input to the estimator when the load curve attends

its valley during the day. Figure 7.4(a) shows the MAPE in voltage magnitude, and Figure

7.4(b) shows the MIAE in voltage angle. It can be observed from the figure that MAPE due

to replay attack is more at each CMR compared to the current time step estimation. This is

because of the difference in load variation. However, both MAPE and MIAE are well within

the permissible limits. The effect of a replay attack on the state estimator output can be

different for different networks.

Finally, we discuss the multi-attack scenario and its effect on the distributed CS-based

state estimation. We have considered a multi-cyber attack case that includes loss of measure-

ment (e.g., due to DOS attack) and FDI (multiplicative) attack simultaneously. The attack

scenario is evaluated on the IEEE 37 bus test system at 30% CMR. The voltage magnitude

and angle recovery in the multi-attack scenario are shown in Figure 7.5 (a) and Figure 7.5

(b), respectively. As expected, it is observed that the estimation accuracy decreases with an

increase in data loss and FDI attacks.
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Figure 7.5: Voltage recovery in multi-cyber attack (loss of data + FDI)

7.4 Summary

In this chapter, we have analyzed the robustness of the proposed distributed algorithm to four

commonly occurring cyber-attacks, namely loss of measurements, FDI, replay, and neigh-

borhood attacks. Simulation results show that the CS-based distributed state estimation is

highly robust to all four attacks, with the replay attack being the least effective in creating

a significant error in state estimation results.
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Chapter 8

Microgrid Secondary Control

In this chapter, we discuss our proposed game theoretic-based microgrid secondary control.

8.1 Introduction

The global energy landscape has radically transformed in recent years. Some driving forces

for the transformation include (1) pressing concerns posed by climate change, (2) the rise

in energy prices, and (3) increasing concerns about energy security and reliability. As tra-

ditional centralized power systems grapple with these challenges, microgrids (MGs) with

distributed energy resources (DERs) emerge as a novel alternative. MGs are localized, au-

tonomous energy systems integrating various DERs, energy storage devices, loads, and other

power electronic equipment [89, 90].

In the conventional power grid, synchronous generators maintain voltage and frequency

stability because of their inbuilt inertia [3]. At the same time, ensuring frequency and volt-

age stability is crucial in MGs. Generally, the microgrids are flooded with IBRs that lack

inertia. Droop control has emerged as a dominant solution to regulate voltage and frequency

in MGs because of its simple implementation [92]. Moreover, droop control only relies on

local measurements and requires no communication [93]. However, due to its inherent char-

acteristics, droop control may not be precise and can cause voltage and frequency deviations
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from their nominal values [4]. Therefore, a secondary level of hierarchical control becomes

necessary to compensate for the voltage and frequency deviations from its normal values [94].

The secondary control acts as a compensation mechanism. The approaches to implement

secondary control in MG architecture are centralized, decentralized, or distributed. Details

of the different secondary control architecture in MG setup can be found in [95]. Central-

ized control has an easier decision-making process and coordination [4]. However, it suffers

from large communication bandwidth requirements, which leads to decision delays and low

reliability. On the other hand, the decentralized controller does not require exclusive com-

munication infrastructure (CI) to restore the frequency and voltage. Each DER restores its

frequency and voltage amplitudes to nominal values individually. However, the CI is required

for transferring data from the tertiary control and MG centralized control layers [96]. On

the contrary, distributed secondary controllers use a low bandwidth sparse communication

network in which the inverters are only required to interact with the neighboring inverters.

8.2 Background and Preliminaries

In this section, we introduce some useful background related to microgrids that will drive

our follow-on secondary control design discussions.

8.2.1 Primary control of MG

AC microgrid consists of DC sources behind a DC/AC inverter and an LC filter connected

to the point of common coupling (PCC) through an RL output connector [97]. The inverters

normally operate on voltage control mode during the islanded operation of MG [98]. A

typical DG model with the inverter control loops is shown in Fig. 3.1. The major control

loops of the inverter control are the current control loop, the voltage control loop, and the

power control loop, which employs the droop controller. A detailed mathematical model

of the control loops is explained in [99]. The power control loop generates the voltage

references V ∗
od, V

∗
oq based on the set points provided by the secondary control, where, V ∗

od and

V ∗
oq are direct and quadrature axis voltages, respectively. The voltage controller generates
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the direct and quadrature axis current references i∗Ld and i
∗
Lq, respectively. Then, the current

control loop is activated to regulate the outputs of the inverter by generating sinusoidal pulse

width modulation (SPWM). The power control loop employs droop control. Droop-based

control is an autonomous control that requires no communication links among the DERs. In

an islanded microgrid, the objective of droop control is to maintain voltage and frequency

stability keeping the active and reactive power sharing. The two governing equations for the

primary droop control of ih DG are as follows [94].

ωi = ωn −mpiPi
V od
i = Vn − nqiQi

V oq
i = 0

(8.1)

where, ωn and Vn are the nominal system frequency and nominal voltage amplitude, respec-

tively. ωi is the output frequency. V
od
i , and V oq

i are the direct and quadrature axis voltages,

respectively. Pi and Qi are the measured active and reactive power, respectively. mpi and

nqi are the droop gain for frequency and voltage, respectively. The value of mpi and nqi

are calculated as, mpi =
ωmax−ωmin

Pmax
, nqi =

Vimax−Vi min
Qmax

. The measured power Pi, and Qi are

obtained by filtering the converter output through a low pass filter with a cutoff frequency

of ωci. Mathematically, Pi =
1

s+ωci
pi, Qi =

1
s+ωci

qi. Where, pi and qi are the DG active and

reactive power output, respectively. Generally, for simple control purposes, Voq is set to zero,

and hence, the voltage magnitude is expressed as Vi =
√

(V od
i )2 + (V oq

i )2 = V od
i . Hence, the

primary droop control in (9.2b) is expressed as,

ωi = ωn −mpiPi (8.2)

Vi = Vn − nqiQi (8.3)
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8.2.2 Secondary Control of Microgrid

The conventional way of compensating for the deviation in frequency and voltage amplitude

after the primary droop control is through a centralized controller. The centralized controller

employs a proportional-integral controller given as [94, 100],

δωi = KPω (ωn − ωi) +KIω

∫
(ωn − ωi) dt. (8.4)

δVi = KPV (Vn − Vi) +KIV

∫
(Vn − Vi) dt, (8.5)

Where, KPV , KIV , KPω and KIω, are the proportional and integral (PI) gain for the volt-

age and frequency controller, respectively. Vn and ωn is the nominal voltage and reference

frequency respectively. δVi and δωi are the offsets in voltage and frequency, respectively

(generated by the secondary control). These offset parameters are sent to the primary droop

controller to compensate for the voltage and frequency. Although the controller works well,

designing and tuning the PI parameters is difficult. Furthermore, the centralized controller

needs a high bandwidth communication network and suffers from the single-point failure is-

sue. Therefore, we propose a game-theoretic approach for the secondary control of frequency

in an islanded microgrid. This approach requires localized communications limited among

neighboring IBRs. Next, we discuss a general model for the communication network in MG.

8.2.3 Communication network modeling

Consider a communication network that enables information exchange among inverters. This

network is represented by a weighted directed graph G = (V , E) with a nonempty finite

set of N vertices (an example is shown in Fig. 3.2). The node-set, the edges, and the

graph adjacency matrix are defined as V = {v1, v2 . . . vN}, E ⊂ V × V , A = [aij] ∈ RN×N ,

respectively. The IBRs are considered the vertices of the communication graph, and the

edges of the communication network form the links. The edges from node vj to vi is denoted

by (vj, vi), i.e., node vj receives information from vi. The weight of the communication link
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is given by aij > 0 if (vj, vi) ∈ E and aij = 0 otherwise. The in-degree matrix is defined by

D = diag(di) ∈ RN×N with di =
∑N

j=1 aij. Finally, the graph Laplacian matrix is defined as

L = D−A. The Laplacian matrix L has all row sums equal to zero, i.e., L1N = 0, where

1N is a column of all ones. The graph G is called balanced if its Laplacian matrix L meets

1T
NL = 0. A graph is said to have a spanning tree if there exists a node (called the root)

that has a directed path from this node to other nodes in the graph [101]. The graph is said

to be connected if the algebraic connectivity i.e., the second smallest eigenvalue, is non-zero.

8.3 Proposed Approach

In this paper, we propose a game-theoretic distributed secondary control of frequency for

islanded microgrids. As the dynamics of the inner control loops are much faster than the

droop control, the secondary control is designed by considering only the power dynamics [64].

We first introduce the game design for distributed frequency control.

8.3.1 Game design for distributed frequency control

The frequency-active power droop control action for ith DG is given in (8.2). Differentiating

(8.2) with respect to time yields,

ω̇ni = ω̇i +mpiṖi (8.6)

By denoting ω̇i = ui, (8.6) can be written as,

ω̇ni = ui +mpiṖi. (8.7)

Hence, a careful design of the secondary control of the ith DG, ui can yield the nominal

frequency as,

ωni =

∫ t

0

(ui +mpiṖi)dt. (8.8)
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Based on the above discussion, we try to address the following problem.

Problem 1. Consider the AC microgrid discussed in 9.2.2 with frequency dynamics

in (8.6). The goal is to design the secondary controller ui in (8.8) such that,

lim
t→∞

(ωi(t)− ωj(t)) = 0 and ωi(t) = ω∗,∀i, j ∈ V , (8.9)

where, ω∗ is the desired frequency of the microgrid. To solve Problem 1, we formulate the

controller design problem as a game played among the IBRs. The cost function for each IBR

corresponds to,

Ji(ωi,ωi−) = −ωnωi +
1

2
ω2
i + βωi

∑
j∈Ni

ai,jωj ∀ωi ∈ V (8.10)

where, ωi ∈ Ω is the action taken by ith IBR, and ωi− is the action taken by all other IBRs

in the MG. ωn is the nominal frequency. Ni is the neighbor set of IBR i and it is defined

as Ni = {j = 1, . . . , N |(i, j) ∈ E}. β ∈ [0, 1] is the payoff parameter that measures the

neighbors’ effect on the cost function of ith IBR.

Next, we define the frequency error of ith IBR from the microgrid desired frequency ω∗

as,

δi = ωi − ω∗, ∀i ∈ V . (8.11)

The time derivative of (8.11) gives error dynamics of ith IBR as,

δ̇i = ω̇i = ui, ∀i ∈ V . (8.12)

From (8.11) and (8.12), it is clear that, we have to design ui such that δi = δ̇i = 0. To

achieve that, we design the controller as,

ui = min
ωi

Ji(ωi,ωi−), (8.13)

where, Ji(ωi,ωi−) is the cost function of each player defined in (8.10).
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Consider a N player game (i.e., an MG with N IBRs), where the cost function of each

player of the game is defined as in (8.10). Let, ω = [ω1, ω2, . . . , ωN ]
T ∈ RN be the vector of all

player’s actions; ωi ∈ R+ is the action of player i and ωi− = [ωi, ω2, . . . , ωi−1, ωi+1, . . . , ωN ] ∈

RN−1 is the actions of all players but i.

Assumption 1:The players can communicate with their neighbors via the un-directed

graph G = (V , E), discussed in 9.2.2.

The Nash equilibrium of the game is ω∗ = (ω∗
i ,ω

∗
i−) which minimizes the cost function

is defined as follows.

Note: The Nash equilibrium achieved in the described game is a pure Nash equilib-

rium, in contrast to scenarios with discrete strategy spaces where mixed Nash equilibria are

possible.

Definition 1. Nash equilibrium (NE) of an N -player game is defined as, “the action

profile on which no player can reduce its own cost by unilaterally changing its own action

i.e., ω∗ = (ω∗
i ,ω

∗
i−) is the Nash equilibrium of the N -player game if for ωi ∈ R”,

Ji(ω
∗
i ,ω

∗
i−) ≤ Ji(ωi,ω

∗
i−), ∀i. (8.14)

8.3.2 Existence and Uniqueness of NE

It is clear from the game formulation that each player chooses their own action ωi to min-

imize its cost function Ji(ωi,ωi−), given others’ actions ωi− , the communication graph G,

represented by the adjacency matrix A, and the parameter β. If the cost function of each

player Ji is continuous and twice differentiable in ωi, minimizing Ji with respect to ωi gives

the best response,

ωi = ωn − β
∑
j=Ni

ai,jωj (8.15)

where, ωn is the nominal frequency of the microgrid. Each player tries to reach ωn by

combining its own and neighbor’s actions. If the weighted sum of the neighbor’s actions is

less than ωn, player i makes up the difference; otherwise, the player takes no action. Let ω

be the best reply of all the players in the communication graph represented by the adjacency
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matrix A. Using matrix notation in (8.15) yields,

Proposition 1. Action ω is a Nash equilibrium of the N-player game if and only if,

(I+ βA)ω = 1ωn, (8.16)

where, I ∈ RN×N is the identity matrix and 1 ∈ RN is a column vector of all 1. Proof:

We write the cost function defined in (8.10) for all players in matrix form as,

J = −1ωn ◦ ω +
1

2
ω ◦ ω + βω ◦ (Aω) (8.17)

Given other players actions ωi− , finding the best reply of ith IBR is to find the minimum

value of (8.17), which can be obtained by the first order necessary condition. Applying the

first-order necessary condition on (8.17) yields the NE condition defined by (8.16).

Proposition 1 can be used to find all the equilibria of any graph A and β. However, the

equilibrium point changes with change in β or the change in graph structure. Hence, next,

we define the criteria for a unique and stable equilibrium. To achieve this, we use the theory

of potential games [143].

Consider a game with cost functions Ji(ωi,ωi−). A function Φi(ωi,ωi−) is the potential

function for this game if and only if ∀ ωi, ωi
′ and ωi− satisfies,

Φi(ωi,ωi−)− Φi(ω
′

i,ωi−) = Ji(ωi,ωi−)− Ji(ω
′

i,ωi−),∀i. (8.18)

A potential function mirrors the cost function of each player. If there is a change in the

action of ith player from ωi to ω
′
i, the potential function changes by the same amount as its

cost function would change. A potential function exists for a game with cost function Ji, if

and only if (8.19) holds.
∂2Ji(ω)

∂ωi∂ωj

=
∂2Jj(ω)

∂ωi∂ωj

,∀i ̸= j (8.19)
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For the game played among the IBRs, with each having a cost function Ji, there exists a

potential function as ∂2Ji(ω)
∂ωi∂ωj

=
∂2Jj(ω)

∂ωi∂ωj
= βai,j, and it is given as,

ϕ(ωi,ωi−) = ω
T1ωn +

1

2
ωT (I+ βA)ω. (8.20)

Note: The second term in (8.20), (I + βA) relates to the Nash equilibrium obtained in

proposition 1. This term will be the central term of our discussion.

Lemma 1. For given communication infrastructure A and parameter β, the set of Nash

equilibria is either a saddle point or minima for the potential function Φ(ω).

Proof: Consider minimizing the potential function,

min
ω

Φ(ωi,ωi−), ∀i (8.21)

Actions ω is a Nash equilibrium if and only if ω satisfies the Kuhn-Tucker conditions of (8.21).

The first-order conditions for (8.21) mimic the agent’s individual best responses. Given

other agents’ actions, each agent chooses his/her action in the game as if he/she wants to

minimize the potential function. Hence, the first-order solution can either be a saddle point

or a minimum for the potential function.

Lemma 2. The N-player game has a unique Nash equilibrium if |λmin(A)| < 1/β.

Proof: Each player is trying to minimize the potential function defined in (8.20), given

others actions. There will be a unique Nash equilibrium if and only if the first-order con-

ditions of (8.20) have only one solution. A sufficient condition for the unique solution is

the strict convexity of the potential function. The strict convexity of Φ(ω) can be obtained

by taking the second derivative, which yields (I + βA). Hence, the potential function is

strictly convex if I + βA is negative definite. The matrix (I + βA) is negative definite if

|λmin(A)| < 1/β, where, λmin(A) is the smallest eigenvalue of A.
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8.3.3 Stability of NE

The equilibrium point’s stability refers to the equilibrium point’s deviations due to a slight

change in the player’s actions around the equilibrium point. In other words, an equilibrium

point is asymptotically stable if it converges back to the equilibrium point after a slight per-

turbation around the equilibrium point. Mathematically, let B(x, ϵ) = {y ∈ Rn
+ : ||y − x|| <

ϵ} and ϑ(t,y), be the value of the unique solution to the system of differential equations

at time t. An equilibrium x is asymptotically stable if ∀ϵ > 0,∃η > 0 : ∀y ∈ ϑ(x, η),∀t ≥

0, ϑ(t,y) ∈ B(t, ϵ) and ∃ϵ > 0 : y ∈ B(x, η), lim
t→∞

ϑ(t,y) = x.

Proposition 2. The Nash equilibrium ω will be a stable Nash Equilibrium if and only if

λmin(A) < 1/β.

Proof: For the stability of the NE, we will again analyze the second-order condition for

minimization of the potential function defined in (8.20) as follows,

ω is a minimum of Φ on R+
n iff, ϵT (I+ βA)ϵ ≤ 0,∀ϵ ∈ Rn;

ω is a strict minimum of Φ R+
n ϵ

T (I+ βA)ϵ < 0,∀ϵ ∈ Rn.

If ω is the minima, then (I+ βA) is negative semi-definite matrix. Similarly, if ω is the

strict minima, then (I + βA) is negative definite matrix. On the contrary ω is maxima of

Φ, if (I+ βA) is a positive definite matrix, which is impossible. Therefore, any NE which is

not a minimum of the potential function is a saddle point.

8.3.4 Convergence to NE

Convergence to Nash equilibrium refers to the process by which players in a game adjust

their strategies over time in such a way that they eventually reach a Nash equilibrium.

Theorem 1. The game defined by the cost function of each player in (8.10) converges to

the η- pure Nash equilibrium (η − PNE) in
(

N
η
logΦ(ω0)

Φmin

)
iterations.

The proof of Theorem 1 needs some background of the game dynamics and some defini-

tions; hence, we will present the backgrounds here before we move to the final proof.
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Definition 2. Best response dynamic is a straightforward procedure by which the players

adjust their strategies to reach the Nash equilibrium of the game.

Proposition 3. In a finite potential game, the best response dynamic converges to a pure

Nash equilibrium [143].

Proof: In every iteration of best response dynamics, the deviator’s cost strictly decreases,

and hence by (8.20) the potential function Φ decreases strictly. Since the game is finite, best

response dynamics eventually halt at Nash equilibrium (PNE).

Definition 3. η -Nash equilibrium is a state in which no player has more than a eta

incentive to move. Mathematically, a strategy set ω = (ω1, ω2, . . . , ωN) ∈ ΠN
i=1Ωi is an

η-Nash equilibrium if for every player i, (8.22) holds,

Ji(ω
′
i,ωi−) ≤ (1− η)Ji(ω1, . . . , ωi, . . . , ωN) ∀ω′

i ∈ Ωi. (8.22)

Assumption-2 In a potential game, where the players follows a η-best dynamic strategies

response, there is always a player whose utility function has a value at least greater than the

potential function i.e.,
N

max
i=1

Ji(ω) ≥ Φ(ω)
N

.

Proof of Theorem 1: We consider the players of the game, where each player has a utility

function defined in (8.10) follows a η-best response dynamic to reach the Nash equilibrium.

We use the potential function relation with the utility function defined in (8.18) to prove the

convergence. We know from (8.18),

Φi(ωi,ωi−)− Φi(ω
′

i,ωi−) = Ji(ωi,ωi−)− Ji(ω
′

i,ωi−),∀i.

Using (8.22) in the above equation,

Φi(ωi,ωi−)− Φi(ω
′

i,ωi−) ≥ ηJi(ω
′

i,ωi−)

≥ η

N
Φ(ω) using Assumption ??
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Parameters Symbol Quantity Value

Electrical

Vdc DC Voltage 700 V
VMG MG system voltage 380 (phase-phase rms) V
f MG nominal frequency 60 Hz
Lf filter inductance 3.5 mH
Rf filter resistance 0.1 Ω
Cf filter capacitance 50 µ F

Lines
R Line resistance 0.15 Ω
L Line inductance 3500 µ H

PI controller

Kpc Proportional current gain 54.97
Kic Integral current gain 1.57× 103

Kpv Proportional voltage gain 0.2859
Kiv Integral voltage gain 594.85

Droop
mp Frequency droop 0.9× 10−6

nq Voltage droop 3× 10−3

Game β Payoff parameter 0.001

Table 8.1: Parameters of the microgrid test system

The crust here, in every iteration of η-best response dynamics, decreases the potential func-

tion by at least by a factor of (1− η
N
). Thus, every N

η
iteration decreases the potential function

by a constant factor. Considering the initial values of the potential function Φ(ω0) and its

value can not drop less than Φmin, η-best response dynamic converges in
(
O(N

η
logΦ(ω0)

Φmin
)
)

iterations.

8.4 Simulation Results

The effectiveness of the proposed game theoretic secondary control (GaTSeC) on an islanded

four IBR-based microgrid test system is implemented in MATLAB/Simulink. The test

system and the corresponding communication graph are shown in Fig. 3.2 (a) and Fig. 3.2

(b), respectively. The DGs are connected through a series of RL branches. The electrical

specification of the microgrid is shown in Table 9.1. The results of the proposed distributed

game-theoretic controller are compared with the distributed averaging proportional integral

(DAPI) controller proposed in [144].

We organize the simulation results into four studies. First, we evaluate the controller
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(a) Proposed (GaTSeC) approach (b) Secondary control using DAPI approach

Figure 8.1: Case-1: Microgrid operation with same droop gain and no load change

performance for general load variations, followed by the performance of the controller to

communication link failure. Next, we evaluate the controller performance under different

values of the payoff parameter β, and finally, we evaluate the controller adaptability for the

plug-and-play operation of the microgrid. It is assumed that DGs can only communicate

with their neighboring DGs.

8.4.1 General load variation

In this subsection, we assess the effectiveness of the proposed secondary control across dif-

ferent loading conditions of the DGs while varying the droop gain values. We consider four

distinct study scenarios as detailed below. Throughout these cases, the microgrid initially op-

erates solely with the primary droop controller, adhering to (8.2) for frequency control. The

secondary controller is activated at the two-second mark, influencing the system’s response.

Case-1 (Equal droop gain and no load transients): This case considers an equal amount

of load connected at each DG terminal, and all the power converters have equal droop gain as

given in Table 9.1. The active and reactive power load connected at each generator terminal

is P1 = P2 = P3 = P4 = 5.8 kW and Q1 = Q2 = Q3 = Q4 = 3.48 kVAR, respectively. The

126



active power share among the DGs and the frequency of each DG unit using the proposed

game theoretic secondary controller and the DAPI controller are shown in Fig. 8.1 (a) and

Fig. 8.1 (b), respectively. As mentioned earlier, the microgrid initially operates using the

local primary droop controller until two seconds, causing a frequency deviation from the

nominal value of 60 Hz. At two seconds, the secondary controller switches on, as a result

of which the proposed game-theoretic approach swiftly restores converter frequencies to the

nominal value, as depicted in Fig.8.1(a). However, there is a minor frequency overshoot that

occurs before stabilizing the deviations at 3 seconds by the (DAPI) controller, illustrated in

Fig.8.1(b). Examination of Fig.8.1(a) (top) and Fig.8.1(b) (top) reveals that both controllers

ensure equal power distribution among DGs, transitioning from zero loads to the full load

of 5.8 kW in almost equal time.

Case-2 ((Equal droop gain with load transients): In this case, all the DGs have equal

droop gain and are connected with equal loads as in Case-1. However, unlike Case-1, there

is a sudden increase in load P
′
2 = 5.8 kW and Q

′
2 = 4.8 KVAR at DG 2 terminal at 6 seconds,

and the same load is removed at 10 seconds. The response of the proposed GaTSeC and

the DAPI controller for active power share among the DGs and the frequency restoration is

shown in Fig. 8.2 (a) and Fig. 8.2 (b), respectively. In this case, the microgrid also operates

with only the primary controller for two seconds, which is why we see the frequency deviation

from the nominal value for two seconds. At two seconds, the secondary control turns on and

restores the DG frequencies to the nominal value. As discussed earlier, there is a sudden

increase of load at six seconds at the DG2 terminal, as a result of which the frequency of the

converters drops below 60 Hz. However, the secondary control immediately acts and restores

the frequencies to its nominal values. It can be observed from Fig. 8.2 (a) (bottom) that the

frequency restoration only takes 0.3 seconds using the proposed GaTSeC approach. Because

the proposed approach has a polynomial degree of convergence as discussed in Theorem 1.

On the other hand, the DAPI controller takes more than 1.1 seconds to restore the system

frequency, as depicted in Fig. 8.2 (b). This shows that the proposed GTC is almost 70%

faster than the DAPI controller in achieving frequency restoration. Similar observations are

also noticed when there is a sudden removal of load at the DG2 terminal.
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(a) Proposed GaTSeC approach (b) Secondary control using DAPI approach

Figure 8.2: Case-2: Microgrid operation with same droop gain and load transients
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(a) Proposed (GaTSeC) approach (b) Secondary control using DAPI approach

Figure 8.3: Case-3: Microgrid operation with unequal droop gain and no load transients

Case-3 (Unequal droop gain and no load transients): In this case, we observe the proposed

game theoretic secondary controller response when the converters have unequal droop gain.

This case is also built upon Case-1. However, the converters have different droop gains.

Specifically, converter one and converter 2 have droop gain as given in Table 9.1, but converter
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three and converter 4 has a droop gain half of the converter one and converter 2, i.e.,

mp3 = mp4 = mp1/2 = mp2/2. The response of the proposed secondary GaTSeC and the

DAPI controller for power sharing among the DGs and frequency restoration is shown in

Fig. 8.3 (a) and Fig. 8.3 (b), respectively. It is clear from Fig. 8.3 (a) and Fig. 8.3 (b) that

till two seconds the DGs follow the local primary droop controllers. As a result, there is

frequency deviation from the nominal value, and the power share by each DG shares an

inverse relationship with their respective droop gains i.e., DG3 and DG4 share twice the

power DG1 and DG2 as mp3 = mp4 = mp1/2 = mp2/2. At two seconds, the secondary

controller switches on, and it successfully restores the system frequency in both controllers.

In the DAPI controller, the power share among the DGs remains the same as the primary

controller, as depicted in Fig. 8.3 (b) (top). However, with the proposed secondary GTC, the

power share among the DGs follows the same pattern as the primary droop controller, but

the difference in power share is almost zero, making the power-sharing among the converters

almost equal. This ensures that the converters share almost equal powers irrespective of

their droop gain.

Case-4 (Unequal droop gain with load transients): In this study, we investigate the re-

sponse of the proposed game-theoretic secondary controller to sudden load changes in the

presence of converters with unequal droop gain, thereby combining elements from Case-2

and Case-3 scenarios. Similar to the preceding cases, the microgrid operates solely under

the primary controller for the initial two seconds, exhibiting a response akin to Case-2. To

assess the controller’s performance during abrupt load variations, we introduce an additional

load of P
′
2 = 5.8 kW and Q

′
2 = 4.8 at DG2 terminal, followed by its removal at ten seconds.

The response of the proposed GaTSeC and the (DAPI) controller in restoring the system

frequency post a sudden load increase is illustrated in Fig. 8.4(a) and Fig. 8.4(b), respectively.

Upon a sudden load increase at DG2 terminal, the power supplied by DGs escalates to

meet the increase load demand. Notably, in the proposed game-theoretic control, the DG2

terminal shares the maximum load compared to other DGs, as depicted in Fig 8.4(a) (top).

Conversely, the DAPI controller evenly distributes power among DGs based on the droop

gain of the converter units, as shown in Fig 8.4(b) (top). Despite the load disturbance, the

129



proposed game-theoretic control swiftly restores the system frequency to its nominal value

within 0.3 seconds, as evidenced in Fig 8.4(a) (bottom). In contrast, the DAPI controller

requires approximately 1.7 seconds for frequency restoration, as illustrated in Fig 8.4(b)

(bottom). This implies that our proposed controller exhibits a restoration speed that is

approximately 80% faster than the DAPI controller.

Furthermore, it is noteworthy that the frequency overshoot is more pronounced in the

DAPI controller compared to our proposed controller in response to sudden load increases.

Similar trends are observed during load decreases. A crucial finding between Case-2 and

Case-4 is that the proposed game-theoretic control consistently restores the system frequency

in 0.3 seconds, regardless of the droop gain of the converters. In contrast, the frequency

restoration time increases from 1.1 seconds in the case of equal droop gain to 1.7 seconds

when converters have unequal droop gain. This underscores the robustness and efficiency of

the proposed game-theoretic control in managing system dynamics under varying conditions.
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Figure 8.4: Case-4: Microgrid operation with unequal droop gain and load transients
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8.4.2 Effect of payoff parameter β on Nash equilibrium

In this subsection, we will discuss the effect of β on the Nash equilibrium of the proposed game

theoretic distributed secondary control of MG. As discussed in 8.3.2, the communication

infrastructure and the value of β decide the uniqueness of the NE. As long as |λmin(A)| <

1/β, the game has a unique and stable NE. The Nash equilibrium of the game with two

different values of β for power sharing and frequency of the converters is shown in Fig. 8.5

(a) and Fig. 8.5 (b), respectively. To demonstrate the effect of β on the NE, we consider

the loading on the converters as discussed in 8.4.1, Case-1. The MG was operating steadily

in NE with β = 0.001. At 0.8 sec, the value β increases from 0.001 to 0.01. As a result,

Proposition 2 fails. This leads to two Nash equilibria for the game. Hence, converters operate

at two different frequencies in two groups. The power share among the converters became

imbalanced, leading to the failure of the NE.
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Figure 8.5: Nash equilibrium with different β values
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Figure 8.6: Performance of the Game-theoretic controller during plug-and-play operation
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8.4.3 Plug and Play Operation

In this specific section, we explore the adept plug-and-play performance of the proposed

game theoretic controller. The controller’s efficacy during the removal and subsequent re-

connection of DG3 from the Microgrid (MG) at the sixth and eleventh seconds, respectively,

is visually represented in Fig. 8.6. Initially, the MG operates in a stable state under the

conditions outlined in 8.4.1, Case-1. The uniform droop gain across all converters ensures an

equitable power distribution among them. At the sixth second, DG3 is detached from the

MG, introducing transients within the system. Consequently, the power contribution of DG3

reduces to zero, causing an augmented load distribution among the remaining DGs, as de-

picted in Fig. 8.6(a). A parallel response is observed when DG3 is reintegrated into the MG

at the eleventh second, restoring an equal power distribution among all DGs. Throughout

these dynamic adjustments, the removal and re-connection of DG3 induce frequency devi-

ations from the nominal value. Nonetheless, the game theoretic controller adeptly rectifies

these deviations, swiftly restoring the system frequency. This underscores the demonstrated

proficiency of the proposed controller in facilitating seamless plug-and-play operations within

the MG.

8.5 Summary

This chapter paper proposes an innovative solution to address distributed secondary con-

trol in microgrids (MG) for frequency restoration. The approach involves formulating the

secondary frequency control problem as a non-cooperative game within a multiagent system

framework. The paper derives both necessary and sufficient conditions for achieving the NE.

By conducting extensive simulations on a representative MG model under various loading

conditions, the proposed approach is validated and demonstrates its superiority over the

DAPI method.
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Chapter 9

RL for Secondary Control of

Microgrids

This chapter introduces the RL-based microgrid secondary control followed by an adversarial

robust formulation of the RL agents.

9.1 Introduction

Over the recent years, microgrids (MGs) have emerged as versatile and adaptive solutions

for addressing various challenges the energy sector is facing, starting from enhancing grid

resiliency and sustainability to promoting energy access and innovation. MGs are localized,

autonomous energy systems integrating various distributed energy resources (DERs), energy

storage devices, loads, and other power electronic equipment [89, 90]. MGs can operate

with the main grid or independently (island mode of operation) to enhance the overall grid

resilience and efficiency [90, 91]. However, ensuring frequency and voltage stability is cru-

cial in MGs. In the conventional power grid, voltage and frequency stability is achieved by

synchronous generators because of their inbuilt inertia [3]. On the other hand, most MGs

are sourced by solid-state power electronics devices that lack inertia. Droop control has

emerged as a dominant solution to regulate voltage and frequency in MGs because of its
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simple implementation [92] and reliance on local measurements without requiring any com-

munication infrastructure [93]. However, due to its inherent characteristics, droop control

may not be precise and can cause voltage and frequency deviations from their nominal val-

ues [4]. Therefore, a secondary level of hierarchical control becomes necessary [94] and serves

as a compensation mechanism. Based on the communication requirements, MG secondary

control is broadly classified into three types [95]: (1) Centralized control: This enables easier

decision-making and coordination [4]. However, centralized control suffers from large com-

munication bandwidth requirements, which leads to decision delays and low reliability; (2)

Decentralized secondary control: This approach does not require exclusive communication

infrastructure (CI) for control. Each DER restores its frequency and voltage amplitudes

to nominal values individually. However, the CI is required for transferring data from the

tertiary control and MG centralized control layers [96]. (3) Distributed secondary control:

This uses a low bandwidth sparse communication network in which the inverters are only

required to interact with the neighboring inverters.

9.2 Background and Problem Description

In this section, we briefly discuss some useful background related to microgrids that will

drive our follow-up secondary control design discussions.

9.2.1 Large Signal Model of Inverters

AC microgrids consist of a number of inverter-based DERs. Every inverter-based resource

can be represented by DC sources behind a DC/AC inverter and an LC filter connected to

the point of common coupling (PCC) through an RL output connector [97]. The inverters

normally operate on voltage control mode during the islanded operation of MG [98]. A

typical DG model with the inverter control loops is shown in Fig. 3.1. The major control

loops of the inverter control are the current control loop, the voltage control loop, and

the power control loop, which employs the droop controller. In this subsection, we briefly
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summarize three control loops.

The DG dynamics are expressed with respect to their own d-q (direct-quadrature) ref-

erence frame. Hence, the reference frame of each DG is derived from the common reference

frame is given as,

δ̇i = ωi − ωcom (9.1)

where, δi is the angle of inverter i, ωi is the angular frequency of inverter i and ωcom is the

angular frequency of common reference frame. The power control loop is responsible for

generating the reference voltage signals Vi for the voltage controller loop and the operating

frequency ωi for the inverter by employing the primary droop equation given as,

ωi = ωni −mpiPi, (9.2a)

Vi = Vni − nqiQi. (9.2b)

The power controller block has two low pass filters with cutoff frequency ωc to extract the

fundamental components of active and reactive powers Pi and Qi, respectively. The first-

order differential equation of the filter is given as,

Ṗi = −ωciPi + ωci(vodiiodi + voqiioqi), (9.3a)

Q̇i = −ωciQi + ωci(voqiiodi − vodiioqi) (9.3b)

where, vodi and voqi are the direct and quadrature axis inverter output voltage, respectively.

Similarly, iodi and ioqi represent the direct and quadrature axis inverter output currents,

respectively.

The voltage controller is responsible for generating the required reference current values

for the current controller [145]. The differential-algebraic equations of the voltage control
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loop are given by,

ϕ̇di = v∗odi − vodi, (9.4a)

ϕ̇qi = v∗oqi − voqi, (9.4b)

i∗ldi = Fiiodi − ωbCfivoqi +KPV i (v
∗
odi − vodi) +KIV iϕdi, (9.4c)

i∗lqi = Fiioqi + ωbCfivodi +KPV i

(
v∗oqi − voqi

)
+KIV iϕqi (9.4d)

where, KPV i and KIV i are the PI-controller gains, ωb is the nominal frequency, Fi > 0 is a

positive constant, and Cfi is the filter capacitance. v∗odi, v
∗
oqi are the direct and quadrature

components of reference voltages, respectively. Similarly, i∗ldi, i
∗
lqi are the direct and quadra-

ture components of the input reference currents, respectively. ϕdi and ϕqi are the auxiliary

state variables introduced for the PI controller.

Similarly, the current controller produces the required reference voltage signal for the

inverter input voltages [145]. The differential-algebraic equations of the current controller

correspond to,

ψ̇di = i∗ldi − ildi (9.5a)

ψ̇qi = i∗lqi − ilqi (9.5b)

v∗idi = − ωbLfiilqi +KPCi (i
∗
ldi − ildi) +KICiψdi (9.5c)

v∗iqi =ωbLfiildi +KPCi

(
i∗lqi − ilqi

)
+KICiψqi (9.5d)

Here, KPCi and KICi are the PI-controller gains, ωb is the nominal frequency, and Lfi is

the filter inductance. v∗idi, v
∗
iqi are the direct and quadrature components for input reference

voltages, respectively. ildi, ilqi are the direct and quadrature components of the actual inverter

output currents, respectively. ψdi and ψqi are the auxiliary state variables introduced for the

PI controller.
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The differential equations of the output LC filter correspond to,

i̇ldi =−
Rfi

Lfi

ildi + ωiilqi +
1

Lfi

vidi −
1

Lfi

vodi, (9.6a)

i̇lqi =−
Rfi

Lfi

ilqi − ωiildi +
1

Lfi

viqi −
1

Lfi

voqi, (9.6b)

v̇odi =ωivoqi +
1

Cfi

ildi −
1

Cfi

iodi, (9.6c)

v̇oqi =− ωivodi +
1

Cfi

ilqi −
1

Cfi

ioqi. (9.6d)

Here, Rfi is the filter resistance and ωi is the inverter angular frequency. vod, voq are direct

and quadrature components of the output voltages, respectively.

Finally, the differential equations of the output RC connector are given as,

i̇odi = −
Rci

Lci

iodi + ωiioqi +
1

Lci

vodi −
1

Lci

vbdi, (9.7a)

i̇oqi =−
Rci

Lci

ioqi − ωiiodi +
1

Lci

voqi −
1

Lci

vbqi. (9.7b)

Here, RCi, LCi are the output RC connector resistance and inductance, respectively. vbdi

and vbqi are the direct and quadrature components of the bus voltage, respectively.

Let the state vector of an inverter i be represented via χ, where

χ = [δi, Pi, Qi, ϕdi, ϕqi, ψdi, ψqi, ildi, ilqi, vodi, voqi, iodi, ioqi]
T

The large signal non-linear dynamical model of an inverter i is given by,


χ̇i = fi(χi) + gi(χi)ηi + hi(χi)ui

yi = o(χi).

(9.8)

where, fi(xi),gi(xi) and hi(xi) are derived from (9.3) to (9.7), and ηi = [ωcomm, vbdi, vbqi] is

the known disturbance.
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9.2.2 Communication network modeling

We consider the microgrid to have a communication network over which the inverters ex-

change information. This network is represented by a weighted directed graph G = (V , E),

where, the node-set and the edges are represented by V = {v1, v2 . . . vN}, E ⊂ V ×V , respec-

tively. Assume that the network has finite set vertices i.e., |V| = N and A = [aij] ∈ RN×N

is the graph adjacent matrix. The IBRs are considered the vertices of the communication

graph, and the edges of the communication network form the links. The edges from node

vj to vi is denoted by (vj, vi), i.e., node vj receives information from vi. The weight of the

communication link is given by aij > 0 if (vj, vi) ∈ E and aij = 0 otherwise. The in-degree

matrix is defined by D = diag(di) ∈ RN×N with di =
∑N

j=1 aij. Finally, the graph Laplacian

matrix is defined as L = D−A. The Laplacian matrix L has all row sums equal to zero, i.e.,

L1N = 0, where 1N is a column of all ones. The graph G is called balanced if its Laplacian

matrix L meets 1T
NL = 0. A graph is said to have a spanning tree if there exists a node

(called the root) that has a directed path from this node to other nodes in the graph [101].

The graph is said to be connected if the algebraic connectivity, i.e., the second smallest

eigenvalue, is non-zero.

9.2.3 Problem Description

The droop controller described in (9.2a) and (9.2b) leads to steady-state error because of load

imbalance or unequal power changes. Hence, it needs secondary compensation to restore the

system voltages and frequencies to their nominal steady-state values by adding correction

terms. These correction terms are generated by the secondary controller and correspond to,

ωi = ωni −mpiPi + δωi, (9.9a)

Vi = Vni − nqiQi + δVi (9.9b)
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Here, δωi and δVi are the correction terms generated by the secondary controller. The goal

of the secondary controller is to design δωi and δVi such that the following holds true [146]

Lim
t→∞

(ωi(t)− ωj(t)) = 0 and ωi(t) = ω∗,∀i, j ∈ V , (9.10a)

Lim
t→∞

(Vi(t)− Vj(t)) = 0 and Vi(t) = V ∗,∀i, j ∈ V , (9.10b)

9.3 Proposed Approach

For designing the secondary control, we consider the microgrid to be represented by a graph

described in Section 9.2.2. A representative microgrid and the associated communication

network are given in Fig. 3.2a and Fig. 3.2b, respectively. For designing the secondary

control, we consider the controller only having information about the inverter angles δ,

angular frequencies ω, and the terminal voltages v. Considering only three variables, we find

the discrete-time dynamics of the MG as,

x1(n+ 1) = f1(x1(n)), (9.11a)

x2(n+ 1) = f2(x2(n)) + uω(n), (9.11b)

x3(n+ 1) = f3(x3(n)) + uv(n), (9.11c)

where,

x1(n) = [δ1(n), δ2(n), . . . , δn(N)]T ∈ TN , (9.12a)

x2(n) = [ω1(n), ω2(n), . . . , ωN(n)]
T ∈ RN , (9.12b)

x3(n) = [V1(n), V2(n), . . . , VN(n)]
T ∈ RN , (9.12c)

uω(n) = [uω1(n), uω2(n), . . . , uωN(n)]
T ∈ RN , (9.12d)

uv(n) = [uv1(n), uv2(n), . . . , uvN(n)]
T ∈ RN , (9.12e)

x = [xT
1 (n),x

T
2 (n),x

T
3 (n)]

T ∈ R3N . (9.12f)
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Here, uω and uv are the secondary controllers for frequency and voltage restoration to be

designed in the next subsection. Before we design the controller uω and uv, we would like

to briefly describe the conditions of Lyapunov stability criteria for the discrete system in

(9.11).

Definition-1: Consider a nonlinear dynamical system described as, x(n+1) = f(x(n), n)+

b(n) with b(n) being an unknown bounded disturbance. The system is said to be ultimately

uniformly bounded [147], and the norm of the state is bounded within a neighborhood of

ϵ > 0, if there exists a function ϑ(x(n), n) with partial differences ϑ̇(x(n), n) and x is in a

compact set S ∈ RN such that,

1. ϑ(x(n), n) is positive definite i.e., ϑ(x(n), n) > 0) and

2. ϑ̇(x(n), n) < 0 for ||x|| > ϵ

9.3.1 Error dynamic evaluation

Let us consider a microgrid defined by the non-linear system dynamics in (9.11). We assume

f2(x) and f3(x) are unknown functions and need to design uω and uv for frequency and

voltage deviations resulting after the primary droop control. Consider the vector of nominal

system frequency x∗
2 = 1Nω

∗ ∈ RN and vector of reference value of the voltages at PCC is

xref
3 = 1Nvref ∈ RN . The error in frequency deviation from the nominal frequency value

and error in voltage deviation from the reference value is Eω and Ev, respectively, and are

defined as,

Eω(n) = x∗
2 − x2(n) (9.13a)

Ev(n) = xref
3 − x3(n) (9.13b)
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This results in the error dynamics,

Eω(n+ 1) = x∗
2 − x2(n+ 1) (9.14a)

Ev(n+ 1) = xref
3 − x3(n+ 1) (9.14b)

The goal is to design uω and uv, such that the error dynamics defined in (9.14) stabilize for

both frequency and voltage. From now on, we focus on the derivation of stabilizing the error

dynamic in voltage. A similar argument can be obtained for the frequency error stability.

Using (9.11c) in (9.14b), the error dynamics in voltage can be written as,

Ev(n+ 1) = xref
3 − [f3(x(n)) + uv(n)] (9.15)

We define the candidate Lyapunov function as,

VEv = ET
v (n)Ev(n) (9.16)

The difference of (9.16) gives,

∆VEv = ET
v (n+ 1)Ev(n+ 1)− ET

v (n)Ev(n) (9.17)

Using (9.15) in (9.17) gives,

∆VEv = [xref
3 − [f3(x(n)) + uv(n)]]

T

[xref
3 − [f3(x(n)) + uv)(n)]]− ET

v (n)Ev(n)

(9.18)

From Definition-1, in order to stabilize Ev, ∆VEv < 0. Hence, we select the control input as,

uv(n) = xref
3 − f3(x(n)) +ΛEv(n), (9.19)
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where, Λ is a diagonal positive definite matrix. Substituting (9.19) in (9.18) gives

∆VEv =
N∑
i=1

(λ2i − 1)E2
vi, (9.20)

where, λi is the i
th eigenvalue of the matrix Λ and Evi is the i

th element of the error vector

Ev. Hence, the error Ev is asymptotically stable if ∆VEv < 0 or in other words 0 ≤ λmax < 1.

Here λmax is the maximum eigenvalue of the positive definite matrix Λ.

The above discussion holds if the f3(x) is known. However, in practice, the f3(x) is

unknown because of wrong documentation of the network parameters, network aging, or

network topology changes. Hence, we estimate the approximate value of f3(x) using the

actor-network of reinforcement learning in the next section of the article. Let’s assume the

approximate value of f3(x) ≈ h(x). With the approximation, we can design the control

input uv as,

uv(n) = xref
3 − h(x(n)) +ΛEv(n), (9.21)

Hence, (9.18) can be written as,

∆VEv = [ĥ(x(x)) +ΛEv(n)]
T

[ĥ(x(x)) +ΛEv(n)]− ET
v (n)Ev(n),

(9.22)

where, ĥ(x) = f3(x) − h(x) is the function estimation error. Therefore, from (9.22), ∆VEv

has a negative value i.e., ∆VEv < 0, if

∥ĥ(x(x)) +ΛEv(n)∥ < ∥Ev(n)∥. (9.23)

Let’s assume the maximum estimation error is hmax, i.e., ∥ĥ(x)∥ < hmax, then (9.23) can be
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written as,

∥ĥ(x(x)) +ΛEv(n)∥ ≤ ∥ĥ(x(x))∥+ ∥ΛEv(n)∥

≤ hmax + λmax∥Ev(n)∥

< Ev(n)

(9.24)

solving further (9.24) results

Emax
v < ∥Ev(n)∥, (9.25)

where, Emax
v = hmax

1−λmax
. This follows that ∆VEv < 0 if Emax

v < ∥Ev(n)∥. In other words, the

error dynamic stabilizes asymptotically for a compact set S = {Emax
v < ∥Ev(n)∥}.

9.3.2 RL for Function Approximation

Actor-critic reinforcement Learning (RL) represents a pivotal advancement in function ap-

proximation within decision-making systems. This paradigmatic approach amalgamates the

best of both worlds, leveraging the strengths of both policy-based (Actor) and value-based

(Critic) methods to enhance learning efficiency and stability. At its core, Actor-Critic RL

revolves around two key components: the actor, responsible for selecting actions based on

a policy, and the critic, tasked with evaluating the chosen actions. This duality enables the

system to simultaneously learn a policy and approximate the value function, offering a more

robust framework for navigating complex environments. Through function approximation,

Actor-Critic RL transcends the limitations of tabular methods by generalizing across states,

enabling scalability to high-dimensional state spaces. By utilizing function approximation

techniques such as neural networks, the Actor-Critic architecture can effectively capture the

underlying dynamics of the environment, facilitating adaptive and flexible decision-making.

Moreover, in actor-critic method of RL, the Actor uses estimates of the discounted sum of

the reward signals, subtracting the Critic output from the actor output lowers the variance

and speed up the learning process. Hence, we adopt the Actor-critic RL for the function

approximation discussed in 9.3.

We propose to design the secondary controller problem in the MG as a multi-agent
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reinforcement learning (MARL) problem expressed as a Markov decision process (MDP).

The MDP is described by the tuple (N,S,Ai,P ,Ri, γ), where,

1. N is the number of agents (i.e., the number of inverters in the microgrid)

2. S is the state space of the system, x(n) ∈ S is the state of the system at time instant

n. For designing the secondary controller, we only consider the states described in

(9.12f) rather than all states of the MG as defined in (9.8).

3. Ai is the action set of each agent. ai(n) ∈ Ai is the action of agent ai at time instant n.

We define the joint action of all the agents at time n as a(n) = [a1(n), a2(n), · · · , aN(n)] ∈

A, where A = A1×A2×· · ·×AN . We consider the actions taken by each agent are the

correction terms δωi and δVi used for frequency and voltage restoration, respectively

(as defined in (9.9)).

4. P(x(n+ 1)|x(n), a(n)) is the transition probability of states.

5. Ri is the reward function of each agent as defined in (9.27).

6. γ ∈ [0, 1) is the future discount factor.

We propose the use of neural networks for both actor and critic networks. We measure

the long-term performance of the cost function J (n) ∈ RN using the instantaneous costs

as [148],

J (n) =
∞∑

m=n

γm−nr(m+ 1)

= r(n+ 1) + γr(n+ 2) + γ2r(n+ 3) + · · ·

(9.26)

Here, 0 < γ < 1 is the discount factor and r(n) = [r1(n), r2(n), · · · rN(n)] ∈ RN is the

instantaneous cost vector defined as,

ri(n) =


0 if |Ev(n)| ≤ ξ

1 if |Ev(n)| > ξ

(9.27)
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Here, i ∈ V and ξ ∈ R+ is a fixed threshold. ri(n) measures the current performance

of the ith DG. ri(n) = 0 signifies the successful restoration of the voltage at the ith DG

and ri(n) = 1 signifies unsuccessful voltage restoration. In a microgrid, the functions

f1(x(n)), f2(x(n)), f3(x(n)) are unknown; hence, we define a critic network to learn the

cost function J (n) in real-time as discussed in the next subsection.

9.3.3 Critic Network Architecture

The output of the critic network Ĵ (n) ∈ RN learns to approximate the cost function J (n) ∈

RN . With x3(n) as the input of the critic network, the output Ĵ (n) ∈ RN is defined as,

Ĵ (n) = Wc
ho

T (n)ηc
(
Wc

ih
T (x3)

)
(9.28)

Here, Wc
ih

T ∈ Rn1×N is the weight matrix between the input and hidden layers and the

hidden layer has n1 number of layers. Similarly, the weight matrix between the hidden and

output layer is represented by Wc
ho

T (n) ∈ RN×n1 . The function ηc
(
Wc

ih
T (x3)

)
∈ Rn1 is

the basis function. We will use the short hand notation ηc for ηc
(
Wc

th
T (x3)

)
for further

discussion.

We define the temporal difference error of the critic network as,

Ec(n) = r(n) + γĴ (n)− Ĵ (n− 1)

= r(n) + γWc
ho

T (n)ηc(n)−Wc
ho

T (n− 1)ηc(n− 1)

(9.29)

Now, we want minimize the objective function of the critic network J c defined as,

J c(n) =
1

2
EcT (n)Ec(n) (9.30)

For low computational complexity, we fix the weights of the input to hidden layer matrix

Wc
ih

T to unity. Hence, only update the weights of the matrix connecting the hidden layers to

the output layers Wc
ho

T (n). This assumption can be relaxed if needed. Taking the gradient
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of (9.30) with respect to Wc
ho

T (n) gives,

∂J c(n)

∂Wc
ho(n)

=
∂J c(n)

∂Ec(n)

∂Ec(n)

∂Ĵ (n)
∂Ĵ (n)
∂Wc

ho(n)
(9.31)

Using, (9.28), (9.29) and (9.30) in (9.31) we get,

∂J c(n)

∂Wc
ho(n)

= γηc(n)EcT (n) (9.32)

Now, we update the weight matrix with a learning rate αc ∈ R+ as,

Wc
ho(n+ 1) = Wc

ho(n)− αcγEcT (n)ηc(n)

= Wc
ho(n)− αcγηc(n)×(

r(n) + γWc
ho

T (n)ηc(n)−Wc
ho

T (n− 1)ηc(n− 1)
)T (9.33)

In the next subsection, we will discuss the architecture of the actor network to minimize

both the function approximation error ĥ(x) and the cost function J (n).

9.3.4 Actor Network Architecture

The goal of the actor-network is to find the function approximation h(x) of the true unknown

function f3(x). Once h(x) is calculated, the next task is to plug it into the control policy

defined in (9.21). We define the function estimation as a single-layer neural network similar

to the critic network parameterized by,

h(x) = Wa
ho

T (n)ηa
(
Wa

ih
T (x3(n))

)
(9.34)

where, Wa
ho

T ∈ RN×n2 is the matrix connecting the hidden layers to the output layer,

Wa
ih

T ∈ Rn2×N is the weight matrix connecting the input layer to the hidden layer, and

ηa
(
Wa

ih
T (x3(n))

)
is the basis function. Similar to the critic network, we fix the weights of

Wa
ih to an identity matrix and we only update the weights of Wa

ho using gradient descent
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algorithm. Again, this assumption can be relaxed.

As per the discussion in 9.3.1, the function estimation error ĥ(x) ∈ RN is given as,

ĥ(n) = f3(n)− h(n). (9.35)

Let the desired cost function is J ∗(n) ∈ RN and its approximation is the output of the

critic network Ĵ (n) defined in (9.28). The error between these two functions is defined as,

J̃ (n) = Ĵ (n)− J ∗(n) (9.36)

We train the actor network using ĥ(x) and J̃ (n) by defining a prediction error of the

actor network Ea(n) ∈ RN as

Ea(n) = ĥ(n) + J̃ (n) (9.37)

As per (9.26) and (9.27) at the steady state J ∗(n) = 0. Hence, we write (9.37) as,

Ea(n) = ĥ(n) + Ĵ (n) (9.38)

Now, we consider the objective function for the actor network to minimize as,

J a(n) =
1

2
EaT (n)Ea(n) (9.39)

We calculate the gradient of (9.39) with respect to Wa
ho as,

∂J a(n)

∂Wa
ho(n)

=
∂J a(n)

∂Ea(n)

∂Ea(n)

∂ĥ(n)

∂ĥ(n)

∂Wa
ho(n)

(9.40)

Using (9.34), (9.37) and (9.39) in (9.40) we get,

∂J a(n)

∂Wa
ho(n)

= ηa(n)EaT (n) (9.41)

Now considering the learning rate of actor-network as αa ∈ R+, we calculate the update rule
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of the actor-network as,

Wa
ho(n+ 1) = Wa

ho(n)− αaηa(n)EaT (n)

= Wa
ho(n)− αaηa(n)(ĥ(n) + Ĵ (n))T

(9.42)

However, we can not use (9.42) for the weight update rule of actor-network as it has the

unknown function f3(x3(n)). In order to eliminate the dependency on f3(x3(n)), we use

(9.21) in (9.15) to find the value of ĥ(n) as,

ĥ(n) = Ev(n+ 1) +ΛEv(n) (9.43)

Finally, we obtain the weight update rule of the actor-network using (9.43) in (9.42) as,

Wa
ho(n+ 1) = Wa

ho(n)− αaηa(n)(ĥ(n) + Ĵ (n))T

= Wa
ho(n)− αaηa(n)

(Ev(n+ 1) +ΛEv(n) + Ĵ (n))T

(9.44)

The actor is responsible for estimating the nonlinear dynamics of the system and gener-

ating the control input (9.21) such that it minimizes the cost function Ĵ (n) (estimated by

the critic network). The critic adapts the estimation of the cost function, given x(n), and

the voltage regulation error signal. This process is repeated until we reach our control goal.

In the next section, we focus our discussion on the design of adversarial attacks on the RL

agents.

9.4 Adversarial Attack on RL agents

In Section 9.3, we delved into the structural components of RL agents, which consist of both

an actor-network and a critic network. These agents engage with the environment through a

reward signal, a pivotal element in reinforcement learning. At every discrete time step n, the
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RL agent decides upon an action based on its current observation of the environment, aiming

to minimize the cumulative future rewards as stipulated in equation (9.26). A control policy

governs this decision-making process denoted as uv, hereafter referred to as Π to align with

standard RL terminology. Given that this policy is typically modeled using neural networks,

it renders the RL agent vulnerable to adversarial attacks. Such attacks involve perturbing

observations that coerce the RL agent into undertaking sub-optimal actions, thereby increas-

ing its cumulative future rewards. The success of an adversarial attack can be quantified by

the extent to which it diminishes the rewards accrued by the RL agent. In contrast to con-

ventional adversarial strategies aimed at degrading the RL agent’s performance, we propose

an innovative approach: designing adversarial attacks that reduce the total accumulated re-

ward. This paradigm shift introduces novel challenges, particularly considering the intricate

relationship between the actions taken by the RL agent and its subsequent observations.

A strategically designed adversary can exploit this relationship to guide the agent towards

states that maximize cumulative rewards, potentially leading to significant degradation in

overall performance. However, it’s essential to acknowledge the potential risks associated

with such strategic attacks. Given that actions taken by the RL agent influence its future

observations, an optimal design of an adversary could inadvertently steer the agent towards

states with catastrophic outcomes. Consequently, the design of strategic attacks must be

approached with caution, balancing the quest for improved rewards with the mitigation of

potential risks. In the subsequent subsection, we will delve deeper into the intricacies of

strategic attack design, exploring methodologies to systematically perturb observations and

guide the RL agent towards states conducive to enhanced reward accumulation.

9.4.1 Strategic Attack design

In each episode, an RL agent observes a sequence of observations or states x1,x, · · · ,xL.

Instead of attacking at every time step in an episode, we design a strategically-timed attack

that selects a subset of time steps to attack the agent. Let δ1, δ2, · · · δL be the sequence of

perturbations. Let R1 be the expected return at the first time step. We formulate the above
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intuition as an optimization problem as,

min
b1,b2,·,bL,δ1,δ2,···δL

R1(x̄1, x̄2, · · · , x̄L)

x̄n = xn + bnδn ∀ n = 1, · · · , L

bn ∈ {0, 1} ∀ n = 1, · · · , L
L∑

n=1

≤ Γ

(9.45)

Here b1, b2, · · · bL are binary variables signifying adversarial attack time in an episode and δn

is the magnitude of adversarial. If bn = 1, the perturbation is applied. Otherwise, we do not

alter the state. The constant Gamma limits the total number of attacks. In other words,

the adversary maximizes the expected accumulated rewards by strategically attacking less

than Γ ≤ L time instants.

The optimization problem presented in (9.45) poses a formidable challenge due to its

nature as a mixed-integer programming problem. Additionally, in reinforcement learning

(RL) scenarios, the observation at any given time step n is contingent upon all preceding

observations, compounding the complexity of devising a solution to (9.45). This complexity

escalates exponentially with the length of the observation sequence denoted by L. Given

these daunting challenges, a direct solution to (9.45) becomes impractical. In investigating

adversarial attacks on deep RL agents, we circumvent these computational limitations by

proposing a heuristic algorithm. This algorithm aims to compute the sequence of attack

timing decisions b1, b2, · · · , bL (addressing the ẅhen-to-attackp̈roblem) and the corresponding

attack magnitudes δ1, δ2, · · · , δL (resolving the ”how-to-attack” problem). By adopting a

heuristic approach, we trade off optimality for computational tractability, thereby enabling

practical exploration of adversarial strategies. In the subsequent discussion, we first outline

our methodology for addressing the ”when-to-attack” problem, followed by an elucidation

of our approach to tackling the ”how-to-attack” problem.
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9.4.2 When to Attack

We introduce a relative action preference function c for solving the when-to-attack problem.

The function c computes the preference of the agent in taking the most preferred action

over the least preferred action at the current state x(n) [149]. A large c implies that the

agent strongly prefers one action. For policy gradient-based methods such as the actor-critic

algorithm, if the action distribution of a well-trained agent is uniform at state x(n), it means

that taking any action is equally good. But, when an agent strongly prefers a specific action

(The action has a relatively high probability.), it means that it is critical to perform the

action; otherwise, the accumulated reward will be reduced. Based on this intuition, we

define the c function as,

c(x(n)) = max
a(n)

Π(x(n), a(n))−min
a(n)

Π(x(n), a(n)) (9.46)

where Π is the policy network that maps a state–action pair (x(n), a(n)) to a probability,

representing the likelihood that the action at is chosen. In our strategically-timed attack,

the adversary attacks the deep RL agent at time step n when the relative action preference

function c has a value greater a threshold parameter β. In other words, bn = 1 if and only

if c(x(n)) ≥ β. We note the β parameter controls how often it attacks the RL agent and is

related to Γ.

9.4.3 How much to attack

To craft an adversarial magnitude at time step δn, we search for a perturbation to be added

to the observation that can change the preferred action of the agent from the originally

(before applying the perturbation) most preferred one to the originally least preferred one.

We use the attack method similar to a false data injection attack method to corrupt the

state at time instant n as,

δn = µx (9.47)
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Parameters Symbol Quantity Value

Electrical

Vdc DC Voltage 700 V
VMG MG system voltage 380 (phase-phase rms) V
f MG nominal frequency 60 Hz
Lf filter inductance 3.5 mH
Rf filter resistance 0.1 Ω
Cf filter capacitance 50 µ F

Lines
R Line resistance 0.15 Ω
L Line inductance 3500 µ H

PI controller

Kpc Proportional current gain 54.97
Kic Integral current gain 1.57× 103

Kpv Proportional voltage gain 0.2859
Kiv Integral voltage gain 594.85

Droop
mp Frequency droop 0.9× 10−6

nq Voltage droop 3× 10−3

Table 9.1: Parameters of the microgrid test system

Where, µ decides the degree of corruption, and its value is chosen from a uniform probability

distribution between 0 and 1. This approach allows us to leverage the output of a trained

deep RL agent as a cue to craft effective adversarial attack for increasing the cumulative

rewards.

9.5 Simulation Results

In this section, we discuss the effectiveness of the proposed adversarial robust MARL for

secondary control of an islanded four IBR-based microgrid test system. The test system and

the corresponding communication graph are shown in Fig. 3.2a and Fig. 3.2b, respectively.

The DGs are connected through a series of RL branches. The electrical specification of the

microgrid is shown in Table 9.1. It is assumed that DGs can only communicate with their
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Figure 9.1: Frequency restoration with adversarial training

Figure 9.2: Frequency restoration with adversarial training

neighboring DGs. The associated adjacency matrix of the communication graph is,

A =



0 1 1 0

1 0 0 1

1 0 0 1

0 1 1 0


We train two MARL algorithms, one without adversarial robustness and the other with the

adding adversaries in the policy function. The time of adversaries’ introduction to the policy

function is decided by following (9.46). The magnitude of adversaries is decided by (9.47).

We have selected the adversaries’ magnitude to 0.1 for this study. The simulation results

for secondary frequency restoration with and without adversarial training of RL agents are

shown in Fig. (9.1) and Fig. 9.2, respectively. It can be seen that, initially there is a droop
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in the frequency values till one second. This is because the microgrid is operating with only

the primary droop control on. At one second, MARL agents come into action and restore

the system frequency to the nominal frequency values. At two seconds, there is an attack

introduced to the microgrid agents. The effect of cyber attacks on the agents trained with

adversarial training is negligible, and the microgrid operates without any disturbance in the

system frequency, see Fig. 9.1. On the contrary, it can be seen from Fig 9.2 that the attack

makes the microgrid unstable, with two agents operating at one frequency and the other two

at another. This makes the system unstable.
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Chapter 10

Conclusion and Future Work

This chapter provides a summary of the major contributions of the dissertation and out-

lines the potential avenues for future work. The dissertation focuses on three major areas

of distribution system operation and control; (1) efficient state estimation for better situ-

ational awareness; (2) improved secondary control for voltage and frequency stability, and

(3) Robustness of the proposed state estimation and control architecture to potential cyber

threats. To achieve the stated objectives, various optimization and data-driven formulations

are developed in the context of the power distribution grid. These approaches are useful for

utility companies to enhance grid visibility and improved control actions for better distri-

bution grid operation. The key accomplishments of the dissertation can be summarized as

follows:

The state-of-the-art state estimation approaches, such as WLS and its variants, require a

large number of measurements. To overcome this, researchers have proposed sparsity-based

techniques like compressive sensing (CS), tensor completion (TC), or matrix completion

(MC). These methods leverage the inherent sparsity in raw measurements (MC and TC),

or on a sparsifying domain (CS) to recover the system states from limited measurements.

However, existing approaches primarily focus on spatial sparsity, neglecting the dynamics

of temporal correlation/sparsity within the measurements. Hence, the dissertation proposes

matrix completion approaches for dynamic state estimation in power distribution grids in
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Chapter 4. More specifically, we develop two approaches: locally weighted matrix comple-

tion (LW-MC) and Bayesian matrix completion with Kalman filter prediction (BMC-KF).

The efficacy of the proposed methods is evaluated against static MC of state estimation and

found to have better estimation accuracy with improved computational complexity com-

pared to the existing static MC approach. However, the matrix completion approach lacks

scalability because of the Bayesian kernel matrix inversion. Hence, we propose distributed

state estimation.

Chapter 5 of the dissertation proposes a distributed compressive sensing (CS) state esti-

mation approach in a distribution grid by dividing the large distribution network into smaller

partitions. This method utilizes an alternating direction of multipliers (ADMM) for iterative

information exchange among sub-areas. Although the proposed distributed DSSE approach

was successful in reducing the computational burden from a centralized state estimation

engine to multiple distributed engines. Still, the computation time depends on the speed

of the larger partition of the network and the number of information exchanges among the

neighboring areas. Hence, we propose a hierarchical network partitioning algorithm to par-

tition the large distribution network optimally with a minimum number of sharing edges.

The performance of the proposed approaches evaluated on standard IEEE test systems and

large practical distribution networks confirm the effectiveness of this approach in recovering

system states accurately with improved complexity.

Furthermore, to reduce the computation time further and achieve real-time state estima-

tion in large power distribution networks, we propose a novel data-driven and model-based

neural network approach called deep unfolding in Chapter 6. This method achieves better

computational performance by shifting the computation burden to the training phase and

uses only algebraic equations in the implementation phase. In this method, we formulate

a neural network by unfolding the optimization iterations to layers of a neural network.

Simulations on the standard IEEE 123 bus network and 549 node networks confirm the scal-

ability of the proposed approach to large distribution networks. Applying deep learning for

safety-critical applications like DSSE is challenging and requires confidence in the estimates.

Hence, the dissertation proposes a Bayesian framework in deep unfolding to provide both
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mean and variance of the estimated estimates.

The effectiveness of the proposed distributed CS-based DSSE to commonly occurring

cyber threats is presented in Chapter 7. More specifically, the impact of loss of measure-

ment data, false data injection (FDI), replay, and neighborhood cyber-attacks is analyzed.

Simulation results on standard IEEE test systems show that the CS-based distributed state

estimation is highly robust to all four attacks, with the replay attack being the least effective

in creating a significant error in state estimation results.

Chapter 8 proposes an innovative solution to address distributed secondary control in

microgrids (MG) for frequency restoration. This method eliminates the necessity for a PI

control-based secondary control, which traditionally exhibits asymptotic convergence with

microgrid agents. The approach involves formulating the secondary frequency control prob-

lem as a non-cooperative game within a multiagent system framework. The paper derives

both necessary and sufficient conditions for achieving the NE. By conducting extensive sim-

ulations on a representative MG model under various loading conditions, the proposed ap-

proach is validated and demonstrates its superiority over the distributed averaging propor-

tional integral control method.

The dissertation delves further to develop an intelligent and adversarial robust reinforce-

ment learning-based secondary control of islanded microgrids in Chapter 9. This method

uses a multiagent actor-critic RL approach for the frequency and voltage restoration in an

islanded microgrid. Simulation results on a four-inverter microgrid show the efficacy of the

proposed approach.

10.1 Future Work

This section presents possible future directions to solve the challenges faced by distribution

systems and effective methodologies for addressing them. The following are the potential

extensions to the work presented in this dissertation:

• In Chapter 4, we propose two algorithms, LW-MC and BMC-KF, for dynamic state

estimation in a low-observable distribution grid. This work only considers the dynamic

157



estimation of system states in distribution grids under limited measurements with an

assumption of accurately defined network topology. However, the distribution network

topology can change based on the switch and protective device status. Hence, devel-

oping a framework for topology identification with dynamic state estimation can be

pursued as a part of future research efforts.

• Cyber attacks in power distribution networks have increased. Hence, a robust cyber-

secured dynamic state estimation with topology identification can also be a part of

future research efforts.

• In Chapter 6, we propose a centralized deep unfolding approach for state estimation

in the power distribution network. However, this method exposes the entire data set

to a centralized estimation engine, posing severe challenges to a single-point failure.

A privacy-preserving federated learning in the context of DSSE can be an interesting

topic for future research.

• Chapter 8 provides a game theoretic formulation for distributed secondary frequency

control in an islanded microgrid. However, we have not evaluated its efficacy in grid-

connected mode. Furthermore, we have only considered inverter-based resources. How-

ever, a real microgrid will have heterogeneous DERs, and the system’s dynamics will

change with other DERs like small-scale wind power, diesel generators, etc. It will

be interesting to evaluate the controller’s performance in a grid-connected microgrid.

Hence, this can be pursued as a part of future research.

• Finding the Nash equilibrium is difficult to apply game theory in control theory ap-

plications. The time taken to reach a Nash equilibrium can be asymptotic, which is

not desired in microgrid control applications. Finding a finite-time Nash equilibrium

convergence can be pursued as the future direction of work

• Game theory finds its vast application in detecting and managing cyber attacks. It

will be interesting to extend the proposed game theoretic control approach for cyber

threat detection in microgrid control.
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• Chapter 9 provides adversarial robust actor-critic RL for microgrid secondary control.

For this study, we assumed that the microgrid is lossless. However, a practical microgrid

has losses, and hence, managing the terminal voltage and frequency is challenging.

Hence, developing an RL framework for lossy microgrids is one of the works we would

like to pursue in the future.
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Appendix A

ADMM Convergence

A.1 Appendix

Problem discussed in (5.10) can be viewed as variable substitution for a two area system as

follows;

x̂ =argmin
x

fa(xa) + fb(xb)

subject to: Aaxab +Abxba = q

(A.1)

where, Aa and Ab are identity matrices of appropriate size, xab and xba are obtained by

dropping the superscript of xab
a,adj and xab

a,adj for convenience. We will limit our discussion to

two area system only and the same argument can be extended for multi area power system

network.

The optimal value of (A.1) can be denoted by

x∗ = inf{fa(xa) + fb(xb)|Aaxab +Abxba = q.} (A.2)

The augmented Lagrangian of (A.1) can be formed as,

Lρ(xa,xb, λ) = inf{fa(xa)+fb(xb)+λ
T (Aaxab+Abxba−q)+

ρ

2
||Aaxab+Abxba−q||22 (A.3)
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Assuming both fa and fb are convex sets, the augmented Lagrangian has a saddle point

i.e., there exists a (x∗
a,x

∗
b , λ

∗), for which

L0(x
∗
a,x

∗
b , λ) ≤ L0(x

∗
a,x

∗
b , λ

∗) ≤ L0(xa,xb, λ
∗) (A.4)

holds for all xa,xb, λ.

The necessary and sufficient Optimality conditions for the ADMM are primal feasibility,

Aaxab +Abxba − q = 0, (A.5)

and dual feasibility.

0 ∈ ∂fa(x∗
a) +AT

a λ
∗ (A.6)

0 ∈ ∂fb(x∗
b) +AT

b λ
∗. (A.7)

Where, ∂ denotes the sub-differential operator. The optimality condition always holds for

(A.7). The primal residual (A.5) and the dual residual (A.6) converges to 0 as the ADMM

proceeds [118].
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