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ABSTRACT

Computer science departments face numerous challenges. Enrollment over the past 15
years reached an all-time high, endured a rapid decline and is now experiencing a just as
rapid rebound. Meanwhile, demand for graduates continues to grow at an incredible rate.
This is especially true in specialized sub-fields such as cybersecurity, where employers are
constantly working to keep up with changing technology and new threats emerging on a
daily basis. My research consists of two main objectives. The first is gauging the ability
of pre-service teachers from non-STEM areas of study to introduce and utilize computing
concepts in a classroom setting. The second goal is to develop an assessment tool that
enables improvements in quality of education for students within cybersecurity courses.

Currently, few K-12 school districts in the United States offer stand-alone courses in
computer science. My work shows that pre-service teachers in non-STEM areas are capable
of effectively introducing basic concepts to students using modern software development
tools while exploring content within their own areas of expertise. Survey results indicate
that student interest and self-efficacy increased when they were taught by these pre-service
teachers. I also found that with only 2 hours of experience, pre-service teachers enrolled in
an education technology course showed dramatic increases in interest and confidence related
to using this technology. These two findings demonstrate that there are potential ways to
increase interest in computing among a broad student population at the K-12 level without
changing core curriculum requirements.

Even when students choose to enter computer science departments, a large number do
not remain within the program. The second portion of my research focuses on developing
an assessment tool for measuring student interest and self-efficacy in cybersecurity courses.
Using information gleaned from a series of interviews with cybersecurity students, I de-

veloped, and performed the initial testing of, a survey instrument which measures these 2



values. Initial results show that the survey responses were very different between a group of
introductory programming students and those enrolled in a cybersecurity course and that
general trends in both self-efficacy and interest among theses differing student populations

can be observed
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Chapter 1

Introduction

Computer science (CS) is a relatively new field of study compared to other fields such as
mathematics, biology, chemistry and physics. As such, the field is lagging behind these
other areas in efforts to improve the quality of instruction and engagement of students in
the classroom. Additionally, over the past 2 decades, departments have struggled to recruit
enough students to keep up with the ever-growing demand for computing professionals.®
Although enrollment is rebounding from the declines experienced during the early 2000s, >
many students entering college today do not ever consider CS when selecting a major.®4
Enrollment trends in CS departments nationwide have experienced dramatic shifts over
the past 15 years.? After reaching a high point in 2001, a sharp decline began in 2002 and
continued through 2007. Since that time, there has been a steady increase in enrollment
numbers. However, over that same time span, the demand for computing professionals
has continued to rise unchecked. The result is a deficit in the number of graduates that
continues to grow. In fact, the Bureau of Labor Statistics indicates that by the year 2020,
half of all STEM related jobs, and more than 60% of all new STEM positions will be in
computing fields.! Their findings show that there are over 150,000 new job openings in
computing per year. Computer science departments are not producing nearly that number

of graduates each year. A National Science Foundation report shows that in 2006 there were



58,588 bachelor’s degrees awarded in Mathematics and Computer Science nation-wide.® The
National Center for Education Statistics reports the number for just computer science at
43,072 in 2010. Simply put: there is a need to find ways to increase the number of students
that choose to enter CS departments.

For those students who do choose CS as their career path, there is a wide range of
opinions on how and what should be taught. This can be readily observed in the sub-field
of cybersecurity, where the range of approaches and content varies dramatically between

universities. %78

910 Recent growth and changes in this field have occurred so rapidly that
educators have not had the time to assess whether or not they are teaching this material
in a manner that will promote student success in the classroom and encourage students to
continue to pursue degrees and careers in the field.

I am approaching these issues in computer science education from two directions. I have
demonstrated the effectiveness of a novel approach for increasing the introduction of CS
topics into K-12 classrooms and helping to improve student exposure in CS concepts prior
to college. I have also developed and performed initial testing of an assessment tool which
will allow educators to evaluate the effects their pedagogical decisions are having within
cybersecurity classrooms.

In both of these areas, I am focusing on student interest and self-efficacy. Self-efficacy
is defined by Albert Bandura as: “the belief in ones capabilities to organize and execute
the courses of action required to manage prospective situations.” In other words, it is a
person’s confidence in his or her ability to perform a given task. I am focusing on these two
areas because they have both been shown to improve students’ persistence when faced with

challenges, time on task, and selection of field of study.!!!213:14.15



1.1 K-12 Education

1.1.1 Current Status

Unfortunately, many students never have any exposure to CS concepts at the K-12 level.
Studies have shown that this lack of exposure and a variety of misconceptions which students
have about CS are factors in students not choosing to pursue degrees in the field.3!6:17
There are several reasons these issues exist. Computer science is currently not considered
to be a core subject by many educational bodies and thus is not a high priority for school
districts. This leads to a lack of positions for teachers with CS skills, which in turn leads
to a lack of training for teachers either during their college education or as part of their
continuing education after they enter the work force.! As an result, since 2005, the number
of introductory CS courses offered at the high school level has decreased 17%.'® Currently,
of the just over 42,000 high schools in the nation, only 3249 offered an AP course in CS,
with total enrollment of 31,117 students in 2013 compared to 8,444 which offered a course
in Chemistry with enrollment of over 140,000. The effect of this lack of support for CS
can be seen nationwide. The percentage of high school students taking courses in various
STEM areas has increased over the last 20 years for all disciplines except CS, where it has
dropped from 25% to 19%.2

Opportunities for education majors to learn about CS topics do exist. For example, at
Kansas State University, math and business teachers are required to take a programming
course as part of their curriculum. This course is a version of the introductory programming
course taught to computer science majors. While this can be useful material for teaching a
programming or computer science course that is offered at the K-12 level, given that such
courses currently are not offered by many school districts, the teachers who take this class
will likely have little opportunity to apply the material from this course in their future

teaching positions.



1.1.2 Attempts to Improve Computer Science Exposure Within
K-12 Classrooms

There has been extensive effort put forth to provide in-service teachers with opportunities to
learn about CS and to develop CS-related content.?!?22324 While there has been measured
success with such programs, there are several factors which limit the impact such approaches
can achieve. First, not every school district will support a stand-alone computer science
course.'® Second, many of the teachers that attend these courses never use the material in
their existing non-CS courses, even though faculty and staff at the university level expend
time and resources to provide these opportunities. Finally, these approaches only connect
with teachers who are already interested in CS. Unfortunately, based on my discussions with
K-12 teachers, many suffer from the same misconceptions about CS that their students do,

resulting in limited interest in these efforts from in-service teachers.

1.1.3 Approach

Taking advantage of an opportunity to work with pre-service teachers during a STEM
summer camp, I first introduced these future teachers to computer programming and then
helped them teach those topics to middle school students. Within a few weeks, pre-service
teachers from the College of Education were able to successfully teach lessons involving
basic programming constructs such as sequence, selection and iteration to middle school
students.?® More importantly, these teachers were able to do this while working with content
and ideas from their own areas of expertise (Art and Music). My focus in this work was
to observe how these pre-service teachers responded to learning and incorporating basic
computer science concepts into topics related to their areas of interest and also assess student

responses to the lessons presented by the pre-service teachers.



1.1.4 Introducing CS to More K-12 Teachers

My goal in working with pre-service teachers is to increase interest among a large population
of K-12 teachers in using CS tools and concepts in their every-day classrooms. If this can
be achieved and the teachers actually implement these ideas, then it is possible for them
to teach computer science content as part of existing curriculum. For example, simulations
can be used in various science courses such as Biology and Physics, students can build
models to demonstrate social phenomena, and numerous development environments can be
used for creative writing/thinking activities. I have been working with others to plan and
hold workshops with Scratch for several years, with good attendance from existing K-12
instructors. Unfortunately, these programs only reach a small percentage of teachers. Using
Scratch, I have shown that pre-service teachers quickly overcome fears of programming and
survey responses show that they see potential ways to utilize such a tool within their future
classrooms.

I believe that my results open the door for a new approach to CS outreach. This
material can be introduced to teachers while they are still in school. In this environment,
pre-service teachers have time to consider new ways to employ this technology within the
K-12 curriculum. Additionally, it can be introduced within existing courses for every pre-
service teacher. For example, there is already an educational technology course in most
education programs and this material fits well within that context as the concept of such a
course is to introduce ways that technology can improve or facilitate learning other subjects.
In fact, I helped present Scratch to several sections of such a course during the Fall 2013
semester with excellent results. If successful, this approach can provide K-12 students with
exposure to CS concepts within various academic contexts such as math, science, art, music
and creative writing throughout their academic career. The results of my work in this area

are discussed further in Chapter 3.



1.2 Cybersecurity Education at the University Level

1.2.1 Current Status

Within CS, the sub-field of cybersecurity has seen tremendous growth over the past 2
decades.?® With the growth of the internet, the proliferation of network-capable computing
devices, and the vast quantity of data being stored in digital formats, the need for profes-
sionals capable of securing communication channels and information storage has become a
critical task for government entities, businesses, and individuals. This growth has occurred
so rapidly that the academic pipeline has not been able to keep up.?”

Examining the current status of cybersecurity education, it is evident that there are
currently no definitive “best practices.”?® This problem is compounded by the variety of
stakeholders attempting to address it.? Government and industry are trying to keep up
internally by developing their own standards and training employees on systems that are
continuing to change even as the training occurs. Meanwhile, colleges and universities are
adding courses each year to help students gain an understanding of the problems they will
face upon graduation. As with industry, these courses are continually updated to reflect
the ongoing changes to both the technologies and the attacks which students will encounter
upon entering the cybersecurity workspace. Additionally, there are certification companies
that provide custom training courses at a variety of levels of expertise. Finally, professional
organizations are attempting to develop curriculum standards which both provide guidance
to academic institutions and meet the demands of industry and government employers. 303!
My focus will be at the university level, where currently there are a wide variety of peda-
gogical methods, content and training environments being used, with little progress being
made to verify what is truly working and what is not.%1%97
Within academic institutions, the approach has been the introduction of one or more

courses focused on cybersecurity. The depth and diversity of the content within such a

course varies greatly among universities. These courses may look at the same topics in



any of several different ways. For example, a course may investigate cryptography and
the mathematical principles and algorithms used to protect data or might instead focus on
system-level protocols.® While these two courses might cover the same ideas, the student
perspectives and expected outcomes are drastically different. The first providing a theoret-
ical understanding while the second provides practical, hands-on knowledge. The goals of
courses vary as well, including teaching cybersecurity as practical vocation skills, as good
engineering practices, or as academic theories. Finally, the methods used to teach these

courses are just as varied as their goals and content.

1.2.2 Approach

The second part of my work focuses on developing a method of assessing student interest and
self-efficacy outcomes from cybersecurity educational experiences. As was mentioned above,
there is tremendous effort being put into developing training programs by various agencies,
businesses and schools. However, there is little effort being made to determine if this is being
done correctly. Over the course of two semesters, I spent time assessing both cybersecurity
and introductory programming courses at Kansas State University. My goal was to collect
information concerning student self-efficacy and interest related to cybersecurity concepts
and develop an initial assessment tool measuring these factors which can be used to assess
the outcomes of cybersecurity courses. 3

Such an instrument will provide educators with a means of assessing students’ perspec-
tives of the effectiveness of the various pedagogical choices they make within their courses
and thus allow them to make incremental and informed decisions in developing or changing
courses in the future. Improving cybersecurity education in such an informed manner is
critical to the long-term security of government, industry and individual computer systems.
Current approaches, while necessary given the immediate needs of our field, do not provide
for such long-term improvement.

Without such a tool, CS departments will continue to develop courses with no way to



verify that they are doing so in a beneficial manner. With this in mind, and given the rapidly
changing environment that is cybersecurity, my tool is focused on measuring student self-
efficacy and interest in further work in cybersecurity. The results of my work in this area

are presented in Chapters 4 and 5.

1.3 Contribution

In my work, I have shown that it is possible for pre-service teachers to gain interest and
confidence in using CS concepts within a teaching environment in a very short period of
time. I demonstrate that this can be at least partially achieved within an existing course
offered by the College of Education at Kansas State University. With additional cooperative
efforts between the Computing and Information Sciences and Education departments, this
work can be extended to include classroom experience (both learning about programming
and also applying programming concepts within lessons they are teaching) for most if not
all education students. This provides an important step forward in the introduction of
computing concepts into K-12 classrooms.

In addition to this work with K-12 teachers, I have developed and piloted a survey
designed to be utilized as a pre- and post- instrument for measuring changes in student
interest and self-efficacy levels within cybersecurity classrooms. This work has shown that
differences can be measured between self-selected students enrolled in existing cybersecurity
courses and those enrolled in a general introductory programming course. Due to limited
enrollment in the courses which were available for assessment, there is additional work to be
completed to validate this tool, but the initial results do show that effects can be measured

using this instrument.



Chapter 2

Background

2.1 Job and Enrollment Trends in Computer Science

In 2013, the Computer Science Teacher’s Association (CSTA) published a report that in-
cludes data from the Bureau of Labor Statistics predicting that, by the year 2020, 50% of
all STEM related jobs will be in computing fields. Their data shows that the growth rate of
jobs in computing fields is expected to exceed 150,000 per year over that time span.! While
not all of these positions will be filled by CS graduates, the need for more students entering
all fields of computing, including CS, is undeniable.

Meanwhile, CS undergraduate enrollment numbers are still recovering from a rapid de-
cline in enrollment that occurred between 2001 and 2007. This decline and the subsequent,
ongoing, recovery can be seen in the enrollment numbers displayed in figure 2.1. This graph
is from the 2013 Computing Degree and Enrollment Trends report, an annual study con-
ducted by the Computing Research Association to provide information on enrollment and
graduation trends in computer science departments at PhD granting institutions in North
America.? This data shows that undergraduate enrollment numbers at reporting institutions
dropped approximately 50% from 2001 to 2007. By 2013, enrollment has nearly recovered.

The TauRUs report, a comparable study for non-PhD granting institutions, shows a
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Figure 2.1: Computing degree and enrollment trends shows the decline in enrollment in
computer science at PhD granting institutions from 2001 - 2007 and the subsequent rebound.
Source: The 2012-2013 CRA Computing Degree and Enrollment Trends Report

similar pattern for its responding schools since 2006 (this study does not contain data from
before 2006).%3 The results from both of these studies show that while enrollment numbers
have been consistently rising over the past 6 years, they are only nearing recovery from the
decline of the early 2000s.

The National Center for Education Statistics (NCES) tracks the number of undergrad-
uate degrees conferred by post-secondary institutions within the United States each year in
their Digest of Education Statistics.3* The number of degrees conferred per year from 1971
through 2011 in computing and information sciences is shown in Figure 2.2. This graph
shows that the recent decline in enrollment in CS departments is very similar to a decline
which occurred in the late 1980s although the recovery pattern this time appears to be
trending upward more quickly.

The graph also shows us that the recent surge in enrollment documented by both the

Taulbee and TaURus surveys has not yet made it through to graduation, but the trends
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Figure 2.2: Conferred undergraduate degrees in computer and information sciences per
year. Source: National Center for Education Statistics 2012 Digest of Education Statistics

within the NCES graph do reflect the beginning of the recovery seen in those reports.
This graph is expected to mimic the continued upward trend of the enrollment data as the
more recently enrolled students reach graduation. Even with this growth, the number of
graduates (between 40,000 and 45,000) is still well behind the expected growth in demand

for computing professionals reported by the CSTA study.

2.2 Computer Science in the K-12 Classroom

2.2.1 Introductory and AP Courses

As enrollment at the university level continues to lag behind the demand for CS graduates,
support for CS at the K-12 level is struggling to gain momentum, and has in fact declined
in some areas. CSTA reports that the number of introductory CS courses offered in high
schools nationwide has decreased 17% since 2005.'® A primary factor in this decrease is
the fact that CS concepts are not considered part of the “core” curricular material in K-12

classrooms. Feeling pressure to limit costs and meet testing benchmarks, school districts
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are deciding not to offer CS courses. As a result, students have little, if any, exposure to
computing concepts in their K-12 classrooms.

For comparison, data from the College Board’s 2013 Advanced Placement (AP) exam
shows that while the number of students taking the AP Chemistry exam nationwide was
140,006, the number of students taking the AP CS exam was only 31,117.%5 A somewhat
positive note from this report was that the growth in CS from the 2012 exam (19%) was
much larger than that of Chemistry (6%). These statistics do not show the number of
students that are being taught computing concepts in K-12 classrooms since some schools
may have non-AP computer science courses. However, they are an indication of the lack of
learning opportunities available for students in CS vs other fields. This is yet another factor

leading to the lack of interest students have in CS when looking to select a college major.

2.2.2 State Approaches

The CSTA’s 2013 report provides insight into the current status of CS education in K-12
classrooms across the nation.! According to their research, there is great disparity among
states in how (or even if) CS education is being incorporated into the K-12 curriculum. At
the national level, CS is not yet recognized as a core subject. Additionally, states deter-
mine independently how (or if) teachers are certified to teach CS. The lack of curriculum
recognition trickles down through state and local educational bodies, resulting in a reduced
number of teaching positions and thus lowered demand for teachers specializing in CS. This
lack of demand results in universities not placing a priority on preparing teachers who are
capable of teaching this material. As an example, the CSTA study found that, in Florida,
teachers who wish to be certified to teach CS are required to take a course that is not offered
in any teacher preparation program in the state. So, even when states do recognize CS as a
subject which teachers can be certified to teach, that does not necessarily indicate that the
state is placing a priority on educating students in that field.

States also vary in how they view CS courses and how these courses apply towards
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high-school graduation. Only 14 states currently allow a CS course to be counted toward
graduation requirements in mathematics, science or computer science.! A 2010 CSTA survey
found that 35 states considered computer science to be a general elective, 8 considered it
to be a mathematics elective, 1 considered it a science elective and 6 left the classification
up to each school district.'® Until this trend changes, school districts will be reluctant or
unable to offer stand-alone CS courses and content. Alternative ways to incorporate these

topics into the K-12 classroom need to be found.

2.2.3 Consequences

There is evidence that many of the primary factors leading to students not entering the
computing fields relate to this lack of exposure to relevant CS topics in the K-12 classroom. 34
In their work, Cassel et al. list several factors that contribute to this problem, many
of which could be alleviated by additional early introduction of CS concepts.®® Their list
includes several misconceptions that students hold about the field such as the perception
of little human contact, boring work environment and limited career options for graduates
with degrees in CS. These findings were supported by interviews of high school students
performed by Yardi and Bruckman who found that teenagers viewed CS as being “boring,
solitary and lacking real-world context.” 16

Grover et al.?” show that even when schools do attempt to remedy the problem (such
as introducing a programming course), there can still be misconceptions among students
about computer science. However, the authors demonstrate that these misconceptions can,
at least temporarily, be dispelled with activities such as guest speakers or even videos which
directly address those misconceptions.

Such misconceptions about CS exist among university students as well. For example,
Martin asked students in an introductory computer science course to draw an image of a

computer scientist.?® Based on the images drawn, students viewed computer scientists as

white males with (as she describes it) “various degrees of geekiness.” However, when she
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asked advanced undergraduate computer science students to do the same thing, they drew
pictures of more “normal” individuals. In fact, all of those students reportedly drew an

image similar to themselves.

2.2.4 Resolving the Issues

There are many potential approaches to changing the perceptions which younger students
have about CS. Unfortunately, we are limited in the ways in which CS content can be
introduced into the K-12 classroom. Programs such as No Child Left Behind have focused
school districts on testing-based curriculum centered around math and reading and removed
incentive to provide educational opportunities that do not support improvements in these
testing results. Subjects such as computer science have been cut in order to focus resources
elsewhere. Given the difficulties of changing core curriculum standards at the national or
even state level, approaches which target individual teachers appear to hold the most short-
term promise. In her paper titled “Computational Thinking,” Wing identifies the need for
the concept of computational thinking to be presented to a broader audience, including
pre-college students.?” She explains that these topics can be successfully introduced within
a variety of courses which are not directly related to computing such as life sciences, and
includes her belief that they should become as fundamental within education as reading,
writing and arithmetic.*°

This “branching out” of computer science into other fields can be seen in course listings at
many universities. Courses such as computational chemistry (cheminformatics) and biology

41 are becoming more popular, with some schools even offering minors or

(bioinformatics)
whole degrees in these areas. Computing has also been integrated into other, non-scientific
arenas such as music, videography and art at the university level.*>*3 However, this integra-
tion has not yet made its way into the majority of K-12 classrooms. Given the wide array

of introductory software development tools which are available today, this idea is no longer

out of the realm of possibilities.
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2.2.5 STEM Summer Institute

The STEM Summer Institute is a summer enrichment program funded by a U.S. Department
of Defense Education Activity grand, coordinated by the Manhattan-Ogden USD 383 School
District and hosted by Kansas State University’s College of Education. During the 4 week
camp, nearly 200 sixth through ninth grade students are able to select a different course
of study each week, with 12 courses being offered in 2013. Courses meet for 4 days, with
students spending about 4 hours in the classroom each day. Over the 4 weeks, 69 students
elected to take the programming course which I had the opportunity to help lead. The
institute has two goals: 1) increase student achievement in STEM subjects within the school
district by encouraging students to explore these fields through hands on activities, and 2)
provide pre-service teachers with STEM teaching experience in a fun, energetic environment.

For secondary education majors at Kansas State University, teaching experience is broken
into three “blocks.” During the first of these blocks, pre-service teachers must participate
in a minimum of 30 hours of field experience activities in a secondary education setting.
The hours spent working with the camp fulfill this requirement. Many of the students who
take the summer section teach ‘specials’ classes such as music, art, physical education, etc.
which have limited opportunities for field experience in regular classrooms during the school
year. I requested art and music teachers as there has been work showing that graphical
programming environments can be effectively integrated into these content areas at the
university level. 434445 T also decided to use Scratch as the development environment for the
camp. Scratch was created by the MIT Lifelong Kindergarten Group“® and I have used it
in a number of outreach programs and workshops with excellent results.

As part of the credit, pre-service teachers are responsible for developing lesson plans that
fit the context of the course to which they are assigned. Additionally, during each successive
week of the camp, the pre-service teachers take on more of the teaching responsibilities. By
the fourth week, the pre-service teachers are responsible for a large percentage of the content

being presented. Their lesson plans and teaching activities are reviewed and evaluated by
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an in-service teacher and an instructor from the College of Education, while content is
evaluated by the in-service teacher running that particular course.

Each camp course is led by an in-service teacher selected from the school district based
on performance and teaching abilities within a STEM discipline. A team of pre-service
teachers (in our case, five) is paired with the in-service teacher to create the instructional
team for the course. The pre-service teachers worked in 2 shifts, with 2 helping during the
first 2 hours and the other 3 helping during the last 2 hours each day. This allowed them
to also be enrolled in a Department of Education course running during the same 4 weeks.
In several of the courses, this group works with a STEM department on campus to gain
access to various resources not readily available to the school district (laboratory space,
equipment, personnel, etc.). Since the in-service STEM teachers from the school district
had limited experience teaching programming, I was given the opportunity to assist with
designing and teaching the programming course. A more detailed description of the camp

and the outcomes of this work is presented in Chapter 3.

2.3 Cybersecurity Education

Given the difficulties in recruiting students into computer science departments discussed
above, departments should be doing everything within our power to provide a high quality,
engaging experience for those students who choose to enroll in our classes. One area where
this is especially needed is cybersecurity. Over the past 2 decades, the need for cybersecurity
professionals has grown at a rapid pace. According to a report from Burning Glass Technolo-
gies, annual online postings for cybersecurity positions grew 74% from 2007 to 2013.47 The
U.S. Department of Labor predicts that the growth rate for information security analysts
will be twice the rate of all computer occupations over the next decade and more than triple
the growth rate of all occupations combined.*® This growth in demand for cybersecurity

graduates combined with the overall dip in CS enrollment numbers discussed in Section 2.1
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has led to an employment void that universities and employers have been scrambling to fill.

2.3.1 Diverse Educational Experiences

Compared to other areas of study, cybersecurity is a very new field. Universities first began
offering courses in cybersecurity during the 1970s.2 Since that time, the importance and
need for a workforce skilled in cybersecurity has grown rapidly.?® Due to this rapid growth,
and the breadth of content areas that fall under the umbrella of cybersecurity, a wide array
of curriculum and pedagogical practices have been incorporated into today’s cybersecurity
classrooms.

While this diversity reflects the reality of cybersecurity education, it is a major hin-
drance to the development of a comprehensive model for cybersecurity education which
would allow for consistent and continuous improvement. For example, knowledge areas
which could be incorporated into cybersecurity include: computer architecture, criminol-
ogy/law, cryptography, databases, human-computer interaction, information retrieval, in-
formation theory, management/business, mathematics, military science, mobile computing,
networks, operating systems, digital forensics, philosophy/ethics, programming languages,
software engineering, statistics/probability, and web programming.” Course focus may range
from cryptography and the mathematical principles and algorithms used to protect data to
system-level protocols.® Additionally, the expected outcomes from these courses may vary
dramatically, with schools teaching cybersecurity as practical vocation skills, as good engi-
neering practices, or as academic theories.

The pedagogical methods used to teach these courses are just as varied as the goals
and content. Some courses focus on laboratory-based, experimental lessons.®? Others are
lecture-based and involve the review and discussion of literature, and still others are chal-
lenge based courses where instructors and students work together to solve problems.!® This
wide array of content and approaches shows how challenging it is to determine what might

constitute the “best practices” in cybersecurity education.
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Unfortunately, given this challenging environment, there is currently no valid way for
those who are teaching cybersecurity courses to systematically measure and improve student
outcomes within their classrooms. Adding to this problem is the fact that new technology
and new vulnerabilities are thrown into the collective mix continuously, resulting in a con-
stantly changing body of knowledge that must be incorporated into such courses. As part
of my work, I am developing a tool which will allow cybersecurity educators to measure
student interest and self-efficacy in relation to cybersecurity, providing a way to determine

the effects that pedagogical decisions have on students in their classrooms.

2.3.2 Curriculum Standards Development

While the scope of the field is daunting, there is progress being made to improve the situa-
tion. In 2008, the ACM Special Interest Group for Information Technology (IT) Education
(ACM-SIGITE) approved and published a model IT curriculum. Overarching all other
pillars within the framework was information assurance and security (along with profes-
sionalism).?! Similarly, in 2013, for the first time, the ACM and the IEEE have recognized
information assurance and security as a separate knowledge area within their recommended
Computer Science Curricula.®® As with the I'T curriculum, the CS curriculum incorporates
components of cybersecurity throughout the various other computer science knowledge ar-
eas. While both guidelines provide recommended cybersecurity topics that should be covered
within the respective curricula, they do not include any pedagogical best practices to guide
instructors as to how they should engage students within the cybersecurity classroom or

how to assess their own pedagogical methods.

2.4 Assessing Pedagogical Performance

There have been numerous research projects investigating ways to measure and improve

student outcomes within introductory computer programming courses.*?°%°1:52 These types

18



of courses have existed since the earliest days of computing, and while the details may
have changed in that time, the core concepts and pedagogical approaches of these courses
have become relatively stable from year to year and even from university to university.
This allows researchers to develop surveys which measure student beliefs about Physics
and learning Physics. Unfortunately, given the varied nature of cybersecurity courses, the
approaches taken in these surveys do not readily apply.

Additionally, given the number of students enrolled in the introductory courses these
surveys focus on (the introductory programming course in our program had over 110 stu-
dents enrolled this past semester), researchers are able to conduct quantitative surveys and
achieve statistically significant results over the course of a single semester as well as com-
pare results with similar courses at various schools. Given the widely varying ways in which
cybersecurity is currently being taught, the diverse content areas and the smaller number
of students, I determined that while I wish to develop such a quantitative instrument for
use in cybersecurity courses, I was not able to simply adapt the ideas used to develop the

CLASS survey into a new survey for cybersecurity.

2.4.1 Qualitative Study

Cybersecurity Course Background

The initial target course being studied is a 3 credit-hour course offered once per year within
the Computing and Information Sciences Department at Kansas State University. This is
the 8th iteration of this course being taught by the same instructor. Enrollment ranges
from 20-35 students per year. Students who enroll in the course are expected to have taken
an operating systems or computer architecture course, or have comparable background.
There are some computer engineering and information systems students who take the course.
These students are expected to have a strong programming background although they likely
will not have taken one of these pre-requisites but they have a comparable background to

computer science students. The content is designed for and dual-listed for upper-division
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undergraduate or graduate students. Course content provides a broad overview of cyberse-
curity concepts, hands-on implementation of common software exploits (i.e. attacks against
weaknesses in software applications), applications of cryptographic protocols, and discussion
of various authentication methods, as well as concepts in network and web-based security.
There are approximately 6 programming assignments and numerous published papers fo-
cused on cybersecurity research topics assigned for students to read. The course also includes
a final paper on a current security topic of the student’s choice.

Due to the small class enrollment and our lack of understanding where student interests
and attitudes lie in relation to the field of cybersecurity, simply developing a survey-based
assessment tool was not likely to produce statistically useful outcomes without several years
of data. Additionally, with a survey-based assessment, significant aspects of student experi-
ences and perceptions of cybersecurity of the course might have been overlooked entirely. For
these reasons, I chose to utilize a qualitative approach rather than a quantitative approach
for the first stage of this research. While these results do not lend themselves to elabo-
rate statistical analysis, they do provide a greater breadth of information to explore how
or why things have occurred within the population. The knowledge gained from this study
will ensure that the quantitative instruments developed later are based on the perspectives,

concerns and interests of the target population.

Interviews

Interviews are one of the most utilized qualitative methods in small-scale research. They
tend to give high quality data with reduced ambiguity by allowing the interviewer to probe
for clarification of a respondent’s answers when necessary. The drawback is that both the
interviews and analysis of responses take substantially more time than survey-based assess-
ments.”® Interview formats range from very structured sets of questions that are strictly
followed to nearly unstructured formats with few guidelines, depending on the need and

purpose of the research being performed.® This approach allows for new ideas to be uncov-
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ered and explored based on what the participants say, rather than potential preconceptions
of researchers. The goal of this study is to gain an understanding of the participants’ points
of view concerning the course and its content.?>% Details and results of the qualitative

study I performed are presented in Chapter 4.

2.4.2 Quantitative Study

While qualitative studies provide a way to discover new ideas and uncover hidden opinions
that study participants have, they do not provide data which can be statistically analyzed
to make decisions that concern a given population. In order to do this, a quantitative
study, such as a survey, is useful. This is the method most frequently used in academic
environments to assess student perceptions of course outcomes.

Despite the assessment efforts in introductory CS courses mentioned above, CS is lagging
behind other fields such as physics, chemistry and mathematics when it comes to rigorous
assessment of academic outcomes. One instrument in particular, the Colorado Learning
Attitudes about Science Survey or CLASS, developed at the University of Colorado-Boulder,
has produced excellent results and been used by numerous programs around the nation and
world.®”® The CLASS measures student beliefs about physics and about learning physics
in comparison to those of experts in the field. Student responses to survey questions are
compared to those of experts, and scored to show the percentage of agreement between
students and experts (which is considered to be a favorable response).

The CLASS has been successfully adapted for use in both Biology and Chemistry.*%% A
version is currently being adapted for use in introductory CS courses as well, but it focuses
on how student attitudes and beliefs about programming compare to those of experts in
the field.®® It is undergoing validation testing, and when that is completed, will provide a
useful tool for the targeted courses. While such an instrument will be extremely useful, this
particular adaptation will not work within the context of a cybersecurity course because

of its focus on programming concepts rather than cybersecurity. The long-term goal of my
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work is to develop and validate an assessment tool which can be used to measure student
interest and self-efficacy in relation to cybersecurity. The previous work by these authors
provides examples and guidance for developing and validating such a tool. The details and

result of my work towards developing this assessment tool are presented in Chapter 5.
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Chapter 3

Teaching Computer Science in K-12

Classrooms

3.1 2013 STEM Summer Institute

As explained in section 2.2.5, the STEM Summer Institute provides an opportunity for
middle school students to experience interesting, hands-on science enrichment programs. It
also provides pre-service teachers at Kansas State University with an opportunity to gain
valuable classroom teaching experience. When I was asked to work with the programming
course, in addition to the chance to work with the K-12 students, I saw it as an opportunity

to answer the questions:

e Are pre-service teachers capable of teaching basic programming concepts to students
using a graphical programming environment?

e Can pre-service teachers effectively incorporate these concepts into the context of their
own specialty teaching areas?

e Can we effectively introduce a graphical programming environment to pre-service
teachers in a classroom setting in a way that builds their interest and self-efficacy

in using these tools within a classroom setting?
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3.1.1 Instructional Design

Previous work has shown that graphical programming environments are a good way to in-
troduce programming to middle-school students. %! Based on my own experiences, I selected
Scratch as the development environment for this camp.% Due to the abbreviated length of
each camp session and to help facilitate learning while reducing frustration, students worked

63,64 To ensure all students had an opportunity to interact with the software, pairs

in pairs.
were required to switch “drivers” (the person running the mouse and keyboard) as we pro-
gressed from topic to topic. Additionally, each student had a flash drive which contained
a copy of Scratch and their project files. They were able to take these home each night if
they wanted to work on or show off their projects.

Topics were presented in short lessons with the instructor and students first working
together to solve a problem using a new concept and/or commands from the Scratch envi-
ronment. This was followed by a challenge activity that required students to apply the new
concept to solve some proposed problem. For each challenge activity, we had a primary chal-
lenge and then additional “alternative challenges” which were more advanced applications
of the same concept for those students who finished early. Each day included a number
of these lessons. This discretization of the material was very flexible and allowed for an
easy transition as the pre-service teachers took over the teaching of individual lessons. It
also allowed students to learn the material in steps, repeatedly employing previously used
concepts for reinforcement while adding new topics to solve each new problem.

Based on previous experience, students first learning to use Scratch sometimes struggle
with finding specific command blocks within the various Scratch menus or forget what op-
tions are available while working on their programs. To reduce the resulting frustration,
I printed out and laminated a “cheat sheet” shown in Figure 3.1 that contained all of the
Scratch menu options on a single piece of paper. While students were working in pairs, I
noted the student not “driving” was often using this sheet to locate useful commands more

easily. This helped reduce the need for teachers to repeatedly help locate for or suggest com-
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Figure 3.1: “Cheat sheet” printed to help students locate commands more easily.

mands to for the students. Students also used this sheet when they were designing program

solutions on hand-held white boards prior to developing the program on the computer.

3.1.2 Day 1 - Programming Basics and Geometric Shapes

Day one covered the basic structured programming components: sequence, selection and
iteration using Scratch. After going over basic commands and familiarizing the students
with the Scratch environment, four lesson/challenge topics were covered, requiring students
to develop algorithms that reproduced various geometric shapes by having a character on
the screen (a sprite) “draw” the indicated pattern. Some examples of the patterns used are
given in Figure 3.2. The in-service teacher, who taught middle-school math, appreciated
the use of geometric figures (and the need to calculate angles and graphical dimensions) in

these challenges.
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Figure 3.2: Progression of geometric figures used in the first set of lessons to first demon-
strate programming concepts and then provide more challenging and creative projects for the
students to build.

3.1.3 Day 2 - Algorithm Design and Using Sound

On day two, we began to require students to think more carefully about how they might use
the tools, giving less direct instructions for the challenges. For example, we demonstrated the
functionality of (but did not show any pieces of the code for) a “worm” type application with
a sprite which moved in a randomly shifting path across the screen, bouncing off the screen
edges and leaving a colored trail as it moved, as shown in Figure 3.3. We then challenged
the students to replicate this behavior. We wanted students to begin developing a habit of
thinking about a solution rather than just guessing which blocks should be used. Therefore,
beginning with this challenge, student pairs were required to design an algorithm for the
challenge on their white board and have it approved before being allowed to program their
solution. While the initial student designs were not always correct, the process of writing
out a plan prior to “playing” with Scratch to make the program work is an important skill
for young students to develop. This is where the “cheat sheet” was invaluable; students
were able to look at the available commands for inspiration while sitting at work tables and

thinking about how to solve the problem.

Figure 3.3: Randomly moving “worm” sprites were the first challenge where we only mod-
eled the program behavior for students.
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The second half of day two focused on using sound in Scratch. We briefly discussed
how to use the sounds included with Scratch, and how to import songs and sound files
from other sources including recording your own sounds. Writing music in Scratch has been
used successfully in university-level general education courses,** and the pre-service music
teachers were excited about using Scratch as a tool to teach music composition. With their
help, we planned a set of lessons incorporating these ideas. We explained how to read notes
from sheet music and convert them to the numeric values in Scratch, setting tempo, and how
to determine the duration of each note. The students then translated one of several melodies
from popular contemporary songs using sheet music we provided. The last demonstration
of day two involved using broadcast messages (events) to coordinate multiple sprites playing
a song in rounds using different instruments.

Day two ended with a planning session where pairs spent approximately 15 minutes
brainstorming about their final project. These ideas were written down on paper and turned
in. Many of the students struggled with this initially, but by asking a few leading questions,
we were able to get them moving forward with a plan. The project plans were reviewed
with the pre-service teachers and potential “trouble spots” which might be difficult for the

students to solve were identified prior to day 3.

3.1.4 Day 3 - Broadcast Events, and Variables

Day three started with students writing an application which had sprites talking to one
another (using speech bubbles). Students were able to synchronize the order of the conver-
sation using broadcast messages (events) which we had discussed at the end of day 2.

The final topic we introduced was variables. Many groups were planning to develop
some sort of game for their final project, so this topic was applicable to several pairs of
students each week. In most cases, students were able to apply the concepts of incrementing,
decrementing and initializing values to their own applications for variables such as score,

levels and lives on their own after a brief introduction. The remainder of the work time for

27



this day was spent working on final projects and taking a tour of the campus data center.

3.1.5 Day 4 - Final Project Wrap-up and Presentations

In previous outreach activities, I have had students ask about other languages compared
to Scratch (with the insinuation that we were not teaching them “real” programming), so
on day four I gave a brief discussion and demonstration of other programming languages. I
compared constructs we had learned in Scratch with Java syntax which performed the same
operations. I explained that while the Java code was more complex to write and provided
greater flexibility, the students were, in fact, learning programming concepts that applied
to other programming languages. The remainder of the day was spent finishing projects.

We ended the day with students demonstrating their projects to the other camp attendees.

3.2 Pre-Service Teacher Progress

When [ first met with the pre-service teachers 10 days prior to the start of camp, they
were intimidated by the idea of teaching programming. They had little or no programming
experience prior to the Summer Institute. For some of them, this was the first time they
would be evaluated on their teaching methods in the classroom in front of students. The
time between this initial meeting and the first day of the institute allowed the pre-service
teachers to explore Scratch and get a feeling for the challenges we would be covering during
the camp. As was mentioned in Section 2.2.5, the institute consisted of four 4-day camps,
with the pre-service teachers becoming progressively more involved in the teaching from
week to week. They were split into shifts, with 2 student teachers helping us during the
first 2 hours each morning and the other 3 helping us during the second 2 hours. This gave

them time to enroll in a course in the College of Education during the same 4 week period.
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3.2.1 Week 1 - Observing, Helping and Ice Breakers

During the first week, the pre-service teachers were still learning Scratch and observing how I
presented the material and interacted with the students. The pre-service music teachers had
a much better understanding of music than I did, so they helped teach the musical encoding
lessons. During other lessons they primarily helped answer questions when students were
working on programming challenges. They also led the group (students and teachers) in
ice-breaker activities to help us get to know one another and in “brain breaks” which were

fun activities to help refocus the students between lessons.

3.2.2 Week 2 - Lead Enrichment Activity

During week two, in addition to the activities they performed in week one, each pre-service
teacher presented an enrichment activity. These activities were about 15 minutes in length
and supplemented the material we were covering in one of the existing lessons. For example,
one of the activities involved students writing down a sequence of instructions that their
partner then had to act out. This allowed us to discuss topics such as what commands
were available to the “programmer,” how a command might be interpreted differently by

different “actors,”

and how some, more complex, commands are made up of several simpler
commands. This led to open-ended questions such as “How many commands does it take

to make a robot pick up a toothbrush?”

3.2.3 Week 3 - Group Teaching

For week three, the pre-service teachers continued to handle their previous responsibilities
and each of the groups (a group of 2 and a group of 3) took over the responsibility for one
of the lessons I had been teaching during the previous weeks. This included developing a
formal lesson plan, presentation of the material and managing the challenge activities. The

pre-service teachers covered the same general concepts I had covered during previous weeks,
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but they were free to change the details. Lesson plans were reviewed by the in-service teacher
and evaluated by an instructor from the College of Education for pedagogical content and
by me for technical content. The group then took over the teaching of that lesson during the
week. This was where the pre-service teachers were able to utilize their education training
and specialized background in art or music to improve the presentation and pedagogical

approaches I had been using.

3.2.4 Week 4 - Solo Teaching

Finally, during week four, each pre-service teacher developed and taught a separate lesson
independently. They were not allowed to repeat a lesson that they had taught during week
three. The format and evaluation process were exactly the same as in week three except
that the pre-service teachers worked individually on the lesson plans and presentations for

this week.

3.3 Post-camp Discussions

After the camp concluded, I met with 4 of the pre-service teachers (3 music and 1 art) to
get their impressions and experiences with Scratch and the camp. Their feedback was very

positive:

e Three had shown Scratch to other pre-service teachers as well as relatives and/or
friends

e All four reported that they were capable of teaching Scratch to their future students

e Two of the music teachers and the art teacher already had ideas of how they can
incorporate Scratch into the classroom at various grade levels: “I think I could apply
it to any level, from elementary to high school. Teaching basic notes and rhythms would
be easy on Scratch for my younger students and I could have high school students write

their own compositions on Scratch.”
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e One of the music teachers reported that Scratch likely would not fit with the musical

concepts they anticipate teaching.

3.4 Lesson Plans

As an example of how the pre-service teachers developed a lesson plan, during week 3 one
group took over the square drawing lesson presented on day 1. Their new lesson plan

contained the following components:

e Target grade level

e Applicable standards and benchmarks covered
e Lesson goals

e Anticipated learner outcomes

e Vocabulary

e Assessment strategy and criteria

e (Classroom set up and resources

e Experience activities

e How students will interact

e Transfer of learning strategy

A scripted narrative of the lesson

They also developed a work sheet that allowed the students to move step by step through
the thought process of building the program plan and had the students start by walking
in a square. Students had to then describe these moves on their white boards using only
4 of the Scratch command blocks. Lesson plans developed in this manner are a valuable

resource for other classroom teachers.
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Self-Efficacy Measures

Statement P effect size
I have the ability to earn an A in a computer programming <001 0.4812
class.
I can learn how to write computer programs. < 0.01 0.5182
I can l§arn to read code written using a computer pro- < 0.01 0.5823
gramming language.

Future Interest Measures

Statement P effect size
I plan t.o continue writing programs after the Summer In- <001 0.5543
stitute 1s over.
11 (\)NOU.ld like to learn more about what computer scientists < 0.01 0.2964
I unld tgke a computer programming class in school if 0.180 0.1963
one is available.
I want to learn how to program mobile devices such as 0.970 0.0197

phones and tablets.

Programming Enjoyment Measures

Statement P effect size
I enjoy writing computer programs. < 0.01 0.5973
I would enjoy a job that involves writing computer pro- <001 0.3054
grams.
I 1 ' iti h 1
would enjoy writing computer programs that contro 0.65 0.0954

robotic parts.

3.5 Student Survey Responses
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Table 3.1: Statistical summary of survey items calculated using Wilcoxon signed-rank test
(n=52). Effect sizes: small > .10, medium > .30, large > .50.

Pre-camp and post-camp surveys were given to each participating K-12 student on the first
and fourth days each week. The 10 item survey (see Table 3.1) utilized a 5 point Likert scale,
with responses ranging from 1 = strongly disagree to 5 = strongly agree. The statements

were designed to evaluate students’ self-efficacy as it related to programming, future interest




in programming after completion of the camp, and enjoyment of programming. Given
the short notice prior to the start of camp, there was not an opportunity to pilot these
statements prior to the STEM Summer Institute. Statements were reviewed by faculty
members involved with the STEM Institute, other CS graduate students and the in-service
teachers leading the programming course.

Given that the data being collected was ordinal and that I could not assume the data
would be normally distributed, I selected the Wilcoxon signed-rank test for statistical signif-
icance. This test uses pairs of data taken from the same population. In this case, it requires
pairing pre- and post-surveys from the same student. During week 1, I failed to collect the
names of students on the pre-survey, so I was unable to use survey responses for that week
when performing this paired data analysis. Additionally, some students missed either the
first or last day of camp, and thus did not complete either the pre- or post-camp survey.
These students’ responses could not be used in the analysis either. This left 52 correlated,

completed surveys for analysis out of the 69 students who took the programming course.

3.5.1 Self-Efficacy

Given that most middle-school-aged students have little or no experience with programming,
I expected an increase in self-efficacy in relation to programming after the completion of the
camp. [ felt that this was an important metric because self-efficacy can be a determining
factor in students’ selection of career path.!'! The three statements chosen to measure student
self-efficacy in programming are shown in Table 3.1. The results measured for all three
items were found to be statistically significant using the Wilcoxon signed-rank test at the
1% level, meaning that the p-value for these results are less than 0.01. Values less than 0.05
are generally considered to indicate that there are statistically significant changes between
the pre- and post-responses. In other words, when the p-value is less than 0.05, there is
a measurable difference between the two samples and this difference is due to something

other than random sampling effects. The table also shows the measured effect size for each
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| have the ability to earn an A in a computer programming class

Pre E ‘ ‘
Post |
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I can learn how to write computer programs
Pre F | |
Post ]
0% ‘

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
I can learn to read code written using a computer programming language

Pre | |
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! T "
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.Stronglv Disagree D Disagree l:‘ Neither Agree nor Disagree D Agree . Strongly Agree
Figure 3.4: Distribution of responses for statements related to self-efficacy in programming.

statement. Effect sizes where 0.1 < e < 0.3 are generally considered to be small, those
where 0.3 < e < 0.5 are considered to be moderate and those where e < 0.5 are considered
to be large.

The responses were decidedly positive for all three items both before and after the
camp, although it is of note that the percentage of students who strongly agreed with each
statement increased by at least 50% for all three, and by 100% for ‘I can learn to read
code written using a computer programming language.” These distributions are shown in
Figure. 3.4 Based on these results, the students appear to have come into the camp with
moderate confidence in their ability to program, which would be expected in a self-selected
summer camp. The students left with even stronger confidence in their abilities. Effect size

was near or above 0.5 for all three, indicating a very positive effect from this camp.

3.5.2 Future Interest in Programming

The survey contained four measures of students’ interests in further programming, given
in Table 3.1. The results for these were mixed compared to those for self-efficacy. The
change for ‘I plan to continue writing programs after the Summer Institute is over’ was
significant (using the Wilcoxon signed-rank test), and again had a very positive effect size
(0.554). This statement also had the greatest percentage increase in students who strongly
agreed (120%), as shown in Figure 3.5. Student short-term excitement about programming

increased significantly in just four days.
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| plan to continue writing programs after the Summer Institute is over.

|| \ \
post | [ I
%

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
| would like to learn more about what computer scientists do
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% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
| would take a computer programming class in school if one is available.
Pre |
-y
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I want to learn how to program mobile devices such as phones and tablets
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Post ‘ [ \
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- Strongly Disagree \:\ Disagree D Neither Agree nor Disagree D Agree . Strongly Agree

Figure 3.5: Distribution of responses for statements related to future interest in program-
ming.

While the statement ‘I would like to learn more about what computer scientists do’ did
not elicit as large of an effect size as other statements discussed so far, it was still significant.
Considering that we did not spend much time discussing computer science explicitly, it does
show that the experience caused increases in student interest in what we do. Interest in
mobile device programming and in taking a computer programming class in school both had
very small changes that were found to be statistically insignificant. This is likely due to the
lack of discussion about these topics during the camp.

It is interesting to note that initially only 49% of students stated they had plans to
program after the camp ended, but a large percentage were interested in learning how
to program mobile devices (78%). By the end of the week, the percentage of positive
responses for the two items are very similar (72% to 79%, respectively). Student interest
in programming increased greatly while interest in mobile programming remained virtually
unchanged. In other words, initially, the idea of programming mobile devices was more
interesting to students compared to the general concept of programming. However, by the
end of camp, students found the overall idea of programming to be just as interesting as

programming mobile devices specifically.
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3.5.3 Programming Enjoyment

There were three items in the survey that measured students’ enjoyment of programming,
as shown in Table 3.1. The first, ‘I enjoy writing computer programs’ showed the largest
measured effect size of any statement on the survey. Just under 60% of students agreed
initially to this statement, but by the end of the camp, 85% agreed (Figure 3.6). While
students were not as enthusiastic about a job that involves writing computer programs,
this item showed moderate growth which seems reasonable for middle school students who
selected this course during a summer camp. The third statement, “I would enjoy writing
computer programs that control robotic parts,” performed similar to the previous question
about mobile devices. Students showed interest at the start of the camp (72% agreement)
and the change by the end of camp was found to be insignificant. As was discussed with
mobile devices, we did not spend time discussing robots, so seeing little change in this
measurement is understandable.

The outcomes from the summer institute verified the effectiveness of non-STEM teachers
using Scratch (or some other, similar development environment) as a teaching tool within
non-STEM related subjects. Given the teachers’ very short preparation time and that this
was their first experience being graded on their teaching in front of a classroom, it is possible
the results achieved in a regular classroom over the course of several years could be much
stronger. While this opportunity was a very important step, and it demonstrates that pre-
service teachers were able to effectively teach programming content, it does not resolve the
second issue of how to increase the number of teachers that are familiar with, and interested

in using, such tools within their classrooms.

3.6 Education Technology Course

Based on the successful feedback received from the STEM Summer Camp, a faculty member

at Kansas State was able to get an invitation to present a generalized and shortened version
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| Enjoy Writing Computer Programs
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| would enjoy writing computer programs that control robotic parts
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Figure 3.6: Distribution of responses for statements related to enjoyment of programming.

of the material to all sections of the Education Technology course at Kansas State University
during the Fall 2013 semester . The goal of the presentation was to introduce the pre-service
teachers to the idea of computer programming and to show them that it can be easily and
successfully incorporated into lessons at the K-12 level. There were 5 sections of the course
and we had a total of 108 responses to a survey which students completed at the start and
end of the class period.

As part of the class session, we had the pre-service teachers develop programs that
demonstrated ways in which programming could be used in courses such as math, science,
music and art. We then discussed the skills that students develop when they are solving
computer programming problems. We gave pre- and post-surveys to the pre-service teachers
to measure their interest and self-efficacy in relation to using programming as a teaching

tool in their future classrooms.

3.6.1 Methodology

Given that this was a short, one-day presentation, we elected to present the material in a
workshop style. Pre-service teachers were each given laptops and we walked through some
basic programs to get them familiarized with how Scratch works. We then utilized a process
fairly similar to that used in the Summer Institute. We would present a simple program

such as drawing a triangle then challenge the pre-service teachers to modify the code to
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draw other regular shapes such as a square, pentagon or hexagon. Finally, we challenged
them to find a way to generalize this idea to draw any regular shape. On completion of the
challenge, we discussed how it might be used in various educational contexts.

Another lesson we incorporated into the presentation involved coding music for a song
and having the pre-service teachers develop multiple sprites playing the song in rounds. After
that, we worked with animation, having sprites change appearance and inserting speech
bubbles into the program. The final demonstration was a simulation which would calculate
and plot the trajectories of a projectile as the initial angle of launching was changed from
0 to 90 degrees and then reported the angle at which the projectile travelled the furthest
distance from the starting point. This allowed the pre-service teachers to observe both
how Scratch could be used to help students think through and develop an experiment and
also how it can be used to automate and visualize the results of a simulation. Each of
these projects was selected to demonstrate how programming can be used within different

academic fields (math, music, creative writing, physics, etc.).

3.6.2 Results

The survey consisted of 10 statements and was given before and after the in-class workshop.
Responses to each statement were scaled on a 5 point Likert scale ranging from “strongly
disagree” to “strongly agree” The survey statements, along with the p-value and measured
effect size of each, are shown in table 3.2. Effect sizes greater than 0.5 are considered to be
large, while p-values less than 0.01 indicate that there are statistically significant changes
between pre- and post- responses. The distribution of pre-service teacher responses can be
seen in figure 3.7. Prior to using Scratch, only the first statement “I feel confident using
computer technology” received agreement from more than 35% of the respondents. This
shows that while they were confident in their ability to use computer technology, they had
little confidence in their ability to use or teach with programming.

Figure 3.7 shows the distribution of responses to the survey statements. In the post-class
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Statement P effect size

Q1 | I feel confident using computer technology. < 0.01 0.3645

Q2 | I feel confident writing simple programs for the computer. < 0.01 0.7678

Q3 | I know how to teach programming concepts effectively. < 0.01 0.8450

Q4 I can promote a positive attitude towards programming in my <001 0.6621
students.

I can guide students in using programming as a tool while we

Q5 explore other topics. <001 0.7465

Q6 I 'fee.l confident using programming as an instructional tool <001 0.6325
within my classroom.

Q7 I can .adapt lesson plans incorporati?g programming as an in- < 0.0l 0.6568
structional tool to meet my students’ learning.

Q8 I can create original lesson plans incorporating programming as <001 0.7108

an instructional tool.

I can identify how programming concepts relate to Common

Q9 Core Standards. < 0.01 0.7411

Q10 I can identify how programming concepts relate to Next Gener-

ation Science Standards. < 0.01 0.7328

Table 3.2: Statistical summary of survey items calculated using Wilcoxon signed-rank test
(n=107). Effect sizes: small > .10, medium > .30, large > .50.

survey , all of the statements had more than 40% agreement (students who either agreed or
strongly agreed with the statement) and only 2 statements were below 60% agreement. After
one 2-hour session spent using Scratch, over 60% of pre-service teachers felt confident in their
ability to: write simple programs, promote a positive attitude towards programming in their
students, use programming as a tool for exploring other topics, incorporate programming
as an instructional tool, and relate programming to educational standards.

As mentioned above, there were 2 statements which did not have at least 60% agreement
in the post-course survey. The first of these: “I know how to teach programming concepts
effectively” only had 5.6% agreement to begin with and this grew to 44.8%. This statement
did however have the highest measured effect size. The second statement: “I feel confident
using programming as an instructional tool within my classroom” grew from 17.8% to 46.7%.
So, while the pre-service teachers were confident in their ability to situate programming

within their curriculum, they were still somewhat apprehensive about using it as a true
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instructional tool.
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. Strongly Disagree . Disagree Neither . Agree . Strongly Agree

Figure 3.7: Distribution of responses from pre-service teachers in education technology
course.

3.6.3 Discussion

The magnitudes of these results were even better than I had expected. The large effect sizes
are likely due in part to the pre-service teachers’ excitement at learning a new, novel, fun,
concept using a very engaging tool. This is exactly what Scratch has been designed to do,
and generating this type of excitement was our intent when we designed this workshop. I
would expect pre-service teacher interest and confidence to level out or even regress some-
what for a while if the lessons were extended over multiple sessions. However, the results
do demonstrate that pre-service teachers can develop an interest in learning about basic

computer programming concepts and that they report being able to visualize ways in which
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tools such as Scratch might be useful in their future classrooms. Currently, most pre-service
teachers are never exposed to this material, and so there is never an opportunity for them to
even consider such a possibility. This work, combined with the summer institute described
in section 3.1 shows that given the opportunity and background, some pre-service teachers
likely would employ programming in their teaching and that they can do so effectively in

such a way that student interest, self-efficacy and enjoyment will grow.
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Chapter 4

Qualitative Study in Cybersecurity

Education

As was mentioned in Section 2.3.1, cybersecurity education is a relatively new field of aca-
demic study, even within the still new field of computer science. Additionally, this sub-field
is growing so rapidly that it has been difficult for educators to ensure they are developing
consistent, quality teaching practices. However, change is coming. Groups such as ACM,
IEEE, and ACM-SIGITE are developing and publishing curriculum standards for cyber-
security, showing what content industry and academics feel best fit within the computer
science and information technology curriculum.3%3! The long-term goal of my work in this
area is to help the academic community take a step towards developing tools that can be
used to assess student interest and self-efficacy in relation to studying and working in the
field of cybersecurity. The first step involved interviewing students enrolled in a cyberse-
curity course at Kansas State University. The objective of these interviews was to better
understand their experiences while enrolled in the course over the duration of the semester.
The results of this work were then used to develop a survey-based instrument for assessing
student outcomes in cybersecurity courses, the development and results of this instrument

are discussed in Chapter 5.
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4.1 Methodology

Student volunteers for the semester-long study were solicited from an introductory cyberse-
curity course and included both upper division undergraduate as well as graduate students.
To encourage student participation and reduce the likelihood of participants not completing
the study, volunteers who completed the entire study were promised and given a small fi-
nancial incentive ($50) upon completion of the 3™ interview. From a course enrollment of 30
students, 18 initially agreed to participate. Participants were interviewed 3 times, as shown
in Figure 4.1. Interviews took place during the 2°¢, 10" and 15" weeks of the semester.
Of the initial volunteers, 15 participated in the first round of interviews, 14 participated in
the second round, and 12 participated in the third round. Of the initial 15 participants, 6
were undergraduate computer science students, 3 were undergraduate computer engineering
students and 6 were graduate computer science students. Two of the graduate students were
female; all other participants were male. The results presented within this chapter repre-
sent responses from all students who participated in a given round of interviews (I did not
remove the responses of students who participated in round 1 but then did not participate

in rounds 2 and/or 3).

Week 2 Week 10 Week 15

et N N
6 5 4

Undergraduate Undergraduate Undergraduate

Comp Science Comp Science Comp Science

3 3 3
Undergraduate Undergraduate
Comp Engineering Comp Engineering

Undergraduate
6 5

Comp Engineering
6
Graduate Graduate
Comp Science Comp Science

Graduate
™ N

Comp Science
I

Figure 4.1: Number of students and distribution among departments for each round of
nterviews.

Interviews were semi-structured and lasted from 15 to 30 minutes. With the semi-

structured format, a base set of questions was established for each interview but additional
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questions were asked when topics of interest were uncovered or points of clarification were
needed.” The base set of questions were derived in discussions with a faculty member
in cybersecurity courses and then reviewed by both graduate and undergraduate students
within the CS department for clarity. A pair of pilot int Interviews was performed prior
to the first round of interviews to identify questions that were unclear or that were not
generating the expected results. These questions were modified to fix the identified problems.
In cases where a new question would be useful for all students, these questions were carried
over to the remaining interviews within that round. Interviews were video taped to allow
for post-interview analysis. Some of the sound content during the first round of interviews
was not intelligible, so some of that data was lost. In a semi-structured interview format,
participants are encouraged to elaborate and discuss their answers, so they might mention
several topics in response to a single question.% For these reasons, the number of items
indicated for some questions does not always add up to the total number of participants.

Topics covered included:

e reasons for taking the course

e cxperiences in the course

e specific topics of interest

e student’s perception of his or her own ability in cybersecurity

e student’s perception of his or her progress in the course

e interest in cybersecurity as a career path and/or a topic of further study or research
e how well students felt the course was preparing them for future studies or positions in

cybersecurity.

4.1.1 Interview Response Bias

Bias is an important concern in qualitative research. The interviewer can affect the respon-
dent’s answer in many ways. One component of this is when the respondent attempts to

please the interviewer by answering questions the way they believe the interviewer wants
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them to. I took several steps to reduce the likelihood of this type of bias. When first ex-
plaining the process to the students, I made it clear that I was not involved in the class
in any way and that the instructor would never have access to the responses other than
a summarized, anonymous report of my findings. I spent time giving my own background
and explaining why I was performing the research. All of this was done to encourage an
open and honest dialog with each student. I also approached topics beginning with broad
questions requiring discussion type answers then moving towards more specific questions
that might elicit a yes/no response. For example, near the end of the first interview, I had

prepared the following sequence of questions:

e describe what you feel cybersecurity research might involve

— Do you think you could be successful doing that kind of work? (why/why not?)
— Is that something you would enjoy doing?
x if yes, what parts?

% is there a specific reason you would/would not enjoy it?

This sequence of questions eases the student into the topic, first describing what they be-
lieving cybersecurity research is prevents them from giving a single word answer and lets
them contemplate the subject first without having to show their own feelings on the subject
initially. Then I follow up by asking if they could be successful doing that and if they would
enjoy it. For both of these questions, I ask additional questions to keep the student talking
about how they view themselves within cybersecurity and limit their ability to continue with
one word answers. In many cases, when the students responded to the yes/no questions,
they would include the explanation without my having to ask for it. While I cannot guaran-
tee that all bias is eliminated from the interviews, I did attempt to limit the opportunities

that students had to resort to simply agreeing with a statement.
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4.2 First Round Interview Results

During the first interview, students were asked why they chose to take the course. Several

gave more than one reason, so I counted the number of times each reason was given:

5 students mentioned that it filled an elective for their degree

8 said it sounded interesting

3 called it important

6 mentioned that they wanted to learn how to make code more secure

2 indicated that it was part of their research area.

Additionally, students were asked to give a definition of cybersecurity during the first
and second interviews. The goal was to see whether and how student views of cybersecurity
changed over the course of the semester. I noted patterns in specific terms that students
mentioned during each interview. In both interviews, students linked actions such as pro-
tecting, securing, preventing, defending and finding with components such as networks,
hardware, systems, data, and programs. Table 4.1 shows the distribution of terms among
the students. The most interesting change is the tripling in the number of students that
mentioned data, files, or information as part of their definition. In fact, every ‘category’ was
mentioned more frequently during the second set of interviews, showing that students were
becoming more aware of the breadth of the threats faced today.

Students were also asked during the initial interview if they felt they could be success-
ful conducting cybersecurity research. One student responded “absolutely” (this student
withdrew from the course prior to the second interview). Other student responses included

PR AN

phrases such as “I think so,” “probably,” and “not sure.” One student replied “I don’t know
enough yet to answer that question.” Results are shown in Table 4.2.

As a follow-up question, I asked students if they thought that cybersecurity research
was something they would enjoy doing. Ten students responded with “yes” or “sure” and

4 students gave less certain but positive responses such as “probably.” When asked if they
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Table 4.1: Topics mentioned by students when asked to define the term cybersecurity.

First Round Second Round

Protecting / securing / defending / 14 | Protecting / defending / preventing 17

preventing

Finding 2 | Applying or using concepts 2

Network 6 | Network / Internet 10

Hardware / computer / server 3 | Hardware / computer / server 6

System 3 | System 4

Data / files / information 4 | Data / files / information 12

Software / programs 2 | Bugs / weak spots 3
Authentication / verification / aun- 4
thorization

felt that cybersecurity (not specifically research) would be involved in their career after
graduation, all students felt that it would be involved in their career in some way, although
3 specified that it depends on the job. So, at the beginning of the semester, students felt
cybersecurity would likely be involved in their future careers and they were interested in
cybersecurity research although they were not very confident in their ability to do the work.

Results from asking students if they would seek out positions that involved aspects of
cybersecurity specifically are also shown in Table 4.2. The overall positive responses from
the students for these questions was expected given that these students are enrolled in an
elective cybersecurity course.

During the first interview, I also investigated student experience with cybersecurity prior
to the class. Students were asked to “Describe encounters you have had with cybersecurity
prior to this course.” While the students did mention some key concepts, nearly half (7)
indicated they had little experience with or were “oblivious to” cybersecurity prior to the
course. Some of the previously encountered concepts that were mentioned included stack
“smashing” and buffer overflow attacks, which were discussed in previous courses, finding
and removing viruses on personal computers, phishing attacks, and social account (such as

email, Facebook, etc.) compromise.
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Table 4.2: First interview questions related to students’ perception of future cybersecurity
research and work.

Do you feel you could be successful conducting cybersecurity research?
Absolutely 1
I think so / probably 7
Not sure 4
I don’t know enough to answer that question 1
Question not asked 1
Is cybersecurity research something that you would enjoy doing?
Yes / sure 10
Probably 4
Do you see cybersecurity involved in your career after you graduate?
Definitely / yes 11
Depends 3
Do you plan to seek out jobs that involve cybersecurity aspects specifically?
Definitely / yes 5
No 2
There are other, more important, aspects to job search 7

4.3 Second Round Interview Results

The results from several of the questions asked during the second round of interviews are
given in Table 4.3. First, students were asked how they were doing in the course. Three were
unsure how they were doing (all were undergraduates), 2 felt they were doing poorly (one
undergraduate). Another felt he was doing moderately well while 6 thought they were doing
well. Several students were very focused on how they were doing compared to their peers.
One student responded with the following: “in terms of all the undergrads, we're doing
about the same.” Despite these mixed feelings about their performance, when asked, every
student was glad they were taking the course. Reasons given included that they felt they
had learned something useful or interesting and that it gave them a broader understanding
of the subject.

All 11 students who were asked if they thought the course was interesting agreed that

it was, although the level of interest varied: “it is very interesting” versus “some of it is.”
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Table 4.3: Second round interview questions. (Some questions were not asked during every
interview)

How are you doing in the class?
Well 6
Moderately well 1
Poorly 2
Unsure 3
Are you glad you decided to take this course?
Yes 12
No 0
Is this course interesting?
Yes 11
No 0
Do you feel that you could be successful in a job that involves cybersecurity?
Definitely 1
Yes 6
With additional work / help 4
Not sure 2

Another question I asked students was “Do you feel that you could be successful in a job
that involves cybersecurity?” Seven students felt they could be, while another 4 students
thought that with work/help they would be. Only 2 students were not sure if they could be
successful. No students said they could not be successful in a cybersecurity job.

During the second round of interviews I also asked students what topics they would like

to learn more about. The list of topics included:

e everything just deeper

e more about buffer overflow attacks

e correct implementation of PKI (public key infrastructure)

e mobile security (mentioned by multiple students)

e newer attacks; the buffer- and heap-based attacks are out of date
e biometric authentication

e web security.
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I asked this same question during the third round of interviews with similar results.
During both the second and third interviews I asked if students planned to take addi-
tional cybersecurity courses. The department has several options for students to choose
from. There is a cryptography course, a lab-based course focusing on common exploits and
penetration testing tools, and an advanced (graduate level) cybersecurity course focused
on network security, security protocols, and the composition of security tools from building
blocks. Since several (5) of the students were planning to graduate or leave by the end of
the academic year, there was some hesitation when answering this question. This was a
fall course, so there was the possibility of taking a course during the spring term prior to
graduation, though many of them were not sure if an additional course would fit into their
graduation plans. Student responses are given in Table 4.4. Note the trend toward more
definitive positive answers — the number of students answering a definitive “yes” did not
go down, but students who were previously uncertain moved from more negative to more

positive answers.

4.4 Third Round Interview Results

During the third interview, students were asked to rank themselves on a scale from 1 to
10, with 1 indicating no knowledge of cybersecurity and 10 indicating being a cybersecurity
expert. Two students rated themselves between 1 and 3, 3 students rated themselves between

4 and 5 while 5 students rated themselves between 5.5 and 7 and 1 student selected &. The

Table 4.4: Do you plan to take additional cybersecurity courses? (Note that 2 students who
participated in the second interview did not participate in 3rd interview)

Second Interview | Third Interview
Yes 6 5
Not sure 2 4
Depending on schedule 3 2
I don’t think so 3 1
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one remaining student first selected 4.7 then changed to 6.5 then 7 then finally selected 9.9.
When asked about this decision process, the student stated that compared to the rest of
the world, he knows substantially more than a vast majority of people at this point. This
shows that the question needed a frame of reference. All of the students indicated that in
order to rank higher, they felt they needed more experience and exposure to cybersecurity
concepts either in the classroom, a work environment, or through research. One student
noted that he might even rate himself lower as he learns more about cybersecurity. These
results are shown in Table 4.5. During this final interview, I asked each student about
his/her confidence in cybersecurity moving forward. The results were varied, with 6 students
expressing confidence in their abilities, 3 being somewhat confident, 2 being unsure and 1

having little confidence in his ability.

Table 4.5: Student self rating of cybersecurity competence.

Rating Number of students
1-3 2
4-5 3
5.5-17 3
8 1
9-10 0
(One additional student changed from 4.7 — 6.5 — 7 — 9.9)

One of the main focuses of the course is having students perform attacks against various
platforms. Several (7) students indicated that this was an eye opening or “aha” experi-
ence for them, making comments such as “I was thinking to myself ‘You can do that?” ”
Other students also mentioned having a similar “aha” reaction when learning about how
the Kerberos authentication system works.% There were numerous comments about this
course being a good introduction and that the students were interested in learning more
about various topics including: more complicated exploits, network security, cryptography,

other attacks such as denial of service, and Wi-Fi security.
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4.5 Case Studies

One of the major advantages of performing a qualitative study is the ability to investigate
information that presents itself during the interview process. This allows the investigator
to discover unknown or interesting pieces of information that would be difficult to discover
using a quantitative method such as a survey. I selected two students to look at more closely.
One is a senior in Computer Engineering and the other is a graduate student in Computer

Science.

4.5.1 Student 1

I will call the first student I am investigating Aaron. Aaron is a senior in computer engi-
neering who is working towards a networking specialization. This course was recommended
to him by his adviser from a list of electives for the networking specialization because of
his interest in programming. Throughout all 3 interviews, Aaron was fairly confident in his
ability to succeed in the course as well as in a career that involved cybersecurity activities.
He expects to work in programming of some sort upon graduation and had an internship
that involved software development last summer.

Through responses to several questions, Aaron indicated that he expects cybersecurity
to play an important role in this future work whether he chooses a career that specifically
focuses on it or not. He also expressed interest in individual research projects involving
cybersecurity. However, when asked if he would seek out a job specifically oriented to-
wards cybersecurity, Aaron indicated that there were several other factors that were more
important in making that decision such as what products or services the company produced.

As was mentioned previously, I asked students to define cybersecurity during the first
interview. Here is the response Aaron had during that interview: “Protecting something on
a computer or network...securing a system in the cyber-world. Preventing people from doing

things you don’t want them to do.” 1 asked the same question during the second round
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of interviews 8 weeks later. He gave a similar answer: “Trying to protect information or
things in cyber-world or computer world or internet...like any other security system to keep
information from getting into the wrong hands only this is on a computer or network of
computers.”

While the responses are similar, there are a few interesting changes in the two responses.
In the second response, Aaron starts off with the word trying. Considering the context of the
course at this point, students have just spent several weeks learning about various exploits
and how powerful they are. Most will also be realizing how difficult it is to defend against
some of these attacks. Additionally, he now compares cybersecurity to “any other security
system” during the second interview. So, he is now beginning to see that the threats in
the cyber-world are as real and multi-faceted (notice he struggled somewhat in identifying
precisely what is being protected) as those encountered in other aspects of areas.

A third difference is that in the first response, he uses the word “something” while in the
second response he specifically mentions “information” as the item being protected. This is
something I mentioned previously that many of the students became aware that information
or data is really the object that needs to be protected. All three of these differences suggest
that Aaron is becoming more aware of the details and difficulties of cybersecurity and is
developing a larger-picture, more mature, view of the field as a result of this course.

Another question I asked during the third interview was if the students had experienced
any ‘aha’ moments that stood out. Aaron mentioned the first time they were shown how to
perform an exploit: “I was like...you can do that!?” This type of excitement was common
among a large number of students, and this particular activity was the most commonly
remembered moment. It is a point in the class where students are able to observe just how
vulnerable some systems can be due to both poor programming practices and a determined
adversary.

Also during the third interview, I asked where he felt he ranked on a scale of 1 to 10

as far as understanding of cybersecurity. He responded: “I want to put it lower because
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there is so much depth...maybe at a 6 or 7, maybe an 8 depending on the topic. A lot of
it 1s still black box and I don’t feel super confident about it.” This was one of the higher
self-rankings among the students I interviewed. Although he obviously does not feel he has
a fundamental understanding of the material yet, Aaron felt confident in his ability to work
within the cybersecurity field and succeed in the classroom in all 3 of the interviews.
Aaron was a good representative of several undergraduates that I interviewed. These
students were confident in their ability to tackle whatever content was presented in the
course. However, when asked to rate themselves, they were more conservative, and without
a specific frame of reference, tended to rate themselvees near the center of the scale. Perhaps
the confidence is due to trusting the academic setting and not real confidence in their overall
knowledge. While the students were very interested in learning about cybersecurity and did
not rule out taking jobs in cybersecurity upon graduation, few expressed an interest in
seeking out cybersecurity jobs specifically. This is to be expected given that this is an single
elective course and students have a wide range of sub-fields within computing to choose

from.

4.5.2 Student 2

I will call the second student I am presenting Brad. Brad is a master’s student in computer
science. He mentioned that he had written a few web applications prior to enrolling for
his graduate degree and that they were not very secure. In the second interview he went
on to mention that he is looking to become a web developer and/or a data analyst and
that learning how to make web applications more secure was his primary motivation for
taking the course. He was simultaneously enrolled in the cyber-defense basics course and
mentioned several times that taking the two courses at the same time really helped him
grasp the concepts well. Unfortunately, the sound for the “define cybersecurity” question
during the first interview was not working, so that response was not available. During the

second interview, he gave the following definition: “Knowing what kind of attacks a system
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maght go through and trying to protect against them.”

Brad had a very narrowly defined purpose for taking the course initially. However, by
the third interview, his perspective had changed quite a bit as can be seen by his response
to my question “how do you see cybersecurity fitting into your future?”: “..I was a web
developer. I wanted to integrate security into my web apps so that’s what I thought about
doing after this course and now my scope has widened and I will consider other ways to make
them secure. In the future I would like to explore or try out an attack using our knowledge
to try on something else... in the future I would like to dig deeper into these fields I want to
explore how attacks are done not just apply it.”

This response shows that the Brad now wants to investigate how attacks work on his
own and would be interested in pursuing research. Interestingly, in a previous interview, I
had asked about his interest in a cybersecurity job and his response indicated that he had
not considered that possibility before.

As with Aaron, Brad mentioned the first time he saw an overflow attack work as a
moment that stood out in the class. He rated himself as a 6.5 or 7, stating: “I think my
networking basics are not up to the marks, that’s why I rated myself very low. I think a
strong background in networking would help a lot.” When asked about future plans during
the third interview, Brad was not as directed as Aaron. His response to questions about
seeking a job in cybersecurity was “yes, why not? ... If I'm offered a job, I would definitely
take it.”

Brad definitely experienced a change in his view of what cybersecurity involves over the
course of the semester. The combination of the two courses appears to have had a significant
impact on how comfortable he felt with and interested he was in the material. He became
more aware of the breadth of cybersecurity and was notably more interested in areas other
than his initial interest in securing web applications. He did still have uncertainties in his
ability, but overall his interest in the field grew. As with Aaron, he rates his understanding

of cybersecurity slightly above the middle on a scale of 1 to 10. Additional questions
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showed that he had confidence in his ability to be successful in cybersecurity given additional

instruction and/or study time.

4.5.3 Comparing Cases

Aaron and Brad came into the course with very different objectives. Brad was taking the
course to learn how to secure his web applications while Aaron was directed to the course by
his adviser since it was an elective for computer engineers working towards the networking
specialty and was programming oriented. From the start, Aaron was open to the potential
of a cybersecurity job or possibly research, while Brad started out more focused on other
sub fields. However, by the end of the course Brad “would definitely take it” if a job was
offered to him in cybersecurity. Over the course of the semester, interest in cybersecurity
for both students grew noticeably.

Both students were hesitantly confident in their abilities throughout the interview pro-
cess. However, when asked to rank their ability on a scale, they chose numbers only slightly
above the middle. This was very common among students and I interpret this as confidence
in their ability to learn and succeed in this sub-field but not necessarily in their complete un-
derstanding of the material at this point. Students were quite varied in how they described
their own abilities within this field although most responded similarly (fairly confident in
ability to succeed but rated themselves lower when quantifying their ability).

One place where these two students differ is in their future plans. Aaron does not have
plans for graduate school, so he was less inclined towards research although he did mention
that he felt he could do research in cybersecurity. Brad on the other hand, as a current
graduate student, was interested in research in general at the start of the course and by
the end he was very interested in intrusion detection systems and various other aspects of

cybersecurity research.
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4.6 Qualitative Study Summary

I performed 3 rounds of interviews with students enrolled in an upper-division cybersecurity
course. My primary goal was to study student interest and self-efficacy in relation to cyber-
security. Specifically, I was interested in learning about student interests in cybersecurity
as they pertain to future plans such as careers, research, and classwork. I also wanted to
investigate student self-efficacy as it changes during the course of the semester: are students
gaining confidence in their ability to deal with cybersecurity issues?

During the interviews, and the subsequent analysis of the student responses, it became
clear that the perspective of each student can vary greatly when responding to a given ques-
tion. This was evident in the responses to the question asking students to rate themselves
on a scale of 1 to 10. One student listed several different choices and when asked to explain
why he changed his mind, he explained that his opinion changed as he realized how he com-
pared first to cybersecurity experts and then to larger groups of less-knowledgeable people.
This is an issue that will need to be considered when performing additional validation on
the survey instrument.

Based on responses, there is student interest in cybersecurity at all levels (courses, re-
search, and jobs) although most of the students see it as a component of their overall
education and career plans, not the main focus. All students were glad they had taken the
class and found the material at least somewhat interesting if not very exciting. This was
expected given that the course is an upper-division elective course with many alternatives
available to students.

Students’ self-efficacy did not rate as highly as their interest. In fact, for some students,
it decreased over the course of the semester. Given that students admitted to having very
little knowledge of cybersecurity at the beginning of the semester and taking into account
the enormous scope of the field, this was not unexpected. This is evident in case of Brad,
who explicitly mentions his “scope widening”. The fact that many were interested in con-

tinuing to learn more about cybersecurity and that they were glad they took the course
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shows that while the material was somewhat intimidating, they were not discouraged by
the experience. The responses obtained from this investigation were then incorporated into

a survey instrument for use in assessing student outcomes from cybersecurity courses.
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Chapter 5

Quantitative Study in Cybersecurity

Education

In order to systematically improve the quality of cybersecurity education, an instrument
which can assess student interest and self-efficacy in relation to cybersecurity from training
experiences (which may include classes, workshops, seminars, or tutorials) needs to be de-
veloped and validated. Cybersecurity is a new and growing field, and there has been little
work towards developing such an assessment tool. This chapter presents the initial devel-
opment of, and results from, a survey designed to measure student interest and self-efficacy
outcomes from cybersecurity courses. It builds upon the findings from an initial qualitative
investigation presented in Chapter 4.

Surveys allow us to provide quantitative analysis of student experiences in the classroom.
They enable us to efficiently measure the impact of various pedagogical decisions and thus
help us identify teaching methods that are producing the desired effects in the classroom.
My goal in pursuing this research path is to create an instrument which instructors can
utilize in cybersecurity courses to assess changes in student interest and self-efficacy as it
relates to cybersecurity. I do not focus directly on the level of knowledge students possess

about individual topics as courses can vary widely in their coverage and goals with respect
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to each individual topic.

As was discussed in Section 2.3, a major obstacle in the development of such a tool is the
wide variety of content and instructional methods used in teaching such courses. At Kansas
State University, the target course for this work is CIS 551/751 which is an introductory
cybersecurity course covering a broad range of topics. Students enrolling in the course are
typically junior/senior-level undergraduate or graduate students. The course work includes
approximately 6 programming assignments, numerous outside articles to read, a final paper
and an in-class presentation. Class time tends to focus on explaining how various software
exploits work during the first half of the semester and then moves into discussing security
protocols and components during the second half. The last 2-3 weeks of the class are reserved

for students presenting papers that are part of the assigned reading for the course.

5.1 Methodology

5.1.1 Survey Development

Given the wide variety of pedagogical methods and goals among cybersecurity courses dis-
cussed in Section 2.3, I chose not to focus on quantifying student knowledge of specific
cybersecurity topics. Instead, the survey I have developed focuses on students’ interest and
self-efficacy as it pertains to a variety of cybersecurity topics ranging from “Install and run
malware checking software on a home computer” to “Manage security for a Fortune 500 com-
pany.” This choice was made because the field of cybersecurity is very broad and rapidly
changing. Additionally, the depth of coverage of specific topics is likely to vary greatly
between courses. Thus, knowledge-based metrics would be difficult, if not impossible, to
validate and would likely be outdated quickly.

Measuring student interest, indicates how well a given course is motivating students to

pursue further knowledge or work in this sub-field. Building long-term student interest is

vital within a new, fast-changing, field such as cybersecurity. Likewise, measuring student
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self-efficacy is important because it has been linked with outcomes such as persistence on
task and academic as well as long-term career success. '3

To measure these 2 attributes, I first developed 22 topic statements like those mentioned
above. A majority of these topics statements were derived from the interviews discussed in
chapter 4. These were topics which students showed interest in learning more about, that
they mentioned when discussing job plans or were topics that stood out in their descriptions
of experiences in the class. Additional topics were chosen to provide data concerning specific
areas of interest such as “Take additional courses focused on cybersecurity.” The goal in
selecting the topics was to cover a wide range of material as well as a variety of ways in
which students might further engage with cybersecurity material in both academic and work
environments.

I then devised 3 general statements which allow students to indicate their level of in-
terest and confidence in each of the 22 topics. An estimated time to accomplish the task
measurement was included to allow students to differentiate between topics they felt they
already were capable of and those they could become capable of with enough time. This
resulted in 66 data points per survey. A copy of the survey developed as part of this work

is included in Appendix A. The statements, and options students can choose from include:

e My interest in this topic

— Very interested, Somewhat interested, Not very interested, Not interested, I don’t

know what this is
e My confidence in undertaking and succeeding in this activity

— Very confident, Somewhat confident, Not very confident, Not confident, I don’t

know what this is
e Estimated time for me to prepare for and accomplish this

— At most a few days, A few weeks, Between a month and a year, A year or more,

I would not be able to do it on my own
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For each statement above, there are 4 options which provide students with the ability
to rank their interest, confidence and anticipated time to prepare for and accomplish a give
topic. I chose 4 items to avoid students selecting a middle value when responding while still
providing a balanced number of options on either side (2 generally positive and 2 generally
negative). By removing this neutral response, this forces students to select whether they
lean towards either interested/not interested and confident/not confident. Responses to
these statements will provide us with an idea of how each student believes they fit within
this scale. Issues with analyzing ordinal data such as this are discussed in the results section
below.

The survey was reviewed for face validity by more than 20 graduate and undergraduate
students within the computer science department prior to being used. Primarily this was
done to check the clarity of statements and to verify that students within the target audience

would understand how to respond to the survey.

5.1.2 Participant Selection

Ideally, T would prefer to survey a large number of students enrolled in the target cyber-
security course. This would provide a statistically significant evaluation of the course and
allow us to determine how the instrument performs in such an environment. However, the
target cybersecurity course at Kansas State University (CIS 551/751) is only offered during
the fall term. This was the course which was used for the interviews discussed in Chap-
ter 4 during the Fall, 2013 term. Two other cybersecurity courses were offered during the
Spring 2014 semester, although the enrollment in these courses was very limited (CIS 490
had 14 students and CIS 755 had 6 students). The 490 course, Cyber Defense Basics, is a 1
credit hour lab-based course designed for advanced undergraduate and graduate students.
This course is focused on learning about the common applications and tactics currently
employed in cyber-attacks and discussing ways to defend against such attacks. The 755

course, Advanced Computer and Information Security, is primarily designed for graduate
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students (though a few undergraduate students take the course). In this course, students
learn about current security tools and best practices for effectively protecting systems and
information. I performed pre- and post-course surveys of the students enrolled in both of
the courses during the Spring 2014 semester.

Due to the small number of students in these 2 courses, and the fact that they were pri-
marily upper level students, I also surveyed students enrolled in CIS 200, the introductory
programming course for the department, which had an enrollment of 138 students. This
course was selected because it has a fairly large enrollment and also because it would provide
data from introductory students who are not likely to have much experience with cyberse-
curity topics. This provides a contrasting view of how student interest and self-efficacy in
relation to cybersecurity change not only as students take cybersecurity courses, but also
as they advance through the computer science department. The survey was administered
in class during the 3rd week and the 13th week of the semester. Below is a summary of the

student enrollment and participation totals from each surveyed course.

| | CIS 200 | CIS 490 | CIS 755 |

Enrollment 138 14 6
Pre-Course Survey 93 11 5
Post-Course Survey 74 9 6
Both Surveys 61 8 )

Table 5.1: Student enrollment and participation numbers from each course surveyed during
Spring 2014 term.

5.2 Results

One issue to remain aware of when analyzing this data is that the students from CIS 200
represent the general CS population. It is unclear if any of these students fit the profile for
those who will go on to take the target cybersecurity courses. However, any student who
enrolls in 1 or more of the cybersecurity courses must first take CIS 200 (or somehow obtain

that pre-requisite knowledge). Looking at the enrollment numbers in CIS 200 and those in
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CIS 551, it can be estimated that 10%-20% of the students in CIS 200 will go on to take
CIS 551. CIS 551 and the other cybersecurity courses are electives, so the students enrolled
in these course have already displayed some level of interest in this field. A secondary, long-
term, goal of developing this survey instrument is to enable educators to identify students
within the general CS population who are likely to pursue coursework and/or careers in

cybersecurity.

5.2.1 Overall Averages

As mentioned above, there are 66 data points per student for each pre- and post-survey
(132 total for students who filled out both surveys). The first step towards data analysis
was cleaning the data. The first 4 options for each statement can be ordered and thus are
assigned a value from 1 to 4, with 1 indicating very interested/confident or the least amount
of time to achieve the task. The 5th option indicates the student felt unable to answer the
question and thus responses with this result are handled separately.

At this point I should discuss the issues of analyzing ordinal data. The scales used for
interest and confidence allow students to select from options which have an inherent or-
der. However, the gaps between these values are not necessarily equivalent, and likely vary
from person to person. This limits the precision of the results obtained from data analy-
sis. However, trends indicating changes in confidence and interest can still be identified.
Additionally, since the same students are taking both the pre- and post-survey, they likely
interpret the scales the same way each time they took the survey, resulting in fairly consis-
tent handling of each student’s responses. So, averaging all students’ pre- and post-course
responses together and calculating the change in the average for each statement, produces
a value that is useful in studying class trends over the course of a semester. For example,
if there is a reasonably large sample size and on average there is a 1 step shift towards
“not interested,” on the 4 step scale, this indicates that there was some sort of change that

occurred in the population during the time between the two surveys.
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To analyze the data, I first averaged all responses with a value of 1 to 4 on pre- and
post-surveys that were collected. Given the large proportion of students that are enrolled
in the CIS 200 course, the results of this analysis will only be able to show general trends in
the data, and can be compared to the results from each course discussed in Section 5.2.2 to
see the impact that they have on the overall results. This data is summarized in Table B.1.
These results show a central tendency for each statement, giving an idea of which topics
students were more interested or confident in. Comparing the pre- and post-survey averages
shows the change in this central tendency for each statement over the course of the semester.
This table also contains symbols indicating p-values < 0.1 (discussed in Section 5.2.3).
Values of p < 0.05 indicate a statistically significant change was found.

Overall, within the pre-survey responses, students indicated greater levels of interest
than self-confidence in all but two of the topics based on the average response values. The
two exceptions are “read articles/web posts about cybersecurity on your own” and “install
and run malware checking software on a home computer.” These are 2 of the top 3 rated
values among the confidence measures. These are topics which most students are likely
already at least somewhat familiar with and might have already performed on their own.
This would explain their greater confidence in performing these tasks. The estimated time
selections tended to be conservative, with the average in most cases being between a month
and a year or more. The exceptions to this are the same 2 topics mentioned above along
with “Remove detected threats from a home computer.” For these statements, average time
estimates fall between a few days and a few weeks. Again, this can be the result of the
students being more familiar with these activities, and therefore more comfortable with a
shorter time estimate to complete them.

Post-survey results are similar, although the difference between interest level and con-
fidence level is reduced, with more cases (6) where the student indicated confidence level
exceeds the interest level. In fact, for 15 of the 22 statements, changes indicated student

interest decreased, while confidence levels on 19 of the 22 statements increased. This would
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seem to indicate that as students became more confident in their ability in cybersecurity,
they became less interested in the subject. One possible reason for this would be a large
bias from the CIS 200 students, who did not have direct exposure to cybersecurity topics.
An increase in overall student confidence after completing the introductory programming
course would be reasonable. At the same time, it is possible that, for younger students,

interest in general decreases towards the end of the semester.

5.2.2 Analyzing Changes Between Pre- and Post-Course Surveys

Figures B.1 and B.2 show the change measured for each interest and confidence statement
in the survey, respectively. To make it easier to locate interesting data values, each graph
is ordered so that the questions with the largest change are at the top or bottom of the
graph. Graphs are included for both the overall average change values as well as the average
changes for each course. Looking at the interest graphs, it can be readily seen that the
overall average change values are highly influenced by those from the CIS 200 course, as
mentioned above. While the order is not exactly the same, it is nearly so, and the size of
the changes are extremely similar to one another.

Looking at the cybersecurity courses, it is somewhat surprising to see the large number of
questions which exhibit a loss of interest (remember that higher values indicate less interest).
Given the small sample sizes for these courses, 1 or 2 students can have a significant effect
on the average, so a change of 0.5 is not necessarily a strong indicator of a trend in these
courses. However, these results do show us which topics should be monitored in future
assessments.

The results for the confidence statements where exactly opposite of those from the in-
terest statements. The overall averages showed slight changes trending towards more con-
fidence. As with the interest data, the CIS 200 graph and the overall graph look nearly
identical both in shape and in the order of the questions.

In looking at the confidence graphs for the cybersecurity courses, unlike the interest
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graphs, for some questions trending towards less confidence and for others trending towards
more confidence. Question order also varies. For example, question 6: “Discover ways to
protect personal data on the Internet” trends toward less confidence for the 490 course while
it trends toward greater interest for the 755 course. Again, with such small sample sizes
and an ordinal data scale, the magnitude of the changes in these courses does not provide
a precise measure of the effects of the course, just a suggestion of how student interst and
self-efficacy are trending. Future surveys with greater sample sizes are expected to provide

stronger results.

5.2.3 Statistical Analysis

In order to verify that the measured values from the pre- and post-course surveys were
statistically different, I performed a statistical analysis of the data. To do this, only students
who gave a valid response between 1 and 4 to a given statement on both surveys could be
counted. If a student only participated in one of the surveys, I was unable to use that
survey in the analysis. Likewise, if a student either did not answer a given question, marked
multiple answers, or indicated they did not know what the topic was for a question, that
student’s response for that question was not used in the analysis. Because of this, the
number of data points per measure varies.

I used the Wilcoxin signed-rank test to validate the data. This test is good for non-
parametric data with matched samples which cannot be assumed to have normally dis-
tributed data. The test gives a p-value which can be used to determine if the indicated
effect size is likely to be the result of randomness in the data. A small value of p will
indicate this is unlikely and that the effect size is instead a significant outcome. The results
of this analysis are shown in Table B.2. Results with a p-value less than the 0.05 threshold
value indicate that the calculated effect sizes are significant. There are 8 data points with
p-values below this threshold. For those results, the effect sizes are considered to be statis-

tically significant. Effect size values > 0.5 are considered to be large, > 0.3 are considered
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medium and > 0.1 are considered to be small effects.®” I also calculated the Hedges’ g values
for each measure. This is a more conservative calculation of effect size. These results were

similar to those found using the Wilcoxon test.

] Statement \ p-value \ effect size \ Hedges’ g ‘
Confidence in pursuing an advanced degree <001 0.338 0.30
focused on cybersecurity
Interest in taking %\ddltlonal courses fo- < 0.05 0.242 0.9
cused on cybersecurity
Interest in discovering ways to protect per- < 0.05 _0.264 _0.99
sonal data on the Internet
(?onﬁdence in learning how to use SSL cer- < 0.05 0.988 0.26
tificates
Confidence in learning how to intercept
and read network traffic < 0.05 0.280 0.21
The time it would take to learn how to in-
tercept and read network traffic <001 0.383 0.33
The tlr.ng it W.Ollld take to learn how to ver- < 0.01 0.408 0.34
ify a digital signature
Interest in reac.hng artlc?les/web posts < 0.01 0.307 0.23
about cybersecurity on their own

Table 5.2: Statements with p-values < 0.05 showing statistically significant changes between
pre- and post-surveys and the measured effect sizes. Positive effect sizes indicate students
became more interested or confident in the topic, or felt it would require less time to complete.
Effect sizes: small > .10, medium > .30, large > .50

For these values, a negative effect size indicates that students have less interest /confidence
in the statement, or felt it would require more time. While it would be better to have all
measurements showing significance, there were at least two factors which made this unlikely.
First, a large majority of the students surveyed were not enrolled in a cybersecurity course,
and there was little expectation for large changes in the measures among those students.
Second, the number of students enrolled in the two cybersecurity courses who completed

both parts of the survey (13) is too small to provide statistical power.
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5.2.4 Per Course Analysis

The next question to investigate is how the responses are distributed among the 3 courses.
For example, are introductory students more or less interested and more or less confident
in learning how to use SSL certificates than students enrolled in cybersecurity courses? To
determine this, I broke the responses down by course then averaged the responses for each
option. As before, I only used those responses that were one of the first 4 options.

Table B.3 contains the data from the interest responses for all 3 courses separated by
course. There is a very noticeable difference between the central tendencies of CIS 200
students and those of the more advanced students. This is expected since the students
enrolled in the cybersecurity courses are self-selected and should display a greater interest
than a population of students enrolled in a general computer science course. For many of
the statements, students appear to become less interested over the course of the semester.
The small sample sizes in CIS 490 and 755 make this data less reliable for measuring the
effects within a given course, but the results do show that the survey measures differences
between the two sets of students (those that have chosen to take a cybersecurity course and
the general population of CS students).

I performed the same analysis with the confidence responses. This data is shown in
Table B.4. There is a discernible difference between the populations within this data as
well, but it is not as clear as the difference seen in the interest response data. Considering
that all of the students surveyed are enrolled in computer science courses, they would be
expected to have confidence in their ability to solve problems within a computer science
context. Some differences can also be seen between the 490 course and the 755 course in
these responses. For example, the statement “Learn how to intercept and read network
traffic” averages 2.68 4= 0.13 for CIS 200, and 2.63 4 0.26 for CIS 490 while the average for
CIS 755 was 1.8 4+0.58. This shows that the 755 students were more confident than students
in the other 2 courses in their ability to learn how to intercept and read network traffic.

Again, the sample sizes were small for the upper division courses, but the ability to see a
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difference in the measures is promising.

5.2.5 CIS 200 Statistical Analysis

I repeated the Wilcoxon Signed Rank test using only the responses from the CIS 200 course
to see if there were more or less significant changes within this data set. Given that the
student population is more uniform, there was the potential that this might occur. How-
ever, since these students had little or no exposure to cybersecurity subjects, I expected
little change in values over the course of the semester. The results are given in Table B.5.
Inspecting the values reveals that 4 results had a p-value below the 0.05 threshold. These

topics and the associated effect sizes are shown in table 5.3

’ Statement p-value | effect size | Hedges’s g
Confidence in pursuing an advanced degree < 0.05 0.276 0.258
focused on cybersecurity
The time it would take to learn how to in-
tercept and read network traffic < 0.05 0.33 0.357
Interest in writing an algorithm that uses
asymmetric encryption to authenticate a | < 0.05 -0.326 -0.38
user
Interest in readmg artl(?les/web posts < 0.05 0.319 0.98
about cybersecurity on their own

Table 5.3: Statements from CIS 200 course with p-values < 0.05 showing statistically sig-
nificant changes between pre- and post-course surveys and the measured effect sizes. Positive
effect sizes indicate students became more interested or confident in the topic, or felt it would
require less time to complete. Effect sizes: small > .10, medium > .30, large > .50

Three of these statements were also found within the results when all students responses
were analyzed together. The one new statement is “Interest in writing an algorithm that

uses asymmetric encryption to authenticate a user.”
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5.3 Summary

Based on information gathered from the qualitative study discussed in Chapter 4, I devel-
oped a survey instrument that focuses on student interest and self-efficacy in relation to
several cybersecurity topics. These include various topics focused on jobs, classes and/or
research focused on cybersecurity. This survey was given to students enrolled in 3 courses at
Kansas State University at the beginning and end of the Spring 2014 semester. The courses
included a graduate level cybersecurity course, a graduate/undergraduate dual-listed labo-
ratory based course focused on introducing students to current cybersecurity utilities, and
an introductory programming course for all computer science students. The introductory
programming course was included due to the small enrollment in the two cybersecurity
courses, which did not provide a large enough sample size to produce statistically significant
results. The inclusion of the introductory course provided a much larger sample size and
an opportunity to compare results from introductory level students with those from upper
level students.

I first looked at the average responses for all participants. These values are shown in
table B.1. Pre-course results showed that for most topics, student interest was higher than
confidence. These differences were reduced, and in some cases reversed in the post-course
data. Further analysis of the individual course results showed that there is a distinct differ-
ence in student responses between courses, as would be expected. Upper division students
in the 2 cybersecurity courses had greater interest and confidence than the introductory
students in all but 4 of the interest and self-efficacy items, as would be expected. Fur-
ther analysis of the combined data from the 3 courses showed 8 topics which produced
statistically significant effects as shown in Table 5.2. A similar analysis of data from the
introductory programming course indicated 4 topics which produced statistically significant
effects as shown in Table 5.3.

These results show that the survey is capable of distinguishing survey results from a

cybersecurity course when compared to results from an introductory programming course.
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It was also able to detect significant changes between the pre- and post-course responses
for several of the topics. Unfortunately, the enrollment in the cybersecurity courses was too
small to allow for statistical analysis of the responses from those courses individually. This

would be the next step in the development of this instrument.
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Chapter 6

Conclusions

Computer science is a relatively new academic field. As such, it has not reached the levels of
academic maturity that other fields such as Math, Physics and Chemistry have. Computer
science is struggling for recognition as a core subject within the K-12 curriculum. The
number of graduates per year nationally has fluctuated dramatically over the last 40 years,
ranging from a few thousand in the early 1970s, peaking near 60,000 in the 2003 before
dropping to below 40,000 by 2007. Content within various courses changes frequently, with
new languages or pedagogical approaches being introduced to improve student outcomes
every few years. This constant change has lead to confusion for students, and uncertainty
about the best approaches to teaching computer science topics. There is even uncertainty
as to where CS fits within higher education. At some universities, CS is housed within
the College of Engineering while other schools incorporate the department into Business,
Mathematics or Arts and Sciences. Yet other schools have created a separate branch to
house computing.

From the proper perspective, this diversity exemplifies the wide-reaching impact of the
field. Nearly every aspect of life today involves computing. The demand for computing
graduates is growing at an incredible rate, and computer science departments need to im-

prove recruitment and retention of students within the field. My research efforts approach
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this problem on two fronts. First, I believe we need to address the shortage of teachers at
the K-12 level that have experience in computing. they do not need to be experts in pro-
gramming, but they do need to be interested and to be able to pass that interest on to their
students at every grade level. Second, I believe we need to do a better job of retaining the
students that do choose to enroll in our programs, and encourage them to focus on areas of
high demand such as cybersecurity. In order to do this, we must develop better pedagogical

strategies.

6.1 Improving Enrollment and Recruiting Efforts

Providing ways to incorporate computer science topics into K-12 classrooms will enable
teachers to introduce students to computing concepts before those students make decisions
about what to study in college. Few school districts currently offer any sort of computing
concepts within their existing curriculum. This leaves students relatively uninformed when
the are making this fairly important decision, and has been shown to be a major factor in
students not selecting CS as a major.

By introducing Scratch to pre-service teachers enrolled in the Education Technology
course, I was able to show how quickly they became interested and excited about the idea of
using this type of tool in the classroom. Both interest and self-efficacy results were extremely
promising and I am looking forward to taking this work to the next step. I plan to work
with faculty in the College of Education at my new university to find ways to introduce tools
such as Scratch into the education curriculum as a teaching tool, not just as a programming
tool.

The results of my work with pre-service teachers within the Summer STEM Institute
shows that pre-service teachers are capable of introducing these basic programming concepts
within art and music contexts. The students with whom these pre-service teachers worked

showed strong increases in interest and self-efficacy in programming over the course of a 4
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day summer camp. The K-12 students were genuinely excited about programming by the
end of the camp. I do not expect all of the students to become CS majors, and I realize that
what they experienced is only a small piece of what constitutes computer science. However,
I do believe that even after this short experience, they have a taste of what computer science
might be about. I also believe that if enough students encounter that type of experience,
then more of them will choose to enter the field when they attend college. Given more
exposure over the span of several years, these students would have a much clearer view of
the scope and depth of computer science and thus would be able to make a more informed

decision when selecting a career path.

6.2 Improving Content and Retention Efforts

Once students do choose to enroll in a computer science program, we have to ensure that
we are providing a high quality educational experience that prepares students for careers
today and into the future. While we can look at arguments such as high placement rates
and claim that current teaching methods are adequate, looking at other academic fields
such as Math, Physics and Chemistry shows that we are not looking closely enough at what
and how we are teaching. These other fields approach the topic of education as a scientific
pursuit in and of itself. They have developed and validated instruments for measuring
student outcomes and perform detailed studies on the effects of various pedagogical decisions
in a very systematic manner, identifying which approaches produce the best results (i.e.
improved student performance).

Developing an assessment instrument for cybersecurity is a requisite first step towards
maturity for a field that is still growing. Such a tool, once developed and validated, will allow
cybersecurity educators to more effectively adjust teaching practices within their classrooms.
Without such a feedback mechanism, instructors are left guessing about what changes need

to be made and which of those changes are most effective. With the work presented here,
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I have taken the first step in this direction. By first performing a longitudinal qualitative
study of students in a cybersecurity course, I was able to identify important topics and
concepts that shaped students’ views of cybersecurity and track how these changed over the
course of a semester. I then used this information to develop an initial survey instrument
for assessing student interest and self-efficacy as it relates to cybersecurity.

This survey was then used to measure interest and self-efficacy among students in 3 dif-
ferent courses. Unfortunately the 2 cybersecurity courses offered during the semester when
the study occurred did not have large enough enrollment numbers to provide statistically
significant results, so I also surveyed the introductory programming course. This allowed
me to see the difference in survey results of students just beginning their computer science
studies and those that are near to graduation. It also gave me the ability to see differ-
ences between students who have chosen to take a cybersecurity course versus the general

population of computer science students.

6.3 Future Work

There is still much work to be completed on both fronts.

6.3.1 K-12

While T have shown that we can incorporate CS concepts into material that pre-service
teachers can then use in the classroom, this concept is yet to be implemented on a large
scale. I plan to extend this effort at my new institution, working with the College of
Education faculty to find ways to implement lessons similar to those presented within the
Kansas State Educational Technology course on a permanent basis. The objective of this
work will be twofold. First, I expect to introduce every student teacher to programming
concepts. This may only be a few lessons, but by doing so, I hope to provide them with a

view of the potential that programming can offer to their students.
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The second objective is to have these student teachers develop lesson plans which in-
corporate programming concepts into their individual areas of expertise. This will cause
these teachers to consider new ways to introduce the material within various academic fields
and also begin to produce a library of lesson plans, created by teachers, that incorporate
computing concepts into each of those academic fields. This material will be organized and
made available as a library to other teachers looking for ways to utilize programming in the

classroom.

6.3.2 Cybersecurity Assessment

I also plan to continue development of the cybersecurity assessment tool. With the initial
development complete, the next step will involve adjusting the survey to improve student
response rates and clarify questions. I will have access to at least 1 large cybersecurity course
in the Spring 2015 semester where further testing will be performed. This should provide
a large enough sample size for statistical analysis and factor analysis of survey results from
cybersecurity students. Further adjustments will become possible based on these results.
Given the size of most cybersecurity courses, this will be a long process and once I have
adjusted the survey it will involve efforts of faculty at more than 1 university in order to

complete.
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Average Change Average Change Average Change Average Change
in Interest for in Interest for in Interest for in Interest for
All Students CIS 200 CIS 490 CIS 755
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Figure B.1: Average change in student interest for each survey question from pre- to post-

survey. Note that a positive change indicates student interest decreased.

Q1 Pursue an advanced degree(s) focused on cybersecurity

Q2 Find ways to exploit vulnerabilities in existing software

Q3 Perform research focused on cybersecurity

Q4 Learn how to crack users’ passwords

Q5 Take additional courses focused on cybersecurity

Q6 Discover ways to protect personal data on the Internet

Q7 Write software that is safe from buffer overflow attacks

Q8 Manage security for a Fortune 500 company

Q9 Implement a protocol to allow data to be sent securely over a network
Q10 Perform network penetration tests for companies

Q11 Learn how to use SSL certificates

Q12 Find a job which involves cybersecurity

Q13 Learn how to intercept and read network traffic

Q14 Write an algorithm that uses asymmetric encryption to authenticate a user
Q15 Work for an organization that researches ways to make computing more secure
Q16 Learn how to verify a digital signature

Q17 Have cybersecurity concepts incorporated into other courses that I take
Q18 Remove detected threats from a home computer

Q19 Read articles/web posts about cybersecurity on your own

Q20 Install and run malware checking software on a home computer

Q21 Learn how to detect cyber attacks

Q22 Find a job which is specifically oriented towards cybersecurity
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Average Change Average Change Average Change Average Change
in Confidence in Confidence in Confidence in Confidence
for All Students for CIS 200 for CIS 490 for CIS 755
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Figure B.2: Awverage change in student confidence for each survey question from pre- to
post-survey. Note that a positive change indicates student confidence decreased.

Q1 Pursue an advanced degree(s) focused on cybersecurity

Q2 Find ways to exploit vulnerabilities in existing software

Q3 Perform research focused on cybersecurity

Q4 Learn how to crack users’ passwords

Q5 Take additional courses focused on cybersecurity

Q6 Discover ways to protect personal data on the Internet

Q7 Write software that is safe from buffer overflow attacks

Q8 Manage security for a Fortune 500 company

Q9 Implement a protocol to allow data to be sent securely over a network
Q10 Perform network penetration tests for companies

Q11 Learn how to use SSL certificates

Q12 Find a job which involves cybersecurity

Q13 Learn how to intercept and read network traffic

Q14 Write an algorithm that uses asymmetric encryption to authenticate a user
Q15 Work for an organization that researches ways to make computing more secure
Q16 Learn how to verify a digital signature

Q17 Have cybersecurity concepts incorporated into other courses that I take
Q18 Remove detected threats from a home computer

Q19 Read articles/web posts about cybersecurity on your own

Q20 Install and run malware checking software on a home computer

Q21 Learn how to detect cyber attacks

Q22 Find a job which is specifically oriented towards cybersecurity
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