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Abstract

Cyber-racism is online communication that negatively targets another’s race. This behavior has a
negative impact on victim’s mental health and there has been little research conducted on the
perpetration of this act. The current research aimed to integrate prejudice theory and cyber-
racism specific theory to gain a more encompassing understanding of cyber-racism perpetration.
The two current studies further aimed to extend cyber-racism research by identifying personality
variables that may explain individual difference in cyber-racism perpetration. Study 1 examined
how the Dark Tetrad moderates the serial mediating influence of anonymity and online
disinhibition in the relationship between racial prejudice and cyber-racism. Results suggest that
anonymity and online disinhibition serially mediate the relationship between racial prejudice and
cyber-racism perpetration, especially for those high in Dark Tetrad traits. Study 2 investigated
whether specific aspects of online disinhibition impact the integrated cyber-racism model and
how the Dark Tetrad moderate these relationships. Results suggest that online disinhibition may
work more efficiently as a whole construct, as no subdimension of online disinhibition serially
mediated the integrated cyber-racism model. This program of research provided important
information on how individual differences and specific nuances of online disinhibition influence
an integrated cyber-racism model as well as practical implications in terms of who is most likely
to perpetrate cyber-racism and in what situations. By better understanding the situations and
individual differences in which cyber-racism is most likely, we may be able to limit the negative

impacts on victims and perpetrators.
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Chapter 1- Introduction

Today, people spend an increased amount of time online. Findings from a recent study
found individuals spend (i) over four hours a day on their phones (Kaylin, 2024), (ii) roughly 6
and a half hours on the Internet per day (Petrosyan, 2025), and (iii) about 2 hours a day on social
media (Dixon, 2025). Through the increased accessibility and communication that the Internet
offers, people have a vehicle to cause harm largely absent prior to the increased accessibility and
affordability of the Internet. One such harm is cyber-racism, which is online communication that
is harmful or degrading and directed at another person based on their race (Back, 2002). This
widespread issue impacts a wide variety of individuals. Research has found that 25% of Black
US adults (compared to 3% of White adults; Duggan, 2017) and 21% of Black US youth (aged
13-17) have been harassed online due to their race/ethnicity (compared to 4% of White youth;
Vogels, 2022). Victims of cyber-racism face a number of deleterious mental health (e.g.,
depression, anxiety, and loneliness; Keum & Miller, 2017: Keum & Li, 2022) and physical health
effects (e.g., increased alcohol consumption; Keum & Ahn, 2021).

Due to the negative outcomes afforded to victims of cyber-racism, it is important to
explore the theoretical underpinnings that yield cyber-racism perpetration. Not only can such
theoretical insights help guide intervention efforts, these gains can assist scholars in
understanding why cyber-racism occurs and for whom cyber-racism is more likely. There is
currently little research on the processes and variables that impact cyber-racism perpetration. The
current work extended cyber-racism research by investigating the moderating role of the Dark
Tetrad personality traits on an integrated theory used to predict cyber-racism. This programmatic
research examined the relationships between several personality traits (e.g., narcissism,

psychopathy, etc.), racial prejudice, anonymity, online disinhibition, and cyber-racism



perpetration. Drawing upon existing theory, I examined (i) the mediating role that anonymity and
online disinhibition have on the relationships between racial prejudice and cyber-racism
perpetration and whether the Dark Tetrad moderates that relationship (Studies 1 and 2), and (ii)
what specific aspects of online disinhibition predict cyber-racism perpetration (Study 2).
Identifying the processes and variables germane to cyber-racism perpetration is an important first
step in enhancing our theoretical understanding of the processes and personality moderators

germane to cyber-racism.

Prejudice Theory

The act of sending a racist online message or targeting someone online based on their
race stems from base racial prejudices an individual holds. These genuine prejudices represent
the underlying series of beliefs towards others that tend to be automatic via learned development
over time (Devine, 1989). Many theories of prejudice posit that prejudice develops early in our
lifespan and can be difficult to change (Nesdale, 2007). People learn early in their lives what is,
and is not, socially and culturally acceptable to express regarding others. Indeed, prejudice
beliefs are often hidden by individuals to align with one’s social norms and, therefore, are often
suppressed to an undetectable level unless situational factors allow for the expression of
prejudice in a way that does not threaten their self-concept and social norm (Crandall &
Eshleman, 2003). Established theory provides a broader explanation of how individuals mentally
suppress and justify the expression of undesirable prejudice to satisfy societal expectations. The
current research attempts to integrate several theories to better understand cyber-racism. Indeed,
I believe that the best way to understand this “new” form of racism perpetration is to draw upon
myriad theoretical frameworks that focus on processes related to (i) racial prejudice, (ii) cyber-

racism, and (iii) online communication.



Justification-Suppression Model

To provide an encompassing approach of understanding the processes by which
prejudice is expressed, Crandall and Eshleman (2003) developed the Justification-Suppression
Model of Prejudice (JSM; Figure 1), which describes the processes and situations that influence
whether prejudice is expressed or not. JSM posits that “genuine” negative prejudices, stemming
from a variety of social, cultural, cognitive, and developmental factors, will lead to the
expression of that prejudice in the absence of other situational or personality deterrents.
However, if individuals are able to suppress their prejudices, then the likelihood of the
expression of prejudice will likely be decreased. Indeed, research has shown several variables
that can suppress one’s genuine prejudices, such as social norms, and personal standards, beliefs,
and values (Crandall & Eshleman, 2005). Actively suppressing genuine prejudice requires
sufficient cognitive effort to maintain (Crandall & Eshleman, 2003) and is, therefore, mentally
taxing. As such, Crandall and Eshleman (2003) believed that one way to relieve the cognitive
resources needed to suppress is to engage in justification, which creates an opportunity for the
behavioral expression of prejudice to occur without feelings of guilt or shame because one’s
genuine prejudice can be justified by the perpetrator. Beliefs, values, social situations, and
cognition processes are all examples of possible justifications (Crandall & Eshleman, 2003).
Therefore, JSM posits three instances in which prejudice is expressed: (i) when suppression is
unengaged, (i) when suppression is unsuccessful, or (iii) when suppression is engaged, but
justification is enacted. Moreover, JSM posits that expressed prejudice will be unlikely when
one’s genuine prejudices are suppressed without justification processes.

Figure 1
Justification-Suppression Model (Crandall & Eshleman, 2003)
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Figure 1. Justification-Suppression Model

The JSM was developed to be a model for general prejudice and is not specific to a type
of prejudice. Research has supported the generalization of the JSM such that the model has been
shown to explain expressions of prejudice towards a variety of groups. For example, research
suggests that acceptance of homosexuality in tolerant locations may be due to religious
justification (Hoffarth et al., 2018). Similar results have been found for other groups, such as
Arab-Muslims (Arnoult et al., 2023), obese individuals (King et al., 2006), racial out-groups
(White & Crandall, 2017), and the mentally ill (Seo et al., 2023). The current research focused on
racial prejudice, specifically anti-black prejudice, and how the online world creates unique
situational factors in which the expression of racial prejudice is more frequent.

We are unaware of any published study that applies JSM theorizing to cyber-racism;
however, previous research suggests that JSM postulates should translate to the online space. For
instance, Barlett and Scott (2023) showed that the correlation between cyber-racism and racial

prejudice was significant (r = .66), suggesting that cyber-racism should also be predicted by



suppression and justification processes — a claim untested in the literature, but examined in the
current research. However, the online environment differs in important ways that makes
transitioning JSM tenets to predict online behavior ill-advised. Indeed, Lieberman and Schroeder
(2020) suggested that the online sphere holds key differences in communication and behavior
compared to offline settings, such as fewer nonverbal cues, greater anonymity, higher rates of
connection and information dissemination. For the purposes of the current study, we will focus
primarily on anonymity perceptions, defined as the perception one has that they are
unidentifiable while online (Wright, 2013). Within the context of the JSM, anonymity may
provide individuals with a way to release the suppression of their genuine prejudices, which
would lead to higher rates of the expression of prejudice. In other words, if individuals perceive
that their messages are not readily identifiable in an online space and, therefore, will not reap any
negative consequences from others (e.g., family, friends, co-workers, law enforcement, etc.)
because of said anonymity, then the motivation to suppress — and expound the cognitive energy
to suppress — should be lower. According to JSM, this decrease (or release) of suppression
ultimately increases the likelihood of expressions of prejudice. The current research aims to
better understand cyber-racism perpetration through the JSM lens. This will be done by
integrating racial prejudice into established cyber-racism theory which includes online specific
perceptions such as anonymity and online disinhibition.
Cyber-Racism and Theory

While there is a paucity of research applying JSM postulates to predict cyber-racism,
theoretical gains have been posited and supported to explain the processes of cyber-racism, albeit
without influence of traditional racism theories. Keum and Miller (2018) developed, without

empirical evidence, a theoretical model that identifies the psychological processes germane to



cyber-racism. This model identified three routes to cyber-racism, and each route starts with
anonymity perceptions, predicting cyber-racism through myriad processes — each process is its
own route. One of the three routes — the one that has received some empirical attention and used
in the current research — focuses on how anonymity perceptions will indirectly predict cyber-
racism through online disinhibition, defined as behaving differently, often antisocially, while
online compared to real-world social interactions (Suler, 2004; 2005). Important to the Keum and
Miller (2018) model is that anonymity perceptions and online disinhibition are two independent
constructs. Past work (e.g., Scott et al., 2022; Wu et al., 2017) and theory (Suler, 2004) suggest
that these two constructs should be positively correlated, and past research had supported this
claim (r =.30; Wu et al., 2017, and r = .54; Scott et al., 2022). The distinction between
anonymity and online disinhibition is directly theorized by Keum and Miller (2018) who posited
that the theoretical temporal ordering of variables in their model is that online disinhibition is the
mediator between anonymity (the predictor) and cyber-racism (the outcome). To ensure a clear
distinction between the two constructs in the current research, I selected a measure of anonymity
perceptions (Wright, 2013) whose items are specific to not being “caught” by authority figures
for harmful online behaviors because one’s identity is often hidden online. Moreover, I used two
measures of online disinhibition whose items reflected the belief that an individual acts
differently online than in the real world — one measure assesses these beliefs holistically (Study
1) while the other assesses these beliefs with different factors representative of online
disinhibition (Study 2). These scales were specifically chosen to avoid any conflation in our
constructs, which is germane to our statistical assumptions. Overall, the Keum and Miller (2018)
model posits that the perception of one’s anonymity leads to a disinhibited state while online,

that leads to subsequent cyber-racism perpetration.



Evidence supporting the Keum and Miller (2018) model was found by Barlett and Scott
(2023), who conducted six correlational studies. US adult participants completed measures of
anonymity perceptions, online disinhibition, and cyber-racism, and results showed that online
disinhibition mediated the relationship between anonymity and cyber-racism across all six
studies. Moreover, a mini-meta-analysis of their six studies showed that online disinhibition
partially mediated the relationship between anonymity and cyber-racism (Figure 2, right panel).
In three of these studies, racial prejudice moderated the mediating effect of online disinhibition
in the relationship between anonymity perceptions and cyber-racism, such that the relationship
between online disinhibition and cyber-racism was stronger and significant for participants high
(+1SD) , but not low (-1SD), on racial prejudice (Barlett & Scott, 2023) — suggesting that the
Keum and Miller (2018) explicated mediated pathway is, in part, unique to the online space.
Furthermore, Barlett and Scott (2023) also showed that online disinhibition mediated the
relationship between anonymity perceptions and cyber-racism while controlling for
cyberbullying perpetration — suggesting that the Keum and Miller (2018) posited mediated
pathway is, in part, unique to the racism literature. Thus, cyber-racism combines aspects from
prejudice and cyberbullying literatures to inform the current research.

Importantly, data from Barlett and Scott (2023) showed that the mediating effect of
online disinhibition in the relationship between anonymity and cyber-racism, explicated by the
Keum and Miller (2018) model, was, in part, unique to the online space by controlling for in-
person aspects of the model tenets (e.g., in-person disinhibition), and the results showed that the
modeled relationships remained significant. Overall, online racism is a behavior that draws on
many literatures — racism, cyberbullying, online disinhibition — but represents a unique online

behavior that juxtaposes these diverse topics. Therefore, the online space may provide an avenue



for individuals who hold genuine racial prejudices, but do not wish to be seen as undesirable in
social setting, to expound such vitriol. Interestingly, such theorizing may even be seen in
individuals who report low levels of racial prejudice, but have racial implicit biases or
stereotypes, because there is now the opportunity for anonymous social interactions while online.
Research has shown that individuals may even hold nonprejudiced self-concepts by believing
others are more prejudice than themselves (Saucier, 2002). These ways of justifying one’s
prejudice (implicit or explicit) may disappear when the opportunity to express undesirable
rhetoric is anonymous, thus releasing the suppression of said prejudice as current theory states.
Figure 2

Cyber-Racism Theory and Support (Left panel: Adapted Keum and Miller (2018) Model; Right

panel: Barlett and Scott (2023) Meta-Analytic Results)

Online
Disinhibition

Online
Disinhibition

Cyber-Racism
Perpetration

Anonymity
Perceptions

Anonymity Cyber-Racism
Perceptions Perpetration

Figure 2. Cyber-Racism Theory and Support

Anonymity Perceptions

Theoretically, it is my position that the integration of the JSM (Crandall & Eshleman,
2003) and Keum and Miller (2018) model is crucial for the understanding of cyber-racism
perpetration. Anonymity perceptions, theoretically, is likely to be the crux of such integration,
such that anonymity starts the Keum and Miller (2018) model (see Figure 2; left panel) and
offers a release of suppression via JSM (Crandall & Eshleman, 2003). Moreover, Keum and
Miller (2018) posit the relationship between anonymity perceptions (proxy for suppression in

JSM for my research) and cyber-racism is mediated by online disinhibition. Therefore, it is



crucial to justify the inclusion of anonymity and online disinhibition theoretically to show further
support of their importance.

One primary difference between in-person and online communication is the ability to
hide or misrepresent oneself in online spaces. Indeed, Keum and Miller (2018) identified
anonymity perceptions as the primary predictor to cyber-racism process. A multitude of research
has found that anonymity perceptions positively predict various types of aggressive and racism,
including cyber-aggression and cyber-racism. Theory posits that anonymity influences
aggressive behavior in multiple ways. For example, the Social Identity Model of Deindividuation
Effects (SIDE; Reicher et al., 1995) posits that anonymity perceptions lessen one’s personal
identity which in turn increases their reliance on group norms. These group norms vary across
situations and may include a variety of antisocial norms which may increase the aggression one
demonstrates online.

Generally, research has found that people in anonymous situations are more likely to act
harmfully online versus those who are identifiable (Nitschinsk et al., 2022; Wright, 2014).
People’s anonymity perceptions may differ based on their experiences, the situations that they
are in, and their motivations. Wright (2013) found that anonymity (avoiding detection from
authority figure and avoiding retaliation from victim) were positively predictive of future cyber-
aggression. This suggests that people’s anonymity perceptions have similar impacts on negative
online behavior even when they differ on motivations. These findings demonstrate the important
role anonymity plays in the way people act online and emphasizes the theorized route that Keum
and Miller (2018) proposed. Incorporating anonymity perceptions into both proposed studies is
necessary to better understand the underlying processes of cyber-racism and how the Keum and

Miller (2018) model fits within the JSM (Crandall & Eshleman, 2003).



Online Disinhibition Effect

The Keum and Miller (2018) model posits that online disinhibition mediates the
relationship between anonymity perceptions and cyber-racism. As stated previously, behavior
differs in the real world compared to the online world. Suler (2004; 2005) proposed the Online
Disinhibition Effect, which suggests that the online world disinhibits an individual’s behavior
due to: (a) dissociative anonymity (ability to remove one’s name/identity from their interactions),
(b) invisibility (social interactions occurring when people cannot physically see one another), (c)
asynchronicity (a temporal gap between when harm is perpetrated to when the victim receives
the harm), (d) solipsistic introjection (the perceived merging of the real and online worlds), (e)
dissociative imagination (the ability to psychologically escape or dissociate from online
behaviors), and (f) minimization of status and authority (the absence or reduction of social cues
that display status or authority). Not all six components are needed to behave disinhibited online,
and differences in the importance of any of these six online disinhibition factors stems from
one’s personality, prior experience, and modalities of online communication (Suler, 2004). It has
been suggested that different components play specific roles in how the online disinhibition is
expressed, such that anonymity may be increasingly important for toxic online disinhibition
compared to benign online disinhibition (Lapidot-Lefler & Barak, 2015).

As mentioned previously, Suler (2004) identified six components that could be the
background reasons that online disinhibition takes place. A paucity of research has measured all
six components of online disinhibition in a single study, which allows for statistical tests that
examine what online disinhibition component is more, or less, important for the specific
measured behavior. Unfortunately, the scant research in this domain is mixed. For instance,

anonymity and invisibility (an online disinhibition component) have been found to predict online
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threats — the number of threats and the likelihood of threatening another online decreased when
participants were not anonymous and could be physically seen by the other person (Lapidot-
Lefler & Barak, 2012). Similarly, anonymity and asynchrony (an online disinhibition
component) were found to directly predict cyberbullying perpetration, but invisibility was not
significantly related to cyberbullying (Wang & Ngai, 2020). Overall, anonymity and various
online disinhibition components are important for nefarious online behavior, but the mixed
findings call into question the veridical nature of the importance of online disinhibition. To
address this issue, I will first examine the mediating role of online disinhibition in the
relationship between anonymity perceptions and cyber-racism using a holistic measure of online
disinhibition (Stuart & Scott, 2021). If significant, this would support the importance of online
disinhibition in cyber-racism theorizing and replicate past research (Barlett & Scott, 2023). Then,
in Study 2, I will use a measure of online disinhibition that segments online disinhibition into its
six components (Cheung et al., 2020) to determine which, if any, components of online
disinhibition are most important in cyber-racism. No published study that I am aware of has

examined such relationships.

11



Individual Differences

While the primary objective of the current research was to integrate the JSM (Crandall &
Eshleman, 2003), Online Disinhibition Effect (Suler, 2004; 2005), and the Keum and Miller
(2018) model of cyber-racism, we are unaware of any research focusing on whether such
theoretical tenets are ubiquitous or moderated. Therefore, in both studies I assessed the Dark
Tetrad as potential moderators of the integrated model.

The Dark Tetrad

The Dark Tetrad is a set of personality traits (i.e., narcissism, Machiavellianism,
psychopathy, and sadism) that are dispositioned toward amoral and antisocial behavior
(Mededovi¢ & Petrovic, 2015). No published research has investigated how the Dark Tetrad
(assessed as a whole [Dark Core] or as their individual constructs) moderates the theoretical
underpinnings of cyber-racism. However, because cyber-racism is correlated with cyberbullying
and traditional racism (Barlett & Scott, 2023), it is appropriate to draw upon that research to
make informed hypotheses about the role of the Dark Tetrad on cyber-racism.

Narcissism

Narcissism can be categorized as feelings of entitlement, dominance, and superiority
(Raskin & Hall, 1979). The tendency to exploit others for personal gains and difficulty learning
from mistakes is another large part of narcissistic personality (Campbell et al., 2004, 2016).
Narcissism has been found to be positively associated with a variety of aggressive online
behaviors, such as cyberbullying (Alavi et al., 2002), cyber-trolling (Furian & March, 2023), and
cyber intimate partner violence (Branson & March, 2021). Specifically, narcissism predicted
cyberbullying perpetration in participants across different ethnicities, and especially for men

(Brown et al., 2019). While there seems to be a direct link between narcissism and cyberbullying,
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studies have additionally looked at possible mediators in this relationship. Fan et al. (2019) found
that self-esteem mediated the relationship between narcissism and cyberbullying perpetration,
such that those who scored high on narcissism had higher self-esteem which predicted lower
levels of cyberbullying. This relationship can be seen in children when they engage in
cyberbullying. A recent study found that narcissism indirectly predicted cyberbullying through
attention-seeking when the children were classified as lonely (Wang et al., 2023). To receive the
attention they desire, children may act out in negative ways, especially if they feel that they are
lacking the deserved attention. It should be noted though that the relationship between narcissism
and cyber-aggression is not always found. Goodboy and Martin (2015) did not find narcissism to
be a unique predictor of cyberbullying. Though there appears to be conflicting evidence on how
narcissism predicts cyberbullying, recent meta-analytic work found a significant positive
relationship across roughly 45 studies with an effect size of .22 (Xu et al., 2024). It should be
noted though that within these meta-analytic results, narcissism had the weakest relationship
with cyberbullying compared to other members of the Dark Triad. As these relationships pertain
to cyberbullying specifically, additional research is needed within the realm of cyber-racism to
test whether similar relationships appear when race is the specific target.
Machiavellianism

The Machiavellianism trait can be described as a manipulative personality (Christie &
Geis, 1970). There have been mixed results in determining Machiavellianism’s role in cyber-
aggression prediction. In a Malaysian sample, Machiavellianism was not found to be related to
either cyberbullying or cyber-trolling (Alavi et al., 2022). Similarly, Gajda et al. (2022) found
that even though Machiavellianism was significantly correlated with cyberbullying, it was not a

significant predictor in the path model when controlling for the shared variance between the
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Dark Tetrad traits. This lack of significant results extends to various other cyber-aggressive acts,
such intimate partner cyberstalking. March et al. (2020) found that all three other Dark Tetrad
constructs (narcissism, psychopathy, and sadism) were positive predictors in intimate partner
stalking, but Machiavellianism was not.

Several studies though, have found that Machiavellianism is a predictor in cyber-
aggressive behavior. In a longitudinal study, Machiavellianism positively predicted both
cyberbullying perpetration and victimization (Giumetti et al., 2022). Brown et al. (2019)
similarly found that all four Dark Tetrad traits were predictors of cyberbullying across multiple
ethnicities. A recent study found that Machiavellianism was a stronger predictor of future
cyberbullying perpetration for Chinese and Indian boys rather than girls (Wright et al., 2022).
Though there appears to be a positive association/correlation between Machiavellianism and
cyberbullying (Wright et al., 2022), limited studies find it to act as a predictor. It should be noted
though that recent meta-analytic work found across 30 studies, Machiavellianism and
cyberbullying had a significant positive relationship of .30 (Xu et al., 2024). These conflicting
results suggest that Machiavellianism is not likely the strongest predictor of cyber-aggression but
should still be examined to determine if additional context based on the type of aggression
impacts the strength of Machiavellianism’s predictability.

Psychopathy

The main tenets of psychopathy are high impulsivity and low empathy (Hare, 1985;
Lilienfeld & Andrews, 1996). Compared to the previous facets of the Dark Tetrad, psychopathy
has consistently been found to be a predictor of various forms of cyber-aggression. Pabian et al.
(2015) found that psychopathy was the only predictor of cyber-aggression in adolescents, even

while controlling for gender and age (note the date of publication was before sadism was
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incorporated into the Dark Core). More specifically, psychopathy has been identified as a unique
predictor of cyberbullying perpetration, such that higher psychopathy scores lead to more
cyberbullying perpetration (Goodboy & Martin, 2015). Gibb and Devereux (2014) found similar
results, such that men who scored higher on psychopathy engaged in more cyberbullying
behavior. Indeed, meta-analytic work has found a significant positive relationship between
psychopathy and cyberbullying across 30 studies with an effect size of .36 (Xu et al., 2024).

Research into psychopathy and cyber-aggression has additionally focused on possible
mediators of this relationship. Sest and March (2017) found that lower empathy mediated the
relationship between psychopathy and cyber-trolling. Thus, people with higher levels of
psychopathy had lower levels of empathy which predicted higher amounts of cyber-trolling.
Higher psychopathy scores have also been mediated by impulsivity in its relationship with
cyberbullying perpetration (Park et al., 2024). Lower empathy and impulsivity acting as
mediators is not surprising, as these are the key components of psychopathy in general (Hare,
1985; Lilienfeld & Andrews, 1996).

Sadism

Sadism is defined as enjoying physical or psychological harm of others (O'Meara et al.,
2011). Often, provocation is needed to instigate aggression for those high in the other three Dark
Tetrad traits. Provocation may not be necessary for those who score higher on sadism, as these
individuals derive joy from causing other harm regardless of the current situation (Reidy et al.,
2011). Research has supported this idea, as those higher in sadism were found to induce noise
blasts on innocent individuals unprovoked (Buckels et al., 2013).

Sadism has been one of the most consistent predictors of different forms of cyber-

aggression. Generally, sadism has been found to be directly predictive of problematic
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smartphone use (Balta et al., 2019). Smartphones have opened the door for easier access to the
internet and social media sites which could contribute to the cyber-aggression we see now. More
specifically, March et al. (2020) found that sadism was a positive predictor of intimate partner
cyber-stalking. Similarly, sadism has been found to be a predictor of anti-social sexual behavior
on Tinder, such that those high in sadism were more likely to use Tinder to sexually coerce
others and focus on their own sexual desires then their partner (Duncan & March, 2019).

Sadism as a predictor is additionally seen within the cyberbullying and cyber-trolling
relationships. Van Geel et al. (2017) found that sadism was a predictor of both traditional
bullying and cyberbullying, such that higher scores of sadism increased instances of in-person
bullying and cyberbullying. Similar to results across the rest of the Dark Tetrad, sadism was
found to predict cyberbullying perpetration across ethnicities, but it should be noted that scores
on these constructs were higher for men (Brown et al., 2019). Results in cyber-trolling show
similar relationships. March et al. (2024) found that self-reported cyber-trolls had higher levels
of sadism compared to non-trolls. In another study, sadism was found to predict more cyber-
trolling perpetration, especially in men (Furian & March, 2023). Additionally, March and Steele
(2020) found that sadism predicted cyber-trolling, but only for those with high self-esteem.
These results suggest that including sadism in the broader Dark Tetrad and research on cyber-
aggression has provided important insights into what personality types are most likely to hurt
others online.
Dark Tetrad and Racial Prejudice

In addition to correlating with cyber-aggression, individuals higher in the Dark Triad
traits (i.e., narcissism, Machiavellianism, and psychopathy) hold higher prejudiced attitudes than

participants low on the Dark Triad (Koehn et al., 2019). Similarly, Jonason, Underhill, and
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Navarrate (2020) found that all Dark Triad traits were positively related to racial prejudice.
Research has identified that the Dark Triad traits are not only related to prejudice generally but
also, more specifically, with outgroup dehumanization (Capozza et al., 2019). However, the
literature is largely mixed on which specific Dark Tetrad traits predict racial prejudice. Kocaturk
and Bozdag (2020) found that only narcissism and psychopathy predicted xenophobia —
characterized by hostility or fear towards foreigners — in college students. Other research showed
that Machiavellianism and psychopathy predicted different manifestations of racism (i.e., classic
vs. modern racism; Jones, 2013). More specific to the sadism trait, research suggests that people
high in sadism are more likely to exhibit explicit prejudice (Greitemeyer, 2022). Acknowledging
how the Dark Tetrad traits are related to racial prejudice is an important part of combining cyber-
aggression literature and prejudice findings to investigate how the Dark Tetrad influence cyber-
racism perpetration.

Studies Overview

To address the theoretical gaps in the literature, I conducted two cross-sectional studies
that sampled US adults. Across both studies, the goal was to integrate the Justification
Suppression Model (Crandall & Eshleman, 2003), Online Disinhibition (Suler, 2004), and cyber-
racism theory (Keum & Miller, 2018) to test why and for whom cyber-racism is most likely. This
program of research first tested the proposed integrated model in which anonymity and online
disinhibition serially mediate the relationship between racial prejudice and cyber-racism in both
studies. Second, the current studies examined whether the Dark Tetrad moderates the mediating
influence of anonymity and online disinhibition in the relationship between racial prejudice and
cyber-racism (Study 1) and whether specific aspects of online disinhibition impact these

relationships (Study 2). This work further extended cyber-racism research to identify personality
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variables that may explain individual difference in cyber-racism perpetration. The current work
additionally integrated prejudice theory and cyber-racism theory to develop a clearer picture of
the processes germane to perpetration. As the Keum and Miller (2018) model only looks at
online disinhibition generally, the inclusion of the separate dimensions found within online
disinhibition provided additional context into how personality and anonymity predict cyber-
racism. No published research has focused on the moderating role of the Dark Tetrad on the
integrated cyber-racism theory. Ultimately, the primary goal of this research was to examine how
(a) the Dark Tetrad moderates the integrated prejudice and cyber-racism perpetration model and
(b) the different dimensions of online disinhibition impact the Dark Tetrad’s moderation.

Chapter 2 - Study 1: Personality and Online Factors

Cyber-racism negatively impacts the victims by increasing mental health problems
(Keum & Miller, 2017). There has been little research examining the predictors and processes of
cyber-racism perpetration and only one theory identifies the processes germane to cyber-racism
specifically (Keum & Miller, 2018). However, because cyber-racism involves components of
racism, we can rely on the underpinnings of the JSM (Crandall & Eshleman, 2003) to offer an
alternative explanation of cyber-racism - genuine prejudice is often suppressed to adhere to
social norms but can be expressed if proper justification is found. The unique online factors of
anonymity and online disinhibition may act as a release of suppression, thus allowing for freer
expression of prejudice. Study 1 tested this by testing the mediating influence of online
disinhibition on the relationship between anonymity and cyber-racism, as suggested by Keum
and Miller (2018). Study 1 furthered this understanding by testing the serial mediation of
anonymity and online disinhibition in the relationship between racial prejudice and cyber-racism.

Within this integrated model, anonymity and online disinhibition act as a release of the usual
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suppression of prejudice which would then lead to an increased amount of expression (i.e.,
cyber-racism perpetration).

Moreover, in Study 1 I aimed to expand the current cyber-racism literature and theorizing
by examining how individual differences in personality (i.e., the Dark Tetrad) moderate the
mediating pathways in the integrated cyber-racism theory. Although the role of Dark Tetrad in
cyber-racism prediction is too novel, we can rely on the more robust prejudice and cyberbullying
research to make our predictions. Investigating how individual differences of personality
influence the integrated theorized model furthered our understanding of who is most likely to be
racist online.

Study 1 Hypotheses

The hypotheses for Study 1 pertain to the general relationships between the Dark Tetrad,
racial prejudice, anonymity perceptions, online disinhibition, and cyber-racism perpetration. The
first set of hypotheses will outline the anticipated correlations between the variables I measured.

H1: The Dark Tetrad traits will be positively correlated with racial prejudice, anonymity
perceptions, online disinhibition, and cyber-racism.

H2: Racial prejudice will be positively correlated with anonymity, online disinhibition
and cyber-racism.

H3: Anonymity will be positively correlated with online disinhibition and cyber-racism.

H4: Online disinhibition will be positively correlated with cyber-racism.

Next, the subsequent hypotheses! focus on our prediction regarding the mediating effects
inherent in the juxtaposition of JSM and the Keum and Miller (2018) model that is depicted in

Figure 2. Please note that Figure 3 is a conceptual model for ease of readability.

! For the following hypotheses, all predicted relationships will be positive and significant
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HS5: Online disinhibition will partially mediate the relationship between anonymity and
cyber-racism, as theorized by Keum and Miller (2018).

H6: Anonymity and online disinhibition will partially serially mediate the relationship
between racial prejudice and cyber-racism, as theorized within the integrated cyber-racism model
in which anonymity and online disinhibition act as a release of suppression.

Finally, the next hypotheses? will predict the moderating role of the Dark Tetrad on the
hypothesized serially mediated pathway from genuine prejudice to cyber-racism through
anonymity perceptions and online disinhibition.

H7: The Dark Tetrad (as a composite of all four variables) will moderate the serial
mediating pathway between racial prejudice and cyber-racism and the direct pathway of
anonymity and cyber-racism as well as the direct pathway between racial prejudice and cyber-
racism, such that these pathways will be significant for participants who are high on Dark
Personality compared to participants who are low.

HS: Psychopathy will moderate the serial mediating pathway between racial prejudice
and cyber-racism and the direct pathway of anonymity and cyber-racism, such that these
pathways will be significant for participants high on psychopathy compared to participants who
are low.

H9: Sadism will moderate the serial mediating pathway between racial prejudice to
cyber-racism and the direct pathway of anonymity and cyber-racism, such that these pathways
will be significant for participants high on sadism compared to participants who are low.

Figure 3
Study 1 Conceptual Model

2 Due to the mixed results previously found regarding Machiavellianism and Narcissim’s relationship with
cyberbullying, no explicit hypotheses were drawn as there is not strong theoretical rationale. However, analyses
were run including both these traits as moderators in an exploratory manner.
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Figure 3. Study 1 Conceptual Model

Method

Participants and Procedure

According to an a priori power analysis (semPower; Moshagen & Bader, 2024), 469
participants were needed to achieve .80 power using the AGFI = .90 effect and when the model
has five variables. To ensure sufficient data quality, attention checks were included in the survey.
Failure of the attention checks resulted in the participant being dropped from analysis. To
account for these potential drops, 619 participants were recruited from CloudResearch in
exchange for $2.00 (US) each. The inclusionary criteria required participants to be 18 years or
older and be in the US.

Of the 619 participants who completed the survey, several were omitted from analysis
due to failure of the reCAPTCHA element (n = 42), failure of completing any survey items (n =
10), and failure of one or more attention checks (n = 22). These data cleaning procedures resulted

in 545 participants for data analysis. On average, participants were 39.31 years old (SD = 12.05)
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and majority White (69%). Regarding sex, 51.7% identified as men and 47% as women. Overall,
we remained substantially powered.

On Qualtrics, participants completed an informed consent and a series of surveys
assessing several constructs, including demographic information, the Dark Tetrad, anonymity
perception, online disinhibition, social desirability, racial prejudice, and cyber-racism
perpetration. Three attention checks were included to ensure quality data collection. Lastly,
participants were debriefed, thanked, and compensated.

Materials

Short Dark Tetrad (SD4). Participants completed the 28-item Short Dark Tetrad scale
(SD4; Paulhus et al., 2021) to measure their levels of different dark personality components;
Machiavellianism, narcissism, psychopathy, and sadism (See Appendix A). The SD4 uses a 1
(strongly disagree) to 5 (strongly agree) Likert-type scale in which participants rate their
agreement with the items. During scale development (Paulhus et al., 2021), the SD4
demonstrated psychometric properties (e.g., construct validity, reliability, internal consistently,
and clear distinction between the personality subscales). The SD4 is my preferred measure due to
its inclusion of sadism as a dark personality trait, as this is a newer idea in personality research.

The SD4 included four subscales with seven items each. Each subscale assesses a
separate personality trait, including Machiavellianism, o = .99 (e.g., Avoid direct conflict with
other because they may be useful in the future), narcissism, o. = .98 (e.g., Group activities tend to
be dull without me), psychopathy, o = .98 (e.g., [ tend to fight against authorities and their
rules), and sadism, o = .98 (e.g., Some people deserve to suffer). For scoring participants’

responses, I created composites for each of the subscales and a summed total score, given that
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these were designed to identify specific personality traits and a combined dark personality score
(Paulhus et al., 2021), and the reliability was acceptable for the composite (o0 = .94).

Anonymity Perceptions. To measure participant’s anonymity perceptions online, the 3-
item Anonymity Perceptions Scale (Wright, 2013; See Appendix B) was used. This scale asks
participants to rate their level of agreement with the items on a 1 (strongly disagree) to 5
(strongly agree) rating scale. This measure has correlated with online disinhibition, cyber-racism,
cyberbullying, and traditional racism, which suggests this is a valid measure of anonymity
perceptions (Barlett & Scott, 2023). A sample item includes, “I am confident that I would not be
caught if I engaged in mean online behaviors.”, and the reliability was acceptable (o0 = .91).

Online Disinhibition. To measure the degree to which participants feel or behave
differently in online interactions, the 12-item Measure of Online Disinhibition (MOD; Stuart &
Scott, 2021; See Appendix C) was used. During scale development (Stuart & Scott, 2021), the
MOD demonstrated psychometric properties (e.g., construct validity, reliability, and internal
consistently). This measure asks participants rate their agreement on a 1 (not at all like me) to 5
(very like me) Likert-type scale. A sample item includes, “I act tougher on the internet than I do
face-to-face.”, and the reliability was acceptable (o = .94).

Social Desirability.? The Social Desirability Scale — 17 (SDS-17; Stober, 2001; See
Appendix D) was used to measure social desirability. The original scale consisted of 17 items
and participants are asked to respond true (coded 1) or false (coded 0) to each item. Stober
(2001) explicated the removal of item 4 (“I have tried illegal drugs (for example, marijuana,

cocaine, etc.)) from the total score. Across four studies, the SDS-17 (Stober, 2001) demonstrated

8 Social desirability was a covariate in the analyses due to the sensitivity of cyber-racism variable and items, which
may cause participants to respond in a socially desirable manner (Grimm, 2010).
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psychometric properties (e.g., construct validity, reliability, and internal consistently). A sample
item includes, “In traffic I am always polite and considerate of others.”, and the reliability was
acceptable (o = .81).

Racial Prejudice. The Attitudes Towards Black People Scale (ATB; Brigham, 1993; See
Appendix E) was used to assess levels of racial prejudice. This is a 20-item questionnaire that
has participants rate their level of agreement with the items on a 1 (strongly disagree) to 9
(strongly agree) rating scale. Brigham (1993) found that the ATB demonstrated sound
psychometric properties (e.g., construct validity, reliability, and internal consistently). A sample
item includes, “I think that Black people look more similar to each other than White people do.”,
and the reliability was acceptable (o = .94).

Cyber-Racism Perpetration. Participants completed the Online Racism Perpetration
Scale (Barlett & Scott, 2023; See Appendix F) to measure how often they engage in certain
online behaviors in the past six months. This five-item questionnaire asks participants to indicate
how often they engaged in various behaviors in the past six months using a 1 (never) to 5 (all the
time) rating scale. Reliability and validity were demonstrated across seven studies for the Online
Racism Perpetration scale (Barlett & Scott, 2023). A sample item includes, “Sent a racist meme
(e.g., racist catchphrases, captioned photos, #hashtags etc.).”, and the reliability was acceptable

(0= .95).

Data Analysis Plan

All variables were centered before inclusion in the model, and one covariate was
included: social desirability. For Study 1, correlations were calculated using a Spearman
correlation, as the data was non-normal. The serial mediation was conducted to assess the base

proposed integrated model of cyber-racism using PROCESS (Hayes, 2022). Finally, a moderated
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mediation analysis was conducted using the lavaan package in R (Rosseel, 2012) to assess for
changes in the mediation relationships based on the Dark Tetrad traits. For the moderated
mediation analyses, a multi-group path analysis was conducted using a median split* (i.e., High
vs. Low) of the Dark Tetrad moderators. A MLR/Robust correction (Rosseel, 2012) was used to

estimate model fit as the data was non-normal and bootstrapping was used to normalize the data.

Results

Correlations

Table 1 displays the zero-order correlations and descriptive statistics between the
continuous variables. In line with H1, all Dark Tetrad variables were significantly positively
correlated with racial prejudice, anonymity, online disinhibition, and cyber-racism. H2 was
supported as racial prejudice was positively correlated with anonymity, online disinhibition, and
cyber-racism. Similarly, H3 and H4 were supported such that, both anonymity and online

disinhibition were positively correlated with each other and with cyber-racism.

41 acknowledge that median splits hold several large limitations, but a multi-group path analysis approach was used
for parsimony and to extract meaningful results from complex models. Prior to a median split approach, attempts
were made to split the data by +/- 1SD but due to a floor effect and no variance in cyber-racism perpetration, the
model would not converge.
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Table 1

Study 1 Correlations and Descriptive Statistics

1 2 3 4 5 6 7 8 9
1: Anonymity Perceptions -—--
2: Online Disinhibition oY Sl —
3: Cyber-Racism Perpetration J1** 20%*  ____
4: Racial Prejudice J32%Fk  QQ%*k 3Bk ____
5: Machiavellianism J1** 32%% Q%% 20%* ____
6: Narcissism Sk (12%Fk 2%k DQFEk 3RFE -
7: Psychopathy A46**F  28¥Ek 0%k Pk DOFE 46%F -
8: Sadism ABF* 39%Ek FOHk JTEX QSR F3wk SRFF -
9: Social Desirability -08 - 18**% -.05 -.10% -.07  17FF - 12%* J21%F
M 6.86 29.74 6.19 55.87 23.81 19.55 13.86 16.58 8.74
SD 329 12.68 328 29.08 506 6.10 586 648 4.09

Note: ** p <.01, * p <.05
Table 1. Study 1 Correlations
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Mediation

For the purposes of replication, the Keum and Miller (2018) model was tested to ensure
that the primary processes germane to our integrated model have support. In this analysis,
anonymity was the independent variable, online disinhibition was the mediator, and cyber-racism
was the dependent variable as stated in HS. It should be noted that all paths were estimated,
which resulted in no degrees of freedom, and, therefore, PROCESS (Hayes, 2022) was used to
estimate the model instead of the laavan package in R. Overall, results supported the Keum and
Miller (2018) model and supported HS. In terms of the individual paths, anonymity perceptions
were significantly associated with online disinhibition (B =1.42, SE =0.16, p <.001).
Additionally, both anonymity perceptions (B = 0.16, SE = 0.03, p <.001) and online
disinhibition (B = 0.04, SE = 0.01, p <.001) were significantly associated with cyber-racism. In
support of HS, the indirect effect of online disinhibition was significant (/ndirect B = 0.06
[.03,.08]). In short, anonymity perceptions significantly predicted online disinhibition to predict
subsequent cyber-racism perpetration.

To test the integrated cyber-racism model (specified in H6), a serial mediation path
analysis was run in PROCESS (Hayes, 2022) in which racial prejudice was the independent
variable, anonymity and online disinhibition were the two serial mediators, and cyber-racism was
the dependent variable. Results showed that racial prejudice was significantly associated with
anonymity perceptions (B = 0.04, SE = 0.004, p <.001). Anonymity perceptions were
significantly associated with online disinhibition (B =1.15, SE =0.17, p <.001). Additionally,
racial prejudice (B =0.02, SE =0.003, p <.001), anonymity perceptions (B =0.11, SE=0.03, p
<.001) and online disinhibition (B = 0.03, SE = 0.01, p <.001) were significantly associated

with cyber-racism. In support of H6, the serial indirect effect of anonymity perceptions and
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online disinhibition was significant (Indirect B =0.0012 [.0006, .0022]). In other words, racial
prejudice significantly predicted anonymity perceptions which in turn predicted online

disinhibition, which predicted subsequent cyber-racism perpetration.

Moderated Mediation

To test H7, the moderated serial mediation path analysis in which the total dark
personality® score was the moderator on the previously described integrated cyber-racism model,
the laavan package in R was used. Results should be interpreted with caution due to some
components of model fit not meeting thresholds (Hu & Bentler, 1999), > = 9.51 (2), p =.009,
CFI1=.96, TLI = .62, RMSEA= .12 [.05, .21], SRMR = .03. The overall dark personality
construct moderated several direct paths but did not moderate the serial indirect path as
hypothesized in H7. Anonymity perceptions were significantly associated with cyber-racism for
participants high, B = 0.15 [0.06, 0.24] but not low, B = 0.03 [-0.00, 0.08] in dark personalities.
Additionally, online disinhibition was significantly associated with cyber-racism for those high,
B=10.05[0.03, 0.07] but not low, B =0.001[-0.00, 0.01] in dark personalities. These results
partially support H7 as the overall dark personality construct moderated the direct path between
anonymity perceptions and cyber-racism but did not moderate the direct path between racial
prejudice and cyber-racism (see Figure 4/5).

Figure 4

Low Dark Personality Path Model

5 The total dark personality and subsequent subscales analyses were run separately due to too low power.
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Anonymity 1.33 [.78, 1.91] Online
Perceptions Disinhibition
Racial Cyber-Racism
Prejudice .01[.00, .01] Perpetration
Indirect B = 0.001 [0.000, 0.002]

Figure 4. Low Dark Personality Path Model

Figure 5

High Dark Personality Path Model
Anonymity .94 [43, 1.44] Online
Perceptions Disinhibition

Racial
Prejudice

.03 [.02, .05]

Indirect B = 0.003 [0.000, 0.008]

Cyber-Racism
Perpetration

Figure 5. High Dark Personality Path Model

Though no direct hypotheses were drawn for Machiavellianism, due to the exploratory

nature of the impact of this Dark Core trait, a moderated serial mediation path analysis was run

to provide exploratory results in which Machiavellianism was the moderator. Results should be

interpreted with caution due to some components of model fit not meeting thresholds, x> = 12.52
(2), p=.002, CF1=.95, TLI = .60, RMSEA= .15 [.07, .23], SRMR = .03. Machiavellianism
moderated one direct path. Anonymity perceptions were only significantly associated with cyber-
racism for those high, B = 0.15 [0.07, 0.24] but not low, B =0.03 [-0.01, 0.08] in

Machiavellianism. Additionally, Machiavellianism moderated the indirect serial effect, such that
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the overall serial mediation only worked for participants high in Machiavellianism (see Figure

6/17).

Figure 6

Low Machiavellianism Path Model

Anonymity 1.34 [.83,1.91] Online
Perceptions Disinhibition
Racial Cyber-Racism
Prejudice 0201, .03] Perpetration
Indirect B =0.001 [0.000, 0.003]

Figure 6. Low Machiavellianism Path Model

Figure 7

High Machiavellianism Path Model
Anonymity 1.08 [.62, 1.53] Online
Perceptions Disinhibition

Racial
Prejudice

.03 [.01,.04]

Indirect B = 0.006 [0.002, 0.011]

Cyber-Racism
Perpetration

Figure 7. High Machiavellianism Path Model

Similarly, though no direct hypotheses were drawn for Narcissism, due to the exploratory

nature of this variable, a moderated serial mediation path analysis was run to provide exploratory

results, with Narcissism as the moderator. Results should be interpreted with caution due to some

components of model fit not meeting thresholds, ¥> = 15.99 (2), p <.001, CFI = .94, TLI = .46,
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RMSEA=.17[.09, .26], SRMR = .03. Narcissism moderated two direct paths in this model.

Racial prejudice was only significantly associated with cyber-racism for those high, B = 0.03

[0.02, 0.04] but not low, B=0.01 [0.00, 0.02] in Narcissism. Additionally, anonymity

perceptions were only significantly associated with cyber-racism for those high, B =0.15 [0.06,

0.25] but not low, B =10.03 [-0.01, 0.07] in Narcissism. Finally, Narcissism did moderate the

indirect serial effect, such that the overall serial mediation only worked for participants high in

Narcissism (see Figure 8/9).

Figure 8

Low Narcissism Path Model

Anonymity 1.22 .68, 1.82] Online
Perceptions Disinhibition
Racial Cyber-Racism
Prejudice Perpetration
Indirect B = 0.001 [0.000, 0.003]
Figure 8. Low Narcissism Path Model
Figure 9
High Narcissism Path Model
Anonymity 1.40 [.93, 1.88] Online
Perceptions Disinhibition

Racial
Prejudice

15 [-06, .25]

.03 .02, .04]

Indirect B = 0.006 [0.002, 0.012]

Cyber-Racism
Perpetration

Figure 9. High Narcissism Path Model
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Regarding HS, in which Psychopathy was the moderator applied to the integrated cyber-

racism model, a moderated serial mediation path analysis was conducted. Results should be

interpreted with caution due to some components of model fit not meeting thresholds, x> = 13.08

(2), p =.001, CFI = .95, TLI = .54, RMSEA= .15 [.07, .24], SRMR = .04. Psychopathy

moderated several direct paths. Anonymity perceptions were significantly associated with cyber-

racism only for those high, B =10.15 [0.06, 0.24] but not low, B = 0.04 [-0.00, 0.09] in

Psychopathy. Additionally, online disinhibition was significantly associated with cyber-racism

for those high, B =0.05 [0.03, 0.07] but not low, B = 0.004 [-0.00, 0.01] in Psychopathy. These

results support H8 as Psychopathy moderated the direct path between anonymity perceptions and

cyber-racism, as well as the indirect serial effect (see Figure 10/11). In other words, the

integrated cyber-racism model worked for those high in Psychopathy but not low.

Figure 10

Low Psychopathy Path Model

Anonymity
Perceptions

1.24 [.67, 1.89]

Racial

Online
Disinhibition

Prejudice

.01 [.00, .02]

Indirect B = 0.002 [0.000, 0.004]

Cyber-Racism
Perpetration

Figure 10. Low Psychopathy Path Model

Figure 11

High Psychopathy Path Model
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Anonymity 1.24 [.80,1.70] = Online
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Figure 11. High Psychopathy Path Model

Finally, per H9 in which Sadism was the moderator applied to the integrated cyber-racism
model, a serial mediation path analysis was conducted. Results should be interpreted with
caution due to some components of model fit not meeting thresholds, x> = 8.54 (2), p =.014, CFI1
=.96, TLI = .60, RMSEA= .11 [.03, .21], SRMR = .03. Sadism moderated many direct paths.
Racial prejudice was significantly associated with anonymity perceptions for those high, B =
0.03 [0.01, 0.04] but not low, B =0.02 [0.00, 0.03] in Sadism. Racial prejudice was only
significantly associated with cyber-racism for those high, B =0.03 [0.02, 0.05] but not low, B =
0.003 [0.00, 0.01] in Sadism. Anonymity perceptions were significantly associated with cyber-
racism only for those high, B =10.15[0.06, 0.26] but not low, B =0.01 [-0.01, 0.04] in Sadism.
Lastly, online disinhibition was significantly associated with cyber-racism for those high, B =
0.05[0.03, 0.08] but not low, B=0.01 [0.00, 0.01] in Sadism. These results support H9 as
Sadism moderated the direct path between anonymity perceptions and cyber-racism. and the
indirect serial effect, such that the integrated cyber-racism model worked for those high in
Sadism but not low (see Figure 12/13).

Figure 12

Low Sadism Path Model
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Figure 12. Low Sadism Path Model

Figure 13

High Sadism Path Model
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Figure 13. High Sadism Path Model

Study 1 Summary

Study 1 aimed to expand the current cyber-racism literature and theorizing by examining
how individual differences in personality (i.e., the Dark Tetrad) moderates the mediating
pathways in the integrated cyber-racism theory. The results found support for the base Keum and
Miller (2018) cyber-racism model but more importantly, furthered our theoretical understanding
of the integrated cyber-racism process by providing support for the JSM explanation of cyber-

racism. Results suggest that anonymity and online disinhibition serially mediate the relationship
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between racial prejudice and cyber-racism, acting as a release of the usual suppression.
Additionally, this integrated cyber-racism model was only significant predominantly for those
who were high in the Dark Tetrad traits. All together, these results provide further understanding
to the processes germane to cyber-racism perpetration and identify for whom this model may be
most important for. To further our understanding into specific situations that make cyber-racism
more likely, Study 2 builds off these findings and attempts to identify which specific dimensions
of online disinhibition are the strongest mediators of the integrated cyber-racism model.

Chapter 3 - Study 2: Dimensions of Online Disinhibition

Suler’s (2004; 2005) Online Disinhibition Effect operationalizes online disinhibition as a
multi-dimensional construct that is comprised of six distinct dimensions that explain why people
act differently online than in face-to-face interactions. Recall, these dimensions are dissociative
anonymity, invisibility, asynchronicity, solipsistic introjection, dissociative imagination, and
minimization of authority. Research has predominantly focused on the impact of anonymity and
invisibility cyber aggression (Lapidot-Lefler & Barak, 2012). To my knowledge, there is no
published data that has tested the relationship between the six dimensions of online disinhibition
and nefarious online behaviors, including cyber-aggression and cyber-racism.

Consistent with Study 1, Study 2 investigated how the Dark Tetrad impacts cyber-racism
via the integration of JSM and the Keum and Miller (2018) model in order to show replication,
and, therefore, we will examine the moderating role of the Dark Tetrad in the serially mediated
effect of anonymity and online disinhibition in the relationship between racial prejudice and
cyber-racism. To do this, we will first operationalize online disinhibition as the composite of all
six dimensions articulated by Suler (2004, 2005), and I hypothesize that the results from Study 1

will replicate. Then, Study 2 will build upon the findings of Study 1 by simultaneously analyzing
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the six dimensions of online disinhibition in a single model to add further clarification regarding
what specific online disinhibition dimensions are most important for predicting cyber-racism
within the context of our theoretically integrated cyber-racism model found in Study 1. To do
this, participants will complete measures of the different dimensions of online disinhibition, the
Dark Tetrad, racial prejudice, anonymity, and cyber-racism perpetration. We are unaware of any
published study examining these effects.

Study 2 Hypotheses

The hypotheses for Study 2 pertain to the general relationships between the Dark Tetrad,
racial prejudice, anonymity perceptions, the dimensions of online disinhibition, and cyber-racism
perpetration. The first set of hypotheses will outline the anticipated correlations between the
variables I measured.

H1: The Dark Tetrad traits will be positively correlated with racial prejudice, anonymity
perceptions, each online disinhibition dimension, and cyber-racism.

H2: Racial prejudice will be positively correlated with anonymity, each online
disinhibition dimension, and cyber-racism.

H3: Anonymity will be positively correlated with each online disinhibition dimension and
cyber-racism.

H4: All online disinhibition dimensions will be positively correlated with cyber-racism.

Next, the subsequent hypotheses focus on our prediction regarding the mediating effects
inherent in the juxtaposition of JSM (Crandall & Eshleman, 2003), the Keum and Miller (2018)
model, and specific dimensions of online disinhibition. Please note that Figure 9 depicts the

conceptual model for ease of readability.
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HS5: The dissociative anonymity dimension of online disinhibition will positively partially
mediate the relationship between anonymity and cyber-racism.

H6: The asynchrony dimension of online disinhibition will positively partially mediate
the relationship between anonymity and cyber-racism.

H7: The minimization of authority dimension of online disinhibition will positively
partially mediate the relationship between anonymity and cyber-racism.

HS8: Anonymity and the dissociative anonymity dimension of online disinhibition will
positively partially serially mediate the relationship between racial prejudice and cyber-racism.

HO9: Anonymity and the asynchrony dimension of online disinhibition will positively
partially serially mediate the relationship between racial prejudice and cyber-racism.

H10: Anonymity and the minimization of authority dimension of online disinhibition will
positively partially serially mediate the relationship between racial prejudice and cyber-racism.

Finally, the next hypotheses will predict the moderating role of the Dark Tetrad on the
hypothesized serially mediated pathways from genuine prejudice to cyber-racism through
anonymity perceptions and various dimensions of online disinhibition.

H11: The Dark Tetrad (as a composite and portioned into its subscales) will moderate the
mediating pathways of dissociative anonymity, asynchrony, and minimization of authority, and
the direct pathway of anonymity and cyber-racism such that this model will be especially strong
for participants high on the Dark Personality compared to participants who are low.

H12: Psychopathy will moderate the mediating pathways of dissociative anonymity,
asynchrony, and minimization of authority, and the direct pathway of anonymity and cyber-
racism such that this model will be especially strong for participants high on psychopathy

compared to participants who are low.
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H13: Sadism will moderate the mediating pathways of the dissociative anonymity,
asynchrony, and minimization of authority, and the direct pathway of anonymity and cyber-
racism such that this model is especially strong for participants high on sadism compared to
participants who are low.

These hypotheses stem from the theorized Keum and Miller (2018) model, the JSM
(Crandall & Eshleman, 2003) and Suler’s (2004; 2005) distinctions. The theoretical ordering for
the model stems from the integrated cyber-racism theory found in Study 1. No published study
has investigated all dimensions of online disinhibition in their ability to predict and mediate the

relationships around cyber-racism.

Figure 14
Study 2 Conceptual Model
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Figure 14. Study 2 Conceptual Model
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Method
Participants and Procedure

According to an a priori power analysis (semPower; Moshagen & Bader, 2024), 250
participants were needed to achieve .80 power using the AGFI = .90, when the model has 10
variables (df = 6). To ensure sufficient data quality, attention checks were included in the survey.
Failure of the attention checks resulted in the participant being dropped from analysis. To
account for these potential drops, 609 participants were recruited from CloudResearch in
exchange for $2.00 (US) each. The inclusionary criteria required participants to be 18 years or
older and be in the US.

Of the 609 participants who completed the survey, several were omitted from analysis
due to failure of the reCAPTCHA element (n = 13), failure to complete multiple survey items (n
= 4), and failure of one or more attention checks (n = 23). These data cleaning procedures
resulted in 569 participants for data analysis. On average, participants were 40.62 years old (SD
= 12.20) and majority White (72.8%). Regarding sex, 49.9% identified as men and 48.7% as
women. Therefore, we were sufficiently powered.

Participants completed a series of surveys assessing several constructs, including
demographic information, the Dark Tetrad, anonymity perception, online disinhibition, social
desirability, racial prejudice, and cyber-racism perpetration using Qualtrics, mostly identical to
Study 1. The key differences between Studies 1 and 2 was how online disinhibition is
operationalized, such the measure of online disinhibition in Study 2 measures the six dimensions
of online disinhibition and the sum of all items yields an overall online disinhibition score.

Lastly, participants were debriefed, thanked, and compensated.

39



Materials

The same Dark Tetrad (Mach: o = .77, Narc: o = .84, Psychopathy: o = .83, Sadism: o =
.82, Total: a = .89), anonymity perceptions (o = .91), racial prejudice (a0 = .93), social
desirability (a0 = .81), cyber-racism perpetration (o = .95), and demographic questionnaires from
Study 1 were used in Study 2 (See Study 1 Materials). In addition, the following questionnaire
was also used.

Online Disinhibition. To measure the degree to which participants feel or behave
differently in online interactions, the 23-item Online Disinhibition Scale (Cheung et al., 2020;
See Appendix G) was used. This measure asked participants to rate their level of agreement on a
1 (strongly disagree) to 5 (strongly agree) rating scale for each item. During scale development
(Cheung et al., 2020), this scale demonstrated psychometric properties (e.g., construct validity,
reliability, internal consistently, and clear distinction of six dimensions of online disinhibition).
This was my preferred measure due to its distinction of separate dimensions of online
disinhibition, instead of focusing on a single specific behavior. This composite measure had
acceptable reliability (o =.93).

This online disinhibition scale identifies six subscales of online disinhibition, ranging
from three to five items within each. These subscales include four dissociative anonymity items,
o = .94 (My actions are not identifiable in the online environment), five invisibility items, o =
.95 (I feel invisible in the online environment), three asynchronicity items, o = .93 (I can delay
my feedback to others in the online environment), three solipsistic introjection items, o = .68 (/
assign a character to that person I am communicating with online), four dissociative imagination
items, o = .87 (The online environment has no connection to reality), and four minimization of

authority items, o = .92 (I feel less fear of offline authorities in the online environment). For
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scoring participants’ responses, | created composites for each of the subscales, given that these

were designed to identify specific dimensions of online disinhibition (Cheung et al., 2020).

Data Analysis Plan

All variables were centered before inclusion in the model, and one covariate was
included: social desirability. For Study 2, correlations were calculated using a Spearman
correlation, as the data was non-normal. The mediation and subsequent moderated mediation
analyses were conducted using the lavaan package in R (Rosseel, 2012). For the moderated
mediation analyses, a multi-group path analysis was conducted using a median split® (i.e., High
vs. Low) of the Dark Tetrad moderators. A MLR/Robust correction (Rosseel, 2012) was used to

estimate model fit as the data was non-normal and bootstrapping was used to normalize the data.

Results

Correlations

Table 2 displays the zero-order correlations and descriptive statistics between the
continuous variables (e.g., the Dark Tetrad, racial prejudice, anonymity perceptions, online
disinhibition dimensions, and cyber-racism). In line with H1, all Dark Tetrad variables were
(significantly) positively correlated with racial prejudice, anonymity, most dimensions of online
disinhibition, and cyber-racism. H2 was supported for the most part, as racial prejudice was
positively correlated with anonymity, most dimension of online disinhibition, and cyber-racism.
Similarly, H3 and H4 were supported such that, both anonymity and most of the dimensions of

online disinhibition were positively correlated with each other and with cyber-racism. The lone

1 acknowledge that median splits hold several large limitations, but a multi-group path analysis approach was used
for parsimony and to extract meaningful results from complex models. Prior to a median split approach, attempts
were made to split the data by +/- 1SD but due to a floor effect and no variance in cyber-racism perpetration, the
model would not converge.
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exception to these hypotheses was the asynchronicity dimension of online disinhibition.
Asynchronicity was not correlated with racial prejudice, cyber-racism, narcissism, psychopathy,
and two other dimensions of online disinhibition (e.g., minimization of authority and dissociative

imagination).
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Table 2

Study 2 Correlations and Descriptive Statistics

1 2 3 4 5 6 7 8 9 10 11 12 13 14
1: Anonymity Perceptions -—--
2: Dissociative Anonymity (OD) S5 e
3: Invisibility (OD) A9®x gDFEk  ____
4: Asyncronicity (OD) Jd2** 0 19%* 13%* ____
5: Solipsistic Introjection (OD) JO¥*F 37xE 33xx 19k ____
6: Dissociative Imagination (OD)  .36** 42%* A48** _(05  28** --—-
7: Authority Minimization (OD) S6** S58**  59%% (2 J32%* 0 S4%*k
8: Cyber-Racism Perpetration 29%*k  22%*  D0** _06 . 18** 27¥¥ 28*¥* ____
9: Racial Prejudice J32%*k 23¥* D6*¥*F - 11*  19%*  42%%  3¥k*k 3wk ____
10: Machiavellianism 20%% 4%k DE¥k - [1k 0 0%k QRFEk DOk DRk DkEk
11: Narcissism 24%F 18**  15%* -02  17** 21%% 20%*% 25%* ]7¥* 20%* ____
12: Psychopathy 27*% 16%*%  18** .03 A1R* 7%k DA%k 3%k Dpkk ARk ADFk*
13: Sadism A1F* 0%k DRF* - DP¥E - D4FkEF - DEEX O J4kk JoEE DQF* ZeIE 24%* S56%*F -
14: Social Desirability -05 .02 .02 -17*%*% -06 .05 -02  -05 .06 -06  .09% - 14%* - 16%* -
M 6.71 10.01 11.55 11.66 883 797 843 598 53.74 2322 18.76 13.46 16.68 8.83
SD 321 469 564 320 254 384 418 311 28.00 468 566 552 619 3.80

Note: ** p <.01, * p <.05
Table 2. Study 2 Correlations
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Mediation

The basic Keum and Miller (2018) model was tested again to establish further replication.
In this analysis, anonymity was the independent variable, the total online disinhibition score was
the mediator, and cyber-racism was the dependent variable. It should be noted that all paths were
estimated, which resulted in no degrees of freedom, and, therefore, PROCESS (Hayes, 2022)
was used to estimate the model instead of the laavan package in R. Results supported the Keum
and Miller (2018) model and replicated Study 1 results. In terms of the individual paths,
anonymity perceptions were significantly associated with the total online disinhibition (B = 3.32,
SE =0.18, p <.001). Additionally, both anonymity perceptions (B = 0.23, SE = 0.04, p <.001)
and total online disinhibition (B = 0.04, SE = 0.01, p <.001) were significantly associated with
cyber-racism. In line with the results of Study 1, the indirect effect of the total online
disinhibition was significant (/ndirect B =0.12 [.07, .18]). Anonymity perceptions significantly
predicted online disinhibition to predict subsequent cyber-racism perpetration.

A serial mediation path analysis was additionally run in PROCESS (Hayes, 2022) with
the total online disinhibition score as one of the mediators in the analysis to show replication
from Study 1. In terms of the individual paths, racial prejudice was significantly associated with
anonymity perceptions (B = 0.04, SE = 0.005, p <.001). Anonymity perceptions were
significantly associated with online disinhibition (B = 3.07, SE =0.19, p <.001). Additionally,
racial prejudice (B =0.03, SE = 0.004, p <.001), anonymity perceptions (B =0.17, SE=0.01, p
<.001) and online disinhibition (B = 0.02, SE = 0.01, p = .021) were significantly associated
with cyber-racism. In line with the Study 1 results, the serial indirect effect of anonymity

perceptions and online disinhibition was significant (/ndirect B = 0.002 [.001, .004]). In other
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words, racial prejudice predicted anonymity which in turn predicted online disinhibition, which
predicted subsequent cyber-racism perpetration.

To investigate further into which specific dimensions of online disinhibition mediate the
relationship between anonymity and cyber-racism, HS posited that dissociative anonymity would
mediate the relationship between anonymity and cyber-racism. The results did not support for
HS5, as the indirect effect of the dissociative anonymity online disinhibition was not significant
(Indirect B=-0.001 [-.05, .05]).

Regarding H6, which posited that asynchrony would mediate the relationship between
anonymity and cyber-racism, results were mixed. In partial support of H6, the indirect effect of
the asynchrony online disinhibition was significant (/ndirect B =-0.03 [-.03, -.01]) but showed a
negative relationship rather than the hypothesized positive relationship.

Finally in regard to H7, which posited that minimization of authority would mediate the
relationship between anonymity and cyber-racism was supported. The indirect effect of the
minimization of authority online disinhibition was significant (/ndirect B=0.10 [.01, .11]).
Anonymity predicted minimization of authority which predicted subsequent cyber-racism

perpetration.

Serial Mediation

To investigate the integrated cyber-racism theory and which dimensions of online
disinhibition acted within this model, H8 posited that anonymity and dissociative anonymity
would partially serially mediate the suggested model. Results found that H8 was not supported as
the serial indirect effect of anonymity perceptions and dissociative anonymity online

disinhibition was not significant (/ndirect B = 0.000 [-.002, .002]).
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Regarding H9, which posited that anonymity and asynchrony would partially serially
mediate the relationship between racial prejudice and cyber-racism, had mixed results. Results
suggest that H9 was not supported as the serial indirect effect of anonymity perceptions and
asynchrony online disinhibition was not significant (Indirect B =-0.001 [-.001, .000]).

Finally in regard to H10, in which anonymity and minimization of authority would
mediate the relationship between racial prejudice and cyber-racism, results were not significant.
H10 was not supported as the serial indirect effect of anonymity perceptions and minimization of
authority online disinhibition was not significant (Indirect B = 0.002 [.000, .004]).

Moderated Mediation’

To test how the Dark Tetrad (combined and subscales) moderate the integrated cyber-
racism model with the separate dimensions of online disinhibition, several multi-group path
models were conducted. Regarding H11, which posited that the total Dark Personality score
would moderate the Study 2 conceptual model, a moderated serial mediation path analysis was
run. Results should be interpreted with caution due to some components of model fit not meeting
thresholds, y* = 54.05 (12), p <.001, CF1 = .97, TLI = .77, RMSEA= .12 [.09, .16], SRMR = .05.
The Total Dark Personality moderated five direct paths. Anonymity perceptions were
significantly associated with the asynchrony dimension of online disinhibition for those low, B =
0.24 [0.10, 0.37] but not high, B = 0.08 [-0.04, 0.19] in Total Dark Personality. Racial prejudice
was significantly associated with cyber-racism for those high, B =0.04 [0.02, 0.06] but not low,
B=0.002[0.00, 0.01] in Total Dark Personality. Anonymity perceptions were significantly
associated with cyber-racism for those high, B = 0.16 [0.06, 0.28] but not low, B = 0.03 [-0.00,

0.09] in Total Dark Personality. Furthermore, regarding the dimensions of online disinhibition,

7 All six dimensions were included in the analyses. For ease of readability, only the hypothesized and/or significant
relationships were depicted in the following figures.
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both asynchrony and solipsistic introjection were only significantly associated with cyber-racism
for those high, B =-0.20 [-0.34, -0.08]; B = 0.14 [0.02, 0.27] but not low, B =-0.02 [-0.07, 0.01];
B =10.003 [-0.02, 0.03] in Total Dark Personality. These results partially support H11 as Total
Dark Personality moderated the direct path between anonymity perceptions and cyber-racism.
However, Total Dark Personality did not moderate any of the indirect serial effects which did not
support H11 (see Figure 15/16).

Figure 15

Low Dark Personality Path Model
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Figure 15. Low Dark Personality Path Model

Figure 16

High Dark Personality Path Model
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Figure 16. High Dark Personality Path Model

Though no direct hypotheses were drawn in which Narcissism was the moderator, a
moderated serial mediation path analysis was run to provide exploratory results. Results should
be interpreted with caution due to some components of model fit not meeting thresholds, ¥*> =
62.77 (12), p <.000, CFI = .96, TLI = .73, RMSEA= .14 [.11, .17], SRMR = .05. Narcissism
moderated five direct paths. Anonymity perceptions were significantly associated with the
asynchrony dimension of online disinhibition for those low, B = 0.29 [0.18, 0.39] but not high, B
=0.11 [-0.01, 0.22] in Narcissism. Racial prejudice was significantly associated with cyber-
racism for those high, B = 0.03 [0.02, 0.05] but not low, B =0.01 [-0.00, 0.02] in Narcissism.
Additionally, anonymity perceptions were only significantly associated with cyber-racism for
those high, B=0.12 [0.01, 0.23] but not low, B = 0.06 [0.00, 0.15] in Narcissism. Furthermore,
regarding the dimensions of online disinhibition, both asynchrony and minimization of authority
were only significantly associated with cyber-racism for those high, B =-0.17 [-0.29, -0.06]; B =
0.17 [0.07, 0.27] but not low, B =-0.01 [-0.06, 0.03]; B =-0.05[-0.12, -.01] in Narcissism.
Lastly, Narcissism moderated the indirect serial effect through the dimension of minimization of

authority (see Figure 17/18).
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Figure 17

Low Narcissism Path Model
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Figure 17. Low Narcissism Path Model

Figure 18

High Narcissism Path Model

Dissociative
Anonymity

Asynchrony

Anonymity
Perceptions

Minimization of

Racial
Prejudice

Authority

L2r0p, 23]

.03 [.02, .05]

Dissociative Anonymity Indirect B = 0.000 [-0.004, 0.003]
Asynchrony Indirect B =-0.001 [-0.002, 0.000]
Minimization of Authority Indirect B = 0.005 [0.002, 0.009]

Cyber-Racism
Perpetration

Figure 18. High Narcissism Path Model

49




Similarly, though no direct hypotheses were drawn for Machiavellianism as the
moderator of the integrated cyber-racism model, a moderated serial mediation path analysis was
run to provide exploratory results. Results should be interpreted with caution due to some
components of model fit not meeting thresholds, x> = 59.76 (12), p <.000, CF1 = .96, TLI = .74,
RMSEA= .13 [.10, .17], SRMR = .05. Machiavellianism moderated two direct paths. Anonymity
perceptions were significantly associated with the asynchrony dimension of online disinhibition
for those high, B=0.18 [0.08, 0.28] and not low, B = 0.12 [-0.04, 0.27] in Machiavellianism.
Anonymity perceptions were only significantly associated with cyber-racism for those high, B =
0.14 [0.05, 0.24] but not low, B =0.06 [-0.01, 0.16] in Machiavellianism. Lastly,
Machiavellianism did not moderate any indirect serial effects (see Figure 19/20).

Figure 19

Low Machiavellianism Path Model
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Figure 19. Low Machiavellianism Path Model

Figure 20

High Machiavellianism Path Model
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Figure 20. High Machiavellianism Path Model

Regarding H12, in which Psychopathy was the moderator applied to the Study 2
conceptual model, a moderated serial mediation path analysis was conducted. Results should be
interpreted with caution due to some components of model fit not meeting thresholds, ¥* = 56.01
(12), p <.001, CFI1=.97, TLI = .76, RMSEA= .13 [.09, .16], SRMR = .05. Psychopathy
moderated several direct paths. Racial prejudice was significantly associated with cyber-racism
for those high, B =0.04 [0.02, 0.05] but not low, B =0.003 [0.00, 0.01] in Psychopathy.
Anonymity perceptions were significantly associated with cyber-racism for those high, B =0.17
[0.06, 0.30] but not low, B=0.02 [-0.01, 0.08] in Psychopathy. Furthermore, regarding the
dimensions of online disinhibition, both asynchrony and solipsistic introjection were only
significantly associated with cyber-racism for those high, B =-0.18 [-0.30, -0.07]; B=0.14
[0.01, 0.29] but not low, B =-0.02 [-0.07, 0.02]; B=-0.01 [-0.03, 0.02] in Psychopathy. These
results partially support H12 as Psychopathy moderated the direct path between anonymity
perceptions and cyber-racism. However, Psychopathy did not moderate any of the indirect serial

effects which did not support H12 (see Figure 21/22).
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Figure 21

Low Psychopathy Path Model
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Figure 21. Low Psychopathy Path Model

Figure 22

High Psychopathy Path Model
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Sophistic Introjection Indirect B = 0.001 [0.000, 0.003]

Figure 22. High Psychopathy Path Model

Finally, in terms of H13, which posited that Sadism would moderate the Study 2

conceptual model, a moderated serial mediation path analysis was conducted. Results should be
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interpreted with caution due to some components of model fit not meeting thresholds, x> = 58.27
(12), p <.001, CFI = .96, TLI = .74, RMSEA= .13 [.10, .16], SRMR = .05. Sadism moderated
three direct paths. Racial prejudice was significantly associated with cyber-racism for those high,
B =10.04[0.02, 0.05] but not low, B=0.003 [0.00, 0.01] in Sadism. Anonymity perceptions were
significantly associated with cyber-racism for those high, B =0.17 [0.07, 0.28] but not low, B =
0.01 [-0.02, 0.07] in Sadism. Furthermore, regarding the dimensions of online disinhibition,
asynchrony was only significantly associated with cyber-racism for those high, B =-0.23 [-0.35,
-0.11] but not low, B = -0.01 [-0.06, 0.01] in Sadism. These results partially support H13 as
Sadism moderated the direct path between anonymity perceptions and cyber-racism. However,

Sadism did not moderate any of the indirect serial effects which did not support H13 (see Figure

23/24).

Figure 23

Low Sadism Path Model
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Asynchrony Indirect B = 0.000 [0.000, 0.000]
Minimization of Authority Indirect B = 0.001 [0.000, 0.003]

Figure 23. Low Sadism Path Model
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Figure 24

High Sadism Path Model
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Figure 24. High Sadism Path Model

Chapter 4 - General Discussion

The current research investigated how the Dark Tetrad influences the integrated
prejudice and cyber-racism theory (Studies 1 and 2) and the different dimensions of online
disinhibition (Study 2). Victims of cyber-racism face many negative effects; anxiety, depression,
and stress (Keum & Miller, 2017), and, therefore, understanding the processes specific to cyber-
racism perpetration is needed, and an integrated theoretical model is desperately needed. By
using theoretical explanations from the prejudice literature, the cyber-racism literature, and the
online communication literature, the current research provided support for these processes and
theoretical underpinnings. Given that the JSM (Crandall & Eshleman, 2003) and the Keum and
Miller (2018) theorized model have been supported (White & Crandall, 2017; Barlett & Scott,
2023), this program of research examined how additional variables (i.e., Dark Tetrad, and
dimensions of online disinhibition) impact the integrated theory. The current work was the first

to (i) combine theories from prejudice literature and cyber-racism literature into an integrated
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model to gain a more holistic understanding of cyber-racism perpetration (ii) test how individual
differences moderate the mediating pathways in the integrated cyber-racism model and (iii)
investigate how different online disinhibition dimensions impact cyber-racism perpetration.

Integrated Cyber-Racism Theory

To perform a racist action, one must hold some racial prejudice towards an outgroup.
Thus, to understand the specific processes of cyber-racism perpetration, theories must include the
importance of racial prejudice’s role in said behaviors. The Justification-Suppression Model of
Prejudice (JSM; Crandall & Eshleman, 2003) posits that people attempt to suppress their
prejudice thoughts in order to appear socially acceptable. Suppression uses a large amount of
energy, and the prejudice thoughts need to be released in a way that does not damage one’s
reputation. By providing adequate justification for one’s thoughts, an individual may then
express the normally socially unacceptable thoughts. Research has shown the JSM to explain
expressions of prejudice towards a variety of groups, including racial outgroups (White &
Crandall, 2017).

Current cyber-racism theory relies on specific online situations to explain why
perpetration of racism happens in these spaces. While online, people may perceive themselves to
be anonymous and, therefore, act differently than they would in a normal setting — online
disinhibition (Keum & Miller, 2018). These anonymity perceptions and online disinhibition
could act as a release of the usual suppression of prejudice thoughts — consistent with JSM
theorizing, which could further explain cyber-racism perpetration. One of the goals of the current
research was to test this integrated cyber-racism model that includes racial prejudice as the initial

step in perpetrating cyber-racism.
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Both Studies 1 and 2 provided additional support and replication of the original Keum
and Miller (2017) model of cyber-racism such that high scores of anonymity were associated
with high scores of online disinhibition which in turn was related to high scores of cyber-racism.
Furthermore, Studies 1 and 2 supported the hypotheses that anonymity and online disinhibition
partially mediated the relationship between racial prejudice and cyber-racism perpetration. In
other words, higher scores of racial prejudice were associated with higher scores of anonymity
and online disinhibition which in turn were related to high scores of cyber-racism. It should be
noted that high scores of racial prejudice were directly associated with higher scores of cyber-
racism as well. The results support the inclusion of prejudice within an integrated cyber-racism
theory and hold important theoretical implications. It is difficult to imagine a racist action being
taken without underlying racial prejudice, and these results suggest that there are benefits to
including prejudice in theories and models specific towards an expression of prejudice behavior.
In these studies specifically, racial prejudice was partially related to cyber-racism which suggests
that it should not be excluded from discussions regarding the reasons people are racist online.
Some research suggests treating online behavior as separate from in-person behavior, but by
creating this separation, important non-online specific influences may be excluded which could

provide a broader understanding of online behavior.
Individual Differences

Research has identified the Dark Tetrad as a predictor in a variety online aggression like,
cyberbullying, cyber-trolling, and cyber stalking (Brown et al., 2019; Furian & March,
2023; March et al., 2020; Xu et al., 2024). There have been conflicting results on which of the
Dark Tetrad variables predict online aggression and additional research was needed to identify

these relationships. A second goal of the current research was to expand our current

56



understanding of who the integrated cyber-racism model works for and if different Dark Tetrad
traits influence a variety of relationships. The hypotheses that psychopathy, sadism, and the
overall Dark Tetrad scores would moderate the various mediation relationships of the integrated
cyber-racism theory were partially supported. Specifically, the integrated cyber-racism model
worked for those who had high psychopathy and sadism scores compared to those who had low
scores. Though no direct hypotheses were made regarding Machiavellianism and narcissism’s
ability to moderate these mediations, exploratory results suggest that the integrated cyber-racism
model worked for those who had high Machiavellianism and narcissism scores compared to
those who had low scores.

Interestingly, there were differences in the direct relationships that the Dark Tetrad traits
moderated. For example, in Study 1, sadism moderated multiple direct relationships, such as the
relationships between racial prejudice and cyber-racism. However, psychopathy did not moderate
this direct relationship and only moderated two direct relationships within the model. It is
unclear why different traits moderated varying direct relationships within this model, and
additional research should investigate these individual relationships. Initial extrapolation may
suggest that since sadism moderated the largest number of direct relationships (see Figure X), it
may be a dominant trait important to the expression this racial prejudice.

The primary theoretical implications of this research pertain to the understanding of who
may be more susceptible to the release of suppression provided by online factors. To our
knowledge, no published research has investigated which Dark Tetrad traits moderate cyber-
racism specifically. Though there has been support in cyberbullying literature for sadism and
psychopathy as unique predictors of online harm (Van Geel et al., 2017; Goodboy & Martin,

2015), support for narcissism (Alavi et al., 2022; Goodboy & Martin, 2015) and
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Machiavellianism (Alavi et al., 2022; Giumetti et al., 2022) as predictors of online harm has been
mixed at best. Results from Study 1 add to the understanding of which traits increase the
likelihood of cyber-racism. Study 1 found that all four Dark Tetrad traits moderated the
integrated cyber-racism model such that the model only worked for those high in each Dark
Tetrad traits compared to those who scored low. This suggests that in the process on expressing
one’s racial prejudice online, people who score higher on “darker” traits may be more susceptible
to online racism when the social threat is diminished. The practical importance of these
relationships underscores the need for replicability, and, therefore, Study 2 tested similar
relationships albeit with a different measure of online disinhibition. Results from Study 2 did not
find that any evidence that the Dark Tetrad traits moderated the integrated cyber-racism model.
Though an interesting deviation, this can potentially be explained by the breakdown of online
disinhibition and how the different dimensions impacted the integrated cyber-racism model.

Dimensions of Online Disinhibition

Suler (2004; 2005) identified online disinhibition as the act of behaving differently online
then one would in a real-world situation. In the Keum and Miller (2018) model, online
disinhibition acts as a mediator between anonymity and cyber-racism which was further
integrated as a serial mediator in the current research. Both Study 1 and Study 2 supported the
Keum and Miller (2018) model as online disinhibition mediated the relationship between
anonymity and cyber-racism. Additionally, both studies supported general online disinhibition
within the integrate cyber-racism model as both anonymity and online disinhibition mediated the
relationship between racial prejudice and cyber-racism. To further the understanding of how
online disinhibition mediates these relationships, Study 2 investigated if there were specific

dimensions of online disinhibition that mediated these relationships more than others.

58



Little research has investigated how the different dimensions of online disinhibition
(Suler, 2004; 2005) impact cyber-aggression. The Study 2 hypotheses focused on three
dimensions that have been shown to predict other forms of online behavior; dissociative
anonymity (Mueller-Coyne et al., 2022), asynchrony (Wang et al., 2024), and minimization of
authority (Bertram, 2025), however, the other three dimensions were included in the analyses in
an exploratory manner. The results from Study 2 did not support our hypotheses regarding the
separate components of online disinhibition. Most moderated mediation results were not
significant, except for the small negative relationship found with asynchrony. These results
largely diverge from the results of Study 1 and the replicated results of Study 2 when the general
online disinhibition was included in the model instead of the individual components. These
findings hold important theoretical implications, as this suggests that measuring the components
of online disinhibition separately is inappropriate within this model. Importantly, a composite
online disinhibition assessment, rather than components, provides a more parsimonious
explanation of the underlying theoretical tenets of the integrated model. Therefore, we
recommend and posit that an integrated model that conceptualizes online disinhibition as more
holistic better fits the data.
Limitations & Future Directions

Like all psychological research, limitations exist that require future research. First,
although the current research focused on the Dark Tetrad and how these traits are related to the
integrated cyber-racism theory, this is not an exhaustive list of individual differences that could
impact cyber-racism. Research has identified a host of personality traits, emotional skills, and
situational predictors of online aggression such as, the Big 5 (van Geel et al., 2017), coping skills

(Kokkinos et al., 2013), and sleep quality (Kircaburun & Tosuntag, 2018). Future research should

59



continue to test various predictors within the integrated cyber-racism model to provide a more
encompassing understanding of why people are racist online.

Though the analyses in the current research provide a parsimonious interpretation of
complex processes, it should be noted that the way in which the Dark Tetrad were grouped using
a median split is a limitation. A median split holds multiple problems in that there may not be
large differences in the cases around the median which could impact the groups they are
assigned. In attempting to avoid using a median split, groups were initially split using standard
deviations; however, the lack of variance in the predictors for those in the low (-1SD)
classification led to non-convergence within the model. The lack of variance for participants in
this group makes some sense; those low on sadism, for example, are likely not to perpetrate
cyber-racism. Future research should use the Dark Tetrad as continuous moderators on simpler
models to provide more parsimonious and meaningful results.

One of the main limitations of the current research is that it is correlational in nature, and
thus, casualty cannot be claimed through these studies. Correlational research is an important
first step in furthering theory and thus these studies are needed to identify the general
relationships between the Dark Tetrad and cyber-racism theory. The placement of the variables in
the current research are based on the temporal ordering provided by theory (Keum & Miller,
2018) and the argument that to express prejudice, one must hold a form of those prejudice beliefs
is consistent with JSM (Crandall & Eshleman, 2003). The Dark Tetrad was found to have an
influence on the processes germane to cyber-racism, which suggests that future research should
test these relationships longitudinally. Longitudinal support of these relationships would be a
necessary step to determining causality. Moreover, experiments allow for causal claims;

however, there is currently no valid way to measure cyber-racism in the moment, which should
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be the goal of future research as this would allow research to focus on the causal relationships
regarding cyber-racism.
Implications

Despite these limitations, the current research has important theoretical and practical
implications. In terms of theoretical implications, these two studies investigated how individual
differences in personality (the Dark Tetrad) influence an integrated cyber-racism model that
pulled from prejudice research (Crandall & Eshleman, 2003) and specific cyber-racism theory
(Kuem & Miller, 2018). Both Study 1 and Study 2 suggest that incorporating prejudice in models
assessing cyber-racism is an important component that should not be excluded in the online
world. Additionally, Study 2 contributed important information into how the dimensions of
online disinhibition work in the case of cyber-racism theory. The results of Study 2 suggest that
online disinhibition may be best measured as a whole construct and that deconstructing the
dimensions does not add to our knowledge of how online disinhibition plays a role in cyber-
racism processes.

Additionally, the current work has important practical implications in terms of identifying
ways to make social media sites safer. As these results suggest that anonymity and online
disinhibition play a role if the release of suppression for individuals high on the Dark Tetrad
traits, online safety courses should aim to reduce anonymity perceptions which should in turn
reduce one’s online disinhibition. Through educating individuals on the processes in place to
identify people online, we may be able to reduce this behavior from occurring. While no
intervention study has examined the role of anonymity or online disinhibition in cyber-racism
prevention and reduction, the You’re Not Anonymous intervention includes curriculum aimed at

teaching others that anonymity online is a myth, and results showed validity for cyberbullying
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reduction (Barlett et al., 2020). However, again, no study has examined cyber-racism reduction.
Results from Studies 1 and 2 suggest that this, and perhaps other, interventions may be
successful at reducing cyber-racism, and future research should examine such effects. Moreover,
it is unlikely that social media sites would put into place safeguards to limit the amount of
anonymity one may use online, but these should still be taken into consideration in how accounts

are allowed to be set up.
Conclusion

The current studies examined how individual differences and dimensions of online
disinhibition impact an integrated cyber-racism theory. Specifically, this research investigated
how the Dark Tetrad moderates an integrated prejudice and cyber-racism model (Studies 1 and 2)
and if the dimensions of online disinhibition differ in their ability to mediate the relationships in
the cyber-racism theory (Study 2). These studies provided both important theoretical
implications for understanding and extending the current cyber-racism theory as well as practical
implications in terms of who is most likely to perpetrate cyber-racism and in what situations.
Overall, these studies provided a better understanding of the situations and individual differences

that allow prejudice to be expressed without fear of social consequences.
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Appendix A
Short Dark Triad Scale (SD4; Paulhus et al., 2021)

Identity 1: Crafty (Machiavellianism)

1. It’s not wise to let people know your secrets.

2. Whatever it takes, you must get the important people on your side.

3. Avoid direct conflict with others because they may be useful in the future.
4. Keep a low profile if you want to ger your way.

5. Manipulating the situation takes planning.

6. Flattery is a good way to get people on your side.

7. Ilove it when a tricky plan succeeds.

Identity 2: Special (Narcissism)

8. People see me as a natural leader.

9. I have a unique talent for persuading people.

10. Group activities tend to be dull without me.

11. I know that I am special because people keep telling me so.
12. T have some exceptional qualities.

13. I’'m likely to become a future star in some area.

14. 1 like to show off every now and then.

Identity 3: Wild (Psychopathy)

15. People often say I’'m out of control.

16. I tend to fight against authorities and their rules.

17. I’ve been in more fights than most people of my age and gender.
18. I tend to dive in, then ask questions later.

19. I’ve been in trouble with the law.

20. I sometimes get into dangerous situations.

21. People who mess with me always regret it.

Identity 4: Mean (Sadism)

22. Watching a fistfight excites me.

23. I really enjoy violent films and video games.

24. 1t’s funny when idiots fall flat on their face.

25. I enjoy watching violent sports.

26. Some people deserve to suffer.

27. Just for kicks, I’ve said mean things on social media.
28. I know how to hurt someone with words alone.
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Appendix B
Anonymity Perceptions Scale (Wright, 2013)

1. By being anonymous, I would not fear that my mean online behaviors could lead me to being

punished by authority figures, if I engaged in such behaviors.
2. By being anonymous, I do not fear my mean online behaviors could lead to retaliation by the

target of the behaviors, if I engaged in such behaviors.
3. I am confident that I would not be caught if I engaged in mean online behaviors.
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Appendix C
Measure of Online Disinhibition (MOD; Stuart & Scott, 2021)

. I act differently online than I do offline

. I act tougher on the internet than I do face-to-face

. I am less cautious about what I say online than about what I say in person
. I am more assertive online than I am offline

. I am more competitive online than I am offline

. I am more confident online than I am offline

. I am more outgoing online than I am offline

. I am more able to discuss controversial issues online than I am in person
9.

I find communicating with others easier on the internet than in person

10. I make friends more easily online than I do offline
11. I say things on the internet that I would not say in person
12. My behaviors online are less restricted than in person
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Appendix D
Social Desirability Scale — 17 (SDS-17; Stober, 2001)

1. I sometimes litter.

2. I always admit my mistakes openly and face the potential negative consequences.

3. In traffic I am always polite and considerate of others.

4.1 have tried illegal drugs (for example, marijuana, cocaine, etc.).

5. T always accept others' opinions, even when they don't agree with my own.

6. I take out my bad moods on others now and then.

7. There has been an occasion when I took advantage of someone else.

8. In conversations I always listen attentively and let others finish their sentences.

9. I never hesitate to help someone in case of emergency.

10. When I have made a promise, I keep it--no ifs, ands or buts.

11. I occasionally speak badly of others behind their back.

12. I would never live off other people.

13. I always stay friendly and courteous with other people, even when I am stressed out.
14. During arguments I always stay objective and matter-of-fact.

15. There has been at least one occasion when I failed to return an item that I borrowed.
16. I always eat a healthy diet.

17. Sometimes I only help because I expect something in return.
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Appendix E
Attitudes Towards Black People Scale (Brigham, 1993)

1. If a Black person were put in charge of me, I would not mind taking advice and direction from
him or her.

2. If T had a chance to introduce Black visitors to my friends and neighbors, I would be pleased
to do so.

3. I would rather not have Black people live in the same apartment building I live in.

4. I would probably feel somewhat self-conscious dancing with a Black person in a public place.
5. I would not mind it at all if a Black family with about the same income and education as me
moved in next door.

6. I think that Black people look more similar to each other than White people do.

7. Interracial marriage should be discouraged to avoid the “who-am-1? confusion which the
children feel.

8. I get very upset when I hear a White person make a prejudicial remark about Black people.

9. I favor open housing laws that allow more racial integration of neighborhoods.

10. It would not bother me if my new roommate was Black.

11. It is likely that Black people will bring violence to neighborhoods when they move in.

12. I enjoy a funny racial joke, even if some people might find it offensive.

13. The federal government should take decisive steps to override the injustices Black people
suffer at the hands of local authorities.

14. Black and White people are inherently equal.

15. Black people are demanding too much too fast in their push for equal rights.

16. White people should support Black people in their struggle against discrimination and
segregation.

17. Generally, Black people are not as smart as White people.

18. I worry that in the next few years I may be denied my application for a job or a promotion
because of preferential treatment given to minority group members.

19. Racial integration (of schools, businesses, residences, etc.) has benefitted both White people
and Black people.

20. Some Black people are so touchy about race that it is difficult to get along with them.
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Appendix F
Online Racism Perpetration Scale (Barlett & Scott, 2023)

1. Sent others racist insults regarding their online profile (e.g., profile pictures, user ID).

2. Harassed another (e.g., trolled) by starting a racist argument about them for no reason.

3. Sent a racist meme (e.g., racist catchphrases, captioned photos, #hashtags etc.).

4. Tagged others in (or shared) racist content (e.g., websites, photos, videos, posts) insulting
another’s race/ethnicity.

5. Sent online posts with racist comments.
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Appendix G
Online Disinhibition Scale (Cheung et al., 2020)

Dissociative Anonymity

1. I feel I am anonymous in the online environment.

2. I believe that my personal identity remains unknown to others in the online environment.
3. I feel that I can hide my identity online.

4. My actions are not identifiable in the online environment.

Invisibility

1. I feel invisible in the online environment.

2. I feel that online environments avert others from seeing any of me.
3. I am invisible online.

4. Others do not see me in the online environment.

5. My actions are invisible in the online environment.

Asynchronicity

1. I do not need to reply to others immediately in the online environment.
2. I can delay my feedback to others in the online environment.

3. I can postpone replying to others in the online environment.

Solipsistic Introjection

1. I assign a character to that person I am communicating with online.

2. I interpret others’ messages with my expectation during online communication.
3. I perceive how that person’s intended to talk in the online environment.

Dissociative Imagination

1. I feel like people in the online space are just imaginary with no connection to reality.
2. The online environment is an imaginary world.

3. The online environment has no connection to reality.

4. The online environment is separated from the offline world.

Minimization of Authority

1. I am away from real life authorities in the online environment.

2. 1 feel less fear of offline authorities in the online environment.

3. I feel free from rea life authorities in the online environment.

4. 1 feel that offline authorities are absent in the online environment.

84



