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ABSTRACT

The web is no longer composed of static resources. Technology and demand have driven the web towards
a complex, dynamic model that tailors content toward specific client fingerprints. Servers now commonly
modify responses based on the browser, operating system, or location of the connecting client. While this
information may be used for legitimate purposes, malicious adversaries can also use this information to
deliver misinformation or tailored exploits. Currently, there are no tools that allow a user to detect when a

response contains tailored content.

Developing an easily configurable multiplexing system solved the problem of detecting tailored web
content. In this solution, a custom proxy receives the initial request from a client, duplicating and
modifying it in many ways to change the browser, operating system, and location-based client fingerprint.
All of the requests with various client fingerprints are simultaneously sent to the server. As the responses
are received back at the proxy, they are aggregated and analyzed against the original response. The results
of the analysis are then sent to the user along with the original response. This process allowed the proxy

to detect tailored content that was previously undetectable through casual browsing.

Theoretical and empirical analysis was performed to ensure the multiplexing proxy detected tailored
content at an acceptable false alarm rate. Additionally, the tool was analyzed for its ability to provide
utility to open source analysts, cyber analysts, and reverse engineers. The results showed that the proxy is

an essential, scalable tool that provides capabilities that were not previously available.
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TERMS AND DEFINITIONS

Client Fingerprint — The combination of visible and obtainable characteristics that can be used to identify

a particular client system.

Dynamic Web Content — Web content that changes over time.

Instantly Dynamic Content — Web content that changes very frequently regardless of the client fingerprint

or elapsed time.

Tailored Web Content — Web content that has been modified from an original template because of

fingerprintable client information.

Multiplexing Proxy — A proxy that can receive a request, send out multiple and possibly modified

versions of that request, collect multiple responses, and return a single response back to the client system.

Xi



“The power of individual targeting — the technology will be so good it will be very hard for people to
watch or consume something that has not in some sense been tailored for them”

— Eric Schmidt, Google

INTRODUCTION

Over the last decade, websites have steadily increased in complexity and dynamism. While they were
initially composed of a minimal number of static resources, new technologies and frameworks now

provide web developers with advanced capabilities beyond what was achievable with past tool sets.

Similarly, the client systems that access the websites have grown in complexity. This evolution in
complexity came about for three reasons: there were many ambiguities in the published standards,
developers did not always agree with and accurately follow the standards, and competing browsers in the
market created proprietary functionality that could possibly give them an advantage in a saturated market.
These issues have led to a plethora of compatibility problems that now plague the web. When Internet
Explorer, Chrome, Firefox, Opera, and other browsers are considered along with the shift toward smart
phones and other mobile computing devices, it is easy to see why websites are now moving toward
dynamically tailored content for specific client fingerprints. While there are many legitimate uses for
tailored content such as targeted advertising or browser compatibility, malicious servers can also deliver

tailored exploits to users based on the particular location, browser, or operating system a client is using.

A web server can obtain many types of information about the connecting client, collectively referred to as
the client fingerprint. Firstly, the server can determine the location of the system. This is typically
accomplished using IP address geolocation. Secondly, the server can determine the client’s browser.
While the User-Agent header and navigator JavaScript object are the most used methods for browser
fingerprinting, it is also possible to exploit the differences in the way various browsers handle the
intricacies of building the Document Object Model (DOM). Using client-side JavaScript, it is also
possible to fingerprint specific plugins enabled on the client browser. The server is able to determine the
operating system of the client. This can be done by either fingerprinting the TCP/IP stack of the packets
received from the client, or by parsing the User-Agent string. Tools such as POf and Nmap (Nmap; POf)
provide powerful capabilities for identifying client operating systems. Lastly, through the use of tracking
methods such as cookies, it is possible to identify the client’s history. Based on all or part of the client

fingerprint, a web server can tailor content with either useful or malicious intent.



Currently, there are no sufficient tools that can detect when a web server delivers tailored content toward
specific client fingerprints. While several projects have attempted to detect and alert on changes to
websites over time, very little research has been done regarding the real-time detection and classification
of tailored information based on the client IP, browser, or operating system. Eli Parser, in a recent TED
talk, expressed worry about how information online is being tailored in such a way that people are being

put in a filter bubble where they are separated from important and differing points of view (Pariser 2011).

The ability to detect targeted misinformation attempts would be vital to anyone performing open source
collection on the Internet. It is currently very difficult to provide a level of trust or validity to information
collected on the web. The real-time identification and analysis of tailored web content would be a major

accomplishment in this area.

Additionally, a cyber-security analyst would find it advantageous to detect when a server delivers a
tailored vulnerability based on the client fingerprint. This would simplify detection, triage, triage and
exploit collection, greatly reducing the necessary to reverse engineer malicious websites and build

appropriate signatures for intrusion detection systems.

From a non-malicious perspective, the real-time detection of tailored web content would be greatly
beneficial to reverse engineering and website testing tasks. It would provide insight into server-side
behavior that is often not easily obtainable without the source code. Minor anomalies between web
responses are difficult and time-consuming to find without a tool that can quickly analyze and categorize

multiple responses simultaneously.

BACKGROUND

The majority of systems on the web have a fingerprint that can be used to identify and classify that
particular device. While privacy enthusiasts have successfully pushed to limit this information, it is still

difficult to avoid many of the techniques commonly used for client identification.

An example of a powerful system capable of building robust client fingerprints on the web can be found
at https://panopticlick.eff.org (Panopticlick). Panopticlick provides users with the entropy of their browser

configuration by analyzing application layer information such as the Hypertext Transfer Protocol (HTTP)



headers, browser plugins, screen size, system fonts, and cookies. Because very few users share identical
values across all the fingerprintable attributes, this can be used for monitoring and tracking a particular

client without using sessions or cookies.

However, client fingerprints on the web are not limited strictly to tracking users. Various fingerprinting
techniques at the IP and transport layer make it possible to identify significant information regarding the
user’s location and operating system. Additionally, the application layer can often be used to identify
client software and configurations. For example, in the case of HTTP, it is typically possible for a server

to be able to identify browser and plugin details of the visiting client.

Location Fingerprinting

In order for two systems to communicate on the web, they must have the IP address of the corresponding
machine. Many databases such as IP2Location (IP2Location 2010) are available that have accumulated
information about the geographical location of IP addresses. While not always accurate, many of these
services, when provided with an IP address, can offer detail down to the latitude and longitude

coordinates of a system.

Geolocation information can be collected from a variety of different techniques, often without the user’s
knowledge. Firstly, data is often provided from regional Internet registries such as the American Registry
for Internet Numbers (ARIN). These registries are assigned blocks of IP addresses and are responsible for
allocating smaller blocks of addresses to other groups and companies as necessary. However, this only
provides a rough estimate of the location of an IP address owner, and often must be supplemented through
other means. For instance, websites that offer location-based services such as package delivery or weather
are able to aggregate IP addresses with entered locations and sell this information to companies offering

geolocation services.

At the application layer, HTTP headers provide a limited amount of information that can be used for
location fingerprinting. With most HTTP requests, a client includes the “Accept-Language” header
(RFC2616). This header identifies the language preferences of the individual making the request. While it
is rarely used in dynamic website creation, this information provides a very rough estimate of the
geographical location of the individual by giving the client’s preferred/primary language. While it has

limited use for widespread languages such as English, it can work well for identifying locations with a



rare and not as widely used language. Because it only provides a very rough estimate, however, HTTP-
Layer location-based fingerprinting is not considered useful compared to alternative methods such as IP

geolocation databases.

The most common strategy for mitigating location-based fingerprinting with HTTP traffic is to use a
proxy. A proxy is an intermediary device that makes a connection on behalf of a client system. Instead of
sending traffic directly to a web server, requests are instead sent to a proxy. When the proxy receives a
request, it forwards the request to the actual web server on behalf of the client. The web server, however,
will only see the IP address of the proxy, and may have no knowledge of the actual client making the
initial request. Once the proxy receives the response, it can then forward the response back to the initial
client. While the proxy will require the IP address of the client, the web server will have no knowledge of
where the original request was from. This makes proxies ideal for masking the actual location of the
client. It should be noted however, that not all proxies work in this manner. One type of proxy, the
transparent proxy, leaves the end client information in-tact, and should not be used for location-masking

purposes.

One problem with anonymizing proxies is that they are very difficult to implement correctly. For
instance, many implementations leak DNS queries directly from the client, only using the proxy for
HTTP requests. Additionally, cookies, applets, and JavaScript tricks have all historically allowed the true
identify of a client system to be revealed behind a proxy. Because of this, masking identity through a

proxy is not always an ideal solution, and should be approached with caution.

Yet another major problem with using proxies to mask identity or location is that the third party providing
the proxy must be trusted. Proxies have the ability to not only fingerprint the end user, but also view and

modify the traffic entering and exiting the device.

Operating System Fingerprinting

Fingerprinting the operating system of a client is useful for many reasons. Firstly, it allows custom
exploits to be delivered to targeted systems. Writing malware or exploitation code often requires a
tailored technique for the targeted system. Instead of trying many attacks, it is both stealthier and more
effective to launch one successful attack against a system. Secondly, detecting operating systems

connecting to an internal web server can provide useful statistics about how many and what types of



systems are connected to a network. This can also be an effective way to identify an illegitimate,
anomalous connection. Lastly, obtaining the fingerprint of an operating system is useful for social
engineering (Nmap). Being able to convey detailed knowledge of a victim’s system is a simple way of
gaining their trust. Combined with other social engineering techniques, it can be a devastating piece of

information that leads to powerful, effective attacks.

Operating system fingerprinting techniques are classified as either active or passive. The primary
difference is that active fingerprinting can be detected by the target system, while passive fingerprinting
cannot. The additional stealth obtained through passive fingerprinting, however, comes at the cost of both

accuracy and availability.

Active operating system fingerprinting is typically performed by sending several probes that test how a
target system handles ambiguous details of protocol RFCs. While published RFCs try to be as detailed as
possible, there are inevitably small differences that will be seen in the final implementations of that
protocol. Because of this, the Internet Protocol (IP), Transmission Control Protocol (TCP), User
Datagram Protocol (UDP), and Internet Control Message Protocol (ICMP) often contain minor

differences on each operating system that can be used as an identifying characteristic.

The Achilles’ heel of active operating system fingerprinting is that it is detectable by both the target and
monitoring devices in the target’s path. Active fingerprinting typically requires a large number of
anomalous probes that can be identified and acted upon. Because of this, it is not considered stealthy.
While this is not an issue when it is being used to inventory a network, this becomes a large problem

when the goal is reconnaissance for system exploitation by an adversary.

Nmap (NMAP) is one of the most popular active operating system fingerprinting tools available. It
utilizes multiple probes over each of the standard protocols to accurately gauge the target system. In
addition to looking at variations in particular protocol fields, Nmap uses timing techniques for TCP
sequence number algorithm detection. Not only does Nmap test each protocol individually, but it also
performs overlapping tests that analyze how one protocol may be affected by another. An example of this
is the shared IP ID sequence number test, which determines whether or not the target shares sequence

number information between transport layer protocols.

Because active operating system fingerprinting can be detected and can be considered abusive, passive

operating system was developed as an alternative. With passive detection, there are no probes sent to the



targeted system. Instead, these types of tools will passively sniff legitimate traffic and attempt to identify

systems based on the observed traffic characteristics.

The four most commonly used identifiers are the IP “Time To Live” (TTL) field, the IP “Don’t
Fragment” (DF) bit, the IP “Type of Service” (TOS) field, and the TCP “Window Size” field (Passive
Fingerprinting). Because each operating system chooses its own default TTL value, this is often a
powerful means of identifying the target system. While this number varies based on the number of hops
between the client and detection point, it is typically simple to accurately predict what value it was
initially set to. Similarly, operating systems are free to choose their own default TCP window size, and
can use both the DF bit and TOS field as they please. This has led to a large number of varying

implementations and distinguishing characteristics.

At the application layer, It is also possible to identify a client’s operating system through the User-Agent
header attached to most HTTP requests (RFC2616). For example, take the following Internet Explorer
User-Agent string:

Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0)

It is easily seen that the request was made from version 7 of the Internet Explorer browser, and the
particular platform the browser is running on is a “Windows NT 6.0” system. This method is often very
effective for identifying operating systems, wireless devices such as smart phones, and many of the bots

and tools that are scraping websites.

Although specific operating system versions always have the same default fingerprint, it is possible to
alter the default behavior. While this is seldom done, it is a risk that must be considered. Additionally,
tools such as SCAPY allow custom packets to be built and sent from systems, modifying many of the
fingerprintable attributes (SCAPY). Four different strategies can be used for mitigating operating system
fingerprinting. Firstly, intermediary devices such as HogWash may be used to intercept and scrub
fingerprintable characteristics from packets (HogWash). Secondly, operating systems can modify their
fingerprint to mimic the fingerprint of other systems. This strategy is seen in tools such as IP Personality
and IpMorph (IP Personality; IpMorph). Instead of completely mimicking another system, tools such as
Iplog use another strategy that involves simply modifying a subset of packets to confuse fingerprinting

tools into incorrectly guessing the operating system (IP Personality; Iplog). Lastly, tools such as Stealh



LKM simply patch the kernel to drop all packets having anomalous characteristics that could be used for

fingerprinting (Security Technologies).

HTTP layer operating system fingerprinting can similarly be thwarted by using a false or custom User-
Agent string. Additionally, a request is still valid if the User-Agent string is removed from the request
entirely. User-Agent strings can be stripped both at the creation of the request or at an intermediary device
such as a proxy. While taking these steps will help protect against web servers with malicious intent, it

may also break legitimate websites that tailor content for that particular browser or system.

The issues outlined above prevent operating system detection from being fully reliable. Despite this, it has
proven to be increasingly effective for both defending and attacking networks. Until less ambiguous
specifications can be utilized for more standardized implementations, operating system fingerprinting will

continue to be heavily researched and used for both defensive and nefarious purposes.

Browser Fingerprinting

Similar to operating system fingerprinting, browser fingerprinting can be applied with either helpful or
malicious intent. Browser identification is typically accomplished using either User-Agent strings or the
“navigator” JavaScript object that is initialized in most browsers. Another method involves exploiting
scripting/DOM compatibility issues between different browsers. All of these methods are widely used for

both legitimate and malicious purposes.

The most common method of browser fingerprinting involves analyzing the User-Agent header of HTTP.
It is common practice for browsers and tools to attach a User-Agent string to each request. This User-
Agent string typically contains information that uniquely identifies the type of browser, version of that
browser, and the platform running that particular browser. A popular method for parsing the User-Agent
string for necessary information is the HTTP::BrowserDetect Perl module (HTTP::BrowserDetect). This
script is passed a User-Agent string and provides detailed information about the tool or browser that made
the request. This allows it to be easily integrated and queried in real-time from scripts or other software

on the server.

Another common strategy for identifying browsers and platforms is to use the navigator object inside

JavaScript. Most browsers initialize the “navigator” object to provide information about the browser and



platform of the client. This strategy is used in the popularized BrowserDetect script (BrowserDetect
2010). However, if this information is required on the server, it becomes necessary to relay this

information back to the server in an additional message through technologies such as AJAX.

Yet another method involves developers creating scripts in a way such that certain code will only run
when it is executed in a particular browser. This type of browser fingerprinting is done by exploiting
small differences in how the browsers handle malformed syntax, ambiguous details of the specification,
and custom objects only present in a subset of the browsers. For example, the existence of the
document.documentMode object can be used to identify Internet Explorer 8 or higher, and
window.globalStorage can be used to uniquely identify Firefox 2 or higher (Using Object Detection to
Sniff Out Different Browsers). Object detection is the preferred method of tailoring web pages for
specific browsers, and is considered significantly safer than using information from the User-Agent string
or navigator object. While future browsers will likely know what objects it must support, current

implementations cannot predict what future User-Agent strings it must handle.

While not yet used significantly for browser fingerprinting, clients can be identified and tracked through
many browser settings and plugins. Panoptoclick, for example, shows how one can uniquely identify
visiting clients through these browser-based characteristics (Panopticlick). Not only does Panopticlick
look at the User-Agent string, but it also examines things such as the HTTP_ACCEPT header, the
browser plugins, the time zone, the screen size, the system fonts, and the types of cookies that are
enabled. An example screenshot of Panoptoclick’s output is shown in Figure 1, yielding 20.34 bits of

identifying information for the particular browser used.
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Figure 1. Output of the Panoptoclick uniqueness test

The biggest issue with browser self-identification methods such as User-Agent strings is that they are
easily spoofed. Many plug-ins and devices allow custom and misleading headers to be sent in place of the
legitimate string, fooling servers into believing the client is running a browser or platform other than what
actually made the request. Additionally, the User-Agent string is not required, allowing tools or
intermediary devices such as anonymizing proxies to choose not to send the User-Agent string along with
the request. However, the downside of using object detection instead of the User-Agent string is that
either all of the necessary code for each browser must be sent in the initial response, or browser

information has to be sent back to the server through technologies such as AJAX before tailored content

can be delivered to the client in a future response.



PROBLEM STATEMENT

Websites are no longer composed of simple, static HTML web pages. With the complex frameworks and
web design in use today, web pages often contain instantly dynamic web content. Two simultaneous
visitors to a website may not receive identical responses, making it difficult to determine whether website
changes are content-based or simply an insignificant modification of an underlying HTML attribute.
Similarly, it is not possible to tell why the change occurred. While it could have been a benign
modification, it is also possible that the server returned tailored information for the particular client

making the web request.

Web servers return tailored web content for many valid reasons. For instance, a website may offer a
location-based service and want to tailor information based on the geolocation data of the connecting IP
address. Another example would be tailoring a download to the particular platform or browser connecting
to the website. Multiple users with different operating systems would typically be required to select a
download appropriate for their system. However, after automatically detecting their operating system on
the server side, the correct download could automatically be started, sparing the user of having to
complete the selection step. This type of behavior is often seen in browsers when a website aides the user
in downloading the appropriate plugin for the particular browser they are using. Advertising is also a
large component in the rise of tailored content. By tracking users through their client fingerprint, it is
possible to advertise directly to that particular user without requiring sessions or cookies, boosting
revenue through higher click-through rates. Not only can advertisements be delivered based on tracking a
user, but advertisements, plugins, and upgrades themselves can be tailored toward the client system

making the request.

While it is easy to see why the industry is shifting toward tailored content, similar strategies also provide
malicious servers with the capability to deliver tailored payloads to users based on the client fingerprint.
Since different operating systems and browsers typically require unique exploits for each platform and
version, it becomes critical to be able to gain as much information about the system as possible before
attempting to exploit it. Discussed previously, it is much less stealthy to launch several attacks in the
hopes that one of them work. Intrusion Detection Systems (IDS) can often pick up on the malicious
activity and provide network administrators with alerts that may be investigated. Alternatively, it is
stealthier to know exactly what exploit and technique is needed before the first attack is sent. This
minimizes detection possibilities and provides the malicious actor with a much less detectable foothold

into the network.
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From a malicious standpoint, browser-based tailoring would be used to exploit vulnerabilities in the
particular browser making the request. While most (if not all) browsers are considered to have
vulnerabilities, specific exploitable weaknesses typically only apply to a small subset of browsers or
versions. Figure 2 (below) shows examples of browser vulnerabilities logged in the National
Vulnerability Database (NVD). As one can see, the vulnerabilities are tied to versions of a specific
browser rather than being applicable to all of them. For a malicious webserver, this means that it must
tailor exploits toward the browser fingerprint that is collected from the client request. While all the
exploits for different browsers may be used together, it is likely to increase the probability of being caught
by an intrusion detection system or firewall, and it requires giving all the available exploits to anyone

investigating the response down the road.

CVE-2010-3342

Summary: Microsoft Internet Explorer 6, 7, and 8 does not prevent rendering of cached content as HTML,
which allows remote attackers to access content from a different (1) domain or (2) zone via unspecified
script code, aka "Cross-Domain Information Disclosure Vulnerability," a different vulnerability than CVE-
2010-3348.

Published: 12/16/2010
CVSS Severity: 4.3 (MEDIUM)

CVE-2010-3776

Summary: Multiple unspecified vulnerabilities in the browser engine in Mozilla Firefox before 3.5.16 and
3.6.x before 3.6.13, Thunderbird before 3.0.11 and 3.1.x before 3.1.7, and SeaMonkey before 2.0.11 allow
remote attackers to cause a denial of service {(memory corruption and application crash) or possibly
execute arbitrary code via unknown vectors.

Published: 12/10/2010
CVSS Severity: 9.3 (HIGH)

CVE-2010-4491

Summary: Google Chrome before §.0.552.215 does not properly restrict privileged extensions, which allows
remote attackers to cause a denial of service {(memory corruption) via a crafted extension.

Published: 12/07/2010
CVSS Severity: 4.3 (MEDIUM)

CVE-2010-4167

Summary: Untrusted search path vulnerability in configure.c in ImageMagick before 6.6.5-5, when
MAGICKCORE_INSTALLED_SUPPORT is defined, allows local users to gain privileges via a Trojan horse
configuration file in the current working directory.

Published: 11/22/2010
CVSS Severity: 5.9 (MEDIUM)

Figure 2. Browser vulnerabilities in the National Vulnerability Database.
Malicious operating system-based tailoring is also aimed at taking advantage of specific vulnerabilities

that only affect a subset of systems. When used in conjunction with browser vulnerabilities, the operating

system must be discovered for installing the appropriate malware on the end system as opposed to
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exploiting a vulnerability (which has been done in the browser, in this case). However, escalated
privileges or persistence cannot always be achieved through the browser vulnerability. In these cases, the
malicious actor must use the browser vulnerability as a launching point for an operating system
vulnerability that will provide the necessary privileges or foothold in the target system. These actions can

be most stealthily performed using the various client fingerprinting methods described above.

Malicious Location-based tailoring, on the other hand, primarily relates to misinformation or
psychological operations. The Internet has a powerful ability to sway the opinions of the public. This fact
can be exploited by creating websites that alter the response based on where the request is coming from.
This technique could be used to hide the true content of a website from opposing groups (for example,
foreign entities), or even be used to manipulate specific pieces of an article, providing a targeted

adversary with misinformation.
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HYPOTHESIS

A Multiplexing proxy system, through the real-time detection and categorization of tailored web content
that has been modified for specific locations, browsers, and operating systems, provides enhanced
misinformation, exploit, and web design analytics. This study will analyze the utility of the multiplexing
proxy’s detection, classification, and visualization methods for three different roles: open source analysts,
cyber analysts, and reverse engineers. Both qualitative and quantitative approaches will be taken in an
attempt to understand not only the classification accuracy of the tool, but also understand the limits of
automated and manual techniques that can be applied to analyzing instantly dynamic and tailored web

content.

Open source analysts currently cannot gauge the legitimacy of content returned by the websites they visit
during information collection activities. At best, they are able to mitigate the possibilities of targeted
manipulation by using anonymization services. However, many of these services are detectable
themselves, and require trusting a third party also capable of manipulating the content. Additionally, as
demonstrated by Panopticlick, it is very difficult to correctly and fully anonymize a request. The
multiplexing proxy simultaneously makes requests from many different locations. By aggregating and
analyzing the responses against each other, the proxy can detect changes in one response that are
anomalous when compared with the changes seen in all other responses. While it is useful to simply
mitigate the ability of an organization to conduct misinformation over the web, the ability to detect

misinformation provides critical and actionable information.

Multiplexing requests over varying client fingerprints provides cyber analysts with the ability to more
easily trigger tailored malicious content during an investigation. While many malicious websites will use
object detection or a shotgun approach instead of passive fingerprinting, there is nothing to stop websites
or intermediate proxies from delivering tailored exploits to the client systems making a web request.
When a malicious actor uses object detection to deliver an exploit, they typically must provide all their
exploits to clients making a request. Sensitive exploits may be preserved by using passive fingerprinting
to identify the browser and operating system of clients, only sending the necessary exploit for that
particular system. Additionally, many malicious actors may only have one current exploit, limiting their
capabilities to only one particular type of system. If the proper browser is not detected for that exploit,
malicious behavior may never be triggered. By multiplexing the request to mimic many systems, tailored

exploits will be triggered and detected during analysis of the responses.
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Current technologies limit the ability of reverse engineers to analyze existing websites. While performing
static analysis of web content is possible, it is difficult to easily identify dynamic components of the
markup that may change with each request. By using the multiplexing proxy to aggregate multiple
responses, a reverse engineer can also analyze instantly dynamic and tailored components. A problem
with many analysis tools is that they only concentrate on the resources required for initial rendering.
Because the multiplexing proxy continues analyzing the website as additional traffic is generated, future
AJAX calls will be captured and analyzed along with the original resources. While just having the ability
to analyze dynamic content is useful, the ability to identify content tailored for a specific fingerprint
provides a capability that is truly unique to the multiplexing proxy. By identifying these anomalies and
providing the user with an interface for analyzing them more deeply, the multiplexing proxy helps

identify interesting dynamic behavior that can save a reverse engineer valuable time.

Determining the utility of the multiplexing proxy for each role described above serves as a guide for the
correct direction of future research in this area. While many studies have taken a quantitative approach to
studying dynamic content over millions of websites, none of them perform a qualitative, manual analysis
of instantly dynamic and tailored content. This information will help determine whether or not the
ephemeral data can be classified accurately, or whether the number of false positives and false negatives
will simply be too vast for an automated approach. Analyzing the multiplexing proxy under varying roles
answers the question of whether or not it is worth the additional time and effort to use a system capable of

detecting and analyzing tailored web responses.
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RELATED WORK

The ephemeral web has created issues for many web searching technologies. Crawlers and web search
engines must use more sophisticated techniques to handle the increasingly more dynamic web content.
For example, one study monitored 720,000 pages and found that 25% of pages in the .com domain
changed within a day (Cho and Garcia-Molina 2000). Other domains such as .gov, however, showed
significantly less dynamism. While it only took 11 days for half of the .com domains to change, it took
the .gov pages over 4 months to reach the same point. The authors concluded that an incremental crawler
would perform significantly better than a batched crawler. Olston and Pandey came to a similar
conclusion in their research on recrawl scheduling for search engine optimization (Olston and Pandey
2008). The authors developed web crawling policies that accounted for the longevity of the information,
instead of simply performing batched crawling. While they wanted to maintain a suitable “freshness” of
each page that has the potential to change, they also aimed to minimize analyzing any ephemeral web
content that would likely change before a search engine could harness the information for better results.
An example the authors give is a web page displaying a “quote of the day”. By the time the web page is
analyzed and included in search results, the quote will likely have changed, resulting in a misleading page
rank for certain keywords. Both studies concluded that web crawlers must shift from using periodic,
batched strategies to complex, incremental crawlers that attempt to only analyze the data that was most
likely to have been updated since it was last crawled. By keeping track of the resources that are more
likely to change over time, the crawler can more effectively stay up to date, spending less time on parts of
the web that are static.

While Cho and Garcia only measured web page differences using a simple MD5 checksum, a larger and
more fine-grained study was done monitoring over 150,000 web pages over 11 weeks (Fetterly et al.
2003). Instead of simply using checksums that do not indicate the properties or amount of modified
content, the authors combined this technique with a feature vector of syntactic properties of the document
using a shingling metric. In this study, the authors found that most changes in websites were trivial and
not necessarily a change in content. The first interesting relationship identified was a greater frequency of
change in top-level domains. Secondly, they found larger documents often had both a higher frequency of
change and degree of change. Lastly, they found that past changes can often be used to predict the size

and frequency of future changes.

The dynamic nature of web content was analyzed in another study by looking at the change frequency of
55,000 web pages (Adar et al. WSDM 2009). Shown in table 1, it can be seen that over half the websites
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had frequently changing data, and over 10% of the websites contained instantly dynamic content that
changed with every request. They attributed the instantly dynamic web content to randomly changing
advertisements, page counters, unique identifiers, and server metadata such as how long it took to serve
the page. While these sites showed changes in every response, each successive change modified a similar
amount of information. This is contrasted with sites such as blogs which will change significantly with

each update as new posts push the rest of the content down or off the page.

Table 1: Changes in sub-hourly crawls

Docs. with change (% of 54816) | \fean/
Change mary + Change inall | Median Dice

SEmpiE : sampias sim. {given

Imterval | qupper bound) | jlower bound) change)
Instant (0 min) | 6303 (11.5%) | 3540 (6.5%) 837/ 985
2 minmtes | 10616 (19.3%) | 4952 (9%) 037/ 982

16 minmtes | 12503 (22.8%) | 6206 (113%) | 27/ 975
32 minmtes | 13126 (23.9%) 16445 (118%) | 920/ 960
60 minmtes | 35007 (65.7%) | 22818 (41.6%) | 867/ 950

(Adar et al. WSDM 2009)

The authors used an XPath extraction approach for analyzing website similarities. A serialized version of
the document was created by using a SAX parser against a “cleaned” version of the website (preventing
the SAX Parser from failing). For each element encountered, the system would emit the XPath of the
element, a hash value of the text within that element, and the hash value of the children of that element.
By analyzing each DOM element separately, they could calculate the survivability of each element. This
turned out to be an effective approach, seeing a median survival rate of 99.8% after 5 weeks. However,
the authors admit that extraction based on XPath failed to perform well on unstable content. By
identifying the parts of the page that had instantly dynamic data, they hoped to be able to improve crawler

and web searching functionality by focusing only on the relevant content and changes.

Ntoulas et al. studied many aspects of the ephemeral web (Ntoulas et al. 2004). Firstly, the authors looked
at the birth and death rate of web pages over time. They found that approximately 8% of downloaded sites
each week were new web pages that had not been previously seen. However, this measurement was
calculated by simply comparing URLS, making it possible that a previous resource was simply moved to a
new URL. Secondly, they calculated the TF-IDF Cosine distance and the word distance for different

versions of the same page in an attempt to measure the distribution of degree of change. The authors
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found that the large majority of changes to the websites they monitored were minor; not affecting the TF-

IDF Cosine distance and word distance in a significant way.

A study on web changes at Seoul National University also looked at how many new URLs were found
over time (Kim and Lee 2005). After crawling and accumulating sites for 100 days, they found that 40%
of the URLs being crawled were not found in the initial crawl. This study also calculated the download
rate, modification rate, and coefficient of age for websites over time. However, like many other studies,

there is little done to mitigate websites with instantly dynamic data.

A separate work at Seoul National University focused only on the change in content of specific web pages
(Kwon et al. 2006). Unlike the previous study that looked at new pages and content over time, this study
focused on methods of comparing two versions of a website for differences. Strategies found in previous
studies consisted of byte-to-byte comparison (Hash values), TF-IDF cosine distance and word distance,
edit distance, and a shingling metric. These methods were tested for their effectiveness in detecting
different types of changes. Each change was classified by being an “add”, “drop”, “copy”, “shrink”,
“replace”, or “move” operation. The shingling metric performed best for “add” and “drop” changes, but
was oversensitive to the rest. In contrast, the authors felt that the TF-IDF metric was not sensitive enough
to most changes. Word distance only proved effective for “replace” changes, and had reported nothing for
text that simply moved. The edit distance metric only differed from the word distance metric in that it
treated “move” and “replace” changes similarly. One important aspect of this study is that the markup

was removed; not taking into account changes in element attributes or structure.

Dontcheva et al. looked strictly at structural changes in web pages over time (Dontcheva et al. 2007).
Their strategy consisted of “cleaning” the websites into a proper XHTML form, removing structurally
irrelevant elements, then analyzing the resulting structure of the DOM tree. The authors found that small
changes or layout modifications often happened to the leaves of the DOM tree as opposed to major
website changes that modified the elements higher up in the tree. Additionally, websites with large
amounts of traffic and highly dynamic content tended to have a larger number of structural changes than
the less dynamic sites. The authors noted that it was the sites with changes away from the leaf nodes that
were increasingly difficult for automated extraction of information. However, their approach did not take
into account AJAX or Flash applications that could dynamically modify the structure of the content at any
time. Because they stripped out script tags and only analyzed the website’s initial response, it is very
likely that they did not receive a clear representation of the structure of the DOM tree. Since many

websites are making it harder and harder to accurately analyze the content accurately, the authors
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concluded that it would be appropriate for the user to play a role in guiding the content extraction and

analysis.

As an extension of previous work on revisitation behavior (Adar et al. CHI 2008), Adar et al. analyzed the
relationship between revisitation patterns and changes to the website over time (Adar et al. CHI 2009).
The authors felt user experience could be enhanced by highlighting the relevant content that likely
attracted the user back to the site. For this study, 40,000 websites were crawled every hour, compared
against historical crawls for modifications, then analyzed against the access log file. This information was
used to help identify the content the user would be revisiting the site to see. While both change tracking
and revisitation behavior had been looked at separately in previous studies, this work provided a new look
at the correlation between the two. By polling for the user’s intentions when visiting websites, the authors
found meaningful relationships that could not previously be proven. For instance, sites that had a high
rate of change and were visited frequently were often the result of users searching for new information.
Conversely, sites that did not have significant change but were visited frequently were users wanting to

revisit something they had viewed previously.

Significant work has been done in detecting changes in XML and HTML documents.

A popular method of detecting differences is to solve the longest common subsquence (LCS) problem.
Diff, a popular Unix program, popularized this strategy. HtmIDiff , created in 1996, applied the LCS
problem to HTML using the Hirschberg algorithm, highlighting HTML changes for visualization.
Efficient HTML differencing was further studied by Mikhaiel and Stroulia (Mikhaiel and Stroulia 2005)
using a labeled-ordered tree comparison. Many other processes and algorithms have been developed in
attempts to find meaningful change detection in structured data, Chawathe and Garcia-Molina (Chawathe
and Garcia-Molina 1997) approached the problem by computing a minimum cost edge cover of a bipartite
graph. X-Diff (Wang et al. 2003) is an efficient algorithm that detects changes in XML using tree-to-tree
correction techniques. This work was extended with X-Diff+ (Xing et al. 2008), which gave a visual
representation of how an XML document conformed to its DTD. This research can easily be seen to be

applicable considering current popularity of XHTML.

Because LCS can be computationally expensive, AT&T developed an algorithm called TopBlend that
solved the heaviest common subsequence problem using the Jacobson-Vo algorithm (Chen et al 2000).
TopBlend was used as part of the AT&T Difference Engine (AIDE), which allowed users to visualize
website changes over time (Douglis et al. 1998). Using a web-crawler, the engine collects temporal

versions of web pages and highlights differences between them using TopBlend.
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Another tool, Zoetrope, was created specifically for visualizing and exploring the ephemeral web (Adar et
al. UIST 2008). Using a crawler and a database, the tool builds a collection of documents and snapshots
of websites over time. When the user requests the website, he or she is allowed to explore the website
through different “lenses”, providing the user with a historical view of subsets of the document
intertwined with updated information. It can be used both for studying underlying text and structure, or it

can be used to examine the user-facing graphics over time.

The goal of this research differs from the AIDE and Zoetrope in that it attempts to detect real-time
tailored content instead of simply looking at temporal changes. While these tools only compare version of
the website at different points in time (and using the same fingerprint), this research compares versions of

the website retrieved at almost identical points in time from varying fingerprints.

While AIDE and Zoetrope focused on tracking and comparing the text of sites, Greenberg and Boyle took
a different approach to displaying historical changes to users (Greenberg and Boyle 2006). In their work,
they allowed the user to select regions of interest on web pages. This was stored in a bitmap
representation and compared against similarly clipped regions of the website at later times. When
significant change is detected in the bitmap, the user is notified, and can either browse the history of
images that have been captured, or can have them played back in a video stream. While allowing users to
select a region of interest is a useful approach, using bitmaps of clipped regions will be limiting and
ineffective in many cases. Often, modifications will greatly alter the size or positioning of relevant data.
While it will effective notify the user of the change, it may have difficult displaying those changes to the

user.

Liu et al. also attempted to display website differences through visualization tools (Liu et al. 2000).
However, their focus was on competitor website comparisons for business intelligence. In their work,
they used hierarchical clustering and visualization to explore similar information found while crawling
each of the sites. The hierarchical clustering allowed the user to choose the granularity of similarity they

felt was appropriate for the information they were researching.

Many websites and programs offer services that monitor websites and alerts users when changes are
detected. WebCQ, for example, is a notification system developed at the Georgia Institute of Technology.
The notification system crawls through websites looking for changes and notifying users based on the

type of changes it sees (Liu et al. 2000). Similar to AIDE, it has the ability to visually display any changes
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to the user. However, it differs in that its purpose is as a notification system as opposed to a query system
that can work in real-time. While some notification services will only notify the user that a change was
made, many will highlight the changes, attempting to show them in line with the modified content.
Additionally some services will perform searches for relevant keywords or phrases, only notifying the
user when the content is something they are particularly interested in. Below, table 2 and table 3 show

some of the most popular web-based and desktop-based services available.

Table 2. Web-based website monitoring services (Tracking Changes)

NAME WEBSITE
Change Detection http://www.changedetection.com/
ChangeDetect http://www.changedetect.com/
Femtoo http://femtoo.com/
FollowthatPage http://followthatpage.com/
Infominder http://www.infominder.com/
Page2RSS http://page2rss.com/
Watch That Page http://www.watchthatpage.com/
Websnitcher http://websnitcher.com/

Table 3. Desktop-based website monitoring services (Tracking Changes)

NAME WEBSITE
Copernic Tracker http://www.copernic.com/en/products/tracker/
Internet Owl http://www.internetowl.com/
Update Patrol http://www.updatepatrol.com/
Update Scanner for Firefox http://updatescanner.mozdev.org/en/index.html
Website Watcher http://aignes.com/

A real-time comparative web browser (CWB) was demonstrated in 2003 that allowed the user to browse
and compare different web pages containing similar content (Nadamoto and Tanaka 2003). This browser
displays and synchronizes multiple web pages based on passage relevance on the two pages. As the user
scrolls through an article, similar content is found on the other webpage and displayed simultaneously.

This was extended with a multi-language functionality in the Bilingual Comparative Web Browser (B-
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CWB). This extension focused on bilingual browsing, attempting to accomplish the same feats when the
visible websites are not in the same language (Nadamoto et al. 2005). However, the CWB or B-CWB
does not focus on changes to one particular website. Alternatively, it detects similar contexts between
different websites and visually maps them. In contrast, this research focuses on the differences of one

website as viewed from varying client fingerprints.

The Selenium project was created by the testing community to mitigate the difficulty of testing web
applications over multiple browsing platforms (Selenium). Selenium provides an API for invoking web
requests in varying browsers and programmatically testing the responses. This approach can utilize a
cloud-like architecture, simultaneously testing different browsers at scale. However, the Selenium
framework’s primarily goal is to ensure proper functionality in multiple browsers as opposed to

comparing the responses received from various browser fingerprints.

A similar project out of Mozilla Labs, TestSwarm, also tried to solve the problem of testing web
applications over multiple browsing platforms (TestSwarm). However, TestSwarm differed from
Selenium in that it used crowdsourcing to achieve scalable and diverse testing. Like Selenium, however,

its goal is not the real-time detection of tailored web content.
No projects have been found attempting to tackle the problem with a similar approach. It is believed that

the multiplexing proxy uses a unique and powerful strategy to achieve the real-time detection of tailored

web content.
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METHODOLOGY

The real-time detection of tailored web content requires knowing the responses for varying client
fingerprints at the same point in time. A multiplexing proxy accomplishes this by receiving requests and
multiplexing them to the web server using a combination of both duplicate and varying client fingerprints
(figure 3, below). As the responses are received back at the proxy, they can be aggregated in a data store
where they may be compared and analyzed against the original response. The results may then be sent
back to the client in the form of a simple HTTP response. By multiplexing HTTP requests and only
modifying the information obtainable through passive fingerprinting, the tool can present the user with
detailed analysis of how web server responses change due to fingerprintable attributes of the client

making the request.
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Figure 3. The Multiplexing Proxy System
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SYSTEM FLOW

The flow of the multiplexing proxy system involves six steps:

1. The client configures the multiplexing proxy, determining both how many duplicate requests should
be made, and determining what fingerprintable information should be modified or spoofed. This

ranges from modifying the User-Agent string to rerouting the traffic through an external proxy.

2. When the multiplexing proxy receives a request, it identifies the user and analyzes any custom
headers that were added from any client tool in the multiplexing system. If custom headers exist,

they are stripped from the request before it is multiplexed.

3. Using the custom configuration for the identified user, the proxy multiplexes incoming requests.

This involves both making duplicate requests and modified requests.

4. As responses are returned to the multiplexing proxy, they are held in a data store until it is time to
analyze them against the original response. The data store can range from memory to a long-term
database. Optionally, initial calculations and analysis not requiring the other responses can be

performed and stored along with the response.

5. The multiplexing system compares and analyzes the responses against the original response using

the techniques outlined in the Analysis section, below.

6. After the analysis is performed, the multiplexing system relays this information to the user.

One option for providing the user with the analysis is to modify the original response by highlighting the
areas where changes were detected. For example, a red border could be added around images or text that
was modified. Additionally, content can be injected around the borders of the original content that
summarizes the changes “inline” with the response. Yet another option is having the client send a separate
request to a web service that provides detailed analysis of the initial request. An example of this option is
a browser plugin that loads the original request in one tab and simultaneously loads the analysis in a
separate tab. This provides the user with uninhibited browsing while still allowing them to see the full
analysis at any time. This strategy can be supplemented with a toolbar that provides a condensed

summary of the analysis.
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An important aspect of multiplexing requests is only modifying one fingerprintable attribute in each of
the requests in step three. If more than one attribute is altered, it becomes difficult to disambiguate why
the change occurred. For example, if the modified browser fingerprint elicited a change, but using a proxy
in another location had no effect on the response, we can then give significant confidence to the
likelihood that data was being tailored strictly toward the browser fingerprint used when a modified

response was received.

For each operating system in the configuration, a request can either be created from that particular

operating system, or the TCP/IP stack can be altered on a system to mimic the chosen platform.

There are several possible options for handling configurations requiring browser fingerprint
modifications. Firstly, the user can be given choices of browsers to mimic, allowing the proxy to choose
appropriate User-Agent strings. Another option is to allow the user to choose (or enter) his or her own
User-Agent strings to use. Lastly, the proxy can take the original request and send it to processes
(possibly on varying or virtual machines) that load the request in the selected browsers (or something that
can emulate them). While this last strategy is the most difficult, it could lead to advantages when

searching for tailored resources brought in through scripted object detection or instantly dynamic URLSs.

The location modifications require the use of additional proxies outside of the primary intranet hosting the
multiplexing proxy system. For each location chosen in the configuration, requests must be routed
through external proxies at those particular locations. Optionally, modifications can also be made to

HTTP headers that give hints as to the location of the user (i.e. the Accept-Language header).

SYSTEM COMPONENTS

A viable architecture must either multiplex the requests using a robust client-side tool or a functionality
enhanced proxy. A proxy seemed like the most viable solution because of the smaller amount of
information and code that would have to be maintained at the client. Performing the multiplexing at a
proxy allows specific details to remain hidden from the end user. Information such as the network of
external countries may be sensitive and very dynamic. If a proxy was not used, the client would be
required to communicate directly with the external proxies providing IP address manipulation.

Additionally, the client would be required to emulate the TCP/IP stacks of all the necessary operating
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systems for the chosen configuration. The proxy strategy, however, allows requests to simply be made by
a system in the same intranet as the proxy that is capable of handling the TCP/IP stack required by the

configuration.

Because of the popularity of proxies, it was likely that an existing proxy could be leveraged for this
project. Researching the design and source code of several open source projects led to the discovery of the
Pro-Active Web filter (PAW). PAW not only has a built-in proxy, but also provides clean interfaces for
accessing and manipulating the requests and responses as they flow between the client and the server.
Access to the requests allows custom HTTP headers to be analyzed and stripped, and provides an easy
location to multiplex the request based on the user’s configuration. Similarly, having access to the
responses provides an easy location to insert the response into a data store and perform initial analysis. If
an inline injection strategy is desired for reporting anomalies, this also gives a convenient location to

perform the necessary response modifications.

A widely usable multiplexing system would require allowing the users to customize the behavior of the
proxy to fit their needs. While a general tailoring detection capability would be useful, there may be many
circumstances that would require a specific browser or location to be tested. For instance, it may be of
direct interest for someone to determine whether traffic coming from another country was treated the
same way as traffic coming from the United States. Since each user requires a different configuration, it is

necessary to tie configurations with specific users or requests.

At first, having the user pass configuration information to the proxy through a browser plugin seemed like
a good approach. The toolbar would allow the user to select operating systems, browsers, and locations to
use for the following requests. As requests were made, the browser plugin would intercept them, adding
custom HTTP headers to the request that described the configuration. When the proxy received the

requests, it would multiplex the requests according to this configuration.

Although building the ability to modify the configuration into the plugin would work well, a web service
provides better maintainability and is more easily distributed. One of the biggest issues with the plugin
strategy is that it would require heavy maintenance and GUI development for every browser that would
be supported. Since available proxies, user-agent strings, and operating systems would likely change
often, it would be easiest to manage this through a web service that could be updated and enhanced

without having to make significant updates to client-side tools.
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While moving the configuration to a web service removes a significant amount of functionality and
maintenance from the client-side, a browser plugin still seems like the best approach for enhancing the
client-side platform. Browser plugins are ideal for improving browsing experiences and providing easy
portability, maintainability, distribution, and security. By piggy-backing on top of a browser, the system
can utilize the browser’s built-in functionality for handling websites, rendering images, and running code.
Additionally, browser plugins allow the user to continue using the browsing environment they are
familiar with instead of introducing them to a new, custom tool. Most browsers offer a rich API that
allows functionality to be added quickly and easily. For example, a toolbar button could easily be added
that would allow the multiplexing functionality to be turned on and off by simply clicking a button.
Unless the multiplexing proxy was easy and pain-free to use, adoption of the proxy would likely fall
short. Since multiplexing all HTTP requests is not desirable (for example, POST requests to a shopping

cart), the system requires a button that could disable the proxy quickly.

Browser plugins and their affiliated APIs also provide a simple method of grouping together the resources
for a particular website. By assigning an identifier to all resources fetched after opening a new website in
the browser, the resources for a website can be analyzed together and displayed back to the user in a more
concise and understandable form. Browser plugin APIs allow this information to be easily retrieved and

passed to the proxy through a custom User-Agent header that can be stripped at the proxy.

Lastly, implementing the client-side as a browser plugin allows it to piggy-back on the functionality
provided by other existing plugins. For example, combining the multiplexing proxy with Adblock Plus
filters requests to common advertisement domains and tracking services (Adblock Plus). Because
advertisements and tracking are heavily used and often change with each request, filtering them greatly
enhances and cleans the analysis of websites. While it seems like our goal is partially diminished by this,
in reality, the websites themselves typically have little control over the content returned by the embedded
third party elements. Other plugins such as NoScript provide additional security to the end user
(NoScript). Because the majority of malicious responses utilize JavaScript, it is common to disable
JavaScript on untrusted websites. However, using a plugin like NoScript reduces the analysis that can be

performed on resources that are obtained dynamically after a website loads in the browser.

Displaying the analysis in tab separate from the original request appears to be the best approach for in
depth result analysis and visualization. While it would be possible to display differences by injecting
information into the original response, this strategy has many shortcomings that could be easily mitigated

with another approach. One major problem is that website content is now much more dynamic than it
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used to be. Since many websites are no longer static, an area of the website that was flagged as containing
tailored content may later be replaced by matching content through scripts, AJAX, and DHTML. This
adds a temporal element that makes it difficult to easily highlight differences. Also, a significant amount
of logic is contained in elements and code that is not visible to the user when browsing the website. This
would make it both difficult to properly display to the user “inline”, and would often confuse less
technical users that would not understand some of the underlying syntax behind websites. While the
analysis could also be displayed around the borders of the webpage, it would inhibit the user’s view of the

website and may make it difficult to always distinguish between the two.

Whenever the plugin detects the user visiting a new website, it automatically loads the analysis of that
particular website in a toolbar. When requested, more detailed analysis is presented in a separate tab from
the original content. This strategy allows the user to either view in depth analysis of the content, or
continue browsing in a non-inhibited manner. The analysis is retrieved from a web service running
parallel with the proxy that has access to the same data store containing the responses and analysis of the
multiplexed requests. The web service uses the Google Web Toolkit (GWT). GWT allows the user to
program in Java, but compile the client-side code into JavaScript that automatically handles
inconsistencies between different browsers. Since the proxy was also being developed in Java, the GWT

framework seemed like an appropriate choice.

The multiplexing system does not make all the multiplexed requests through the proxy itself. Instead, it
relies on separate, distributed agents that receive commands from the proxy. These agents may either
exist remotely or on the local machine running the proxy. As requests are generated at the multiplexing
proxy, they are placed in a queue. Using a round-robin algorithm, these requests are forwarded to agents
that have connected to the proxy system. The agent is responsible for completing the request, performing
the initial analysis on the results, and inserting the results into the data store. This process may involve the
agent forwarding the request through another external proxy, if necessary. The one exception to
distributing the requests among the agents in a round-robin fashion is when operating system
modifications are requested. At startup, each agent specifies the operating system TCP/IP stack they can
handle. For these types of request modifications, the agents are iterated from least recently used (LRU) to
most recently used (MRU) until one with the appropriate operating system is found. The distributed agent
architecture was chosen because of the heavy amount of traffic going through the system. For each
request that comes in, several requests must be created. If the system has many users concurrently making

requests with large configurations, the distributed strategy will allow the system to more easily handle the
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load. Since agents can be added or removed at any time, this makes the system scale in a very simple and

efficient way.

When a response is received at an agent, initial analysis is performed before inserting it into the data
store. This requires first examining the “content-encoding” response header to make sure the response
does not need decompressed. After standardizing the response content, a combination of the “response-
type” header and the content may be used to classify the response type. Since the header may be altered or
blank, the content itself is analyzed to ensure it matches the header. For instance, if the “response-type”
header specifies that it is an image, the first few bytes of the response are checked to make sure it matches
the image type reported in the header. Similarly, strategies are used for detecting HTML, scripts, and

many other content types that may be useful for analysis and filtering.

RESOURCE CLASSIFICATION

A heavy amount of dynamic web content does not necessarily increase the probability of tailored web
content. If every response contains different content, it is more likely that it is the result of instantly
dynamic content as opposed to tailored web content. This makes it essential to analyze the results
according to the actual modifications that were made to the client fingerprint at the multiplexing proxy.
For instance, if only three of ten responses were classified as dynamic, but they were all on User-Agent
string modifications, this is much more telling than if every response returned dynamic content. In this
case, the resource can immediately be classified as being tailored toward specific browsers, while the
more dynamic resource remains ambiguous. The more dynamic case typically requires manual analysis

through visualization tools.

Attempting to classify a website modification as either malicious or non-malicious is a failing approach.
While this would be possible in obvious cases such as the addition of obfuscated JavaScript, the range of
malicious activity is simply too vast. For example, changing one character in a URL could be the sole
cause of an exploit being launched instead of something benign. Similarly, the hash of an image returned
from a URL may change because the URL is to a dynamic advertisement, or because an image was

formulated in a way to exploit a known vulnerability in the browser’s image parser.

This problem is exacerbated from the point of view of an open source information analyst who is

interested in the actual content on the website. A dynamic number in the content of a website could be
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anything from a price change to simply text at the bottom of the page relaying how long building a
response took or how many comments there have been on an article. Without being able to fully
understand the surrounding content of the website, it is not possible to put a response modification in the

appropriate context.

The problems outlined above provide the groundwork for classifying not on whether or not the
modification was malicious, but instead classifying the type of dynamic content returned from various
web pages. Firstly, it is possible to classify a website as containing instantly dynamic content by making
several simultaneous requests with an identical client fingerprint and comparing the responses. If the
responses to duplicate requests all match, but there are modifications to the responses of requests with an
altered client fingerprint, then it is possible to deduce whether or not the changes were based on a
modification to the browser, the operating system, or the location of the client. These changes can be

classified as browser anomalies, operating system anomalies, and location anomalies, respectively.

Table 4, below, presents the set of classifications that can be assigned to each resource collection.

Table 4: Classifications assigned to resource collections

Classification Description

Static No changes were detected

Instantly Dynamic | Changes were detected between requests with a duplicate fingerprint

Browser Anomaly | A change was attributed to a modified User-Agent string

OS Anomaly A change was attributed to a TCP/IP stack modification

Location Anomaly | A change was attributed to the IP address of the requesting system

The accuracy of the classifications depends heavily on the ability to correctly identify whether or not a
resource is static or instantly dynamic based on identical, simultaneous requests. If we know that the same
response is returned every time for that particular client fingerprint, then any change in the response to a
modified client fingerprint allows for the immediate identification of a tailored resource. However, if
every response to identical requests appears to be instantly dynamic, one can expect that the responses to

modified client fingerprint requests will also not match the original response.

Because the correct identification of tailored versus instantly dynamic content relies almost solely on the
ability to identify static resources through duplicate requests, this allows us to reduce the problem of

classification accuracy to a more simple form. Essentially, accuracy will be heavily based on whether or
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not a resource can be correctly identified as either static or instantly dynamic through simultaneous

duplicate requests, regardless of what is returned when using a modified client fingerprint.

This approach will be explored through both theoretical and empirical analysis. Firstly, it should be
possible to derive equations that provide a lower bounds on the probability of misclassification based on
the number of duplicate requests used at the multiplexing proxy. It should then be possible to test these
results by visiting a preselected set of websites using several multiplexing configurations. The number of
misclassifications will be measured for each website by consecutively testing it with configurations using
one, two, three, four, and five duplicate requests. This will provide a baseline for evaluating the necessary

number of requests required to meet a user’s desired accuracy level.

RESPONSE CLASSIFICATION

The most critical piece of the multiplexing system is its ability to obtain meaningful and actionable results
from response comparisons. However, it must also be able to convey these results to the user in an easily
readable and non-inhibiting way. Because of the ambiguities and complexities involved with dynamic

web content, options must be provided to further explore detected changes in a fast and concise manner.

While the position and amount of changed text are two attributes that jump out as something to that
would be high on the list of things to analyze they actually provides very little information with regards to
malicious modifications. A malicious change can be as large as an executable hidden in obfuscated
JavaScript, or it can be as small as a URL with one modified character. The malicious change may even
be in a resource such as an image that cannot be analyzed for contextual meaning. Because of these
difficulties, statistics about the change itself actually provides very little insight toward the analysis of
response modifications. Instead, it is more appropriate to analyze the page as a whole and provide visual

tools to help an analyst gauge the nature of the change manually.

One straightforward analytic is to simply determine whether the content of one response exactly matches
the content of another response (a byte-for-byte comparison). However, repeatedly comparing large
amounts of content can be a very costly. Calculating hash values for every response provides a fixed,
small representation of a large, variable amount of data. When comparing two responses, it is sufficient to
determine whether or not they have identical hash values. An MD5 checksum provides a sufficient 128
bits of entropy. This gives negligible probability of collision while providing a quick method of

comparing two responses.
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The dynamic nature of the web creates problems when using a simple hash function to determine whether
or not the same content was returned. Many of the frameworks and content management systems inject
unique identifiers into elements in many of the responses. While these unique identifiers do not modify
the visible content or behavior of the website, the hash values will not match. To solve this problem,
another analytic involves calculating a hash value over a cleaned and stripped version of the website using
the Jericho HTML Parser (Jericho HTML Parser). This analytic strictly looks at the content that should
have a visible impact to the user. For example, if a website injects tracking information into the “id” field
of an HTML element, this will be stripped out of the response before the hash value is calculated. This
provides the user with both a true content hash value and a stripped content hash value. When the original
hash values do not match, it is possible to compare whether or not the stripped hash values of responses
match. If they do, it is likely that the changes detected in the responses do not contain visible content that

was tailored based on the client fingerprint.

Comparing only the structure of the web responses provides a third analytic that compliments the first
two. One major cause of instantly dynamic content is the inclusion of unique identifiers into URLSs,
scripts, and HTML element attributes. A website changing its DOM structure is typically representative
of a larger change in the content of the website. Incorporating detection of changes in the DOM structure
will help more accurately classify the type of change that is occurring as opposed to simply focusing on
the discovery of a change itself. This can be accomplished by hashing the concatenation each element
encountered in the DOM using a SAX parser. An alternative approach would be comparing XPath value

calculations for each element.

Yet another useful analytic is to look at the overall length of the responses. While the length of specific
modifications themselves typically provides very little information, the overall change in length can be
insightful. The most difficult case to handle is when there is both instantly dynamic and tailored content
in the same response. While some of the responses for that particular resource may only contain the
instantly dynamic data, some of the responses may also have information that was tailored to a modified
client fingerprint. An interesting approach to discovering this type of resource is to search for outliers in
the response lengths. While the length for all the websites may be different, it is likely that a significantly
tailored resource’s length will greatly differ when compared to the resources that were simply instantly
dynamic. This approach works well because it applies to all resource types as opposed to a specific one

such as HTML or scripts. Additionally, it is less computationally expensive than measurements such as
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word distance. It is both a quick and accurate measurement that can be computed across all types of

responses.

Each of these analytics can be computed at a very low cost. Firstly, the length is immediately known after
receiving a response, making it an ideal attribute for simple analytics. Additionally, the byte-to-byte
comparison and stripped comparison can be performed by simply calculating a hash value over the
content and stripped content, respectively. This makes it unnecessary to do deep inspection of individual
elements or differences, saving this type of analysis until it is considered necessary by the user. Each of
these calculations can be stored in the database and be easily reused without having to perform the
calculations on actual responses again. This significantly reduces the necessary cost and complexity in the

system.
Using the response analytics described above, it is possible to determine whether or not modifying the
client fingerprint has a significant impact on the content. Table 5, below, details the possible ways a

response can be classified after being compared to the responses of the original and duplicate requests.

Table 5: Classifications assigned to each multiplexed response

Classification Description

Matching The response matched the original response in a byte-to-byte comparison

Stripped Matching | The response’s visible user content matched the original

Not Matching The two responses were not matching or stripped matching

Length Anomaly The response had an anomalous length compared to the original and duplicate

responses

Failed The server refused to serve the client request

The varying response classifications are critical for determining whether content is instantly dynamic or
tailored toward a particular client fingerprint. Responses to duplicate requests provide a baseline that can
be used for comparing the responses of requests with a modified client fingerprint. The classifications in
table 5 provide a hierarchy for determining how anomalous a particular response is compared to the rest.
Naturally, a request that failed must be considered the most anomalous. If a response was received, the
next most interesting case is a significant length anomaly. This is followed in the hierarchy by a response
that differs from the original response in some way. Slightly lower in the hierarchy is a response that

matches the original response when stripping out benign content not visible to the end user. Lastly, if
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none of these classifications accurately describe the response, it must match the original response byte-

for-byte.

Tailored responses are found by identifying the responses that are classified at least one step higher in the
hierarchy than the highest classified response to a duplicate request. This approach identifies anomalous
responses despite dynamic website behavior. For instance, if every response to duplicate requests comes
back as not matching the original response (they contain instantly dynamic content), tailored content can
still be identified through a response that additionally has an anomalous length in comparison to the

original and duplicate responses.

A website consists of not only the initial web pages, but also the resources necessary for rendering that
page. Therefore, it makes sense to display the analysis as a collection of resources from the visited site
that are ranked according to their dynamism and classification. Providing quick access to the most
“interesting” content allows the user to further explore the results using one of the many visualization

tools provided by the multiplexing proxy web service.

Firstly, the user can view the modified content stripped away from the static content (the differences).
However, because context is often important, the user may also view the highlighted modifications in line
with the original response. Yet another way of viewing the differences is to only look at the inline
differences of stripped content, only showing text that would have been visible to the end user.
Additionally, compressed and malformed HTML is mitigated by providing a cleaned and formatted

version of the text.

Instead of using one of the structured “diff” algorithms seen in previous research, an unstructured
algorithm was selected due to the inconsistency and abuse of many MIME types. By using an
unstructured “diff” algorithm, the same algorithm could be applied to any textual response no matter what
the actual type of the resource was. This provided a widely usable algorithm that did not require MIME

type identification and verification.

ROLE ANALYSIS

The primary objective of this study is to determine the usefulness of the multiplexing proxy for open

source analysts, cyber analysts, and reverse engineers. While each of these roles would utilize the tool for
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a different purpose, they all share a common interest in detecting tailored web content toward a specific

client fingerprint.

Open Source Analyst

The multiplexing proxy helps an open source analyst assign a level of trust and validity in the information
obtained during information collection. This assumption can be tested by using the proxy to visit several
websites in varying genres. Shown in table 6, eight genres have been chosen for testing the classification

accuracy of the multiplexing proxy.

Table 6: Website genres for open source collection analysis

Genre Description

News / News Aggregate | Reputable websites that provide news or links to news

Business Websites belonging to a particular business
Personal Websites belonging to an individual without a business focus
Blog Corporate or individual websites that take the form of a blog
Forum Websites based on threads of information posted from various users
Search Engine Websites that provide a broad website search functionality to users

Reference/lmage/Video | Websites that provide resources and information on a narrow topic

Other Websites that did not fit well in other genres (i.e. social networking)

Organizing the websites into specific genres will provide the ability to analyze patterns in the
classification distributions for each particular genre. The tool will be most effective for genres that have a
minimal amount of instantly dynamic content. Non-static classifications will be investigated and
documented for further analysis. This will closely mimic the necessary steps that would be taken by an

open source analyst using the multiplexing proxy.

In order for the tool to be considered useful for the open source analyst role, the information and trust
gained must outweigh the additional effort and time necessary to analyze the results provided by the
multiplexing proxy. By running a series of tests over many genres of information and many types of
websites, it will be evident whether or not the additional complexity and time requirements are offset by

the amount of information and trust a user gains.
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Cyber Analysts

Cyber analysts are able to evaluate malicious websites with much greater efficiency using the
multiplexing proxy. By visiting a website with many varying fingerprints, it is possible to trigger
malicious behavior that may not have been seen, otherwise. However, demonstrating this capability
cannot be accomplished easily. Firstly, obtaining a database of live, malicious websites is very difficult.
Secondly, there is significant risk in rendering malicious websites in a browser without a robust system
involving virtual machines. Because of these issues, mock websites will be built that demonstrate what

the user would see when the techniques outlined in table 7 are used.

Table 7: Exploitation techniques

Technique Description
JavaScript Injection Inject malicious JavaScript into a previously benign response
I-Frame Injection Introduce an I-Frame that points to a malicious domain
URL Modification Modify a URL to point to a malicious domain

Maliciously Crafted Image An image modification that exploits a specific browser vulnerability

Multiple Vulnerabilities A combination of multiple vulnerabilities from above

Each technique will be demonstrated by modifying an existing website with a spoofed implementation of
each of the above techniques. The website will be visited and analyzed with the multiplexing proxy to

show the classifications and visualizations available in each of the above scenarios.

Reverse Engineers

The multiplexing proxy allows reverse engineers to easily analyze both instantly dynamic and tailored
content. This provides insights into server-side behavior that are often not easily obtainable without the
source code. Minor anomalies between web responses are difficult and time-consuming to find without a
tool that can quickly analyze multiple responses simultaneously. The utility of the proxy can be
demonstrated by analyzing and investigating websites collected for the classification accuracy study.
Tailored and instantly dynamic resources will be analyzed to determine whether extracting and
visualizing the dynamic content provides valuable insight or unnecessary overhead. The utility of the tool
is dependent on the value of the information that can easily be extracted with the tool. If the resources

classified as instantly dynamic or tailored frequently provide no useful information, then the multiplexing
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proxy cannot be considered an effective tool for this role. However, if the multiplexing proxy identifies

interesting properties of the website not easily seen without the tool, it will have proven its usefulness.

METHODOLOGY ANALYSIS

Fully analyzing the potential of the multiplexing proxy requires testing not only its potential to provide
descriptive and accurate resource classifications, but also its ability to provide information to its users that
is not more easily obtained through a simpler approach. Outlined above, this study will:

1) Produce a set of resource classifications appropriate for real-time analytics

2) Quantify the accuracy of the resource classifications

3) Determine what types of websites are most affected by instantly dynamic or tailored content

4) Develop visualization tools for analyzing dynamic web content

5) Examine the usefulness of the tool for open source analysts, cyber analysts, and reverse

engineers.

Each of these steps will provide additional information or tools that were not previously available. This
work will provide guidance for future research in this area. By identifying the roles that benefit the most

from this type of tool, future efforts can be directed toward the areas benefiting the most from the tool.
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LIMITATIONS

The first limitation of the multiplexing proxy in its current form is the lack of support for secure HTTP
(HTTPS). Because the proxy acts as a middle-man between the start and end destinations, it is unable to
view or modify any of the encrypted Transport Layer Security (TLS) or Secure Socket Layer (SSL) traffic
between the two end systems. In order to accomplish this, the proxy would have to hijack the handshake
using its own X509 certificate. Once the secure HTTP request was received at the proxy, it could be
decrypted and analyzed. At this point, the proxy would then open new SSL/TLS connections with the end
host, completing secure transactions on behalf of the client. However, this is a large privacy risk and is

not a necessary step for research-oriented work.

Secondly, the multiplexing proxy does not currently operate on HTTP POST requests. Multiplexing
POST requests can have many adverse effects. For example, POST requests are often used for adding
items to a shopping cart or submitting a comment to a forum. If the functionality of the POST request is
not idempotent, it will cause unintended actions on behalf of the user. Because many users may not be
aware of the consequences of a multiplexed POST request, it may be safest to simply remove this

functionality.

Another limitation is the lack of analysis based on HTTP cookies. A beneficial extension to the
experiment would be running tests both with and without site-specific cookies to analyze how it affects
the dynamism of the website. In the multiplexing proxy’s current form, all the cookies sent in the original
request are reused in the modified client requests. This would theoretically allow session-tracking across
multiplexed requests. While this maintains consistency with only modifying one fingerprintable attribute
with each request, it would also be interesting to see how removing the site-specific cookies affect the

responses.

Lastly, the ability to detect and modify operating system fingerprints is currently not robust. With the
current implementation, | have the knowledge of what operating system is connecting to the proxy, and
can exploit that knowledge by not requiring the proxy to fingerprint the client. A large scale system that
supports many clients would require additional fingerprinting at the proxy so that the requests could all be
multiplexed appropriately. Additionally, a much more robust network of computers would be required to
support the necessary number of operating systems. This also applies to the remote proxies where the
operating system fingerprint cannot currently be controlled. An alternative approach to routing through

multiple operating systems is to integrate the agents with a tool such as IpMorph that can dynamically
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alter the system’s fingerprint in user space depending on the needs at the time. The end use and
deployment of the system would deem which of these two strategies was most appropriate.
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RESULTS

Quantitative and qualitative analysis revealed many strengths and weaknesses of the multiplexing proxy.
Both the theoretical and empirical classification accuracy studies provided sufficient evidence to warrant
future work in this area. However, fully utilizing the tool in its current form requires the user to possess a
technical background. When the user comprehends the results without confusion, the multiplexing proxy
is a truly powerful tool. However, a user with little knowledge about the web and languages behind it may
get easily confused and misled by the results. While the proxy provided significant utility for many tasks,
it was also evident that more work will be required before it is more widely usable in a production
environment. Despite this, it has proven to be a unique and invaluable tool that provides information and

assurance that has not previously been easily attainable.

THEORETICAL CLASSIFICATION ACCURACY

Classifying websites accurately depends on the ability to distinguish between instantly dynamic web
content and tailored web content. This is most easily accomplished by creating duplicate requests at the
multiplexing proxy. Without duplicate requests, it is not possible to gain a ground truth of whether or not
the web server returns as static response. If the original response matches the responses for each of the
duplicate requests, it increases the probability that the particular web resource is static for that particular
fingerprint. This allows us to appropriately classify changes seen in the responses for other client
fingerprints. However, if the multiplexing proxy does not send any duplicate requests to a web server with
dynamic content, responses will likely be seen that both match and vary from the original response. This
will falsely give the impression that responses were tailored toward a specific client fingerprint instead of

being instantly dynamic.

The two major cases of misclassification involve classifying an instantly dynamic website as either static
or tailored toward a specific browser. Both of these cases occur when, by chance, all the duplicate request
responses match the original response. When this happens, if the responses for a varying client fingerprint
match the original response, the resource will be classified as static. Otherwise, it will be classified as

tailored.
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Probability of Misclassification

Say, for example, the multiplexing proxy is making three duplicate requests and two modified requests to
a web server that returns one of three stochastically independent web responses with probabilities .50, .25,
and .25, respectively. Misclassifying an instantly dynamic website as tailored would require all three
responses to duplicate requests to match the response to the original request. If this happens, the website
will either be misclassified as static or tailored toward a specific fingerprint. This means that to have a
chance of misclassification, it would require either the response version with a 50% chance of being
returned to be chosen four times in a row, or one of the two response versions with a 25% chance of being

returned being chosen four times in a row.

Let P(M) be the probability that all the duplicate request responses match the original response:
Then:
P(M) = 5%+ .25" + .25" = .0703

For the resource to be incorrectly, classified as static, the two responses to varying client fingerprints
much also match the original response. This equates to having two more responses that much match the

original and duplicates.

Let P(S) be the probability that an instantly dynamic web resource will be incorrectly classified as static:
Then:
P(S) = .5° + .25° + .25° = 0161

Alternatively, if one of the two varying client fingerprint responses does not match, then it will result in a

tailored classification instead of an instantly dynamic classification.

Let P(T) be the probability that at least one instantly dynamic web resource will be incorrectly classified
as tailored. This can be obtained by taking the probability of the original and duplicate requests matching
and multiplying this with the difference between one and the probability of both varying client fingerprint
responses matching.
Then:
P(T) = .5%(1 - 5% + .25%(1 - .25%) + 25*(1 - .25%) = .0542
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It is straightforward to see that P(M) =P(S) + P(T). Given two, it is possible to calculate the third through

simple arithmetic.

While the values calculated above seem high, it should be noted that many instantly dynamic websites
will not be limited to only a few different responses with high probability. Instead, many sites will have a
unique response for every request, effectively pushing the probability of the same response being returned

near 0.

Although the calculations above were made for a specific multiplexing proxy configuration, they can be

generalized to account for other configurations.

When the membership function of an element in a set is an indicator function that returns an integer [0,1],
it holds that the probability of an event occurring is equal to the expected value of that particular event.
Since the expected value is defined as the weighted average of all possible values of a random variable,

we have that the probability of an event occurring is equal to this weighted average.

Let P(X) be the probability of an event X occurring;
Let E[X] be the expected value of the random variable X;
Let p; be the probability of the i’th unique value

Let x; be the value of random variable X seen with probability p;.

If membership is well-defined under an appropriate indicator function:
Then:
pL+p2t ... +p=1.
And:
E[X] = P(X) = X1p1 + %P2 + ... + xiPk

Let R be the number of unique responses that may be returned by a website;
Let D be the number of duplicate requests sent;
Let P(i) be the probability of the web server returning i’ith unique response;
Let P(M) be the probability of all the responses to duplicate requests matching the original response;
Then:
P(M) is equal to the weighted average of all the responses matching the response to the

original request for each possible unigue response
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Or:
R

PM) =% P(@i)ND +1)
i=1

Note that P(i) is raised to the D+1 power to give us P(m;), the probability of the same particular response
being returned in both the original request and each of the duplicate requests.

Because most websites return different versions randomly and in an equally probable manner, a discrete
uniform distribution can be expected during sampling. In this case, the weighted average turns into a
simple average, and the equation simplifies to the following:

P(M) = 1/(R * D)

Table 8, below, provides the probability of all duplicates matching the original response for many values

of R and D (assuming the server returns each response with equal probability).

Table 8: P(M) for varying values of R and D

R
P(M) 1 2 3 4 5 6 7 8

1 1 0.5 0.3333 | 0.25 0.2 0.1667 0.1429 | 0.125
2 1 0.25 0.1111 | 0.0625 | 0.04 0.0278 0.0204 | 0.0156

D 3 1 0.125 0.0370 | 0.0156 | 0.008 0.0046 0.0029 | 0.0020
4 1 0.0625 | 0.0124 | 0.0039 | 0.0016 | 0.0008 0.0004 | 0.0002
5 1 0.0313 | 0.0041 | 0.0010 | 0.0003 | 0.0001 5.95E-5 | 3.05E-5
6 1 0.0156 | 0.0014 | 0.0002 |0.0001 |2.14E-5 |8.5E-6 |3.81E-6
7 1 0.0078 | 0.0005 |6.1E-5 |1.28E-5 |3.57E-6 | 1.21E-6 | 4.77E-7
8 1 0.0039 | 0.0002 | 1.53E-5 |2.56E-6 | 5.95E-7 | 1.73E-7 | 5.96E-8
9 1 0.0020 |5.08E-5 | 3.81E-6 |5.12E-7 | 9.92E-8 | 2.48E-8 | 7.45E-9
10 |1 0.0010 | 1.69E-5 | 9.54E-7 | 1.02E-7 | 1.65E-8 | 3.54E-9 | 9.31E-10

With the exception of R=1, the P(M) values represent the probability that instantly dynamic content will

be classified as either static or tailored.
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The web resource will be incorrectly classified as static when the multiplexed requests with a varying
fingerprint also have matching responses. However, if the varying fingerprint returns a different response,

the web resource will then be classified incorrectly as being tailored toward that particular fingerprint.

The number of duplicate request responses matching the original response can be modeled as a series of
binary outcomes, with D representing the number of trials in a binary distribution. The only case that will

cause a misclassification is when all the trials are consistent with the original response.

Let V be the number of varying client fingerprint requests other than the original request or duplicates;

Let P(S) be the probability that an instantly dynamic web resource will be incorrectly classified as static;

Then:
R
P(S) =Y PMIHND+V+1)
i=1

Notice that this is the same formula as P(M), but with the addition of varying client fingerprints to the

calculation of P(m;).

If the probability of each possible response is equal, then it simplifies to the following:
P(S) =1/(R" (D +V))

Alternatively, if one of the two varying client fingerprint responses does not match, then it will result in a

tailored classification instead of an instantly dynamic classification.

Let P(T) be the probability that at least one instantly dynamic web resource will be incorrectly classified
as tailored. Once again, this can be obtained by taking the probability of the original and duplicate
requests matching and multiplying this with the difference between one and the probability of the varying
client fingerprint responses all matching.
Then:
R
PT) =2 (PM)ND + 1) * A - (P)V))
i=1

If the probability of each possible response is equal, then it simplifies to the following:
P(T)=P(M)* (1 -1/(R"V))
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Or more explicitly:
P(M=1R"D)*(1-1R"V))

Simultaneous Instantly Dynamic and Tailored Data

Another possibility for incorrect classification is seen when a set of web responses contains both instantly
dynamic data and tailored data simultaneously. In this scenario, multiple responses to duplicate requests
may contain unique content, influencing the classifier to mark differences in the modified fingerprint

responses as being the result of instantly dynamic content instead of tailored content.

Let P(i) be the probability that the i’th response matches the response to the original request
Let P(inst) be the probability that a resource will be classified as instantly dynamic;
Let P(tail) be the probability that a user will receive a tailored response for a request with a varying client
fingerprint;
Let P(misc) be the probability of misclassification due to both instantly dynamic data and tailored
content;
Then:
P(inst) = (1 — P(M))
And:
\
P(tail) =1 - = (1 - P(i))
i=1
Finally:
P(misc) = P(inst) * P(tail)
Or more explicitly:
\Y
P(misc) = (1 -P(M)) (1 - = (1 - P(i)))
i=1

It should be noted that in many cases, P(tail) = 1. Because of this, the probability of a misclassification in

this scenario is significantly higher than was seen for misclassifications due to all the duplicate responses
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matching. This enforces the necessity of additional measures to determine whether or not a resource is

tailored regardless of classifying the response as instantly dynamic.

Summary

The formulas derived above calculate the theoretical probability of misclassification for resources both
containing and not containing instantly dynamic data. These formulas show that sufficient accuracy can

be achieved by configuring the proxy to use multiple duplicate requests.

Greater accuracy can be gained by also running calculations off of a stripped version of the content.
Because a significant amount of instantly dynamic content is found in comments, markup, and scripts, it
is possible to distinguish significant changes in tailored responses from insignificant changes due to

instantly dynamic content by attempting to strip out the less relevant content before comparisons.

Additionally, it is possible to perform comparisons between the differences in each of the web responses
to obtain a measure of how “anomalous” the change is compared to others. This could be done using
many different techniques such as looking at the number of differences, the TF-IDF Cosine distance, the
word distance, or even simply the overall size of the response. By looking at the distribution of the values
across all the web responses, it should be possible to identify outliers that do not seem congruent with the

rest of the responses, further increasing the accuracy of the classifications.

EMPIRICAL CLASSIFICATION ACCURACY

While the theoretical accuracy of the classification model was calculated above, it assumes a ground truth

about the responses returned from the website. In practice, this will be an unknown.

Similar to the theoretical classification accuracy, the empirical accuracy relies primarily in the ability to
distinguish between static and instantly dynamic content through the use of duplicate requests. If instantly
dynamic content is not detectable before looking at the responses for modified client fingerprints, it is not
possible to tell the difference between tailored content and instantly dynamic content. Additionally,

detecting tailored content is dependent on using the exact client fingerprint that would trigger the tailored
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response. Therefore, empirical analysis will concentrate on the misclassification of instantly dynamic

content.

In order to empirically examine the potential for misclassification, a large sample of popular websites was
taken from the Alexa Top Sites list (Top Sites). The most popular websites were divided into eight
categories:  News/News Aggregate, Business, Personal, Blog, Forum, Search Engine,
Reference/Image/Video, and Other. This gave an unbiased baseline that could be used to measure the
ephemeral properties of popular websites. The categories that did not contain many domains at the top of
Alexa’s list were supplemented with a relatively small number of domains found by using results from

search engine queries for that particular category, as well as a few personally known sites.

Social media has greatly affected how websites dynamically integrate with one another. Because of the
popularity of sites such as Facebook and Twitter, it has now become common practice for major websites
to add resources to web pages that allow users to bridge the gap between the website and the social media

tools. Social media widgets are often instantly dynamic, slightly modified with each response.

Additionally, many high traffic websites collect revenue by integrating ads into their websites using a
cross-domain ad service. Unfortunately, these ads are often instantly dynamic. Many tools are available
that block the most popular ad services. AdBlock Plus, for example, is a popular browser plugin for
Firefox that helps block the most popular ad services. Often, the site using the ad service does not have
control of the ads that are displayed to the end user. Because of this, Ad Block Plus is used during testing

to prevent ads from skewing the results for each website.

Lastly, an aspect of the web that greatly affects the dynamic nature of websites is visitor analytics. Many
websites make requests to resources at domains known to collect information on visitors. Requests
collecting user statistics can most easily be identified through both domain name analysis, as well as

through a ping-like behavior that is often attributed to user-tracking.

Social media, ad services, and visitor analytics all significantly contribute to the amount of dynamic
content coming from a website. For example, tools such as Google Analytics, Facebook Connect, and
AdSense are commonly found while browsing the web. However, since many websites do, in fact, rely
on cross-domain information, it is not sufficient to simply ignore all cross-domain requests. Therefore, for

this study, only cross-domain requests to known, popular tracking, social media, and ad service tools were
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filtered from the results. This mirrors the strategy of filtering based on a white list of the most commonly

integrated tools. This was done through a combination AdBlock Plus and manual filtering.

Table 9, below, provides a high level overview of the data collected for empirical analysis.

Table 9: Website Categories

Category Number of websites Number of Instantly Dynamic
Resources Resources

News / News Aggregate 22 1821 35
Business 44 2428 37
Personal 12 226 2
Blog 16 950 9

Forum 11 327 11

Search Engine 12 187 10
Reference/Image/Video 18 987 21
Other 15 704 19

TOTAL 150 7630 144

As one can see, there was just under an average of one instantly dynamic resource per website after
filtering analytics, social media, and ad services. Websites categorized as News/News Aggregate,
Business, Reference, and Other tended to have more dynamic content than the average website. This
correlates with past research saying that larger, frequently visited websites tend to be more dynamic than

other sites.

All 150 websites were analyzed five times. Initially, the multiplexing proxy was configured to multiplex
and analyze the original request along with one duplicate request. The number of duplicate requests was
increased with each successive test up to 5 duplicate requests. The multiplexing proxy classified each
resource as either static or instantly dynamic. The results were manually analyzed to help provide a

ground truth and ensure accuracy of the tool.
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Overall Statistics

The classification accuracy of the multiplexing proxy was directly proportional to the number of duplicate

requests made. Table 10, below, provides classification statistics from combining the data sets for each of

the eight categories.

Table 10: Overall Classification Statistics (7630 resources)

# Duplicate Static Instantly | Misclassified | % Error
Requests Dynamic
1 7509 121 23 0.301
2 7499 131 13 0.170
3 7488 142 2 0.0262
4 7488 142 2 0.0262
5 7487 143 1 0.0131

The results in table 10 show that there is significant improvement in the classification accuracy as more

duplicate requests are used. Adding a second duplicate request nearly halved the number of

misclassifications, and using three duplicate requests lowered the initial 23 misclassified resources down

to only two misclassified resources. However, using more than three duplicate requests appeared to have

diminishing returns. While four duplicate requests showed no improvement over three duplicate requests,

there was one resource that was identified using 5 duplicate requests that was not caught when using four

duplicate requests.

The diversity between different types of websites makes a strong case for analyzing each of the particular

genres separately. The following sections go into the specific details of the test results for each individual

categorization of website. While the exact categorization of many websites is ambiguous and debatable, a

best effort was made to place each website in its most relevant category.
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News / News Aggregate Websites

Websites that fell into the News/News Aggregate tended to be heavier in resources than many other
categories. This is partly attributed to the large number of images and scripts often seen on this type of
site. Collecting data from 22 websites resulted in 1821 resources, 35 of which were classified as instantly

dynamic.

Table 11: Analysis of News/News Aggregate Websites

Number of Detected Instantly Dynamic
Website Resources Resources Actual
1 Dup 2 Dup 3 Dup 4 Dup 5 Dup
news.yahoo.com 40 3 3 3 3 3 3
news.google.com 34 2 2 2 2 2 2
www.bbc.co.uk/news 90 0 0 1 1 1 1
www.cnn.com 96 0 0 0 0 0 0
cnet.com 130 1 1 1 1 1 1
www.nytimes.com 80 1 1 1 1 1 1
www.huffingtonpost.com 88 1 1 1 1 1 1
www.digg.com 31 1 1 1 1 1 1
www.reddit.com 35 1 1 1 0 1 1
www.foxnews.com 146 0 0 2 2 2 2
www.reuters.com 120 5 5 5 5 5 5
time.com/time 97 1 1 1 1 1 1
www.latimes.com 82 0 0 0 0 0 0
www.forbes.com 126 1 1 1 2 2 2
www.wired.com 79 0 0 0 0 0 0
www.gizmodo.com 58 3 3 3 3 3 3
www.nydailynews.com 111 2 2 2 2 2 2
www.gawker.com 47 3 3 4 4 4 4
www.businessweek.com 75 1 0 1 1 1 1
www.cbsnews.com 132 0 2 2 2 2 2
www.npr.org 77 0 0 0 0 0 0
www.msn.com 47 1 1 2 2 2 2

Averaging over 1.5 instantly dynamic resources per website, News/News Aggregate websites contained
more instantly dynamic content than any other category. Additionally, this category contained the largest
amount of filtered content. The majority of the websites contained heavy amounts of social media,

tracking scripts, and ads that were not calculated into the results above. Since these are often instantly
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dynamic, including these resources would have greatly increased the number of instantly dynamic

resources reported for this particular category of website.

Studying the misclassified resources presents a common pattern: the number of correctly identified
instantly dynamic resources rises as the number of duplicate requests increases. The resources that were
misclassified only using one or two requests are often correctly identified as instantly dynamic once the
number of duplicate requests increases to three or more. However, as can be seen with
www.businessweek.com, it is possible that a resource will be correctly classified as instantly dynamic with
one duplicate request, but will be incorrectly classified with two duplicates. Additionally, while
www.reddit.com correctly classified every resource with one, two, three, and five duplicate requests, it
had incorrectly classified a resource as static when using four duplicate requests. This is one of only two

cases where using four duplicate did not successfully classify all resources.

Business Websites
Similar to the News/News Aggregate category, Business websites had more false positives than most
categories. Data from 44 websites resulted in 2428 resources, 37 of which were classified as instantly

dynamic.

Table 12: Analysis of Business Websites

Number of Detected Instantly Dynamic
Website Resources Resources Actual
1 Dup 2 Dup 3 Dup 4 Dup 5 Dup

www.microsoft.com 63 0 0 0 0 0 0
www.conduit.com 43 1 1 1 1 1 1
www.apple.com 38 0 0 0 0 0 0
www.aol.com 54 1 1 1 1 1 1
www.mozilla.com 10 0 0 0 0 0 0
www.adobe.com 62 0 0 0 0 0 0
www.godaddy.com 45 1 0 1 1 1 1
www.skype.com 63 0 0 0 0 0 0
www.walmart.com 65 2 3 3 3 3 3
www.partypoker.com 54 1 1 1 1 1 1
www.dell.com 32 1 1 1 1 1 1
Www.usps.com 90 0 0 0 0 0 0
www.hp.com 37 1 0 1 1 1 1
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www.ups.com 12 0 0 0 0 0 0
www.pconline.com 26 0 0 0 0 0 0
www.avg.com 55 1 1 1 0 0 1
www.babylon.com 25 1 1 1 1 1 1
www.target.com 87 1 1 1 1 1 1
www.nfl.com 49 1 1 0 1 1 1
www.opendns.com 22 0 0 0 0 0 0
www.nba.com 117 0 1 1 1 1 1
plentyoffish.com 31 1 2 2 2 2 2
match.com 57 1 1 1 1 1 1
www.salesforce.com 42 1 1 1 1 1 1
www.amazon.com 73 1 1 1 1 1 1
www.ebay.com 38 2 2 2 2 2 2
www.groupon.com 27 2 1 2 2 2 2
www.fedex.com 10 1 1 1 1 1 1
www.comcast.com 63 1 0 1 1 1 1
www.expedia.com 24 1 1 1 1 1 1
barnesandnoble.com 128 0 0 0 0 0 0
samsung.com 153 0 0 0 0 0 0
WWW.verizon.com 23 1 2 2 2 2 2
www.ibm.com 56 1 1 1 1 1 1
www.newegg.com 119 0 1 1 1 1 1
www.att.com 65 1 2 2 2 2 2
www.themeforest.com 80 1 1 1 1 1 1
www.mysqgl.com 45 1 1 1 1 1 1
www.dyndns.com 9 1 1 1 1 1 1
www.oracle.com 60 0 0 0 0 0 0
www.gap.com 51 0 0 0 0 0 0
www.toysrus.com 103 1 1 1 1 1 1
www.costco.com 76 1 1 1 1 1 1
www.southwest.com 46 0 0 0 0 0 0

Both www.avg.com and www.nfl.com had interesting misclassifications. In the case of www.nfl.com,
every resource was correctly classified with both one and two duplicate requests, but failed to
appropriately classify a resource as instantly dynamic with three requests. Even more improbable was
www.avg.com being correctly classified with one, two, and three duplicate requests, but being incorrectly
classified with both four and five requests. This was very anomalous, and resulted in the only

misclassification with five duplicate requests.
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Like News/News Aggregate category websites, Business websites can benefit from having dynamic
resources that change when users revisit the website almost instantly. A good example of this is having an
inline ad that displays one of the popular products of the business. There is little incentive to display the
same product to a customer every time, so it makes since to scroll between a few, popular products.
Unfortunately, this is the type of resource that is most likely to be misclassified when a low number of
duplicate queries are used. This can be seen in the high number of misclassifications under one and two

duplicate requests.

Personal Websites

While Personal websites have historically been simplest in terms of the number of resources and dynamic
content, the growing trend of content management systems and sophisticated website builders is quickly
affecting this category. Despite this, websites that fall under the Personal website category still identified
as the most simple of all the categories. It must be noted, however, that personal blogs were grouped into
the Blog websites category, not making a strong appearance under Personal websites. Over 12 personal

websites, 226 resources were seen with a total of 2 being classified as instantly dynamic.

Table 13: Analysis of Personal Websites

Number of Detected Instantly Dynamic
Website Resources Resources Actual

1Dup | 2Dup | 3Dup | 4Dup | 5Dup
www.kentonborn.com 15 0 0 0 0 0 0
www.youdzone.com 22 0 0 0 0 0 0
people.cis.ksu.edu/~xou 5 0 0 0 0 0 0
cis.ksu.edu/~dan 1 1 1 1 1 1
www.eece.ksu.edu/~caterina 4 0 0 0 0 0 0
www.cricketwalker.com 34 0 0 0 0 0 0
www.ellenspace.net/marlyn.html 10 0 0 0 0 0 0
www.mintran.com 25 0 0 0 0 0 0
www.stuarthobday.com 33 0 0 0 0 0 0
colly.com 26 1 1 1 1 1 1
adellecharles.com 14 0 0 0 0 0 0
www.brandwood.com 30 0 0 0 0 0 0

Very few instantly dynamic resources appeared across the set of Personal websites. Additionally, there

were no misclassifications across the resources. Within this category of website, it is uncommon to have
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an instantly dynamic resource with only a few variations. Typically, any instantly dynamic resources on a

personal website are a form of widget that contains a unique component in every response. For example,

www.cis.ksu.edu/~dan has a weather widget that returns instantly dynamic content in every response. This

makes it very simple to identify the instantly dynamic content with only one duplicate request.

Blog Websites

Similar to Personal websites, Blog websites contained resources that were very simple to classify. Since

many blogs use a popular content management system (CMS), it was important to ensure the test included

an example using each of the popular frameworks. While some of the results in table 14 show the CMS

investigated, the actual website that was used to explore the CMS appears below this. Collecting data

from 16 websites resulted in 950 resources, 9 of which were classified as instantly dynamic.

Table 14: Analysis of Blog Websites

Number of Detected Instantly Dynamic

Website Resources Resources Actual
1Dup | 2Dup | 3Dup | 4Dup | 5Dup

www.blogspot.com 71 1 1 1 1 1 1
nation-health.blogspot.com
www.wordpress.com 85 0 0 0 0 0 0
larissameek.com
www.livejournal.com 36 1 1 1 1 1 1
community.livejournal.com/ourbedrooms
www.smashingmagazine.com 43 0 0 0 0 0 0
www.schneier.com 9 0 0 0 0 0 0
www.crickwalker.com/blog 95 1 1 1 1 1 1
esbueno.noastokes.com 42 2 2 2 2 2 2
www.calicott.com 37 0 0 0 0 0 0
ma.tt 47 2 2 2 2 2 2
www.behoff.com 53 1 1 1 1 1 1
srobbin.com 24 0 0 0 0 0 0
jenifferdake.net/blog 41 0 0 0 0 0 0
tumblr.com 60 1 1 1 1 1 1
Allisonweiss.tumblr.com
www.brianjeremy.com 44 0 0 0 0 0 0
www.brianyerkes.com 36
hunsonisgroovy.com 227
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While blogs typically have a significantly high number of resources, the content is typically not instantly
dynamic. Most of the content is stored in a database and retrieved by the back-end to build a response at
query-time. While the response itself is built dynamically, there is not a particular reason for it to be
instantly dynamic. Similar to personal websites, any instantly dynamic content that was found had unique
components in every response. Therefore, every instantly dynamic resource was correctly identified with

only one duplicate request.

Forum Websites

While it may not be immediately intuitive, forums are often designed in a very similar way to blogs.
Thread contents are stored in a back-end database and allow responses to be dynamically built and
returned the user at request-time. When testing forums, it is important to concentrate on the actual content
of a forum itself as opposed to the introduction web page. Therefore, each test consisted of navigating to
an actual thread or event in each forum for the test. The topics/threads used are given below each forum
website in table 15. Over 11 websites, 327 resources were tested with 11 of them being identified as

instantly dynamic.

Table 15: Analysis of Forum Websites

Number of Detected Instantly Dynamic
Website Resources Resources Actual
1Dup | 2Dup | 3Dup | 4Dup | 5Dup

www.stackoverflow.com 16 0 0 0 0 0

www.yelp.com 64 3 4 4 4 4
...levents/Oakland-much-ado-about...

www.freelancer.com 64 1 2 2 2 2 2

www.freelancer.com/sellers/

craigslist.org 6 0 0 0 0 0 0
sfbay.craigslist.org/wan/

www.4chan.org 41 1 1 1 1 1 1
boards.4chan.org/vires/91074...

www.explore-ideas.com 6 1 1 1 1 1 1
forums.thestranger.com 28 0 0 0 0 0 0

...[forumdisplay.php?s=ecc515...

www.12stepforums.net 34 1 1 1 1 1 1

activeboard.com/forum.spark?forum...

56




www.hypernews.org 26 0 0 0 0 0 0
.../HyperNews/get/government.html

forums.whyweprotest.net 18 1 0 1 1 1 1

zdinvisionfree.com/PhelpsAnonymous 24 1 1 1 1 1 1
index.php?s=5b301dbalc...

Unlike the Blog category, several instantly dynamic resources were misclassified when using a low
number of duplicate requests. However, when analyzing the results using three or more duplicate

requests, it can be seen that every instantly dynamic resource was correctly classified.

There are several reasons why a forum may contain more instantly dynamic content than a blog. Unlike
blogs that typically have one thread and must maintain an order, a forum may benefit from occasionally
shuffling new threads and topic areas on certain pages. Additionally, forums often operate off of the
revenue of ads, and may have inline ads that would not be blocked through a plugin such as AdBlock
Plus. Several forums also contained cross-domain widgets with instantly dynamic content. An example of

this is www.yelp.com integrating with a mapping service.

Search Engine Websites

Ever since the popularity of Google’s search interface, search engines have attempted to migrate from
complex interfaces to a minimalistic design. Because of this, there are typically a small number of
resources affiliated with websites in the Search Engine category when compared to other highly popular
sites such as the News/News Aggregate and Business websites. Data from 12 websites resulted in 187

resources, 10 of which were classified as instantly dynamic.

Table 16: Analysis of Search Engine Websites

Number of Detected Instantly Dynamic
Website Resources Resources Actual

1Dup | 2Dup | 3Dup | 4 Dup | 5Dup
www.google.com 9 1 1 1 1 1 1
www.yahoo.com 34 1 1 1 1 1 1
www.baidu.com 6 0 0 0 0 0 0
www.bing.com 17 1 1 1 1 1 1
www.yandex.com 15 0 0 0 0 0 0
go.com 18 1 1 1 1 1 1
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ask.com 27 1 1 1 1 1 1
www.about.com 26 1 1 1 1 1 1
www.mybrowserbar.com 5 0 0 0 0 0 0
www.altavista.com 13 1 2 2 2 2 2
www.indeed.com 8 1 1 1 1 1 1
www.mywebsearch.com 1 1 1 1 1 1

Most of the instantly dynamic content under this category was correctly classified with only one duplicate
request, hinting at the possibility that most of the resources had a unique component in every response
instead of simply two or three variations like was seen in many websites under the News/News Aggregate
and Business categories. The only misclassification encountered was under the condition of using one

duplicate request for analysis.

Reference/lmage/Video Websites

At first glance, many of the websites that fell under the Reference/lImage/Video category may also have
been classified under the Search Engine category. The primary difference between these two categories is
the location of the indexed content. While search engines typically provide links to cross-domain
information, the Reference/lmage/Video websites usually aggregate content under their own domain and
focus on a more narrowly focused area. Once again, it made more sense in this category to run the test on
the content itself as opposed to the introductory web pages. The actual topics and items used for the test
are given under the website itself in table 17. Over 18 websites in this category, a total of 987 resources

were collected, 21 of which were classified as instantly dynamic.

Table 17: Analysis of Reference/lmage/Video Websites

Number of Detected Instantly Dynamic

Website Resources Resources Actual
1Dup | 2Dup | 3Dup | 4Dup | 5Dup
www.wikipedia.com 68 0 0 0 0 0 0
en.wikipedia.org/wiki/Expected_value
www.imdb.com 81 2 2 2 2 2 2

www.imdb.com/title/tt0106308/

www.weather.com 39 0 0 0 0 0 0
...Iweather/today/Livermore+CA+94550

www.youtube.com 20 2 2 2 2 2 2
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...lwatch/v=CD2LRROpph0

www.flickr.com 35 1 1 1 1 1 1
...Iphotos/malteschmidt/556211...

www.dailymotion.com/us 61 1 1 1 1 1 1
www.ehow.com 92 2 2 2 2 2 2

...labout_5052109_educational-expen...

sourceforge.net 26 1 1 1 1 1 1

...Iprojects/filezilla/

www.download.com 68 1 1 1 1 1 1
download.cnet.com/AVG-Anti-...

www.w3schools.com 21 0 1 1 1 1 1
...[js/default.asp
metacritic.com 36 1 1 1 1 1 1

.../movie/source-code

www.Istockphoto.com 78 1 1 1 1 1 1
...Isearch/text/llama/source...

articlebase.com 75 1 1 1 1 1 1
...Ibusiness-opportunities-articles/...

www.w3.0rg 6 0 0 0 0 0 0
...ITR/2004/REC-DOM-Level-3-...

www.accuweather.com 105 1 2 2 2 2 2

.../lus/calLivermore/94550/...

www.livescore.com 9 1 0 1 1 1 1

www.liverscore.com/basketball/

www.wikihow.com 96 1 1 1 1 1 1

.../Make-a-Pirate-Sock-Puppet

www.whitepages.com 71 3 3 3 3 3 3
.../store-locator/Target

The results from the Reference/Image/Video category do not provide any particularly surprising results.
All three misclassifications occurred when the analysis used either one or two duplicate requests. While
there was a significantly high number of instantly dynamic resources, most of these had unique

components that changed with every request, and were easily identifiable with only one duplicate request.

Other Websites

Many popular websites were difficult to categorize, falling on a border between two or three different

possibilities. However, many of them were popular enough that they should be included in the test.
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Collecting data from 15 different websites resulted in 704 resources, 19 of which were classified as

instantly dynamic.

Table 18: Analysis of Other Websites

Number of Detected Instantly Dynamic
Website Resources Resources Actual

1Dup | 2Dup | 3Dup | 4 Dup | 5Dup
www.mediafire.com 16 1 1 1 1 1 1
www.espn.go.com 77 1 1 1 1 1 1
www.fileserve.com 18 1 1 1 1 1 1
www.gamespot.com 69 1 1 1 1 1 1
www.ign.com 129 1 1 1 1 1 1
www.drupal.com 14 1 0 1 1 1 1
www.softpedia.com 106 1 1 1 1 1 1
www.multiupload.com 37 1 1 1 1 1 1
www.facebook.com 15 3 3 3 3 3 3
www.twitter.com 64 2 2 2 2 2 2
www.linkedin.com 15 1 1 1 1 1 1
www.multiply.com 23 1 1 1 1 1 1
www.myspace.com 23 1 1 1 1 1 1
www.scribd.com 80 2 2 2 2 2 2
www.xkcd.com 18 1 1 1 1 1 1

The results from the Other category had less misclassifications than had been expected. Due to the
popularity and nature of many of the websites, misclassification rates approaching that of the News/News
Aggregate and Business categories were predicted. Contrarily, only one resource was misclassified. This

occurred when analyzing www.drupal.com with only two duplicate requests.

Summary

Similar to the theoretical classification accuracy, the empirical classification accuracy showed that a small
number of duplicate requests could provide sufficient accuracy. The majority of misclassifications were
seen in the News/News Aggregate and the Business websites. The typical scenario involved a website
with a resource only having two or three variations that were returned in a seemingly random fashion. As

was discussed in the theoretical classification section, this type of website provides the highest probability
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of a misclassification. It makes sense for both news and business websites to have a dynamic resource
capable of changing in subsequent responses. This style of website will appeal more to a person revisiting
the website after a short period of time, making it look as if the content is being updated more often than

it actually is.

When three or more duplicate requests were used, nearly every resource was correctly identified as
instantly dynamic. With three duplicate requests, only two resources would have been incorrectly
classified as static. While increasing this to four duplicate requests did not provide any increase in
accuracy, there was only one misclassification using 5 duplicate requests. These results indicate that
significant diminishing returns will be experienced with anything greater than three duplicate requests.
Depending on the ramifications of a misclassification, using more than three duplicate requests seems

unnecessary.

The surprising statistic is the number of correctly classified instantly dynamic resources when only one or
two duplicates were used. While this would have been anomalous for websites only containing two or
three variations of the resource, it actually does not conflict with the theoretical classification. In many of
these cases, the resource contained a counter, unique id, timestamp, or some other form of dynamic
content that prevented the website from returning the same content twice in nearly every case. This

effectively reduced the chance of a misclassification to a value approaching 0.

OPEN SOURCE ANALYST

Censorship and misinformation have seen significant time in the spotlight over the last few years. One of
the most popular cases has been the ongoing internet censorship of Chinese citizens. Starting in 1996 with
the Temporary Regulation of Computer Information Network International Connection, China has
continued to pass regulations to control citizen’s access to the web (Qiu 1999). More recently, attention
has been given to “the Great Firewall”, a technology that blocks access to any websites the government
considers sensitive. Censored websites range over a vast number of topics such as democracy, religion,
news, protest, chat, and porn. This was given additional attention around the time of the Beijing Olympics
when the Great Firewall was loosened due to the rise of foreigners in the area (James 2009). However,
censorship was once again tightened when “Charter 8”, a petition challenging the government, was being

spread through internet channels.
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Cases like the one above are not restricted to China. Similar censorship is being seen all over the world in
places like Cuba, Iran, North Korea, and Egypt (Internet Censorship 2011). The reasons for censorship
vary, but the most common censorship is seen with pornography, media sharing, social networking,

politics, religion, and circumvention methods.

Closely related to censorship is misinformation. Not only do some countries block citizens from
retrieving information from the Internet, but it is not uncommon for misinformation to be spread over the
web. While it is possible to create a website that delivers poor information to anyone who visits the site, it
is also possible to tailor the information on a website to particular citizens or organizations at specific
locations around the world. This strategy can be used by both governments and terrorist organizations to

provide misinformation, disinformation, propaganda, and false leads to adversaries (Bolz et al. 2005).

While detecting websites that deliver false information to everyone is not a feasible problem to tackle
without a knowledge base and natural language processing, it is possible to detect websites that deliver
varying information based on a specific client fingerprint. This can be done by using the multiplexing
proxy to analyze the results of a web query from multiple, varying locations around the world. If a
response was modified because of where the request originated from, it will be detected when it is

analyzed against the other responses.

The following case studies use proxies located in the United States, China, Russia, and India. The specific
proxies used have been collected from various websites such as proxy-list.org that publish information
about publicly available proxies all over the world (Proxy List). Before use, each proxy was validated by

visiting websites with static responses and ensuring the appropriate response was returned.

The next section requires an understanding of the tool’s output and analysis.

Please see “Appendix A for this information.
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Tailored Content

www.bbc.co.uk/news/

http://www.bbc.co.uk/news/

Biigifdl Mafehing Stripped Matching  Not Matching  Length Anomaly  [EEilEd

MOD SPEC TYPE HASH LENGTH
Duplicate duplicate text/html bdac4f604e3fd0b5509b6674bbcadb98 83420 view text cleaned stripped diff inline diff
Duplicate duplicate text/html bdac4f604e3fd0b5509b6674bbcadb98 83420 view text cleaned stripped diff inline diff
Duplicate duplicate text/html bdac4f604e3fd0b5509b6674bbcadb98 83420 view text cleaned stripped diff inline diff

Location China text/html 69920ec096b15dd63256d07cccTed3d 97475 view text cleaned stripped diff inline diff stripped diff stripped inline diff

Location Great Britain text/html 1d8df2c337339e53C7864dfe63a651c8 89940 view text cleaned stripped diff inline diff stripped diff stripped inline diff

Location Russia text/html a9d3eedifii3df361ee14b7e29acd3bl 97475 view text cleaned stripped diff inline diff stripped diff stripped inline diff
+ International |E |
+

+ <script type="text/javascript" src="hitp://static bbc. co ukframeworks/pulsesurvey/0.6.2/script/pulse js"></script> <script type="text/javascript"
sre="http-//www _bbc._co.uk/survey/pulse/conf js"></script> <script type="text/javascript"> pulse translations intro = "Help us to keep our finger on the
pulse."; pulse translations. question = "Do you have 5 minutes to tell us what you think about this site?"; pulse translations accept = "Yes";

pulse translations reject = "No"; </script> <link rel="stylesheet" href="http://static bbc._co.uk/frameworks/pulsesurvey/0.6.2/style/pulse_css" type="text/css"/>
<I--[if gte IE 6]> <style type="text/css"> pulse-pop li{displayinline;width:40px} </style> <![endif]--> <!--[ff IE 6]> <style type="text/css"> pulse-pop
li{display-inline;width:40px} pulse-pop #pulse-q{backgroundurl(http:/static. bbc.co uk/frameworks/pulsesurvey/0.6.2/img/pulse_bg_ gif) no-repeat}
pulse-pop #pulse-a{backgroundurl(hitp//static bbe_co ulkframeworks/pulsesurvey/0.6.2/img/pulse_bg_gif) bottom no-repeat; } </style> <![endif]--> <!--[if
IE 7] <style type="text/css"> pulse-pop #pulse-a{zoom:l} </style> <![endif]-->

+

37

+

international

+
8

+
B

+ international

Figure 4. Tailored responses to requests from the United States

Figure 4, displaying a “diff” between the responses of a Chinese-based request and a US-based request,
shows how the server responds differently depending on whether or not the request came from the US.
While the original response contained content tailored toward the United States, the request from China
was tailored toward International news. The length anomaly seen in every request sent through a remote
proxy provides confidence that this is not a random occurrence. Figure 5, below, shows how the response
to the US-based request contained news about Obama, but the response to the overseas request contained

overseas news.
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|

+279477229" href="/news/uk-scotland-north-east-orkney-shetland-13534802"=Fraser wins Arlene murder appeal</a> </li> <li> <a class="story"
rel="published-1306344635591" href="/news/uk-scotland-13551670">Ash unlikely to hit Scots flights</a> </li> <ful> </div=>
=+ geo-

+ section column-2 ">

+4

+ geo-digest-section-header"><a class="story" href="/news/northern_ireland">Northern Ireland</a

LI

+ </hd>

LI

+ <ul>

‘+

+ <bi> <a class="st

+336121058" href="/news/uk-northern-ireland- 13550363 ">Howell is sentenced over assaults</a> </li> <li> <a class="story" rel="published-
1306324356781" href="/news/uk-northern-ireland- 13543364 ">Murderer&#039;s Stormont job condemned</a> </li> <ful> </div>

Figure 5. News articles according to client location
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www.godaddy.com

http://www.godaddy.com/

BAgiRE WEiehing Stripped Matching  Not Matching  Length Anomaly  [EiE

MOD SPEC TYPE HASH LENGTH

None  original  texthtml; charset=utr-8 266250 view text cleaned stripped

Duplicate duplicate text/html; charset=utf-8 fbdBcafa9ds576562a1471daab72d9231 266259  view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 c351e75573a5935617707crd3c4B6brd0 265259  view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 e69a6a2dba8774ce8802294e3cTch1al 266259  view text cleaned stripped diff inline diff
Location China text/html; charset=utf-8 5f1fc8af9f5213db06018d08623b7cad 265280  view fext cleaned stripped diff inline diff
Location Great Britain text/html; charset=utf-8 a20bb03f273f13818831efdaabcic2e 2656361  view text cleaned stripped d
Location Russia text/html; charset=utf-8 dcO6cfas5632Taeffdaaaed2671f6dc 265281  view text cleaned stripped diff inline diff

linksBlock 1 { display: inline; floatleft; text-align: center; margin: Opx Opx Opx 23px;cursor: pointer; }

linksBlock span { font-weight: bold; text-decoration underline; }

</style>

<l class="linksBlock five"=

<1 title="Domains for just -Q#l 63:1.23*" stvle="padding-top: 8px:margin-left:Opx;" onclick="domainPromos. execute(event, th
just<br [><span>SI08&#163:1 23*</span></i>

i title=".COM Transfers -&#l 63.4.64*" stvle="padding-top: 8px;" onclick="location href="hitp:'www . godaddy.com/domain
transfer. aspx7ci=8908""> COM Transfers<br /><span>Si8&#163:4.64*</span></i>

<li title="Save on 6+ Domains" style="padding-top: &px;" onclick="location href="http-//www_godaddy.com'domains/searchbullc asg
6+ Domains<br /><span>Plus FREE Privacy</span></li>

<1 title=".CO domains -E_c#l 63;7.42 first vear" onclick="location href="http://www.godaddy.com/tlds/co-domain. aspx?tld=cc
sre="http-/img] wsimg comfos/icn/1/57405 _icn_co.png" style="padding-right: Zpx:border: Opx none;" alt="_CO" title="_CO" /=Dot

f=<sp #163.7 42</span=</li=

Figure 6. Tailored Prices based on location

The figure above demonstrates a clear-cut case of content being tailored toward specific client locations.
In this case, the prices are being altered in the responses for requests from Great Britain. Once again the
consistency of length anomalies for requests sent through a remote proxy provides sufficient information

to determine that there is a tailored response based on the location of the client.

<li title="Why choose Go Daddy?" class="vid-why" onclick="openVideo( http://www_godaddy com/sharedvideo/videos. aspx?ci=36895&
show_vid=GDHPHowTo&pagetype=HPpod3&vid_title=Why+choose+Go+Daddv&vid name=Products%2fFOS_2 NONUS 640x360 large fiv&
alt vid name=Products?2fFOS_2 NONUS 640x360 iPad mp4&vid caption=http%3a%2f

%02fal 848 g akamai net%02f7%2f1848%2f13927%2£,001%2fgodaddysof]l . download akamai com®e2f13755%2fProductse2fcc_whychoose txt',
'http:/'al 848 g akamai net/7/1848/13927~001/godaddysofl download akamai com/13755/Products FOS_2_NONUS 640x360_iPad mp4");"=
<div=Why choose<br />Go Daddy?</div=</li>

Figure 7. Tailoring for Non-US requests
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www.indeed.com

http://www.indeed.com/

[Bfigifal WEiehing Stripped Matching  Not Matching  Length Anomaly  [Sled

MOD SPEC TYPE HASH LENGTH
Duplicate duplicate text/html;charset=UTF-8 9bed476e117174e1aectzabar9c21db6 13996 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=UTF-8 a07695434deafc366f37cacced03e002 13996 view fext cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=UTF-8 54dcchfea204e0056f0fT21350531aab 13996 view fext cleaned stripped diff inline diff stripped diff stripped inline diff

Location China text/html;charset=UTF-8 a214405e547a31ed8e16c07509005597 14083 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Location Great Britain text/html;charset=UTF-8 8306fdc5c093711fe15871cfi78b4cs1 14080 view fext cleaned stripped line diff stripped diff stripped inline diff

Location Russia text/html;charset=UTF-8 c70c89181ed8a80da065947iTo0f4640 13976 view text cleaned stripped diff inline diff

+ <script type="text/javascript">window location href="http://www_indeed.co uk/Tr=us';</script>
+ oulk3i6jf

+ ouOk3i6if

B

ouOk3i6if

+
g
=
&
k=23
&

+ <p style="text-align: center">For UK jobs, visit <a href="http:/"www_indeed couk">Indeed UK</a></p>

+ W+
3 B
s s
s s
> >
= =

Figure 8. Script injection due to client location

The differences in Figure 8 show many obvious examples of location-based tailoring. In this example,
information about California is replaced with content about the UK. The length anomalies seen for all of

the requests through a remote proxy make it apparent that this also happens for many other locations.

Looking closely at some of the differences reveals the intent of the tailoring. Figure 9, below, shows how
a script is injected into the response to redirect clients located in China to a domain tailored for that
particular location.

<p stvle="text-align: center"=For jobs in China_-wisit <a href="hitp-//cn. mdeed com™>Indeed China</a=</p=
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Figure 9. Redirection script injected into responses for clients located in China

Because some clients will have scripts turned off or blocked by a plugin, the response additionally

contained text and links directing the user to the correct site. This can be seen in Figure 10, below.

<p stvle="text-aliogn: center">For jobs in China, visit <a href="http://cn indeed com™>Indeed China</a=</p>

Figure 10. Additional attempt to redirect Chinese users.

www.bing.com

http://www.bing.com/

Biginal MEiening  Stripped Matching Mot Matching  Length Anomaly  [ESlEd

MOD SPEC TYPE HASH LENGTH

None  original  texthtmi; charset=utf-3 32253 view text cleaned stipped

Duplicate duplicate text/html; charset=utf-8 edaf35f039715ed47513db59125862d7 32253 view text cleaned stripped diff inline diff
Duplicate duplicate text’html; charset=utf-8 94982091d889afT17b575bc08bbch367 32253 view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 260490cd10m9cac103278ef8efdbebrd 32253 view text cleaned stripped diff inline diff
Location China text/html; charset=uti-8 695887 160/424ce185146b047ceal51b 32261 view texi cleaned stripped diff inline diff
Location Great Britain text/html; charset=utf-8 74ib2di7866ea26c2538c577h3a81823 26728
Location Russia text/html; charset=utf-8 8264601dab6063f45ec96220T0d28b8a 32261 view text cleaned stripped diff inline diff

Bing Explore | MSN | Hotmail Sign in United Kingdom | Preferences Bing Show all from United
Kingdom Images Videos Shopping News Maps Iaualbter et carch History Visual Search &nbsp; &#187; &nbsp; &#187; &nbsp; &#187; &nbsp;
&#187; &#9668; &#9638; &copy:

_f_(ouﬂg sand cat in United Arab Emirates -- Xavier Eichaker Photolibrary Purr-fect Pick out vour favourite kdtty Feline

ood Watch a cat play piano On this day in 198247, Which English club, one of only four to lift it. won the European Cup? &#169; 2011 Microsoft | Privac

Legal | Advertise | Help | Feedback

Figure 11. Tailored Search Engine Menu Based on Location

Figure 11, above, shows Bing tailoring the search engine menu based on the location of the client. The
analysis showed all three remote requests receiving a response with an anomalous length. While some of
the data toward the end of the response initially appeared to be random articles, it is apparent from
looking at the consistency in the lengths of the responses to duplicate requests that this is not the case.
Without analytics that can detect this type of anomaly, manual inspection of responses may have

overlooked the location-based tailoring.
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www.avg.com

http://www.avg.com/

OiGifEl SRR Strippeo Matching  Not Matching  Lengih Anomaly [N

Location Great Britain text/him| 174618413ca734fa38897T785dcTh2bs 1526 view text cleaned stripped diff inline diff

+ cn-zh

+ cn-zh
- Continue

+ gnen

Figure 12. Tailored links and content

While the location-based tailoring performed by AVG was minimal, it was obvious due to the high
number of responses that matched the original response. Each of the responses to a request through a
remote proxy had multiple links containing a location-based substring. Additionally, the language of the

“continue” option provided to the user accounted for the location of the request.
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www.wired.com

http://www.wired.com/images/index/2011/05/mba_bg.jpg

BfgiRal WEiERing Stripped Matching  Not Matching  Length Anomaly S

Figure 13. Image from www.wired.com

An interesting image resource was found on www.wired.com. While the same image was returned for
nearly all of the responses, the request for the same URL sent through a proxy in Russia returned a

different image. Figure 14, below, shows the tailored response.

Figure 14. Tailored image from the same URL
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While instantly dynamic images are not uncommon in websites, it is typically performed by modifying
the URL in the HTML response instead of through dynamically returning different images from the same
URL. To examine the possibility that it may have been a random occurrence due to an instantly dynamic

image, the case study was repeated, and had a similar result.

Blocked Domains

news.google.com / www.partypoker.com

http://news.google.com/

- - Stripped Matching Mot Matching  Length Anomaly -

MOD SPEC LENGTH
Duplicate duplicate text’html; charset=UTF-8 242fb81b26che63cofbcbedf1Tchede 453231  view text cleaned stripped diff inline_diff
Duplicate duplicate text/html; charset=UTF-8 887fd60a1d01fB6f6fd0332e0fB62%cc 453231  view fext cleaned sfripped diff inline diff

Duplicate duplicate text/html; charset=UTF-8 40f2084bab97h5936defdcf2f75d67c 453231  view text cleaned stripped ﬁf inline diff
Location Great Britain text/html; charset=UTF-8 7816554a57d1ee53945c2e772c032132 245352  view text cleaned stripped df |

5

diff stripped diff stripped inline diff
Location Russia text/html; charset=UTF-& 317b6%ca39d6id56767205a0f6aBb264 270276  view lext cleaned stripped difi inling d slripped diff stripped inling diff

<IDOCTYPE HTML PUBLIC "-/W3C//DTD HTML 4.01L/EN" "http/www.w3.org TR /html4/strict dtd"><html><head><meta hitp-equiv="X-
UA-Compatible" content="TE=8">
<meta hitp-equiv="Content-Type" content="text/html; charset=UTEF-8">

<noscript><meta http-equiv="refresh" content="900"></noscript>

<tifle>Google News</title>

<link href="http://www.gstatic.com/news/img/favicon ico" rel="icon" type="image/x-icon">

<link rel="alternate" type="application’rss+xml" href="htip://news_google.com/news?pz=1 &amp;cﬁa]l&amp;nedqll_(&amp;hlZm&amp;topic:h&
amp;num="3&amp;output=rss">

Figure 15. Tailored and blocked responses based on client location

Figure 15 shows the responses to all of the duplicate requests as matching the original response after
stripping out benign attributes and elements. However, the requests sent through a remote proxy received
a response that either did not match or failed. This clearly shows anomalous behavior based on the
location of the client. The requests sent through proxies in Great Britain and Russia received a response
containing small, tailored changes. However, the request routed through China was blocked. Mentioned
previously, China is known for their heavy censorship of pictures, news, and content they consider
dangerous or misaligned with the information they would like to be spread. This is a straight-forward case

of the “Chinese firewall” in action.
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Figure 16 shows similar blocking for Chinese-based requests to www.partypoker.com. While the website
appears to randomly return one of two different responses, an anomaly is quickly noticed in the request
sent through a proxy in China.

http://www.partypoker.com/

OiiGiiEl WEEAig Stipped Matcning  Not Matching  Length Anomaly [N

MOD SPEC LENGTH

Duplicate duplicate text/html; charset=UTF-8 684a5e093f7a791fde35266Cc325ee3el 27640 view fext cleaned stripped diff inline diff

Location Great Britain text/html; charset=UTF-8 684a5e093f7ar91fde35266c325ee3e0 27640 view text cleaned stripped diff inline diff

Figure 16. The Great Firewall of China blocking a domain

302 Response

www.google.com

http://www.google.com/

BiGiE WEiehing Striped Matching  NotMatching  Length Anomaly [N

MOD SPEC LENGTH
Duplicate duplicate text/html; charset=UTF-8 ed4f4f3857d635535Ccd580236b116246 38828 view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=UTF-8 7938266ef37bf0e21113266c1e09a001 38834 view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=UTF-8 77138291ca34523752bc05219416Cc310 38834 view text cleaned stripped diff inling diff

<HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8">
<TITLE»302 Moved</TITLE»</HEAD»<BODY>

<H1>302 Moved</H1>

The document has moved

<& HREF="http://www.google.ru/">here</RA>.

</BODY></HTML>

Figure 17. Tailored 302 Response for Russia
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One of the most common strategies for providing location-based content is to use a “302 Found”
response, redirecting the user to a new URL that contains a tailored HTML response. Figure 17 shows
how Google uses this strategy to forward Russian clients to www.google.ru, a URL tailored for them. The
length anomaly seen for every request through a remote proxy makes it apparent that this is a common

scenario. Figure 18 confirms this, similarly showing a tailored redirect response sent to the proxy located
in Great Britain.

<HTML><HELD><meta http-equiv="content-type" content="text/html;charset=utf-8">
<TITLE>302 Moved«/TITLE></HEAD><BODY>

<H1»302 Moved</Hlx

The document has moved

<L HREF="http://www.google.co.uk/">here</L>.
< /BODY></HTML>

Figure 18. Tailored 302 Response for Great Britain

Google uses a different strategy for a JavaScript resource required by the original HTML response. In this

case, tailored JavaScript is included directly in the response. This can be seen in Figure 19, below.

http://www.google.com/extern_chrome/1018d3c18568d7dd.js

[Biiginal MaEteRing  Stripped Matching  Not Matching  Length Anomaly  [EElEE

MOD SPEC TYPE HASH LENGTH

Location China text/javascript; charset=UTF-8 d98464d520f6cdcyb3d7ddocraima495 30716 view text cleaned stripped xirﬁ‘ inling diff stripped diff stripped inline difi
Location Great Britain text/javascript; charset=UTF-8 d19984334b0a%d84a25fede303f41c42 33498 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Location Russia text/javascript; charset=UTF-8 d98464d520M6cdc7b3d7dd5ciarmad9s 30716 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Location United States text/javascript; charset=UTF-8 351219c4b34b584c2bcag919c4chebace 33507 view text cleaned stripped diff inline diff stripped diff stripped inline diff

+ d224a158d22dad50

+ http:/www

+ http:/fwww

+idx3dx22scroll colx22'x3e 'x3cdiv
+ x3c/diviade

Figure 19. Tailored JavaScript for China
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Once again the length anomalies combined with visual inspection show a significant amount of tailoring

based on the location of the client.

www.gawker.com / www.gizmodo.com

http://gawker.com/

Biginal Wafehing Stripped Matching  Not Matching  Length Anomaly  [EElEH

view text cleaned stripped giff inline diff stripped diff stripped inline giff

MOD SPEC TYPE HASH LENGTH

None  original  textntm; charset=utf8; 84405 view text cleaned strioped

Duplicate duplicate text/html; charset=utf-8; ec05bbcfGe08dde7903each2206816e0 84405 view text cleaned sftripped diff inline diff
Duplicate duplicate text/html; charset=utf-8; c92601efaad30261f8d616cad7d72026 844056 view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=utf-8; 9bdea97579ac157a2526a121c17e9b45 84405 view text cleaned sftripped diff inline diff
Location China text/html; charset=utf-8; ed3fd4d43edbaeBcdcbab16a246adab6f 844056 view text cleaned stripped diff inline diff
Location Great Britain text/himl; charset=iso-8859-1 64b5d284b0bb98alece1fd1b3e088d1e 204 texi

Location Russia text/html; charset=utf-8; 3b8512dee13fbOf67b4af6962035df77 84405 view text cleaned stripped diff inline diff

<!DOCTYPE HIML PUBLIC "-//IETF//DID HIML 2.0//EN">

<html><head>

<title>302 Found</title>

</head><body>

<hl»Found</hl>

<p>The document has moved <a href="http://uk.gawker.com"rhere</a>.</p>
</body></html>

Figure 20. Tailored redirect for United Kingdom

Gawker also used the “302 found” strategy to redirect specific client fingerprints. However, this website

appears to only redirect a subset of the clients that Google did. In this case, only the request sent through a

proxy in Great Britain was redirected. This emphasizes the importance of a diverse set of multiplexed

requests covering a breadth of client configurations. If the request from Great Britain was not present, it

would have appeared as though the website did not ever tailor information based on the location of the

client. The “302 Found” response was immediately identified as a length anomaly as the response

dropped from 84405 bytes to 204 bytes. Shown in figure 21, a similar case was seen with

www.gizmodo.com.
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http://www.gizmodo.com/

BWGiNE] WG Stripped Matching  Not Matching  Length Anomaly [N

<IDOCTYPE HTML PUBLIC "-/IETF/DTD HTML 2.0/EN">
<html><head>

<tifle=302 Found</tifle>

</head=<body>

<hl>Found</hl>

<p=>The document has moved <a href="http-//uk _gi _com['bhaeda}_dpb-

</body></html>
Figure 21. Another tailored redirect for United Kingdom

In this case, all of the responses were redirects. However, clients located in Great Britain received a
tailored redirect, causing the length anomaly. Additionally, Gizmodo’s website contained a third party
resource that returned tailored content. This can be seen figure 22, below.
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http://www.google.com/jsapi

[Bfginal {EEehing Stripped Matching  Not Matching  Length Anomaly  [ESiEE

MOD SPEC TYPE HASH LENGTH

Duplicate duplicate text/javascript; charset=utf-8 a19e982e4c012eaa87bd3730fc0300b2 22183
Duplicate duplicate text/javascript; charset=utf-8 4eaefech036e23c300e9a4610958007 22183
Duplicate duplicate text/javascript; charset=utf-8 586e6701009623d189c88f8clece2eel 22183

Location China i Tipt; C utr-8 603873aa17a1188r92841c4dc4ad 22065
Location Great Britain text/j Tipt; C utf-8 c0912456dectedi73624746fe76097ea 22190
Location Russia text/j; pt -8 df010cf9chaadbbb367d7a23d9877evc 22065

view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned sfripped nline diff stripped diff stripped inline diff
view fext cleaned stripped diff inline diff stripped diff stripped inline diff

+51.5

+0.117

+ Lond

+ Surrey

E
A
£
]

Es

GB

Figure 22. Location-based tailoring in third party content

| »

m

Figure 22 shows how tailored JavaScript is returned from Google based on geolocation of the IP address

used in the request. Inspecting the content hints at Gizmodo integrating with Google Earth to provide

location-based tailored data on their website.
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Fingerprint Collection

www.att.com

http://www.att.com/

Bfginal WEtehing Stripped Matching  Not Matching  Lenath Anomaly  [EEled

MOD SPEC TYPE HASH LENGTH
Duplicate duplicate text/html; charset=UTF-8 c20d855450cd00ccch888a700314ef86 42723 view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=UTF-2 6f4adcfcfbe38d13acTabchf2e55b691 42723 view fext cleaned sftripped diff inline diff
Duplicate duplicate text/html; charset=UTF-8 ae3471472109a6chbabbc016fc6089d71 42723 view text cleaned stripped diff inline diff

Location China text/html; charset=UTF-8 f59314f60594af 114799977 c5Cc771fa 42296 view text cleaned stripped diff
Location Great Britain text/html; charset=UTF-8 1dd0750b666e02e6a04fefBed4f23920 42290 view text cleaned stripped diff inline diff
Location Russia text/html; charset=UTF-8 79bf24e1d80cd62e3178b221b7b28e7d 42723 wview text cleaned stripped diff inline diff

<!-- akamai headers here -->

<meta name="DCSext wt_aka georegion" content="
<meta name="DCSext.wi_aka countrv_code" content="B8CN" />
<meta name="DCSext. wt_aka region code" content="E&SH" />

<meta name="DCSext.wt_aka_city" contenl="_

7 >

SHANGHATL" /=
<meta name="DCSext.wi_aka lat" content="3 122" />
<meta name="DCSext wt_aka_long" contenF"IlE 1 _-4_" f=
<meta name="DCSext wt_aka timezone" content="
MT+
<~meta name="DCSext wit_aka_continent" content=" S" /=
<meta name="DCSext wt_aka throughput" content="vhigh" />
<meta name="DCSext.wt_aka bw" conteuF"IQUDD" f=

g

<meta name="DCSext wi_aka asnum" content=" 17621" />

<meta nmnF"DCSext.M_a]ca—prox}r" content="anonymous" />

<~meta name="DCSext.wi_aka_location_id" content="0" />

Figure 23. WebTrends statistics
The above response shows very detailed information about the location of the client being collected for

WebTrends. WebTrends allows the site owner to collect statistics and query trends about clients visiting

the website. Shown below in Figure 24, the server was even able to identify the difference between the
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Comcast connection used in the original request and the anonymous proxy used for the request sent

through a proxy in China.

=“meta name="DCSext wt_aka asnum" content=" 17621" /=
“meta name="DCSext wt_aka oxy" content="anonvmous" /=
“meta name="DCSext.wi_aka location id" content="0" /=

Figure 24. Recognizing the switch from Comcast to an Anonymous Proxy

This shows not only the collection of information about the client, but also shows how the information is

augmented with previously collected information about IP addresses, providers, and anonymous proxies.

Injected IP Address

www.opendns.com

hitp:/f'www.opendns.com/  Location Anomalfy! Variations: 4 Sinpped Variations: 1 Structure Variations: 1 Length Anomalies: 3

http://www.opendns.com/

[figifal Matehing Stripped Matching  Not Matching  Length Anomaly  [Eilgd

MOD SPEC TYPE HASH LENGTH

Location China text/html; charset=UTF-8 ae8468814172f12e601c5395c30430b5 12000 view text cleaned stripped diff it
Location Great Britain text/html; charset=UTF-8 a8cae470466767b2516252a4d3def0da 12002 view text cleaned stripped diff inline diff
Location Russia text/html; charset=UTF-8 32ebf8d87aa6d170cc695ae42ee7ad02 12000 view text cleaned stripped diff inline diff

| <p>Your current IP is <b>_1 17.34.73.50</b> </p> 1

Figure 25. IP address injected into the response content

Because OpenDNS is heavily invested in its ability to offer secure Internet navigation, it is particularly
interested in the IP addresses of clients connecting to their web service. In figure 25, above, the inline
difference between the original response and a response sent through a remote proxy clearly shows how

the IP address of the connecting client is injected into the response in a desperate move to impress the
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visitor. This caused all of the duplicate requests to match, but all of the requests sent through a proxy to

correctly appear as an anomaly when compared to the original response.

www.chet.com
http://www.cnet.com/
Bigingl MZiching  Stripped Matching  Not Matching  Length Anomaly  [EEiied
MOD  SPEC TYPE HASH LENGTH
None  original  texthtmi; charset=UTF-8 137000 view text cleaned stripped

Duplicate duplicate
Duplicate duplicate
Duplicate duplicate
China

Great Britain
Russia

Location
Location
Location
Location

text/html; charset=UTF-8 d40105b60be60464d6b069063 Tdc3C 136975
text/html; charset=UTF-8 aee®3911d71297d9c633370cecd5cbe 137037
text/html; charset=UTF-8 3503e44baab38f8ca208bet448414e88 136975
text/html; charset=UTF-8 e63af02d4db00842ebb443273777357F 136330
text/html; charset=UTF-8 93670b30fb4df6104fde68a844fafbvd 136364
text/html; charset=UTF-8 bc5d192b0db80b397c27ealct316e886 136230

United States text/html; charset=UTF-8 1642731c93a27907a88a1aed2ba%6057 137008

view text cleaned stripped diff inline diff stripped diff stripped inling dift
view fext cleaned stripped diff inline difi stripped diff stripped inling diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline_diff stripped diff stripped inline_diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view fext cleaned stripped diff inline diff stripped diff stripped inline diff

userID: ‘BH50 44 5804 198",
guid 'N 0O YIOAAHIIBEAAACH,

dvarSession: "'

3

Figure 26. Inserting the client’s IP address into a JavaScript object

Figure 26 clearly shows that the IP address of the client is being inserted into a JavaScript object in the

responses. However, this alone does not account for the length anomalies seen for the requests sent

through remote proxies. Unfortunately, as figure 27 shows, the differences were too significant to be

useful. However, the consistency of length anomalies makes a strong case toward additional location-

based tailoring

in the response.
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e C T RIES SIS )b 2b 2£ 30 --><I-- MAC [r20101202-0915-v1-13-13-JsonEncodeNewl ine-1 13.13] phx1-rb-

ron-xw2. cnet.com=1473055040 2011.05.25.18 52 52 --><div id="topMPU" class="mpu"><div id="madison ad 16 100"><div style="text-
ilign-center;"><a href="http-//www.cbsinteractive.com/adfeedback/TREDIRECT=TRUE&FR.GROUP=8801 &amp; SEGMENTID=513047&
mp;LINETD=417014&amp;SP=1 (ADVERTISERID=43" target="new"><img src="http//i.i com com/cnwk.1d'Ads/common/adinfo top.gif"
"50" height="10" border="0" alt="advertisement" />»</a></div><div style="text-align center;"><center>><iframe src="http-//mads cnet com
‘mac-ad7SP=1 . RGROUP=8801&amp;NCAT=1%3adamp;CNET-BRAND-ID=1&amp;HUB=cn&amp;PTNR=2&amp;L OCALE=en US&
mmp;CNET-SITE-ID=1&amp.ASSET HOST=adimg cnet.com&ampPTYPE=2000&amp;CNET-ONTOLOGY-NODE-ID=1&amp;&amp;CID=08&
@) CNET EDITION ]D=3&inp POS 100&amp ENGDATETIME=2011.05.25.14 52 52&amp;SYSRQID=01phx1-ad-e18 4DDD341D23AF16&
3 . :DVAR. VERSION= 2008@ CNET-PAGE- GU]I)CNin'Dg_DDYIU‘AAHTLZbEAAAC@
11f51304? wc.ca' wmdth—"SDD" haghl—"250" marginwidth="0" marginheight="0" hspace="0" vspace="0" frameborder="0" scrolling="no"
lowtransparency="true" background-color="transparent"><div alion="center"><a href="http-//us acer.com/ac/en/US/content/iconia-
ab-a5007utm source=cnet. com&utm mediim=banner&utm campaign=Acer Iconia Tablets AS500" target="_blank"><img src="http:/iicom.com
‘cnwlk. 1d/Ads/43/11/44/20110502/CNET US 300x250 May-June jpg" height="250" width="300" border="0" alt="Click Here" /></a></div>
</frame>><img src="http-//adlog. com com/adlog/i’r=8801 &amp;sg=513047 &amp;0=1%253adramp ;h=cn&ramp p=2&ampb=1&ampl=en US&
mp;site=1 & amp pt=2000&amp;nd=1&amp pid=&amp;cid=0&amp pp=100& amp;e=3 &amp rqid=01phx1-ad-e1 §:4DDD341D23AF 16 &amp;orh=&

%

Figure 27. Response “Diff” failing to find patterns
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Tailored Marketing

www.adobe.com / www.comcast.com / omtrdc.com

BiGiiEl WEERiNG Stipped Matching  NotMatching  Length Anomaly [N

mboxFactories.get('default") get('adobecom_enus_Homepage Homepage priority1',0) setOffer(new
mboxOfferDefault()) loaded();mboxFactories. get(' default’). getP CId() forceld("1305305153076-634464.18");

Figure 28. Adobe Marketing Suite Forcing Identification

When visiting www.adobe.com, a request was made for an 3" party resource located at omtrdc.com. The
responses received by remote proxies all had an additional line of JavaScript that appeared to assign a PC
identifier to the system. RMTODC is an Adobe marketing suite, making it likely that this is a way they
are keeping track of the same user despite the use of proxies. This may be due to a cookie on the machine
that allows the session to be kept alive despite the re-routed traffic. www.comcast.com, shown in Figure

29, showed a similar behavior.

www.comcast.com / omtrdc.com

WG WSS Stripped Matching  Not Matching  Length Anomaly [N

mboxFactories.get('default"). get('Homepage _Flash Banner',0).setOffer(new
mboxOfferDefault()) loaded():mboxFactories.get(' defanlt”). getPCId() forceld("1305309391096-109250.18");

Figure 29. Adobe Marketing Suite Forcing Identification
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Once again, the additional line of JavaScript is only seen in the responses to requests sent through a
remote proxy.

Misclassification

news.yahoo.com

http://news.yahoo.com/

Biginal Malehing Stripped Matching  Not Matching  Length Anomaly  [EElE

MOD SPEC LENGTH

-_—_--I--

Duplicate duplicate text/html;charset=uti-8 bcc8359978e7dbGedc7ifbcyde265c10 228464  view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=uti-8 698cc560b9328b6bceb666a70dad1cd 229557  view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=utf-8 9835235539820bb06daed11d0cf816ab 220226  view text cleaned stripped diff inline diff stri iff stripped inline diff
Location China text/html;charset=utf-8 f08418d02b659fb32d61be0244dcfab 226674  view fext cleaned stripped diff inline diff !smppid inline diff
Location Great Britain text/html;charset=utf-8 ad4e4f3b49c301476a298b4a10654404 228125  view fext cleaned stripped diff inline diff stripped diff stripped inline diff
Location Russia text/html;charset=utf-8 953dd4b2836a234326dd8ad24d27dde 228112  view text cleaned stripped diff inline diff stripped diff stripped inline diff

" |
=

+9

.
=)

+ The Ticket A Yahoo! News blog obsessively devoted to politics. The Lookout A Yahoo! News blog focused on issues that affect Americans. The Cutline
A Yahoo! News blog covering the heady American media scene.

+ Switch Ca
+r

+in 1 Year or Less! Want to change careers? Check out 5 jobs you can train for

‘+l+.

* . Degrees That Pay You Back These diplomas lead to good salaries, job satisfaction. and promotion

Figure 30. Misclassification due to a length anomaly

Acrticles on news websites can often range drastically in the size of their summaries and content. Because
many news websites have instantly dynamic articles and ads, this increases the probability that there will
be a response that varies heavily in length when compared to other responses. Figure 30 shows a response
for a Chinese-based client coming back as significantly shorter than the other responses. However, when
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looking over the differences, none of them appeared to be due to location-based tailoring. While it is
possible that the response returned to the proxy in China was tailored, there is not sufficient evidence to

make a strong case for it.

A Case Against Geolocation

www.fedex.com / www.ups.com

Mx To start, select your location from this list.

[+] Feedback £

Copyright @ 1994-2011 United Parcel Service of America, Inc. All rights reserved.
Web Site Terms of Use | Privacy Policy | U.S. Home | Business Solutions

Figure 32. UPS requiring the user to input a location
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The two worldwide shipping companies shown in Figures 31 and 32, with business models based entirely
around client location, are not using geolocation to initially tailor content. Both of these companies are in
an ideal position to both collect and use geolocation data to offer better service to their customers. One

has to wonder whether or not this was tried in the past, but did not provide sufficient accuracy.

Summary

Exploring the utility of the multiplexing proxy for an open source analyst provided many useful
discoveries. Tailored news, prices, and resources are just a few of the types of detected content tailoring.
In addition to the tool successfully detecting tailored content, its analytics proved ideal for detecting both

censorship and redirection.

A major weakness detected in the multiplexing proxy is its inability to cleanly handle websites with
multiple, large changes in content. When the responses differ significantly, the “diff”” algorithms can have
difficulty appropriately matching the content. Unfortunately, this can often be the case in large, dynamic

news websites. Misclassification in this context was seen when analyzing news.yahoo.com.

Another unexpected weakness from the perspective of an open source analyst is the amount of tailored
JavaScript and metadata in the response. While this information is useful for individuals such as reverse
engineers, it does not benefit someone interested in the visible content on the website. Despite this, there
is still a large amount of useful discoveries that would greatly benefit an individual in the open source

analyst role.

CYBER ANALYST

One method of tailoring an exploit toward a specific client fingerprint is to include multiple exploits in
the response and use JavaScript browser detection strategies to direct the flow of the script to the correct
exploit for the particular browser being used. While this is an effective approach, it has the downside that
every exploit (or malicious domain) must be provided to the client. This provides a reverse engineer with
more information than was necessary to accomplish the task. Because of the value of zero-day exploits,
this typically works against an adversary. A reverse engineer, with visibility to all the exploits, can

develop signatures for the exploits and black lists for the domains and IP addresses.
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Alternatively, a server can fingerprint a client and send only the exploit necessary for that particular
system. If the client happens to be a cyber analyst or honeypot, there is less loss of valuable exploit
information. This strategy is possible through both passive and active client fingerprinting. Using active
fingerprinting, JavaScript must be sent to the client that will identify the system and send the information
back to the server. This information can then be used in responses to subsequent requests for new or
updated content. The second approach, passive fingerprinting, removes the ability of the end client to see
the code that fingerprints their system. Because fingerprinting code is not sent to the client, it is not easily
detectable like with active fingerprinting. Once again, the client is provided with even less information,
only receiving an exploit when the server can passively deduce that the client is vulnerable to a specific
exploit in the adversary’s collection. While the multiplexing proxy does not have the ability to detect
tailored exploit delivery through the use of complex, conditional fingerprinting logic in JavaScript that is

delivered to every client, it ironically has great potential at detecting the more stealthy method.

The following case studies show how the multiplexing proxy can detect when a malicious server is only
delivering tailored exploits to a vulnerable client. In these scenarios, a website has been modified in a lab
environment to mimic the behavior of malicious websites using popular attacks against clients. In the
following case studies, the server passively fingerprints client requests and returns content similar to a
tailored exploit whenever the Internet Explorer browser is identified. Each scenario involves visiting the
modified website with the multiplexing proxy configured to use duplicate requests, multiple browser
fingerprints, and multiple operating system fingerprints. While the first four scenarios are based on a
website with static content, the fifth scenario provides a more complex demonstration with multiple

exploits delivered over a website already returning dynamic content.

Additionally, a sixth scenario will look at how the multiplexing proxy was able to detect an illegitimate
remote proxy before it was used for live testing. This example will show that the multiplexing proxy is
able to find strange activity not just inside a test environment, but also is able to find anomalous activity

on the Internet.

The next section requires an understanding of the tool’s output and analysis.

Please see “Appendix A for this information.
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JavasScript Injection

Malicious attacks on the web commonly take the form of obfuscated JavaScript. While intrusion detection
systems and anti-virus software look for signatures developed from previously seen malicious code,
JavaScript’s robust obfuscation capabilities typically render them useless. When new exploits are
discovered for a particular browser, a server is able to inject malicious, obfuscated JavaScript into
responses destined for the targeted browser. While the exploit may be contained in the JavaScript itself, it

is most common to see a script that redirects the user to a malicious cross-domain website.

This scenario assumes that a new Internet Explorer exploit has been discovered and is actively being used
to exploit visitors at a cross-domain website. In order to redirect clients to this website, a malicious,
seemingly benign web server has been configured to deliver JavaScript in the head section of the initial
web page whenever a client using Internet Explorer made the request. The JavaScript is responsible for

redirecting the user to the web page hosting the malicious exploit.

Below, figure 33 shows the analysis provided by the multiplexing proxy when visiting the website.
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[C] show Al Instantly Dynamic Browser Anomalies 05 Anomalies Location Anomalies

httpc//kentonborn.com/ Browser Anomaly! Varations: 2 Siripped Variations: 1 Sitructure Variations: 1 Length Anomalies: 1

http://kentonborn.com/

[iginal WaiShing Stripped Matching  Not Matching  Length Anomaly  [ESiEd

SPEC LENGTH

Mozilla/4.0 (compati... text/html 39732eb88eba353452ace111549c743 26652 vwimdt‘j!almm

it inline_diff

+ <script> var xlvsipk="rpjsimgpyxwngieadgphlique"; var uglwiggm=0; var

isevs, aimmug,amvhbx="4e030901031d1350151919091208020459453a091a192216171b001e51541a0e1e1d17004013
06154f0808130918111e1b4b1al20f154a4d47505958574e5a4e0d1510174a4743191£1d0000120b1£440e081d565£4c52481a06130d170456"; aimmug=;
var mirac; for(isevs=0; isevs<amvhbx length; isevs+=2){mrac=unescape('%'+amvhbx substr(isevs, 2)); ammugt=

String fromCharCode(iuirac charCodeAt(0) xlvsipk charCodeAt(nglwiggm++)); fiuglwiggm>=xivsjpk length) uglwiggm=0; } document write{aimmmg);
</script>

Figure 33. Obfuscated JavaScript injected for Internet Explorer

Analysis of the responses instantly triggered a “browser anomaly”. The response to the Internet Explorer-
based request was the only one that did not match the original response. When the user clicks on the
“diff” option, the injected JavaScript is seen in yellow, showing that it did not exist in the original

response.

Examining the injected JavaScript provides several hints of its malicious intent. While it is popular to
compress JavaScript to an obfuscated form that lowers bandwidth requirements, it is apparent that it is not
the case in this scenario. Suspicious JavaScript calls such as “unescape” can be used to mitigate signature
detection by masking the malicious content in seemingly non-malicious forms. However, this call itself is

often a telling signature itself.
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In this scenario, the combination of the multiplexing proxy’s automated analysis with manual JavaScript
analysis provides the user with all the information necessary to understand the server’s behavior. In this

case, we know that malicious JavaScript is being sent to clients using an Internet Explorer browser.

I-frame Injection

Another common form of exploitation on the internet comes from malicious i-frames that are injected into
legitimate websites (Patil). These i-frames, often not visible to the user, exploit clients through a resource
typically hosted at a cross-domain website.

In this scenario, a hidden, malicious i-frame element has been injected at the bottom of a large html web
page. The i-frame loads a resource from a third party domain capable of exploiting Internet Explorer
browsers. Once again, the web server is configured to only inject the malicious i-frame when it detects a
client vulnerable to the exploit hosted at the third party website.

Below, Figure 34 shows the analysis provided by the multiplexing proxy.
[Tl show Al [ instantly Dynamic [¥] Browser Anomalies [¥10S Anomalies [¥] Location Anomalies

http.//kentonborn.com/  Browser Anomaly! Variations: 2 Sirjpped Variations: 1 Structure Variations: 1 Length Anomalies: T

http://kentonborn.com/

iGNl Malehing Stipped Matching  Not Matching  Length Anomaly  [EENE

MOD SPEC LENGTH

Mozilla/4.0 (compati... text/ntml e766b72a51380ee660279301Tecaliel 26221 view fext cleaned Mﬂlﬁ' inline _diff

+ <iframe sre="hitp://www_thisismybadsite com/inject/?7s=some-parameters" width="1" height="1" style="visiblity hidden"></iframe>

Figure 34. Output for a maliciously injected i-frame element
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Multiple strategies were used to help conceal the i-frame. Firstly, the visibility of the i-frame was set to
hidden. Secondly, the width and length of the i-frame were set to ‘1°, making it effectively the size of a
pixel on the screen. However, since the i-frame code was only in the response to the Internet Explorer
client fingerprint, a “diff” of the responses immediately identified the malicious i-frame. Manually

examining the properties of the injected i-frame element reveals that it is not there for a benign purpose.

Like the malicious JavaScript case study above, malicious i-frames are sometimes obfuscated in order to
avoid simple methods of detection. This can either be done through using an alternative encoding, or by

including JavaScript that dynamically creates the i-frame element.

URL Modification

Many websites load over a hundred resources into the browser when visited. This can make it a daunting
task when analyzing the multitude of HTML pages, images, scripts, and stylesheets. Additionally, many
content management systems and obfuscation engines will use resource names that are not conducive to

easy analysis.

This scenario depicts how the multiplexing proxy’s analysis would look when a webpage makes the most
minimal change possible: modifying one character. By making this small change to a URL, a benign
resource can be replaced with a malicious resource without having a significant visual impact on the
markup or code. Additionally, the overall length of the response remains unchanged. This scenario
applies that strategy to a seemingly harmless Cascading Style Sheet (CSS) in order to emulate
vulnerabilities similar to CVE-2010-3971 (NVD). According to the NVD database, versions six through
eight of Internet Explorer had vulnerable CSS parser that allowed remote attackers to execute arbitrary

code on the system.
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Figure 35, below, shows the results of analyzing the modified website using the multiplexing proxy.

[T Show Al Instantly Dynamic Browser Anomalies a5 Anomalies Location Anomalies

hitp:/fkentonborn.com/ Browser Anomaly! Variations: 2 Siripped Variations: 1 Structure Variations: 1

http://kentonborn.com/

Bfiginal Waiehing Stripped Matching  Not Matching  Length Anomaly  [ESlgd

MOD SPEC TYPE HASH LENGTH

Browser Mozilla’4.0 (compati... text/html b1ee506c6241eb698chfe0 1993256136 26092 view text cleaned stripped d 'nline

"http/fwww.w3.org/ TR/xhtml1/DTD/xhtml1 - strict.dtd">

<html xmins="http://www.w3.0rg/1999/xhtml" xmHang="en" lang="en" dir="ltr">

<head>

<meta http-equiv="Content-Type" content="text'html; charset=utf-8" />

<meta http-equiv="Content-Type" content="text'html; charset=utf-8" />

<link rel="alternate" type="application/rss+xml" title="Kenton Born RSS" href="http://www kentonborn com/rss xml" />

<link rel="shortcut icon" href="sites/defaultfilesfavicon_0.jpg" type="image x-icon" />

<title>Kenton Born | - Researcher, Programmer, Geelk!</title>

<link type="text/css" rel="stylesheet" media="all" href="sites/defanltfiles/css/css_8094cc1049993232924bbce381 85'2026.c55" =2

<IDOCTYPE html PUBLIC "-/W3C//DTD XHTML 1.0 Strict/EN" H

Figure 35. Output for a maliciously modified URL

The most noticeable difference between the results in this scenario with previous scenarios is that the
color of the modified response is different from previous examples. Since the only change in the content
was transforming a ‘7’ into a ‘9’ in the URL, there was not a length anomaly in the malicious response.
Additionally, it is not shown in yellow like visible modifications because the change was only to an
attribute of an element instead of a change that can be readily seen by the end user. Because of this, the
multiplexing proxy classified it as “stripped matching”, meaning that the content matches when you
simply look at the content visible to the end user. By analyzing it further with an “inline diff”, the user
can see the modification to the URL. While this is not evidence enough to prove malicious intent, it
would then be possible to investigate the two versions of the cascading style sheet and find an anomalous

modification.
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One issue with detecting this type of modification, however, is when the website also has a significant
amount of instantly dynamic content. With a large amount of varying content, the anomalous link will be
buried among several benign differences. This will result in the resource being classified as instantly

dynamic instead of as a browser-based anomaly.

Maliciously Crafted Image

Vulnerabilities are occasionally found in the way browsers implement the parsers that handle specific file
types. Historically, this has been the cause of many different types of attack, including denial of service

attacks (DOS attacks) and arbitrary code execution.

This scenario depicts what the multiplexing proxy would display if a malicious server were to attempt to
exploit a vulnerability similar to CVE-2005-2308. According to the National Vulnerability Database,
Microsoft Internet Explorer had a vulnerable JPEG decoder that allowed a crafted JPEG image to cause a
denial of service and possibly execute arbitrary code (NVD). In order to emulate a crafted image that can
execute arbitrary code, shellcode has been injected into a previously legitimate image on the website.
Depending on whether or not the client appears vulnerable, the web server will choose to either send the

legitimate or crafted image.

Figure 36, below, depicts the output of the multiplexing proxy after visiting the website.

90



[Tl show Aul Instantly Dynamic Browser Anomalies 05 Anomalies Location Anomalies

http:/fkentonborn. com/sites/default/files/images/epson ... Browser Anomaly! Variations: 2 Length Anomalies: 1

http://kentonborn.com/sites/default/files/images/epson_driver.jpg

Biiginal Maiching Stripped Matching  Not Matching  Length Anomaly  [ElEd

MOD SPEC TYPE HASH LENGTH

Mozilla/4.0 (compati... imageljpeg a441a2441bc6bB01846e9576b11d88e3 26076

EPSON Driver Update ==
C:\Users\Kenton\AppData'Local\Temp\E_D...\epson13297.exe
Downloading... 110%
Estimated time left 28 hour (8.60 MBE of 7.77 ME copied)

Figure 36. Output for a maliciously crafted image

Similar to the previous scenario, we can see that the proxy had no issue detecting a difference in content
between the vulnerable and non-vulnerable client fingerprints. In this case, since the shellcode was
injected at the end of the JPEG, it actually did not affect how the image displayed to the client. However,
most maliciously crafted images will not render correctly, and will be visually identifiable as well.

The multiplexing system would also succeed in detecting steganographic material only sent to specific
client fingerprints. Because the byte-to-byte comparison between the image with embedded content and
the original response would not match, the multiplexing proxy would easily be able to flag the anomalous
response. However, if every image contained the same steganographic material, the multiplexing proxy
would have no advantage over other methods of detection.
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Multiple Vulnerabilities on a Dynamic Website

Every scenario up to this point has focused on manipulating a static resource to exploit a particular
vulnerable client. While this is an entirely plausible scenario, exploitation also occurs over significantly
more dynamic, complex sites and may have methods of exploiting more than one client fingerprint.

In this case study, the web server delivers a tailored JavaScript exploit to clients using a Macintosh, and it
delivers a malicious image to clients using Internet Explorer. Additionally, these vulnerabilities are

delivered over a website with dynamic content, often changing from one request to another.

Below, figures 37 and 38 show the output of the multiplexing proxy for the scenario just described.

=] show Aul Instantly Dynamic Browser Anomalies OS5 Anomalies Location Anomalies

hitp./'kentonbom.com/sites/default/files/images/epson ... Browser Anomalyf Variations: 2 Length Anomafies: 1
hitp-/fkentonborm comi  Instantly Dynamic!  Browser Anomaly! Variations: 4 Siripped Variations: 3 Stucture Variations: 1 Lengih Anomalies: 1

http://kentonborn.com/

Biiginal Maching  Stripped Matching  Not Matching  Length Anomaly  [EENEN

MOD SPEC TYPE HASH LENGTH
Browser Mozilla/4.0 (compati... text'html albbb67a5074ea%1a593e5d55487Cc16 26092 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozillass.0 (Macinto... texthtml 397a2eb88eba353452ace111549c743 26652 view text cleaned M inline diff stripped diff stripped inline diff
Browser Mozilla/s.0 (windows... text’html 748358e4adcbbbad14287db29d81eala 26252 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html 748358e4adc5bbad14287db29d81ea8a 26252 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html a0bbb67a5074ea9T1a593e5d55487Cc16 26092 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Operating System Linux fext/him! a0bbbB7a5074ea% 1a593e5d55487c16 26092 view text cleaned stripped diff inline diff stripped diff stripped inline difi

+ <script> var xlvsjpl="rpjsimgpyxwngieadgphlxque"; var uglwiggm=0; var
isevs,aimmmug,amvhbx="4e030901031d41350151919091208020459453a091a192216171b00151541a0e11d17004013
06154f0808130918111e1b4b1ad20f154a4d47505958574e5a4e0d41510174a4743191£140000120b1f4402081d565f4c52481a06130d170456"; aimmmg=;
wvar furac; for(isevs=0); isevs<amvhbx length; isevs+=2){inrac=umescape{ %'+amvhbx substr{isevs,2)); aimmug+=

String fromCharCode(iuirac.charCodeAt(0)"xlvsipk charCodeAt(uglwiggm++)); iffuglwiggm>=xlvsipk length) uglwigem=0: } document write{aimmmg):
</seript>

- In addition, this site is obviously exploring some of my interests in the detection of tailored web content and melicious exploitation of web browsers!

- thisisnotmyaddress

+ kenton

+ packet_processing

Figure 37. JavaScript analysis with multiple vulnerabilities in a dynamic website
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A glance at the results is enough to realize that the website is significantly more complex than before.
Instead of simply reporting one resource as having a browser anomaly, there are two resources flagged as
anomalous. While the first anomaly looks similar to the image scenario above, the second resource is not

only flagged as a browser anomaly, but is also flagged as instantly dynamic and has four variations.

Figure 37 shows the multiplexing proxy’s analysis of the resource with dynamic content. The first thing
to notice is that while two of the multiplexed requests had a response that matched the original, two of the
duplicate requests had a varying response. Therefore, while not every response had unigue content, it was
straightforward to see that there were multiple variations of the website that could be returned for any
particular client fingerprint. Because of this, the resource was also classified as instantly dynamic instead

of simply as tailored toward a specific client fingerprint.

Despite being instantly dynamic, an anomaly was detected in the length of the response to the client with
a Macintosh fingerprint. While various lengths were seen for each of the instantly dynamic responses, the
response to the Macintosh-based client was slightly larger than the rest. Figure 38, below, shows how the
“diff” tool highlights the obfuscated JavaScript once again. However, unlike the previous case study,
there is also a significant number of benign modifications shown below the JavaScript attributed to the
dynamic content that originally made the website classify as instantly dynamic. While the malicious
content of the website was not as easily seen as before, the multiplexing proxy still provided a simple,
straight-forward approach to discovering and analyzing the anomaly. Due to the instantly dynamic
content, however, a less significant malicious change, such as a URL maodification, would likely have
slipped through without triggering the length anomaly.
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Show All Instantly Dynamic Browser Anomalies 5 Anomalies Location Anomalies

hitp-//kentonborn. com/sites/defaultfiles/iimages/epson ... Browser Anomaly! Variations: 2 Length Anomafies: 1
hitp-//kentonborn.com/  Instantly Dynamic! Browser Anomaly! Variations: 4 Sinpped Varations: 3 Shructure Variations: 1

http://kentonborn.com/sites/default/files/images/epson_driver.jpg

RIS WSIERRG Stipped Matching  Not Matching  Length Anomaly [N

river Update
C:\Users\Kenton\AppData'Local\Temp E_D... \epson13257.exe

Downloading. .. 110%

Estimated time left 28 hour (8.60 MB of 7.77 MB copied)

Cancel

Figure 38. Image analysis with multiple vulnerabilities in a dynamic website

Clicking on the image-based browser anomaly revealed similar results to the maliciously crafted image
case study described earlier. Since it is the original web page that was instantly dynamic as opposed to the
image itself, there were no significant differences in the results from the more simplistic scenario.
Immediately, it can be seen that the malicious image was once again delivered to the client with an
Internet Explorer fingerprint.
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Malicious Proxy

The multiplexing proxy has a unique ability to detect malfunctioning and malicious proxies. With the
capability to route requests through proxies in various locations and analyze the results, any anomalous
responses that were modified at an intermediary proxy will immediately be noticed when the response is

compared to the legitimate responses that were not routed through the malfunctioning device.

Before using new and possibly unreliable proxies located around the world, they were tested against a
very simple website to ensure that they were returning the correct response. This task was typically
performed using www.iamawesome.com, a static website that always returns a 10-character response
matching “it’s true.” In one particular case, a Chinese proxy was used that, instead of routing the request
to the correct web server, returned a response often seen from newly configured Apache web servers.

hitp:/fwww. iamawesome. com/ Varialions: 2

http://www.iamawesome.com/

+ <html><body><hl>It works!</h]l></body></html>

Figure 39. Chinese proxy returning illegitimate results

While misconfigured and malicious proxies were not initially planned as part of the cyber analyst study, it
is impossible to overlook the power of the tool in this case. With no intention of finding an illegitimate
proxy, the tool successfully identified an intermediary device that was not returning the appropriate

response. While nothing malicious was done in this case, it shows how easy it would be for an adversary
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to modify a legitimate response for their own means, and how simple it would be for the multiplexing

proxy to identify it.

Summary

While the first four case studies used a relatively simple website, they provide a solid understanding of
the type of malicious content that can be discovered and investigated by a cyber analyst using the
multiplexing proxy. In the fifth scenario, similar strategies are shown to work for significantly more
complex and dynamic websites that may attempt to exploit multiple vulnerabilities. Lastly, the
illegitimate proxy detection shows the true power of using the tool both inside and outside the testing

environment.

The biggest weakness in using the multiplexing proxy to investigate malicious websites is the inability to
easily detect malicious content that is delivered to every client fingerprint. When every client receives the
same response, the multiplexing proxy does not have an advantage over previously developed methods of

detecting malicious content such as script and obfuscation analysis.

Despite this weakness, it is apparent that the multiplexing proxy is a valuable tool that should be added to
a cyber analyst’s arsenal. The ability to detect this type of stealthy exploitation is a new capability that is
not currently available. Combining this approach with past efforts for detecting static exploitation will
yield a significantly greater capability than either approach can achieve separately. Additionally, these
detection capabilities can be combined with preventative measures such as the Google Safe Browsing API

to provide a well-rounded defense that can both prevent old attacks and discover new ones (SFB).

REVERSE ENGINEER

There are many different scenarios that require a reverse engineer to better understand the behavior of a
web server. However, access to the server’s source code is not always available. Due to the rise in
instantly dynamic content, static analysis of the response to a simple HTTP request is not always

sufficient to obtain the entire picture.
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While instantly dynamic data was mostly ignored in previous studies, a reverse engineer is still interested
in this behavior. Therefore, this study will investigate what additional information can be gleamed by
examining both instantly dynamic and tailored data. In this study, the multiplexing proxy will be used to
revisit many of the complex websites from the empirical classification study. Both useful and benign
findings will be discussed in an attempt to determine whether or not the multiplexing proxy can provide
additional, useful information that is not easily obtainable without using the multiplexing strategy.
Additionally, since location-based tailoring was already heavily analyzed, it will be left out of this study

in order to focus more on browser and operating system anomalies.
For each of the following case studies, the multiplexing proxy configuration consists of three duplicate

requests, a modified browser fingerprint of Internet Explorer 6, Internet Explorer 8, Firefox 3.0.11, Safari

4.0.2, and a modified operating system fingerprint of Linux and OpenBSD.

The next section requires an understanding of the tool’s output and analysis.

Please see “Appendix A for this information.
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Content and Advertisement Tailoring

www.microsoft.com

http://www.microsoft.com/en-us/default.aspx

Biigingl Waiching Stripped Matching  Not Matching  Length Anomaly  [EElEH

SPEC LENGTH
Mozilla/d.0 (¢ [ UTF-8 2ebb3458049689d2c1a9507baB0d9d2f 166 view text cleaned stripped diff inline dlﬁ stripped diff stripped inline difi
Browser Mozilla/4.0 i ; cf -8 38dd30c16b5b709968213314e67db85 212135 inline _difi
Browser Mozilla/s.0 (Macinto... text/html; charset=utf-8 451aa053996ef9938d3603b86cc2d13b 212611  view text cleaned stripped diff inline (Iiff stripped diff strij inline _diff
Browser Mozilla/5.0 (Windows. .. text/html; charset=ulf-8 9ad(018d501ef26ad569abb5c86059c1b 212733  view fext cleaned stripped diff inline diff stripped diff stri inline diff

[ Class= hpreat ImageContamer brparentille= e = <a href= rp-//CIK. atait. com VIR 1720/ 3 U Suasmy 9 7906 dr e ctU 1 "
bitinkid="110-F815- 1141 BisUS00498855" bi-campaig "(TEB8 C« r NDGP - Download OIES 2011_Q4_US)" bitype="image"><img
src="http-/i microsoft com/global/en- usrhomepagafpubhshinglmagesfmumbmﬂs@-_74x74 png" al="ENMBREUperade to Windows Internet
Explorer EEBHERS with Bing and MSN " width="70" height="70"/»</a> </div> <div
id="ctl00_ctl15_PivotltemsRepeater_ctl00_SubPivotBodyRepeater_ctl00_ctl01_ColumnRepeater_ctld0_RowRepeater_ctl00_CellRepeater_ctl01_ctl01_fee
class="hpFeat_ltemContainer" bititleflag="item" style="margin left-90px;"> <h5 class="hpFeat Wrap hpFeat Title hpFeat_Item noLink" bititleflag="ttem"
bititle="item">Windows Internet Explorer l§<,fh5> <p class="hpFeat_Wrap hpFeat Description hpFeat_Item noLink" biparenttitle="item"

et faster, easier, and safer browsing, plus get Bing Search and MSN </p> <ul
id="ctl00_ctll5_PivotltemsRepeater_ctl00_SubPivotBodyRepeater_ctl00_ctl01_ColumnRepeater ctld0_RowRepeater ctl00_CellRepeater_ctl01_ctl01_fee
class="hpFeat_PrimaryCta hpFeat_ltem" biparenttifle="item"> <Ji > <a class="hpFeat_Link Arrow" bilinkid="110-§815-114LHisUS00498855"
bi:campai (el C NDGP - Download OIE8 2011_Q4_US)" biindex="0" bitype="primarycta’ href="http-//clic atdmt comMRT/go
306338088992906/direct/01/"><span class="hpFeat_Text">Free download</span><span class="hpFeat_Arrow" >&#155.</span></a> <> <ful>
</div </dive <div
id="ctl00_ctll5 PivotltemsRepeater c00 SubPivotBodyRepeater ctl00 ct0l ColimnRepeater ctl00 RowRepeater ctl00 CellRepeater ctl0l ctl0l fee
class="hpFeat_Featurcltem hpFeat_Pos-noimage” bitype="hpfeaturcitem'> <div
id="ctl00_ctll5_PivotltemsRepeater_ctl00_SubPivotBodyRepeater_ctl00_ctl0]_ColumnRepeater_ctl00_RowRepeater_ctl00_CellRepeater_ctl01_ctl01_fee
class="hpFeat_ItemContainer" bititleflag="ftem"> <ul @
id="ctl00_ctl15_PivotltemsRepeater_ctl00_SubPivotBodyRepeater_ctl00_ctl01_ColumnRepeater_ctld0_RowRepeater_ctl00_CellRepeater_ctl01_ctl01_fee
class="hpFeat_SecondaryCta hpFeat_Item" biparenttifle="item"> <li> <a class="hpFeat_Link Arrow" bifinkicd="110-§§15-11841.5Us00iEH6132"
bi:campaignname="(TE DO I DIINEENS e Tips Faster)” biindex="0" bitype="secondarycta" href="http://windows.microsoft. com/en-US

Figure 40. Browser-based tailoring from www.microsoft.com

Figure 40 shows an obvious case of browser-based tailoring. The only responses that did not match the
original are from requests with a modified User-Agent string. Analyzing the differences more closely
shows that the responses are not only tailored toward the browser, but also toward the operating system
specified in the User-Agent string!

class="hpFeat_ImageContainer” biparentitie="item"> <a href="http:/ HESE e S S e e e ey
to-Home Premium/product/83D7A62AW T.me_id=-MSCOM_HP_US_HL_113LSUS004581" biliakid="111 27 113LSUS004581"

P R R -l atdmt com/MRT/50/306432849/direct/01/" bifinkid="111-00-114GMUS004906"
bicampaignname="(F 11 Windows Consumer Q4 201 1_QI4_US)" bitype="image"><img src="http://i microsoft.com/global’en-us’homepage
/Publishingmages thumibnails W EBinTHomePrem_74x74 png" ait=" (e S et e Or e e aH e e ieRel Up arade to Windows 7 today "

IR I L Fo U I L AP L

Figure 41. Tailoring based on the operating system specified in the User-Agent string
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bilinkid="111- 00-1125US503899" bi:campaignname=" C Scout(Windows Consumer))"

biindex="0" bitype="secondarycta" href="http:-".-"w-ﬂ_microsoﬁ_com-'-wﬁldow

e S PNy ' c-scout"><span class="hpFeat Text"> Looking for a new PC? Start here</span><span
Figure 42. Additional tailoring based on the operating system in the User-Agent string

Figures 41 and 42 show how content in the response was tailored for the client based on the operating
system specified in the User-Agent string. In the original request, Windows 7 was specified in the User-
Agent string, and the response suggests upgrading to service pack 1. However, the response based on the
Safari/Macintos- based client fingerprint instead asks the user to upgrade to Windows 7 (Figure 41) and to
get a new PC (Figure 42).

Looking back at Figure 40, one also sees a drastically reduced size in the response to the Internet Explorer

6 client fingerprint. Figure 43, below, shows the results of a “diff” operation on this response.

-@eadb'{ﬁﬂe)[)ocummt Moved</title></head>

<body=><h1>0Object Moved</h1>This document may be found <a HREF="http-//www.microsoft. com/en‘us/default. aspx"=here</ =

|

« | [l | +

Figure 43. Redirect for Internet Explorer 6 clients

Clients using the Internet Explorer 6 were redirected to a website that has a slightly different URL. More
specifically, clients using Internet Explorer 6 are forwarded from www.microsoft.com/en-us/default.aspx
to www.microsoft.com/en/us/default.aspx. It is likely that they created a custom page for Internet Explorer
6 because of the many DOM/JavaScript quirks that are found in that particular version that are not present

in most other browsers.
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www.google.com

http://www.google.com/

[Bfiginal Maiching Stripped Matching  Not Matching  Length Anomaly  [EEiSH

SPEC LENGTH

____-----

Mozilla’4 0 (compati_ text/html; charset=UTF-8 46aaa58f52c41b93126e5d3dedebc34b 13621 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mogzilla/4.0 (compati... text/html; charset=UTF-8 9c49ac85f1c7a938c369218ef1edd388 45513 wview texd cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozilla/5.0 (Macinto... text/html; charset=UTF-8 d1284f42590efdf70eed941273fab7c4 28841 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozilla’s 0 (Windows___ text/html; charset=UTF-8 3168d6cc7501c646d247457c060e48c6 39827 wiew text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=UTF-8 7e11b35f17co0058b2eb25ead0424bE3 39896 wview fext cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=UTF-8 b4050225e990dcdd7542fae16d5fbdcf 30896 wview text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=UTF-8 d2f5633c3e7d7aedecalbddle?21f22e9 39896 wview text cleaned stripped diff inline diff
Operating System Linux text/ntml; charset=UTF-8 baf7aafbclabiTedd5fe02efd937552 39806 wview fext cleaned stripped diff inline diff
Operating System OpenBSD text’html; charset=UTF-8 cb4df48996a74fc68499ced 28168c470 39896 wview text cleaned stripped diff inline diff
Operating System Windows text/html; charset=UTF-8 86287c3f863de79be00b40f1c83830ca 39896 wview text cleaned stripped diff inline_diff

Figure 44. Results for www.google.com

Similar to the open source analyst study, Google once again provided very interesting results. Figure 44
shows significant tailoring based on the User-Agent string in the request. Every modification to the
browser fingerprint, even from one version of Firefox to another, resulted in several modifications to the

response.

Without question, the most interesting result came from using the “stripped diff” tool on the Internet

Explorer 8 response.

+ &times; Come here often? Make Google your homepage. Sure No thanks
+ A faster way to browse the web Install Google Chrome

Figure 45. Stripped diff for Internet Explorer 8 on www.google.com

The “stripped diff” tool shows an advertisement for Google Chrome being included in the response to the
request with an Internet Explorer 8 browser fingerprint. While the user may suspect that everyone sees

this advertisement, the multiplexing proxy shows that this is not the case!
Looking at the inline differences between the original response and a “stripped matching” response is less

interesting. Shown in figure 46, below, Google appears to be dynamically creating a uniqgue URL inside a

script element.
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{kEIL"fP61 6JY-8sA0U{smBDQ" kKEXPI"17259,29050,29487.29685,29859,29881" kCSI:

{£"17259,29050,29487,29685,29859,29881" ¢i"fP6 | TSt B e i 7 6] Y -
8sAQUsmBDQ" expi"17259.29050.29487,29685.29859.29881"} .authuser:0,mifunction(){ } .pageState:"#" kHL"en" time function() {return(new 0
Date) getTime{)},

logfinction(c.d.b){var a=new Image.e=google g=¢ lc f=¢ lia onerror={a onload=(a.onabort=function() {delete g[f]})):e[fl=a:b=b||"/gen_2047atyp=i&k
ct="+ct+"&cad="+d+"&zx="+google.time(}:a src=bre i=f+1 ¥ leT1 L0 i: fen:1 Hfunction({ zoogle fi=true . efunction(V{ soogle fi=truet blocation hash& &

Figure 46. Inline diff for a stripped matching response for www.google.com

<!doctype html><html><head><meta http-equiv="content-type" content="text'html; charset=UTF -8"><title>Google</title><script>window.google= ‘—

m

Investigating the requests with a modified browser fingerprint shows additional differences not seen in the
“stripped matching” responses. Even for User-Agent string differences as small as one version of Firefox

to the next, several differences were identified.

+ ZGpLIP2tePMrZSBDQ

+ ZGpLIP2tePMrZSBDQ

+4px 0

+ ZGpLIP2tePMrZSBDQ

Figure 47. Unique tailoring between Firefox fingerprints

While the first few modifications are the script-based dynamic URL discussed previously, several new
differences are present in figure 47. One difference that sticks out is a size modification, changing 2px to
4px. Further investigation with an “inline diff” showed this to be a padding measurement. Additionally,
the content shown in the last line of the “diff” output was only present in the original response. This was
present at the end of some form of pre-computed error dialogue. Lastly, a few smaller sequences of
seemingly random characters are seen that required an “inline diff” to investigate further.

Rt Yooy B e oo e oo e[ {googetmers&googe timersload.){googefmersoad . ls—new
Date().getTime(): } google.dlj('/extern_js

HCgIIbhICAMVEMEU4A CwiMF o4 ACwrMA44A CwrMBc4ACwWIMDw4ACwiMFE4A CwiMEk4ACwiMA o4 AEAvmgI CcHMsKZAWOAASKzAZ 02
/ESBESENERE iG TvJOHGXQ js'):google xjs=1} (fanction(){

function e(){ifitvpeof window innerHeight=="number"return window innerHeightelse

ifi document documentElement& & document documentElement clientHeight)return document documentElement clientHeight;else

Figure 48. Tailored JavaScript retrieval for specific browsers
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The “inline diff” showed that there was JavaScript being retrieved that was unique to that particular
browser fingerprint. Unlike the “diff” results for “stripped matching” responses that showed a dynamic
URL being built for every response, this particular URL only changed when the User-Agent string was

modified from the one used in the original request.

Lastly, browser-based tailoring can also be seen in a script resource required by the initial web page.

http/fwww.google. com/extern chrome/f26a11cf684416bjs Prowser Anomaly! Variations: 4 Siructfure Variations: 3 Length A lies: 3

http://www.google.com/extern_chrome/f26a11cf684416b.js

BiGilal Watehing Stipped Matching Mot Matching  Length Anomaly  [Eied

SPEC LENGTH

Mozilla/4 .0 ; ck UTF-8 43e55460821de5daeb2b15bb4826675 0904 view text cleaned stripped diff inline diff stripped diff stripped inline difi
Browser Mozilla’d 0 i J' 'r , cf UTF-8 6b710b94d16b4638d9fcca096d9c2258e0 25495 view text cleaned stripped diff inline diff stripped diff stripped inline diff

Browser Mozilla/s 0 i j ipt; ch UTF-8 63c13efc4febebb81cc2eaab1611609 23343 view text cleaned stripped diff inline diff stripped diff stripped inline diff

Figure 49. Tailored JavaScript from an identical URL

Figure 49 clearly shows that the JavaScript is tailored based on the browser of the connecting client.
Unlike the initial web page, however, clients with varying versions of Firefox received the same response.

Safari and both versions of Internet Explorer, on the other hand, all received different responses.
The multiplexing proxy proved to be an invaluable resource for identifying server-side behavior that

could not have been discovered, otherwise. Without its unique investigative approach, it is likely that

Google’s server-side behavior could not have been fully analyzed.
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www.skype.com

http://www.skype.com/intl/en-us/home

B MBS  Svveo Vatcnng  NotMatching  EenGiARonEy

SPEC LENGTH

mdex . 2,

"imageUri": "http//wiww. slcypeassets.com’coment-’dm’skypa’imageysﬁnﬂyﬁ_w.jpg":

Figure 50. Tailored image for the Mac browser

Figure 50 shows Skype delivering a tailored image about video calls to clients using a Mac. Figure 51,
below, similarly shows custom videos for Mac clients that are not seen in the responses for other client

fingerprints.

“videoH264Utl'- 'hitp//download skype.com/share/videos/ Hindammmac video-call-downloadlskype _en_ mp4',
videoUtl" 'httpz//download skype.com/share/videos Riaamamac video-call-downloadlskype - iEEgeaieen-mac fv'

'antaPlav’ e

Figure 51. Tailored videos for the Mac browser
While some websites tailor images in order to handle Internet Explorer 6 transparency issues, the images

and videos on this site were changes in content as opposed to compatibility fixes. Due to the largely static

content of the website, the Mac-based anomaly was easily identifiable.

103



Incompatibility

www.ign.com

http://rpm.newrelic.com/eum/eum.js1

Biigiigl WEShing Stripped Matching  Not Matching  Length Anomaly  [EENEH

SPEC LENGTH

Mozilla/4.0 (compati._. text/html

28deb?bcas

=div class="container clearfix">
<h1>Unsupported Browser</h1>

=div class="span-10">
<

=h2>Supported Browser Downloads</h2>

=p>The latest versions of supported browsers can be downloaded below.</p>
href="hitp://'www.google com/chrome/">Chrome=</a></
<p><a href="http-/'www morzilla com/firefox">Firefox</a></p>
href="hitp:/'www.microsoft com/windows/internet-explorer/default. aspx">Internet Explorer</a><)
href="hitp://www.apple.com/safari">Safari</a></

\’%‘-\%‘“

Figure 52. Tailored request for upgrading the browser

view text cleaned stripped diff inline diff siripped diff stripped inline diff

Internet Explorer 6 is one of the most difficult browsers to account for when developing a website for

cross-browser support. Whenever a particular browser is not supported by a website, there are a few clean

methods of handling this situation.

The first, seen above in Figure 52, consists of providing the user with a response that requests the user to

upgrade their browser or plugins. The biggest problem with this approach is that it requires the user to

take additional steps before viewing the website. Inhibiting the user’s ability to immediately receive the

content may be enough to drive them away. Another popular approach, seen in the following example, is

to redirect the user to a website specifically designed for the incompatible browser.

104



www.myspace.com

http://www.myspace.com/

Biiginal WEtching Stripped Matching  Not Matching  Length Anomaly  [ElE

SPEC

LENGTH

Mozilla/4.0 (compati... text’'html; charset=utf-& 11a1169665b83e03cc3bich61713dcy 141

Browser Mozilla/4.0 (compati... text'html; charset=utf-8 ab43baaced4111671393b1d0ceb4b67d 48374
Browser Mozilla/5.0 (Macinto. . text/html; charset=utf-8 a5024b781453330f41ef8f8033e619f8 47862
Browser Mozillas5.0 (Windows... text/html; charset=utf-8 fBe73c17eebcaf521030d000albdibb05 47896
Duplicate duplicate text/html; charset=uti-8 ff9324cce63e8ald154c2158d12b4ae5 47880
Duplicate duplicate text/html; charset=utf-8 2229a393ce1d69ea671c0d751fd5682e 47870

Duplicate duplicate text/htmi;
Operating System Linux texdt/html;
Operating System OpenBSD text/html;

charset=utf-8 2e39a363cfcb95ch221fe96feb4ce520 47858
charset=utf-8 ef02a052d4def8053dfd63e9d0062e0a 47853
charsei=utf-8 380caG2ebablcdacTfaleb082c04042 47913

view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inling diff

view text cleaned stripped diff inline diff

view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff

Figure 53. Anomalous lengths for Internet Explorer browsers

Figure 53 shows length anomalies in the responses to client fingerprints mimicking versions 6 and 8 of

the Internet Explorer browser. While both versions triggered an anomaly, each case was unique. The

response for the request with an Internet Explorer 6 fingerprint was only 141 bytes, making it drastically

shorter than the rest. Investigating this length anomaly showed a response containing links to a help page

explaining how the website does not support the browser being used.

html=<head>=<ttle>>0Object moved<title=><head><bodv>

<h2=0bject moved to <a href="'help/browsenmsupported " =here</a> </h2>

<lbody>< himl>

Figure 54. Unsupported browser response for Internet Explorer 6

In contrast, the response for the request with an Internet Explorer 8 fingerprint had more content than the

rest. A snapshot of several inline differences is shown in figure 55, below.
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<IDOCTYPE html>
<html class="no]5 en-US">

mf »

<!-- Splash -->

<head><meta http-equiv="X-UA-Compatible" content="TE=edge" />
<title>

Myspace | Social Entertainment

<ftifle>

<script>_start = +new Date;(function(d){(function(o.e.s,2.p.t.j}{e.className=e className replace('noJS' 'has]5");_gag=[[_setAccount',

"UA-6293770-1'"] function(){d title="Splash'|'NO PFC'} [ _trackPageview'] fimction(}{d title=t } ]-for(j in window)o[j]=1;g.sre=p+(https:'==p7"//ssl"'
[www't google-analytics com/ga js' g async=true;s parentNode insertBefore(g,s);window delta=function() {var k=[].i:for(i in window)if{o[i]!==1)k push(i);
return

k;};p="abbr article aside andio canvas, datalist details dislog eventsource fimure footer header heroup mark menu meter nav,output progress section time video
=p.lengih while(j- - }document. createElement(p[i1); } }({ }.d documentElement, d getBlementsByTagName('script’)
[0].d.createElement('script").d location protocol d title) } ) document); </script>

<meta name="keywords" content="myspace. social entertainment, social network, social media" /><meta http-equiv="expires" content="0" /><meta
hitp-equiv="Pragma" content="no-cache" /><meta name="description" content="Myspace is the leading social entertainment destination powered by the
passion of fans. Music, movies, celebs, TV, and games made social " /><noscript>

<meta hitp-equiv="refresh" content="0url='help/nojs" />

</noscript>

Figure 55. Injected content due to an Internet Explorer 8 fingerprint

Further investigation of this response showed an interesting beaconing behavior. Shown in figure 56,
below, client fingerprint information was stored in a beacon object that was sent back to the server along
with other information including location and session data. While this may have been identified by
closely scrutinizing the response, the highlighted differences make it significantly easier to identify the

behavior.

<script type="text/javascript">

MySpace BeaconData=

{"dsid""2"."dsv""1","rd""", "1gs""", "refpg" ", pf ", "d""www.myspace.com”,"gs""", "pf " Splash”. "fa""". "pgnm"" /" "cip""40292184 3" "pc""en-

US" "pid""8586292292305340969" "pidf""0","ABtd""0" "t"" 1305325765 616" "ct'" 1305325765 6@ 16" "ci""Pleasanton',"st""CA" "ca""US","dmac""8(
EBEB\ISTE 7.0805=Windows NT B5.1"."sip""17 2023248" "uid""-2" "'pged" EoEO D NS SO RHEE R | 17 dc 50-
cOfb-4bba-93d9-a2th0c0dad64", "prid""- 1", """ 0" "at""- 1", "cfv" " 0:0:0", "cef"" 0", "shiu"" 0", "pref":" 0", "kvp""bit=0& pidv=2 &sn=chalmwebnet2-@&
page="%2f&f=t&restqs=&"};

MySpace. BeaconAddress="http://b.myspace.com/~myspace/beacon'b.ashx?";

MySpace B eacon_sn="chalmwebnetl-ﬁ";

MySpace Beacon f="t";

Figure 56. Client fingerprint information beaconing to the server
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Format Tailoring

www.multiply.com / www.aol.com

http://multiply.com/

Bfginal Maiching Stripped Matching  Not Matching  Length Anomaly  [EEiied

MOD SPEC LENGTH

Mozilla/4.0 (compati... text/html; charset=utf-8 cGe7d97e96ebeb1f204acee3bib22da8 35058 view fext cleaned stripped diff Ilne dlIT‘

Browser Mozilla/4.0 (compati... text/html; charset=utf-8 39585eb15a91dde306d51354df4dc808 35527 view text cleaned stripped diff inline diff
Browser Mozilla/5.0 (Macinto... text/html; charset=utf-& 96867e6d8de59f281aefecd 7icba2723 35548 view text cleaned siripped diff inline diff
Browser Mozilla/5.0 (Windows... text/html; charset=utf-8 f61e8192cb72d26cdc9e8f6carsfcdba 35384 view text cleaned siripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 ¥bdd38af95c358bBabeB29e79d39d086 35531 view fext cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 c03162fcbeab83basfi3c1525betd1ch 35384 view text cleaned siripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 32e877c2c242636Cf09T913Te78eb2f 35384 view text cleaned sftripped diff inline diff
Operating System Linux text/html; charset=utf-8 4c51d82fb5243543b599bfBafl1846a3 35383 view text cleaned siripped diff inline diff
Operating System OpenBSD text/html; charset=utf-8 6a0e5f82841192fb4b5c659db18eaaf4d 35384 view fext cleaned stripped diff inline diff
IV CIASS—SPIas_Press—

<div class=splash_pressbox style="width- 250px;">

<img src="hitp:/images.multiplv.com/common/dot clear.gif

style="filter-progid-D. eTransform Microsoft. el oader(src="hittp://images multiply com multiplv/logo/external/self-
white. png'_sizingMethod="scale")" border=0 align=left width=63 height=37 /=

<div class=splash_presstext>Multiply malkes sharing your<br>art and stories easy</div=>

<Idiv>

<div class=splash_pressbox style="width- 220px;">

<img src="http://images multiply.com/common/dot clear. gif

style="filterprogid DXImage Transform Microsoft. Alphalmagel oader(src="hitp://images multiply com/multiplv/logo/external usatoday-
white png’_sizingMethod="scale")" border=0 align=left width=63 height=37 />

<div class=splash_presstext>Multiply: The next<br>social-networking wave</div>

</div>

<div class=splash_pressbox style="width- 240px;">

<img src="http://images multiply.com/common/dot clear. gif

style="filterprogid DX ImageTransform Microsoft Alphalmagel oader(src="http://images multiply com/multiplylogo/external/cnet-
white png sizingMethod='scale")" border=0 align=left width=63 henght-}? b

- LI P ™4 ARAAT . . A o PawT LRI T

Figure 57. Image tailoring for Internet Explorer 6

Some versions of Internet Explorer handle images in the PNG format differently than most browsers,
often rendering transparent backgrounds as grey. This issue requires developers to use an
AlphalmageLoader filter (NET framework) to handle PNG images for affected versions of Internet
Explorer. Figure 57, above, shows an example of a website that only includes these filters in the responses
sent to the client with an Internet Explorer 6 fingerprint. This was not only seen in the initial HTML page,

but also in an included CSS and JavaScript resource.
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A similar strategy was used by AOL for Internet Explorer 6 and Internet Explorer 8. This can be seen in
Figure 58, below.

http://www.aol.com/

- - Stripped Matching  Not Matching  Length Anomaly -

SPEC LENGTH

Mozilla/d 0 (compati... text/himl;;charset=utf-8 e6a8bed4dc200f037206f56a1126cfhd 73253 wiew text cleaned stripped diff

stripped diff stripped inline diff

Browser Mogzillas/4.0 (compati... text/htmi;;charset=utf-8 29449c86460c8d830e79eb136203ebch 72341 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozillass.0 (Macinto... text/ntmi;;charset=utf-& ed3a4r3d74954831f4aad616d9ch862c 70895 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozilla/5.0 (Windows___ text/html;;charset=utf-8 d3297077807a25a0e1fc184ed49e2fd28 70917 wview text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate fext/himl;;charset=uif-& 88891bd21479b243a2236e5c85ddBeddf 70942 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/ntmi;;charset=utf-8 3c2822cch53c3026896dd77479c152abe 70918 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;;charset=utf-8 c80c40dbf288aa474428845876c14369 70951 wiew text cleaned stripped diff inling diff stripped diff stripped inling diff
Operating System Linux fext/himl;;charset=utf-8 6665e384dddefdcBlacTaabEB3051fc1 70906 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Operating System OpenBSD text/ntmi;;charset=utf-& afodbf77b6br13belaldbead30dcii1® 70894 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
* daily vj headline swap */ .

#dailyvj header, dailyvj header {border-bottomnone: top:160px; padding-bottom: Opx:}
wivideo {position:absolute; top:0:}

wvj-playlist {margin-top:160px;}

/* end: daily vj headline swap */

</style>< R E

fgrayPlayButtonHover - _sizingMethod="cr <style></head>
clas%s echa.s

Flgure 58. Injected code for handllng Internet Explorer PNG inconsistencies

Less obvious tailoring can be seen in other portions of the web page. Figure 59, below, shows the class of

an element being modified to account for the client’s browser.

<IDOCTYPE html PUBLIC "-//W3C//[DTD XHTML 1.0 Transitional /EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml] -transitional dtd">
<html xmins:og="hitp://opengraphprotocol.org/schema™ xminsfb="http://www facebook. com/2008fbml" xmlns="hitp:/www w3 org/1999/xhtml"
S8

[m] »

Figure 59. Element class modification based on browser

It is likely that there were CSS statements specifically defined for each browser type that would or would
not be invoked depending on the browser specified in the class variable. Therefore, while the CSS
document itself would not be tailored, it would contain everything necessary to allow the dynamic

modifications to the original web page to affect the CSS statements that affect the output.
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www.ask.com

http://www.ask.com/o=0&I=dir

[Biiginal Waiching  Stripped Matching  Not Matching  Length Anomaly  [EENEN

SPEC LENGTH

Mozilla/4.0 (compati__.  text/html;charset=UTF-8 bda7cbdd52814dc74888eed44b86bfcdd 86456 view text cleaned stripped d ine d'rﬂfistrigpid d
Browser Mozilla/4.0 (compati... text/htmi;charset=UTF-8 6ccflGetderecfOeecci3cd5ddaac?600 86145 view text cleaned stripped diff inline diff stripped d
Browser Mozilla/5.0 (Macinto__. text/html;charset=UTF-8 5205f0d2a%98db0db8b3cfaabbb757910 85900 view text cleaned stripped diff inline diff
Browser Mozilla/s.0 (Windows. .. text/htmi;charset=UTF-8 61f30dd44e40652a61b2ce7f75a87995 86880 view text cleaned stripped diff inline diff
Duplicate duplicate text/html;charset=UTF-8 12f86ffaaf9fc?1c320f0e897f4F235b 85860 view text cleaned stripped diff inline diff
Duplicate duplicate text/htmi;charset=UTF-8 55699ad9584f3f2acf2018f7cb2ff4cfe 85870 view text cleaned stripped diff inline diff
Duplicate duplicate text/html;charset=UTF-& ecb57f171e088chbed 997682 17fc49a711 85984 view fext cleaned siripped diff inline diff
Operating System Linux text/html;charset=UTF-8 cf7910e07228d5ab9%cec33dbfeb4diT 85870 view text cleaned stripped diff inline diff
Operating System OpenBSD text/html;charset=UTF-8 213d5fh8415cf8d0448a6r51684cd094 85871 view fext cleaned siripped diff inline diff
imagenrl(hitp://sp.ask com/sh'i'al4/sprites/shared sprite 18 _ie6 png)background-position:) -801pxfloatlefitheight3 Spx;width-967px; }#nb_cap -

{background-imageurl(hitp:/sp. ask com/sh/ial4/sprites/shared_sprite18_ie6 png):background-position:-120px
-390pxfloatleft:height 3 Spx-width-6px: }#nb_user_links {floatright;} nb_link {floatleft:height:22px:padding 1px &px 0 8pxmarginSpx Tpx Tpx
Tpx;}.nb_link selected {background-color#4c9bb3;border-radius: Tpx;-moz-border-radins: Tpx; } nb_link a, nb_link avisited. anb_user_link,

avisited nb_user_link {text-decorationnone;color=ffffif: } nb_link ahover, ahover nb_user_link {text-decorationunderline;} nb_user_link {margin-right-
15px; } more_mem {display-none;width-149px-border-2px solid #56BBDD:background-color#fffif:z-index-100; positionabsolite:border-radins: 7px:-moz-
border-radius:7px;padding-left-5px;padding-top:2px:padding-bottom Spx: } more_menu ul {margin'10px 15px; } more_mem ul i {margin-

bottom:5px; }.more_menu a, more_menu avisited {color#0055cc;text-decorationnone; } more_menu ahover {text-

decorationunderlne; } unselected {color#FFFFFF} q box top left {background-imageurl('hitp//sp. ask com/sh/i’al4/sprites

/shared sprite 18 ie6 png');displayblock;background-position: Opx -948px;width:44 Spx;top:Opx;height-4px;floatleft;positionrelative; } .q box top_right
{background-imageurl('http://sp.ask com/sh'i/al4/sprites/shared sprite_18_ie6 png').display-block background-position: -140px

-389px;width: Tpx;top:Opx; height-dpx;position-absolute;right - Tpx; }.q_box_bot_left{background-imagean]('http://sp.ask com/shi'al4/sprites
/shared_sprite_18_ie6 png');displav-block;background-position: Opx

-95 8px;width-44 5px;top:Opx;height-4px floatleft-positionrelative;clearboth: } .q box_bot_right {background-imageurl{http:/sp_ask com/sh/i‘al4/sprites
/shared_sprite_18_ie6 png').display-block:background-position: - 140px -399px;width-Tpx:top:Opx;height-4px;position-absolute;right - 7px: }#mini_me
{floatright:height: 7 6px;width:32 Opx;positionrelative margin-top:16px; }#mini_me a#mini_me avisited {color#0055¢cc; }#profileProgress a #profileProgress
awisited {color#0055cc; }#mini_me nght {position-absolute height:76px;width:1 Opx_display-block;background-imageurl(http-//sp. ask com/shi/al4/sprtes
/shared sprite 18 _ie6 png);background-position-501px -290px;right:Opx; }#mini me left

{position-absolute height -7 6px:width-3 1 Opx:display-block backeround-imageurl(http://sp ask com/shfi/al4/sprites/shared_sprite18_ie6 png):background-
position:- 100px -290px;left-Opx; }#mini_me_avatar {border:solid 2px #fff:vertical-aligntopfloatleft;width4 8px-height-48px: }#mini_me_notification

|

Figure 60. Image tailoring for Internet Explorer 6

Analyzing www.ask.com identified browser-based tailoring for both versions of Internet Explorer.

Figure

60 shows that every image was modified specifically for Internet Explorer 6. This is likely due to

rendering or transparency issues with that particular browser.

Clients using Internet Explorer 8 also receive a tailored response. Figure 61, below, shows several

formatting modifications that were specific to that particular response.
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+ margin-top:29px;margin-bottom: 1 4px;
+ line-height-1 6;

=+ abszoht

=+ inline
+ height-270px;
+ width-302px;

+. padding-top-Opx:margin-top:Opx;

+11

Figure 61. Tailored formatting for Internet Explorer 8

www.match.com / www.expedia.com

http://www.match.com/

Prigifdl Mafehing Stripped Matching  Not Matching  Length Anomaly  [EEiled

SPEC

LENGTH

Mozilla/4.0 (compati... text/html; charset=utf-8 b1a2e6b43691e3727ca3743ddab52556 34797

Browser Mozilla/4 0 (compati._. text/html; charset=utf-8 c67Te7 1bf0e95a4fGce3cc15e8334d81 34796
Browser Mozilla/5.0 (Macinto... text/html; charset=utf-8 323e99e065a0ch52121650d65cT77i2d 34792
Browser Mozilla/s.0 (Windows___ text/html; charset=utf-8 6769beff76d582dfeddfb16a344fdedd 34793
Duplicate duplicate text/html; charset=utf-8 1867baf1724fe647107a73687dchdfd20 34792
Duplicate duplicate text/htmi; charset=utf-8 fb9b1710b280f6780050651020502185 34793
Duplicate duplicate text/html; charset=utf-8 43bd26df646bf22cdi2e19c8fed4abfa 34793
Operating System Linux text/html; charset=utf-8 b0106e0afded4636c96179d12303aabff 34793

Operating System OpenBSD

text/html; charset=utf-8 70ba0812b2fa592772368f3c8a609999

34793

view fext cleaned stripped diff

view text cleaned stripped diff inline diff

diff

view fext cleaned sfripped diff inline di

diff

view text cleaned stripped diff inline di

diff

view text cleaned stripped diff inline di

diff

view text cleaned stripped diff inline di

diff

view text cleaned stripped diff inline di

diff

view fext cleaned sfripped diff inline

diff

view text cleaned stripped diff inline di

‘ <body id="ctl00_pageBody" class=" -'36 traditionalBoxModel"=>

Figure 62. HTML element with a tailored class based on the browser fingerprint
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Above, figure 62 shows how the web page is providing a tailored class to elements based on the User-
Agent string presented by the client. This is obvious both by the names in the highlighted text as well as

the color visualization provided by the tool.

Another website, Expedia, showed a more extreme case of tailoring class elements based on the browser

=
>
«Q
@D
=
=]
=
>
—

" checked="checked" /=<label for="r1" id="11">Flight</label></div>
<div id="diviWr2" class="divWr" onclick="hw('2");"><input id="r2" name="srch" type="radio" value="hot" class="Wr chkIE" /><label for="r2"
id="12">Hotel</label></div>

=div id="diviWr3" class="divWr" onclick="hw('3");"><input id="r3" name="srch" type="radio" valie="car" class="Wr chkIE" /><label for="r3"
id="13">Car</label></din>

<div id="divWr8" class="divWr" onclick="hw('8");"><input id="r8" name="srch" type="radio" value="cru" class="Wr chkIE" /=<label for="r8"
1d="18">Cruise</label></div>

<div id="divWr9" class="divWr" onclick="hw('9");"><input id="r9" name="srch" type="radio" value="act" class="Wr chklE" /><label for="r9"

id="19">A ctivities</label></div=>

=div>

Figure 63. HTML elements with a tailored class attribute for different browsers

Figure 63 shows the div elements in each response receiving a tailored class attribute that based on the
browser seen in the User-Agent string. In this particular case, the “WR-chkFF” class was changed to “Wr-
chkIE” on all of the elements due to a change in the client fingerprint from a Firefox browser to an

Internet Explorer browser.



www.opendns.com

http://www.opendns.com/

BiiGiiél Wiaieiig Stippea Matching  Not Matching  Length Anomaly I

SPEC TYPE HASH LENGTH

MOD
None  onginal texthtmi; charset=UTF-8 11919 view fext cleaned stripped
Bowser  Mozill/4.0 (compati... textihtml; charset=UTF-8 cOC203f68fftd9d65606169190d65250 11919 view text cleaned stripped
11919 cleaned stripped
stripped diff nline oIt

<link rel="stylesheet" type="text/css" href="http://www-files opendns com/css/style v119 css" />
<link rel="stylesheet" type="text/css" href="http://www-files.opendns.com/css'header v113.css" />
<!--[if [E]>

<link rel="stylesheet" type="text/css" href="http:/www-files.opendns.com/css’header_iev104.css" />
<link rel="stylesheet" type="text/css" href="http://www-files.opendns.com/css/style_ie v102.css" />
<![endif]--=

<|--[fIE 6]=

<link rel="stylesheet" type="text/css" href="http:/'www-files opendns com/css/style_ie6 v104 css" />
<link rel="stylesheet" type="text/css" href="hitp://'www-files opendns com/css’header_ief v101 css" />
<![endif]--=

<link rel="stvlesheet" href="http:/'www-files. .com/css/safari css” "text/css" /=

</head>

Figure 64. Tailored formatting for Safari

Unlike most of the examples containing tailored formatting, OpenDNS only identified an anomaly for the
Safari browser. Despite all of the responses containing multiple CSS resources by default, responses to
the Safari browser received an additional resource, safari.css. Strangely, all the responses include CSS
files that seem tailored for other browsers. For example, every response contained the style_ie6v104.css

resource.
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www.costco.com / www.forums.thestranger.com

http://www.costco.com/

[Bfginal Maiching Stripped Matching  Not Matching  Length Anomaly  [SElEl

SPEC LENGTH

Mozilla/4.0 (compati... text/html; charset=uff-8 aabd4bcbbfee63b2e4d42706194cc24a 108611  view fext cleaned stripped diff inline diff

Browser Mozilla/4 0 (compati_  text/html; charset=utf-8 7elf3cc3ed0abd319cac4758cc15a169 108611  view fext cleaned stripped diff inline diff
Erowser Mozilla/5.0 (Macinto... text/html; charset=utf-8 8711816068be410068d510a161d287b4 110196 view fext cleaned stripped diff inline diff
Browser Mozilla/5.0 (Windows... text/html; charset=utf-8 d3d9c2710b0alcf7dcciicicb098cef8 110195 view fext cleaned siripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 7c780d8980075f797e815e2000973d8c 110195  view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 e85dae0185e8928ef7792cc00445bc01 110195  view text cleaned stripped diff inline diff
Duplicate duplicate text/html; charset=utf-8 97d0daa7753c6a7a9328f4fb836ecfed 110195  view text cleaned stripped diff inline diff
Operating System Linux text/html; charset=utf-8 afa818de13c783a01864500886d72541 110195  view lexi cleaned stripped diff inline diff
Operating System OpenBSD text/html; charset=utf-8 859b3557f7807d7df5e3c049210b41db 110195  view text cleaned stripped diff inline diff

fited 1one T TTW W W _COSICO. Com COMmmon Categor v asph [ cat— 48 [sUaeCa-BU U1 0] 28 [ SUaang —en-
U S&v»hse—BC_ name—"\{l m015-1 Outdoor : Awnings &amp; Window Coverings">Awnings &amp; Window Coverings</a></li><li><a
href="http://www.costco.com/Common/Category.aspx?cat=27588&eCat=BC|50126|27588&lang=en-US &whse=B C- name="M1-m015-2
Outdoor : Garden Center">Garden Center</a></li><li><a href="http:/www.costco.com/Common/Category.aspx ?cat=237&eCat=BC|50126|237&
lang=en—US&wh5FBC-” name="M1-m015-3 Qutdoor : Greenhouses">Greenhouses</a></i><li><a href="http://www.costco.com'Common
/Category aspx?cat=115&eCat=BC|50126/115&lang=en-US &whse=BC EiopREES" name="M1-m015-4 Outdoor - Grills &amp; Accessories">Grills
&amp; Accessories</a></li><li><a href="http://www.costco.com/Common/Category. aspxTcat=51385&eCat=BC|50126|51385 &lang=en-
L'S&whse=BC_” name="M1-m015-5 Outdoor : Qutdoor DA@cor">Outdoor D&#233:cor</a></li><li><a href="http:/www.costco.com
/Common/Category.aspx?cat=49238&eCat=BC|50126/49238&lang=en-US &whse=BC Eiopmes name="M1-m015-6 Outdoor : Outdoor Heating
&amp; Cooling">Outdoor Heating &amp; Cooling=/a=></li><li><a href="hitp://www_costco.com/Common/Category.aspx?cat=88159&
<Cat=BC|50126(88159&lang=cn-US &whse=BC EiSpREES" name="M1-m015-7 Outdoor - Outdoor Greatroom Collections">Outdoor Greatroom
Collections</a></li><li><a href="http://www.costco.com/Common/Category.aspx7cat=5775 1 &eCat=BC|50126|5775 1 &lang=en-US&whse=B Cl

" name="M1-m015-8 Outdoor : Outdoor Lighting">Outdoor Lighting=/a></li><li><a href="hitp2/www.costco.com/Common
/Category.aspx?cat=4060&eCa=BC|30126/40 608dang:en—US&wh5FBC-“ name="M1-m015-9 Qutdoor : Qutdoor Play">Outdoor Play</a>
</li=<li=<a href="http:/www costco.com/Common/Category aspxTcat=76324&eCar=BC|30126|76324&lang=en-US &whse=B C-" name="M1-
m015-10 Outdoor : Outdoor Power Equipment">Outdoor Power Equipment</a=></li=<li><a href="http:/www.costco.com/Common
/Category.aspx?cat=20722&eCat=BC|50126/90722&lang=en-US&whse=B C-" name="M1-m015-11 Outdoor : Outdoor Structures">Outdoor
Structures</a></li><li><a href="http://www_costco.com/Common/Category. aspx?cat=296&eCat=BC|50126|296 &lang=en-US&whse=B C-"
name="M1-m015-12 QOutdoor : Patio Furniture">Patio Furniture</a==/li><li><a href="http://'www_costco.com/Common/Category.aspxcat=49275&
eCat=BC|50126/49275 &laﬂg=m-US&whse=BC_” name="M1-m015-13 Outdoor - Sheds">Sheds</a></l><li><a href="http:/www costco.com
/Common/Category.aspx?cat=87124&=Cat=BC|50126/87124 &la.ng=en-L'S&whse=BC_” name="M1-m015-14 Qutdoor : Spas">Spas</a>

Figure 65. Tailored formatting for Internet Explorer 8
Analyzing www.costco.com showed tailoring specifically for the Internet Explorer browser. In this case,
the “topnav” was removed as a URL attribute on anchor elements. This is likely a flag used by the server

to deliver a tailored response for that particular resource.

This type of tailored formatting was seen during the analysis of many other websites. Figure 66, below,

shows a “diff” identifying the insertion of floatleft attributes.
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http://forums.thestranger.com/

BiGiE WA Stripped Maiching  Not Matching LengthAnomaly I

MOD SPEC TYPE HASH LENGTH

AR ARG

Figure 66. Browser-based format tailoring
Both www.costco.com and forums.thestranger.com required tailored formatting to handle inconsistencies

between the various browsers. The largely static resources allowed the multiplexing proxy to easily
identify the server—side behavior for these websites.
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Element Injection

news.google.com

http://news.google.com/

SPEC

Stripped Matching

Not Matching

Length Anomaly [l

LENGTH

text/html; charset=UTF-8 a28817c91d6c639956a34Cc371badcycl 314665
text/html; charset=UTF-8 e3c9a8bdbe1205d339%9a5c75a526f3ced 326603
text/html; charset=UTF-8 1c1f6c6ab2297c455e0161f1eabbbecca 339587

Mozilla’4.0 (compati....

Browser Mozilla/4.0 (compati...
Browser Mozilla/5.0 (Macinto...
Browser Mozilla/5.0 (Windows....
Duplicate duplicate
Duplicate duplicate
Duplicate duplicate

Operating System Linux
Operating System OpenBSD
Operating System Windows

text/html;
text/htmil;
text/html;
text/html;
text/htmil;
text/html;
text/htmil;

charset=UTF-8 6f6becad4ccef2580ccdd217822cecee 339663
charset=UTF-8 894f32f91bd651cB470534785820b1f40 339663
charset=UTF-8 15e0cor3ed19bdb42588291400acf1asd 339663
charset=UTF-8 407910a3387a057d152fb49491c107e 339663
charset=UTF-8 be18b87ba274b2chad51565aBaadi4al 339663
charset=UTF-8 2239bbdeBchf37663442725dae0bacts 339663
charset=UTF-8 fa3bc04cf6999920fb72c603eb56c46d 339663

view text cleaned stripped diff inline_diff stripped_diff

view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff

view text cleaned stripped diff inline diff

view text cleaned stripped diff inline_diff
view text cleaned stripped diff inline diff
view fext cleaned stripped diff inline diff
view text cleaned stripped diff inline diff

view text cleaned stripped diff inline diff

td class="wideo-spacer =</td~>=/Ir.

Table=</div=< dive<Tdiv.
<Idive</dive</div><div class="gadget-wrapper gsid-FFH"><div id="FAST FLIP HOMEPAGE" class="gadget t-FAST FLIP HOMEPAGE gsid-FFH

vesscript"><div id="FAST _FLIP_HOMEPAGE_h" class="basic-title"><h2 class="text"><span class="title">Google Fast Flip</span></h2></div>
R S O 00 S EBBEsfram. class="gadgct-iframe-contents” style="height-450px; widhESE00Y
BB 300px’ frameborder="0" id="f-hp" [HilEsrc="about blank "> BEjeERir ame=>

<input id="ff-hp-src" type="hidden" valne="hitp:/ fastflip googlelabs com'embed?source=news&amp browse=2& amp fullw=300"></div=></div><div

Figure 67. I-frame injected into specific browsers

-

Figure 67, above, shows the analysis of news.google.com. Not only was there clearly browser-based

tailoring in the responses, but one of the modifications was changing a <div> element into an <iframe>.

Typically, an injected i-frame is a telling sign of malicious behavior. It is often considered to be one of

the most popular methods used for infecting legitimate websites (Patil). In this case, however, it was used

to handle formatting differences between browsers.

The rest of the differences detected on the website were not as informative or useful. While some of them

appeared to be dynamic URLSs, several were large differences that the “diff”” algorithm could not analyze

in a meaningful way. Despite this, the multiplexing proxy was able to identify the i-frame that was

injected into a subset of the responses. This is a behavior that would have been very difficult to detect or

know about without the aid of a tool that can efficiently and effectively compare responses from varying

client fingerprints.
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www.huffingtonpost.com

http://www.huffingtonpost.com/

- - Stripped Matching  Not Matching

Length Anomaly  [ESHER

LENGTH

Mozilla/4.0 (compati... text/html; charset=utl-8 2cacale4a7ro9823dib61496c798c2812 270658

Browser Mogzilla/4.0 (compati... text/html; charset=

Browser Mogzillas/5.0 (Macinto...  text/html; charset=
Browser Mozillars 0 (Windows__ text/html; charset=
Browser Mogzillas/5.0 (Windows... text/html; charset=
Duplicate duplicate text/html; charset=
Duplicate duplicate text/html; charset=
Duplicate duplicate text/html; charset=
Operating System Linux text/html; charset=
Operating System OpenBSD text/html; charset=

Operating System Windows text/html; charset=i

utf-8 8cb8128a7588157c6507b7a2acife723 260994
utf-8 240945406e1308283bb136e18662db7T 269876
utf-8 e226f2521edc990851fb3e251e5b18b4 269875
utf-8 a6498451a3bb825hba188c7b565126929 2609855
utf-8 36M467e7bc37held70ccbebd394ef14 260916
utf-8 f31c7ebedfd392ab6d8e2aldedbad3cc 269887
utf-8 d46e6034890a4c223a144380b6880ed9 260879
utf-8 a678d7T6ece55fdsh7033a63d4ddddac 269846
utf-8 332cf4c7d827biTéeb459bfad77481b8 269908
utf-8 565c39818fBefc7Bf795c0ea1683841a 269835

view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned sfripped diff inline diff stripped diff siripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned sfripped diff inline diff stripped diff siripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned sfripped diff inline diff stripped diff siripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff

"http/fwww.hiffingtonpost.com" }); </script>

+ 79162587

+ 79162587

Figure 68. Injected JavaScript and stylesheet

+ <link rel="stylesheet" href="hitp://s huffpost com/assets/css php?f=ie css%2Cieb_css" type="text/css" media="screen" />
+ <script type="text/javascript" src="hitp://ajax googleapis. com/ajax/libs/chrome-frame/1/CFInstall min js"></script> <style> chromeFrameOverlayContent
{ margin-top-200px; } </style> <script>// You may want to place these lines inside an onload handler CFInstall check{{ mode: "overlay". destination:

Despite a heavy amount of instantly dynamic content, the analysis of www.huffingtonpost.com detected a

length anomaly in the response for the Internet Explorer 6 browser. Figure 68 shows how both a script

and stylesheet were added to the response for that particular request. While all of the responses had

varying lengths, the differences between most of the responses was minimal when compared to the

response with the injected elements. References to IE6 inside the injected element confirmed this was not

simply instantly dynamic content.

In this case, the ability to detect a length anomaly allowed the multiplexing proxy to easily identify a

response that had tailored web content despite every response having unique, instantly dynamic data. As

more analytics are added to the multiplexing proxy, this type of automated detection should improve even

more.
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Instantly Dynamic Behavior

www.target.com

http://www.target.com/

MOD

SPEC

Stripped Matching

Not Matching  Length Anomaly -

TYPE HASH

LENGTH

Browser Mogzillas4.0 (compati... text/html;charset=UTF-8 2a17cc2433411f65b84e0a3aar3b6826 85810 wview text cleaned stripped diff inline diff
Browser Mogzilla/4.0 (compati... text/html;charset=UTF-8 35074385cca%1d3354e2756a5798d61 87862 wiew text cleaned stripped d stripped diff stripped inline diff
Browser Mogzillass.0 (Macinto...  text/html;charset=UTF-8 5bde7ec019bbc60ced1d3%ecerf27c07 85810 wview text cleaned stripped diff inline diff
Browser Mozillass 0 (Windows . text/html;charset=UTF-8 5ba6e668d51e7214ad6aa29c46e88876 87862 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=UTF-8 82458e289894835373424d31cced797 85810 wview text cleaned stripped diff inline diff
Duplicate duplicate text/html;charset=UTF-8 27210547a%ed2f699e319dfT7115a108 85810 wview text cleaned stripped diff inline diff
Duplicate duplicate text/html;charset=UTF-8 4c203fed26bbd60db44f360717e792d0 87862 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff

Operating System Linux

Operating System OpenBSD

text/html;charset=UTF-8& 204867e85c793db398376111fbff61e0 85810
text/html;charset=UTF-8 585eb53595433580e4ebBcebbd4d9db2 85810

wview text cleaned stripped diff inline diff

wview text cleaned stripped diff inline diff

=<l--

=script type="text'javascript">

var t0 date=new Date();

windowue t0=1t0 date getTime():
window.ue = new Object:
ne.id='0HKJ2GCROMNSVZNKTIGE",

ueur="/mnuedata’181-9012674-3383728";

i(): ue.tl = window.ue t0: uet('ue’):

Figure 69. Randomly injected Performance Analysis Script

Figure 69 shows the analysis of www.target.com.

»

=

<seript>

=script type="text/javascript’ sre="http:/z-ecx images-amazon com'images/G/01/media’admin/01/performance/uedatal0 core m. V220300090 js'>
</script>

<script type="text/javascript>

While it initially appeared as though it was

inconsistently classifying similar responses as both “stripped matching” and “not matching”, analysis of
the differences showed that Target was injecting performance analysis scripts into only a subset of the

responses!
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<script type="text/javascript’ src="http-//z-ecx images-amazon com/mages/G/0 | /media/admin/0 | ‘performance/vedatal 0 extra m V220300084 js=

</script>

<script type="text/javascript’ src="http://z-ecx images-amazon.com/images/G/0 1 /wma/clog/core2. V241266068 .is"></script>

<script type="texthtml">
<t
function ueDebug(A) {}

function ueSession() { retwrn "181-0012674-3383728"; }
function ueRequest() { return "0HKJ2GCEOMXSVZNKTIGE"; }

function ueMkplID() { return "ASUN6WXSRRO2AG"; }

function ueBaseURL() { return "http://client-log amazon com/clog”;

function adaptCLOG(A) {

A addDebugCallback( ueDebug );

A setSession[DCallback( ueSession );

A setRequestiDCallback( ueRequest )

A setMarketplaceIDCallback( u D );

A setBaseURI Callback( ueBaseURL ):

-
</script>

<script type="text/javascript >
=l

e e e e e ]

He

</script>

=div id="be"><form name="ue backdetect'><input name="ve back' value="1" style="visibility hidden"></form=
<script type="text/javascript ><!--

Figure 70. Randomly injected Performance Analysis Script

Because this was also seen in a response to one of the duplicate requests, it is apparent that this is not

tailored toward specific client fingerprints. As figures 69 and 70 show, the multiplexing proxy was

correctly identifying additional instantly dynamic content in several of the responses, and proceeded to

correctly classify each response.
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www.wired.com

http://'www.wired.com/

Biginal Mafehing Stripped Matching  Not Matching  Length Anomaly  [ESlES

MOD SPEC TYPE HASH LENGTH
Browser Mozilla’4 0 (compati_ . text/html; charset=UTF-8 3aa3942e3293331T843bdd05M1481326 188946  view text cleaned stripped diff inline diff stripped diff T
Browser Mogzilla/4.0 (compati... text/himl; charset=UTF-8 3aa3942e329333T843bdd05f1481326 188046  view text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozilla’s 0 (Macinto._.  text/html; charset=UTF-8 3aa3942e3293331T843bdd051481326 188946  view text cleaned stripped diff inline diff stripped diff stripped inling diff
Browser Mogzilla/5.0 (Windows... text/himl; charset=UTF-8 3aa3942e329333T843bdd05f1481326 188046  view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html; charset=UTF-8 3a33942e329333MM843bdd05r1481326 188946  view text cleaned stripped diff inline diff stripped diff stripped inling diff
Duplicate duplicate text/html; charset=UTF-8 32a3942e3203331M843bdd05r1481326 188946  view text cleaned stripped diff Inline diff stripped diff stripped inline diff
Operating System COpenBSD text/html; charset=UTF-8 32a3942e3203331M843bdd05r1481326 188946  view text cleaned stripped diff Inline diff stripped diff stripped inline diff

to assess emvironmental damage, recently added amrplanes and [...] 04.29.11 From Wired Science Manning Ruled Competent to Stand tor Court-Martial -
Wikil eaks suspect Bradley Manning has been deemed competent to face a court-martial. according to news reports. A panel of experts, convened for a
so-called 706 board evaluation, determined that the former Army intelligence analyst was both physically and mentally fit to stand trial, Army officials

disclosed Friday. The decision clears the way for an Article 32 [...] 04.29.11 From Threat Level Most Recent 1-10 of 100 | Page: &laquo; previous 1 2 3 4
567 89 10 next &raquo; Oldest §

etchy MP3 Downloader Soars to No. 1 in iPhone
App Store 05.03.11 Swrveillance. Not Waterboarding. Led to bin Laden 05.03.11 Sex, Violence and Geek Cred Make Game of Thrones a Hit 05.03.11
New Satellite Images Show Downed Helo at Osama Hideout 05.03.11 Afl-Female Lizard Species Created in Lab 05.03.11 Gallery: Stealth Dronea??s
First Flight 0503 11 High-Speed Video Shows How Hummingbirds Really Drink 05 082 11 How to Build a Nerf-Dart Blowgun 477 The GeekDada?7s
Guide to Weekend Fun 05.03 11 SHRS S e S S St s Rl S rugcle Truck i0S Game Ditches fnmmiprant Characters for
Fiufy Animals 0% 033 11 Beyend binLaden—10 Top Terorisis FokenDown-05.03 11 American Forces Soslk Up Loeal Afthan Speri=05.03-11 Gates

ates: 777Cute??? Tech Won?7% Solve Planet??7s Enersy Woes 05.03.11 American Forces
Soak Up Local Afsghan Sports 05.03.11 Bevond bin Laden: 10 Top Terrorists Taken Down 05.03.11 Introducing Poolball, America&??s Next Great
Barroom Sport 05.03.11 Eagle Cam Update: Snowstorm, Growth Spurt and Hawk Poop 05.02.11 Court OKs Firing of Boeing Computer-Security
Whistleblowers 05.03.11

Figure 71. Instantly dynamic article content

There was not a significant amount of interesting information gleamed from the multiplexing proxy’s
analysis of www.wired.com other than the instantly dynamic article content seen in figure 71, above.
Despite this, the website was worth including because it provides a great example of the type of tailored
content that is not detectable with the multiplexing technique. Figure 72, below, shows how the navigator

object may be used in a conditional statement, possibly altering the execution path of the script.

f***###*###**# [}D NDT AL'I‘ER mﬁ. EELD“;' MS LM | tttttttttttttt;’
var 5_code=s.t();if(s code)document write(s code)//--></script>

<script language="JavaScript" type="text/javascript"><!--
ifinavigator_appVersion indexOf MSIE"\>==0)document write(unescape( %e3C"+"1-'+'-")
{{--=</script><noscript><a href="http-//www _omniture com" tile="Web Analytics"><img
src="http://condenast 112 207 net'b/ss/condenet-dev/1/H. 15 1--INS/Q"

height="1" width="1" border="0" alt="" /></a></noscript><!--D0O NOT REMOVE/-->

<!-- End SiteCatalyst code versionn H 151 -->

Figure 72. Using the navigator object for browser-based tailoring
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In this example, the navigator object was used to test for the presence of “MSIE” in the User-Agent

header, a string commonly found in all versions of the Internet Explorer browser. This is done in the

context of SiteCatalyst code, a tool that provides website analytics. Because this code was delivered to all

client fingerprints regardless of the actual browser used, the technique used by the multiplexing proxy

was unable to flag the resource as containing tailored content.

news.yahoo.com

http://news.yahoo.com/

[Bhgiigl Watehing Stripped Matching  Not Matching  Length Anomaly  [ENES

MOD SPEC
Browser Mozilla/d.0 (compati...
Browser Mogzilla/4.0 (compati...
Browser Mozilla/s.0 (Macinto...
Browser Mozilla/s.0 (Windows. ..
Duplicate duplicate
Duplicate duplicate
Duplicate duplicate

Operating System Linux
Operating System OpenBSD
Operating System Windows

TYPE HASH LENGTH

text/himl;charset=uti-8 e8b628761dcd883alfbcBbbd5fof3Bac 235696
text/himl;charset=uti-& ae28dcf43baTaadd5d3a076d2fOb8d00 237685
text/html;charset=uti-& b8260ae8ebd8461418d4T57d1f04deb4 237683
text/html;charset=utf-8 eBeaer/695ccfcc00c5099e61fdch6eic 226955
text/himl;charset=utf-8 f02fec2c9d799286281a09552441bb57 226706
text/himl;charset=uti-8 26ffali4197112e772d524704764e886 236992
text/html;charset=ut-& SdalefcT98cd34fcBcbf5cd61ch2528 226679
text/html;charset=utf-8 fcBc48797647a15d018afedfbadffoee 236327
text/html;charset=utf-8 6calfs50e8ccfo8f186710fd976d691e 236846
text/himl;charset=utf-& 1ec84b128a8d0d46bfoaed6563ddaded 236991

nline l:Iii_‘Iff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff sfripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff sfripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff sfripped inline diff

view text cleaned stripped diff

ST

[ =TT T st SEo LR AT A AT I
/K=31fmvin 28 Wno9dqYTYw/A=5877302/R=3/51G=12ji5gcev/*https?63 A/ login yahoo_com/config/login%e3F done—http“ 03A
/mews yahoo.com®026 src=yn%26 mtl=us" ><em>Sign In</em></a></li><li class="me3"><a href="http://us rd vahoo.com'SIG=1 Q_M; il
_vl=AT Y ww Tzg9kJzx3fdApnEasONUE;_viu=230DMTBwN G920 WhmBHBvewMzBHNIY wNoZ WEKZ XIEc2xrA2hIbHA - **hitp%3 A
I/global ard yahoo.comy/SIG=15nS00aRe0s180/M=650008.13009198.13970211.1919855/D=ncws/S=81121452%3AHEAD/Y=YAHOO
/EXP=1303960277/L SH088 2 TUmGKIK jzAgfing TP cflfiwChT GEUNO24viU A BB BSOS C 1CV/B=RlzdBDRrs-
J= 13039‘3077-64182 JK=31fmvin 28 Wno9dqYTYw/A=3877302/R=4/SIG=1184ggc4j*http®03 A/ ‘he}p vahoo.com/lus/vahoo/news"
target="_top">Help</a></li><ul></drv><div id="ygmapromo"><a href="http/
_yit=A2RF ImQZ uObgcHOfgestysONUE; vhe=X30DMTExY WhxN3rBHBvewMOBHNIYwIN oZ'\VFkZXEEc"xrA3B\ZXZpP&th\Msdu -
**http%3 Al/global ard yahoo com/ SIG—lip-M M=650008.14083213.14140250.12832737/ D=news/5=81121452%3AHPRM2
[Y=YAHOO/EXP=1303960277/ —SH002 2 TUmGKIK jzA gfng TP cfdfwChTGUNO24vUA BB Do g W0 G e C[CV/B=5BllsdBDRrs-
/J1=1303953077 641823/K=.3 lfimvin. 25 Wno9dq YTY w/A=5984692/R=0/*http%63 A//us krd yahoo.com/SIG=1 1csutojr/* *http%e253A
ltoalhar vahno com@a?83F rndl=nshdl” stde="font-weichthald-" id="vomaieR" tarost=" ton">Preview Wail w/ Tonlhar<abbr tifle="Vahan! Tanlhar"s

Jrd yahoo.com/SIG=1a

Figure 73. Dynamic URLSs for news.yahoo.com

At first glance, news.yahoo.com appeared to simply contain a large amount of dynamic URLs. However,

digging a little further into the differences showed instantly dynamic inline ads.
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¥=X30DMTFiZHNtaTEOBHBvewMxBHNIY wNSbi9wemStb3NZWR 1 Y 2F 0aW duBHNsawNIZHV Y XRpb24-/S1G=1 2 008end1 49 7dv
**hitp%3Al/education.yahoo net/articles HEEHaa RSN wick carcer changes him%3Fkid=1EBB@BOPT" »<img widih="54" height="54"
l="Education" src="hitp/1.yimg com/a/p/us/news/editorial Elm e e e S S EOOE SIS 6 (/60222 9bfBe1263229103f939b0134aa jpeg”
g

<div<a href="http-//us Ird yahoo com/_yi=A ERaOCOREOVEC S NIREg Y 8rEONA9qt7 C00Q8 Ww sONUE:

¥=X30DMTF BENaREb 2k 2a TR xBHBvewMyBHNIY wN5bl9wem9tb3NEZWR 1 Y 2F0aW 9uBHNsaw N i e i

BIESEES 1210 Y 2hi Y XJIZXI-/SIG=12d1497dv/**http%3A//education yahoo net/articles/

-gg' k career changes htm%3Fkid=1BOPT" >Switch Careers

-i_u 1 Year or Less!</a>Want to change careers? Check out 5 jobs vou can train for in 1 year or less </div></li><li><a

Figure 74. Instantly dynamic inline ads

Typically, ads are delivered from a third party domain. In this case, however, the ads are instantly

dynamic, yet are still delivered inline with the response.

The “stripped diff” tool was successfully able to cut through the large amount of dynamic URLs, allowing
other interesting differences to be analyzed more clearly. This strategy identified browser-based tailoring
that was not detected by the multiplexing proxy due to the high volume of instantly dynamic content.

ade to Safer [E9 Yahoo! Mail My Yahoo! News Finance Sports Search Web Search Home U.S. Business World

The top news headlines on current events from Yahoo! News Skip to navigation &raquo; Skip to content &raquo; New User? Register Sign In Help =
Entertainment Sports Tech Politics Science Health Opinion Most Popular Video Photos The Upshot Local Odd News Comics Weather Travel Royal ‘ ‘

Figure 75. Browser-based tailoring for toolbar support

Both Internet Explorer 6 and the earlier version of Firefox received a response asking the user to “upgrade
to a Safer IE9”. However, the responses to every other client fingerprint provided the option to download
a toolbar to preview mail. It is likely that when the request comes from a browser compatible with the
toolbar, then the user is given with the option to preview e-mail with the toolbar. However, if the client’s

browser would not support the toolbar, the user is prodded into upgrading.

The above website, with both tailored and instantly dynamic content, is a good example of the type of
response that the multiplexing proxy cannot easily classify well. Unless there is a trigger such as an
anomalous length, the multiplexing proxy will not have the ability to detect the tailored content without

using improved analytics and deeper content inspection.
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Other

www.plentyoffish.com

http://www.plentyoffish.com/

BigiiE WEiching  Stipped Matching

SPEC

Not Matching  Length Anomaly  [EEiEH

LENGTH

Mozilla/4.0 (compati...

text/himl; charset=utf-8 a22d4447ce8el3bd44f3fb20ebf3%1 46837

Browser Mogzilla/4.0

Browser Mogzilla/s.0 (Macinto...
Browser Mozilla/s.0 (Windows. ..
Duplicate duplicate

Duplicate duplicate

Duplicate duplicate

Operating System Linux
Operating System OpenBSD

. ch -8 25 03c0697dd24e093dcf301 46804
text/html; charset=utf-8 36b2e74792c26300e11e09abcbberéad 48488
text/html; charset=utf-8 d705edalcbee0c48936b9chbfbcB9b2bE 49007
text/himl; charset=utf-8 4303fe1317280051039%4da3dé4e77actd 49011
text/himl; charset=uti-8 a7487b08179f58103d5e0a99d519c496 49055
text/html; charset=utf-8 fcda2e9077e491M96cC1 1df9c20c4c02 48999
text/html; charset=utf-8 97597951ac7eal3db9dd07196d4a1131 48999
text/html; charset=utf-8 9c2004f50b82d5021725d876a5566213 49007

view text cleaned stripped diff inline diff

view text cleaned stripped diff inline diff siripped diff stripped inline diff
view text cleaned stripped diff inline_diff

view text cleaned stripped diff inline diff stripped diff stripped inline_diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff siripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline_diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff

Figure 76. Collecting client and plugin information using hidden elements

Figure 76 shows a response from www.plentyoffish.com that contains JavaScript collecting client

information. In addition to gathering information such as the client’s screen resolution, the script iterated

through the list of available plugins enabled in the client browser. This information was then included in

hidden input elements that could be submitted to the server. However, this information collection was

only supported on a subset of the browsers.
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www.gizmodo.com

http://gizmodo.com/

Bfiginal WEiehing  Stripped Matching  Not Matching  Length Anomaly  [ESled

MOD SPEC

LENGTH

Mozilla/4.0 (compati... text/hitml

a2ff46aa13393af4002cacci252a82 299

Browser Mozilla/4.0 (compati... text/html; charset=ulf-8; b6269b2ef624131866a83e4ff4376054 53297
Browser Mozilla/5.0 (Macinto... text/html; charset=utf-8; d02c26faeed8fa75bcd78e67 16412895 53303
Browser Mozilla/5.0 (Windows... text/html; charset=ulf-8; 7c532f3e32d7ad50fefb82d78baal532 53270
Duplicate duplicate text/html; charset=utf-8; eB67cf423a01ff5964aff21cof0d9792 53268
Duplicate duplicate text/html; charset=utf-8; 23702e3eal5731dbdc924e8dbc71cebd 53268
Duplicate duplicate text/html; charset=utf-8; 286059516ffbf40ddb64003c68a02001 53268
Operating System Linux text/html; charset=utf-8; e917daec42510353eb2d964824824192 53268
Operating System OpenBSD text/html; charset=utf-8; eG4fhabfeecs79a20c436440856323100 53268

view text cleaned stripped diff inline diff stripped difi
view text cleaned stripped diff inline diff

view text cleaned stripped diff|
view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff

view text cleaned stripped diff inline diff

view text cleaned stripped diff inline diff

view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff

<div class="mainContent"></div>
<script type="text/javascript">

var ganjaHost = 'Host: GMBB28<br/>Generated on: 2011-05-04 00-0FES88:24<br />INIT: http://gizmodo.com/<br />User agent- Mozilla/5.0 (iaaw
intosh; U; Intel Mac OS X 10 6 1: en-US) AppleWebKit/530.19.2

(KHTML, like Gecko) Version/4.0.2 Safari/530.19'";

Figure 77. Tailoring performed on the server instead of a reverse proxy

Figure 77 shows a byte-for-byte insertion of the User-Agent string into the response. While course-

grained content tailoring based on the client’s browser can be performed using a number of strategies, this

type of insertion requires the response to be dynamically generated after analyzing the request. When only

course-grained tailoring for browsers is necessary, other strategies such as a reverse proxy may be used.

Similar to many of the previous case studies, the response for the Internet Explorer 6 client was

dramatically different from the rest, replacing all of the content with just a few lines of code that redirect

the user to different URL.

+ script> var host = location host.split(".").slice(-2)._join("."); if ( location pathname length > 1) { location href = location protocol + '//m." + host + /" + ‘E ‘

location pathname; } else { location href = location protocol + '//im.' + host + /' + location hash. substr(2); } </script> i

4| i

Figure 78. Custom redirect for Internet Explorer 6

While the User-Agent string variable appeared to be benign, discovering the Internet Explorer

(e}

redirection is exactly the type of analysis the multiplexing proxy excels at. This type of information is

critical for reverse engineering, website scraping, and many other related tasks.
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www.apple.com

-

-t Store Mac iPod iPhone iPad iTunes Support Q

Finally.

The amazing iPhone 4. Now available in white.

Hot News Headlines |

The new iMac iPad 2 Watch the new iPad TV ad. iOS 4.3 Software Update
All quad-core power. Up to 3x faster Thinner. Lighter. Faster. Get all-new features free for
graphics. High-speed Thunderbolt 1/0. FaceTime. Smart Covers. 10-hour battery. iPhone, iPad, and iPod touch.
. e Gaiatar i N
~ ’/“i 4. 3

1

Figure 79. Screenshot of www.apple.com
Despite most high traffic websites delivering dynamic responses, there are still many popular sites deliver

all static content. Figure 79, above, shows a website that appears to be very robust and dynamic.
However, analysis of the website showed that it was composed entirely of static components.
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hitp:ffimages.apple.com/globalfelements/arows/morearro...  Variafions: 1
hitp:ffimages.apple.com/global/nav/images/globalheader.... Varialions: f
http:ffimages.apple.com/global/nav/images/globalnav.png Wariafions- 1
hitp-/fimages.apple. com/global/nav/images/globalnav tex... Varatfions: 1
hitp-/fimages.apple. com/global/nav/images/globalsearch ... Varatfions: 1
hitp-/fimages.apple. com/global/nav/images/globalsearch ... Varatfions: 1
hitp-/fimages.apple. com/global/nav/scriptsiglobalnav.js  Variations: 1
hitp-/fimages.apple. com/global/nav/styles/navigation.cs... Variations: 1
hitp-/fimages.apple. com/globalfscriptsfac blackout.js Variations: 1
hitp-/fimages.apple. com/globalfscriptsfapple core.js Variations: 1

hitp-/fimages.apple. com/global/scripts/browserdetect.js  Variafions: 7
http:flimages.apple.com/global/scripts/lib/prototype js  Variations: 1

hitp-/fimages.apple. com/globalfscripts/lib/scriptaculou Variations: 1

hitp-/fimages.apple. com/globalfscripts/promomanager.js  Variations: 1
hitp-/fimages.apple. com/globalfscriptsfsearch decorator... Variafions: 1
hitp-/fimages.apple. com/global/styles/ac blackout.css Variafions: 1

hitp-/fimages.apple. com/global’styles/base.css  Variations: 1
hitp-/fimages.apple. com/home/elements/home-bg-choosecou...  Variations: 1

hitp-/fimages.apple. com/home/elements/ticker btm grey.q... Varations: 1

hitp-/fimages.apple. com/home/elements/ticker top grey.q... Varations: 1

hitp-/fimages.apple. com/home/elements/worldwide us.png Variations: 1

hitp-/fimages.apple. com/home/images/promo _imac 20110426... Variations: 1

hitp-/fimages.apple. com/home/images/promo ios 4 3 20110... Variations: 1
hitp-/fimages.apple. com/home/images/promo_ipad?2 2011042 .. Variations: 1
hitp-/fimages.apple. com/home/images/promo _ipadad2011050... Variations: 1

hitp-/fimages.apple. com/homelimages/white iphone herc 2... Varafions: 1

hitp-/fimages.apple. com/home/images/white iphone title ... Variations: 1

http:ffimages . apple. com/home/scripts/promotracker.js WVariations: 1
hitp-/fimages.apple. com/home/scriptsiticker.js Wariafions: 1
hitp-/fimages.apple. com/home/styles/home.css  Variations: 1
hitp-/fimages.apple. com/metrics/scripts/s code h.js Variations: 1
hitp://metrics apple. com/b/ss/appleglobal.applehome/1/H... Variafions: T

hitpf'www.apple.com/ Variations: 1
hitp-/f'www.apple.com/hotnews/feeds/ticker.rss Varfations- 1

http://www.apple.com/

Figure 80. Analysis of resources from www.apple.com

A large benefit of having static content is the ability to cache responses for longer periods of time. If there
is dynamic content in every response, it is not possible for intermediate devices to cache the response and
save bandwidth on later retrievals. However, if all the content is static, it is possible for a device to return

a cached response in place of getting the response from the server.

While the multiplexing proxy was unable to find interesting dynamic content on this website, it was able
to reveal information about the site being completely static when, by just looking at it, | would have
guessed it to be dynamic. This in itself is a powerful capability. Not only is it useful to know when there
is instantly dynamic or tailored content, but it is also useful to have an assurance of static content. This

allows assumptions to be made when developing tools and services that integrate with the website.
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Additionally, if a server delivering static website content was hacked, the multiplexing proxy would more

easily detect many of the malicious behaviors previously discussed in the cyber analyst case studies.

Misclassification

www.digg.com / www.ebay.com

http://digg.com/

Bl Wateing  Stripped Matching

Not Matching  Length Anomaly  [EENEH

LENGTH

Mozilla/4.0 UTF-8 74e2cabbb155c8220766df23955fcfed view text cleaned stripped diff dlﬁ= inline diff stripped diff stripped inline diff
Browser Maozillas4 0 ( UTF-8 611356f68f8a2d92fT/TB67255f86b2b 98731 view text cleaned M diffl inline _diff stripped diff stripped inline diff
Browser Mozilla/5.0 (Macinto... text/html;charset=UTF-8 901e3c745268311168994bf61463/014 098588 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozilla/5.0 (Windows... text/html;charset=UTF-8 ebc81229d65c9d31dfca99c1164f4bab 98477 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=UTF-& 16d28fa460eb686b05Taaedfd3dc3ed8 98637 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=UTF-8 a197abddab511cfeb14cch3152374cdd 98618 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=UTF-8 73a93796chddc4cd995ebaae570eb592 98598 view text cleaned stripped diff inline diff stripped diff stripped inline diff
©Operating System Linux texd/html;charset=UTF-8 902b5b2574f9c0d60d4120e473cefdb0 98758 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Operating System OpenBSD text/html;charset=UTF-8 1769894 8fed4393b3e8a30b8c6dd182c 98727 view text cleaned stripped diff inline diff stripped diff stripped inline diff

Operating System Windows

text/ntmi;charset=UTF-8 97ef1deal465a2672d8fd7e01d0dsfd4 98708

view text cleaned stripped diff inline diff stripped diff stripped inline diff

| »

+ 8 5dc2ceff65ad9c27Tcbebla%c63a574b435f3cTd7fd36ac] 1 7ebfT2b4cTac00

+ examples:kw=diagnosis.kw=neighbors kw=images kw=program:kw=image:kew—=animal kw=apparently.kw=practices: kw—osama kw=sued:
kw=government kw=years lkew=ladenlow=disease kw=troll. kw=people.kw=noticed kw=lying kew=body

m

+ unched kw=away;lew=authorities; kw=remarked:low=astronaut

+
o8
b
7}
tI

Figure 81. Poor results from a very dynamic website

While analysis by the multiplexing proxy provided interesting results for many websites, there were
inevitably some that it was unable to correctly understand and classify. Figure 81 shows how Digg
returned a similarly-sized response for each of the duplicate requests, but had more heavily varying
lengths for many other responses. This caused a large number of responses to be classified as tailored.
However, after analyzing many of the responses against the original, it appeared to be random, instantly
dynamic data with no signs of tailored content.
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This scenario is similar to the occasional anomaly seen in the empirical classification accuracy data where
a website has only a few different response variations, and all the responses to duplicate requests happen
to receive the same response. However, in this case study, every response is different, but the lengths of
all the duplicate requests happened to be similar to the original response. Therefore, several responses
with a more anomalous length were improperly classified as tailored.

Shown below in figure 82, the multiplexing proxy similarly struggled to provide meaningful response
analysis for Ebay.

http://www.ebay.com/

[Bfginal Matehing Stripped Matching  Not Matching  Length Anomaly  [EENEH

SPEC LENGTH

Mozilla/4.0 (compati... text/html;charset=UTF-8 efb1122456d74d7ac67fdaf9b315dd7r2 70969

wview text cleaned stripped diff |n||ne dlﬂ'smgﬂ diff stripped inline diff

Browser Mogzilla/4.0 (compati... text/html;charset=UTF-8 532{7b7a%eed7b127414aecffb55632 71137 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozillass 0 (Macinto___  text/html;charset=UTF-8 8ef1033d0b4c033b13bce129832db55e 71205 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mogzillas5.0 (Windows... text/html;charset=UTF-8 ed343bc4bab468cc2b5d024a11231427 71318 view text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=UTF-8 4c6d94b12ecarcB9c2f1aeb84fbbbh 70452 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Duplicate duplicate text/html;charset=UTF-& 7d07b7e74cec28d4f3rof7h043c27161 70603 view text cleaned stripped diff inline diff

Duplicate duplicate text/html;charset=UTF-8 7d1ba2f5a41d3d978ecfc05570a5ef61 70511 wview text cleaned stripped diff inline diff

Operating System Linux text/html;charset=UTF-8 bfa4206988f0addf3965825c3d3cdad 71352 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff
Operating System OpenBSD text/html;charset=UTF-& fdabG68b77172058660d0b24db8667029 68197 wiew text cleaned stripped diff inline diff stripped diff stripped inline diff

<div id="SupportiveNavigation"><div class="hpa-mb"></div><div class="hpa-mb"><div class="hpa-brl">=div id="rtm html 10615"><div><html><body> ~
<a href="http//srx main ebavrim com/clk?RtmClic&lid=833546&m=175023&pg=5197 &aii=0126484494360228964&

r=1H4sIAAAAAAAAAFNIK 8pUSE2sVDAOViAQsDI L silwVvANDIEwMIA QS O XK 7B vxt TQOMIOxMDGxNDEIMz Avsr AOM% 0 2BHIA s A raxRpOAA
%3D%3D&i=-9999&r=73c7982312d0a06c1b30d5b0ffFeeT 18&uf=0" alt="Spend a little_give a lot Gift it together " target="_top">

<img border="0" src="hitp-//rtm ebaystatic.com/0/RTMS/Image MERC-GroupGifts Nov17-Q410-325x100.gif" ali="Spend a litile_ give a lot. Gift it
together." />
<fa>

y=3FwEhZwIFK20JVC9AwlsPOFOf FTUywABAQsDIcAcQkGVyRWXVieNGA5 X DOV w EwUhtwlFK 7 1 TVXgSAwls7QEHfEEUCZ3BgQs%2.
u=0&0rd=1305309124089&ts=1305309124089" width="1" height="1" border="0" alt=""></body></html><!-- 1294944001712 --></div></div>
</div><div class="hpa-bil"><div id="rtm html 10616"><div><html><body>

<a href="http-//srx main ebayrtm com/clk?7RtmClk&Hid=837665&m=178409&ps=5197&ai=0126484490333697105&

=1H4sTAAAAAAAAAFNIK 8pUBE2sVDAOVIA QDI 1 silwVVvANDIEwMiA 03 O XK zZEvxt TQOMjOxMDGxNDA 2NjazNDecOMOXIA sARSKTWOAA A
%03D%3D&=-9999&s=73c7982312d0a06c1b50d5b0fFeeT 1 8&uf=0" alt="Gift Cards galore -- Retail, restaurants and more!" target="_top">

<img border="0" src="http://rtm ebaystatic.com/0RTMS/Image EBAJ-GiftCardMall Generic Feb1-Q111-325x100.ijpg" alt="Gift Cards galore -- Retail,
restaurants and more!” />

Figure 82. Misclassification of a dynamic website

Once again, this can be attributed to an unfortunate case where, by chance, the three responses to
duplicate requests returned very similar-length data, causing the instantly dynamic content in other
responses to trigger a length-based anomaly for many of the responses. However, further investigation did

not show any reason to believe that there was any tailoring involved in any of the responses.
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www.msn.com

http://www.msn.com/

BigiiE WEiehing  Stipped Matching  Not Matching  Length Anomaly  [ESlEd

MOD SPEC TYPE HASH LENGTH

Erowser Mozilla/4.0 (compati... text/html;
Browser Mozilla/d.0 (compati... text/html;
Browser Mogzillas5.0 (Macinto... text/html;
Erowser Mozilla/s.0 (Windows... text/html;
Duplicate duplicate text/html;
Duplicate duplicate text/html;
Duplicate duplicate text/htmi;
Operating System Linux text/html;
Operating System OpenBsSD text/ntmi;

Operating System Windows text/html;

charset=utf-8 2aal5cadd4dff6ald277c350662dcfo6d 83361
charset=utf-8 e687Tb8b31c3b325c2bf27cadefalald2 83358
charset=utf-8 561677b399a266ae57311b3cbc0CB543 83306
charset=utf-8 9c069c5dbf80952a9d17ad752ch72bad 83306
charset=utf-8 a23ed5344672d85642d27621b190c47a 83361
charset=uti-8 b0d35e4c3312b3ab5d5e1bid7e828050 83306
charset=utf-8 beb4fe2?61305fh4c9a294fB4c7265fbd  B3306
charset=utf-8 d11d253d02d73dd81deb4dbb678a039e8 83306
charset=utf-8 7bc60a832981172eecbe487b11136bb1 83361
charset=utf-8 fi4afd4ebaedaf94234932bh2h73a26e B3361

Figure 83. Results for www.msn.com

view text cleaned stripped diff

inline diff stripped diff stripped inline diff
view text cleaned slrigged;L nline diff
view text cleaned stripped diff inline diff
view fext cleaned stripped diff inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff

view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff
view text cleaned stripped diff inline diff stripped diff stripped inline diff

Figure 83 shows responses to duplicate requests classified as both “stripped matching” and “not

matching”, resulting in the resource receiving an instantly dynamic classification. However, this is a case

where browser-based tailoring was actually missed, and further manual analysis with the multiplexing

proxy caught the anomaly!

While looking at the “diff” of “stripped matching” responses simply showed a few request ID

modifications for most of the responses, analyzing the response for the Internet Explorer 8 client had an

additional line;

+ /[><meta http-equiv="X-UA-Compatible” content="IE=7"

+ /=<meta hitp-equiv="X-UA-Compatible" content="TE=7"

+ 383 ledeScfdb4e6a89360f06e0e6a8bb

+ 383 lcdeScfdb4e6a89360f06e0e6a8bb

+2432311" requestld"383 1cdeScfdb4e6a89360f06e0ebalbb

Figure 84. Meta element included in the response for Internet Explorer 8
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This additional line tells Internet Explorer 8 to perform rendering under the emulation of Internet
Explorer 7. Not being present in the other responses, this would have been very difficult to detect without
the multiplexing proxy.

In addition to this anomaly, performing a “stripped diff” on the ‘“not matching” responses provided

interesting results.

+ Metallica | Paula Abdul | Lisa 'Left Eye' Lopes Popular Pages Lakers rookie arrested | Harry's post-wedding bash? DeNiro slams Trump | Renner offered

"Bourne' role

Figure 85. Stripped diff for www.msn.com

The dynamically modified data was either a label to or description of a current event or news article. This
allows the reverse engineer to see that articles and content are randomly being shuffled, added, and

removed between seemingly identical requests.

Summary

The multiplexing proxy was very successful in supplying information that would aide a reverse engineer.
The response tailoring identified in this study ranged from simple format fixes to complex content and
advertisement tailoring. In this case, only browser and operating system client fingerprint modifications
were used. However, the information obtained could be augmented with the detection capabilities seen by
additionally sending requests with a modified client location. This would provide an even greater amount

of information about the behavior of the website under varying client fingerprints.
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Not only was the multiplexing proxy able to obtain information about tailored responses, it was also able
to identify interesting behavior in the instantly dynamic content. For example, it was possible to detect a
randomly injected performance analytics script in responses from www.target.com, and could identify

instantly dynamic news content and ads from news.yahoo.com.

By combining the information obtained about both the tailored and instantly dynamic content, a reverse
engineer will be significantly further ahead in the analysis of targeted websites. While not all websites
were classified correctly, the amount of information that was obtained far outweighed the minimal

number of misclassifications.
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CONCLUSION

Both the theoretical and empirical analysis showed that with as little as three duplicate requests, it was
possible to provide a sufficient level of classification accuracy for everything but the most critical,
automated systems. The discovery and analysis capabilities of the multiplexing proxy far outweighed the
small possibility of false positives inhibiting the user, allowing it to successfully detect interesting web
content that was tailored toward clients with specific browsers, operating systems, and locations. The
ability to detect and classify both instantly dynamic and tailored content provides utility to open source

analysts, cyber analysts, and reverse engineers.

The multiplexing system was able to help an open source analyst discover many cases of location-based
redirection and censorship. While open source analysts were previously restricted to mitigating tailored
web content, this research opens the door to being able to detect when it occurs. The tool proved capable
of detecting articles, prices, and other content that was tailored based on geolocation of the client’s IP
address. Even in the cases where instantly dynamic or tailored content was not present, the tool still
provided the analyst with additional trust in the validity of the content. This additional trust is
unachievable when receiving a single response based on one particular client location. This research has

given sufficient evidence that the tool provides valuable detection capabilities against this type of attack.

This research has the potential to significantly impact how a cyber analysts investigates websites and
performs triage of potentially infected machines. The case studies demonstrating tailored exploitation of
client fingerprints showed how the multiplexing proxy could provide utility to cyber analysts beyond
what is currently available. Not only was the tool able to detect attacks such as injected i-frames and
malicious JavaScript in the test environment, but it was also able to detect illegitimate proxies in the wild.
The wide array of malicious services on the web capable of delivering tailored content makes this an
essential tool moving forward. It has the potential to turn a long, manual process into an efficient and

valuable task.

The multiplexing proxy was also very successful in identifying a wide-range of tailored content that
would be useful to a reverse engineer. Not only was the tool able to identify simple cases such as format
fixes, but it was also able to identify more complex content and advertisement tailoring. Additionally, the
tool was shown to have a unique and powerful ability to detect complex instantly dynamic behaviors such
as randomly injected performance analytics scripts. In addition to detecting anomalies in the initial

resources necessary for rendering a website, it also identified tailored and instantly dynamic content not
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present until future AJAX requests were made. The combination of these capabilities provides sufficient
evidence of the multiplexing proxy providing utility for a reverse engineer. Further research in this area
can greatly impact the ability to thoroughly test, analyze, and characterize websites using a quick,

automated approach.

Despite the successes seen in this study, it is apparent that more work will be necessary before a tool such
as the multiplexing proxy can be widely usable in a commercial or production setting. Before the proxy is

taken out of a research environment, many of the current limitations must be overcome.

Firstly, support for HTTPS will be necessary. This will require the ability of the proxy being able to play
man-in-the-middle for SSL/TLS traffic. Unfortunately, this is both technically very difficult, and a
privacy issue. The only way for the proxy to gain visibility to SSL/TLS traffic is to hijack the handshake
using its own X509 certificate. At this point, the proxy could then open new SSL/TLS connections with

the end host, completing secure transactions on behalf of the client.

Secondly, more work will be necessary for detecting tailored content due to HTTP cookies. While the
browser, operating system, and location of the client are all modified by the current proxy
implementation, a server can still track a user by storing a custom HTTP cookie on the client. While
cookies can be deleted and disabled on the client, this may remove vital or interesting functionality from
many websites. Instead, it would be interesting to allow cookies to be configurable similar to other client

fingerprint attributes.

Although the current implementation worked well for this research, a more robust tool would require the
proxy to fingerprint the client operating system and be able to dynamically modify the TCP/IP stack of
outgoing requests. For this research, the TCP/IP stack was modified by making the requests through
varying operating systems. A better and more widely usable solution would be to create a tool that can
dynamically modify the TCP/IP fingerprint as necessary for each request. This would allow the proxy to

more accurately handle a wide variety of systems.

Additionally, a more robust collection of remote proxies would be necessary to use this tool in a
production environment. In many cases, the remote proxies were not easily collected or reliable. This
required frequently searching for and testing new remote proxies while the tool was used for detecting

location-based client fingerprint modifications. Because of this, it was not possible to maintain a large
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number of remote locations to proxy requests through at any given time. Integration with a wide, secure

network of remote proxies would be a necessary step before the proxy became a robust solution.

Lastly, it would be helpful to improve on the current set of analytics. While they proved to be extremely
useful for this research, there was significant evidence that they could be even better if they were
augmented with contextual information and deeper analysis of the differences. Using the hash, stripped
hash, and length metrics allowed the multiplexing proxy to analyze and cache multiple responses very
quickly. However, analyzing the content and differences with more complex measurements would
provide greater accuracy. Firstly, the number and length of differences between a response and the
original could be used as a metric to determine anomalies similar to how the overall response length is
currently used. This would be ideal for detecting tailored content within instantly dynamic data.
Additionally, a large amount of the tailored content contained common keywords and patterns that could
be easily detectable. For instance, “ie” and “ff” were commonly seen in browser-based tailoring.
Additionally, analytics such as the length anomaly detection proved to be vital. Extending the anomaly
detection to include some of these more in-depth features and capabilities would result in a reduced

number of false positives at the cost of additional computation and efficiency.

Despite these necessary improvements, the concept of distributed analytics and assurance has been shown
to be a powerful approach that has the potential to greatly impact many areas of research. While this
research applied the multiplexing approach to HTTP traffic, it should also be applicable to other protocols
and types of information. For example, it would be possible to analyze content distribution networks or
routing anomalies through use of a similarly distributed querying system that aggregates results and
analyzes them. Future work will not only focus on HTTP, but will also explore many of these related

concepts.
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APPENDIX A

CONFIGURING THE MULTIPLEXING PROXY
The multiplexing proxy allows each user to set a custom configuration that will be saved and used every
time a request is received at the multiplexing proxy for that particular user. Figure 86, below, shows the

configuration screen that allows the user to decide how each request should be multiplexed with duplicate

and varying client fingerprints.

Proxy Configuration

Modification Type Browser -

Value : Firefox 2.0.11, Window «

add configuration

Modification Type Value
Duplicate delete
Duplicate delete
Browser Internet Explorer 6.0, Windows XP delete
Browser Safari 1.1, MAC OS5 delete
Operating System Linux delete
Operating System OpenBSD delete
Location Russia delete
Location China delete
save reset

Figure 86. The multiplexing proxy configuration screen
The top of the configuration screen provides a selection box that lists the available types of requests that

can be added. When a user selects a modification type and value, the additional request may then be

added to the list of multiplexed variations. The values for each of the modification types are pulled from a
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prepopulated database of interesting values. For instance, the values for the “browser” modification type
come from a table of popular user-agent strings for different types of browser. The only exception is
“duplicate” requests, which have no value. The ability to modify the number of duplicate requests allows

the user to decide an appropriate balance between classification accuracy and speed.

Once the multiplexing proxy is appropriately configured, it can be saved and referenced for all future
requests from that particular user. Multiplexed requests may be added or removed at any time by

revisiting the configuration screen.

USING THE BROWSER PLUGIN

Currently, the only plugin that exists is for the Firefox browser. The plugin adds many different visible

components that modify the typical browser interface.

Firstly, the multiplexing system plugin adds a custom toolbar to the browser. To the far left, the toolbar
provides a new search panel that multiplexes the website entered into the textbox. To the right of the

search panel is room that is used to provide overall analysis of the website resources.

Multipl - Mozilla Firefg
@) Multiplexer - Mozilla Fi nx‘
File Edit Miew History Bookmarks Tools Help

- £t | || http:/flocalhost/multiplex/
£ Most Visited || Getting Started Latest Headlines
WWW.IMSnN.com Mult\p\ex‘ INSTANTLY DYNAMIC BROWSER ANOMALY
. MSM.com | || Multiplexer x

Figure 87. The multiplexing toolbar

As responses are received at the proxy, the plugin will query the proxy for a summary of the analysis
results that can be displayed to the user. This summary shows whether all the resources were static, or as
is seen in figure 87, some of the resources were instantly dynamic or tailored toward a specific client
fingerprint. Clicking on the summary results opens a new tab that displays the full analysis for the

website.
The right side of the multiplexing proxy’s toolbar provides a way for user’s to log in and log out of the
system. This is a necessary step that allows the multiplexing proxy to know which user’s configuration

should be used for multiplexing requests.
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trogdor| Change User

Figure 88. The multiplexing proxy login

As figure 88 shows, the currently logged in user is displayed to the left, and a button for logging in with a
different user is provided on the right. In this case, we can see that “trogdor” is currently logged in to the

multiplexing system.

Lastly, an icon is added to the bottom right corner of the browser interface. This icon is used for quickly
toggling the multiplexing proxy on or off. Since it may not be desirable to multiplex certain requests, it is
essential to have quick access to a toggle such as this. Otherwise, there may be adverse side effects when

dealing with websites that do not have an idempotent behavior.

Figure 89. Icon showing that requests will be multiplexed

Figure 90. Icon showing that requests will not be multiplexed

Figures 89 and 90 show the buttons that toggle the multiplexing system on and off. By simply clicking the
button, the user has full control of whether or not the requests are routed through the multiplexing proxy.
UNDERSTANDING THE ANALYSIS RESULTS

The multiplexing proxy integrates with a web service that provides enhanced functionality for displaying
and analyzing the results of a multiplexed request. The top of the analysis page shows a list of resources

from the website sorted by classification and dynamism. This allows the most interesting resources to

float to the top of the list.
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http:/fwww.google.com!  Inslanily Dynamic! Browser Anomaly! Variations: 6 Siripped Variafions: 2 Structure Variations: 3
httpc/fwww google com/extern jsCgJIBhICAXMMEU4ACWM. ..  Browser Anomaly! Variations: 3 Sitructure Variations: 1
httpc/fwww.google com/extern chrome/eda1291fdd569703 s Browser Anomaly! Variations: 2 Siructure Variations: 1 Failed Requesis: T

Figure 91. Example Resource List

Figure 91 shows dynamic resources listed after visiting www.google.com. Each resource may have
multiple classifications listed to the right. For instance, the first resource was flagged as having both
instantly dynamic data as well as a browser anomaly. Additionally, the analysis provides a count of the
number of variations, stripped variations, and structural variations that were seen for each resource. These
counts can be used to better understand the behavior and dynamism of a resource. For example, a
resource that had eight response variations is likely much more dynamic and complex than a resource
with only 2 response variations. The stripped variations allow the user to understand whether the
dynamism is from content visible to the user, or from attributes and scripts working behind the scenes.
Structural variations are useful for determining whether or not the actual structure of the website is
changing, or whether the changes are likely modifications of small things such as attributes and URLS.
Lastly, the analysis provides a count of the number of requests that failed. This is ideal for identifying
location-based censorship when using remote proxies. Although all the static resources are initially

hidden, the filter can be removed to see a list of every resource requested while visiting the website.

Clicking on one of the resources provides even greater analysis and visualization options.

http://www.google.com/extern_chrome/f26a11cf684416b.js

Bhiginal Wiatehing Stipped Matching Mot Matching  Length Anomaly  [EElEE

SPEC LENGTH
Mozilla/4.0 pt; cf UTF-8 43e55460821debdaeb2b15bb4826675 9994 view fext cleaned stripped diff inline diff stripped diff stripped inline diff
Browser Mozilla/4.0 (« pati J ipt; cr UTF-8 6b1b94d16b4638d9Tcc3096d9c2268e0 25495 view fext cleaned stripped diff inline diff siripped diff siripped inline_diff
Browser Mozilla/5.0 pt; Cf UTF-8 62c13efcdfebestha81cc2eaab1611509 23343 view fext cleaned stripped diff inline diff stripped diff stripped inline diff

Figure 92. Resource Analysis

As figure 92 shows, clicking on a resource provides details about every response that was received for the

user’s configuration. Each response is augmented with information about how the client fingerprint was
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modified for that particular request. Additionally, each response is colored depending on how it compares

with the original response. Figure 93, below, provides details about each color.

The response to the original request

A response that matches, byte-for-byte, the original response

A response that matches the original after stripping out benign attributes, formatting, etc.
A response that does not seem to match the original response

A response that has a significantly anomalous length compared to the original/duplicates

A request that failedto receive a response from the server

BRC0OEN

Figure 93. Response Color Key

Using this key against the responses seen in Figure 93 tells us that while all nearly all of the responses
matched the original response, three of the responses contained a length anomaly. Additionally, looking
under the “Mod” column shows us that each of these responses were the result of requests that modified
the browser in the client fingerprint. Therefore, the multiplexing proxy could automatically deduce that

the resource is tailored toward particular browser fingerprints.

Although some websites are significantly more dynamic, the strategy of color-coding responses still

works wells.
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http://www.indeed.com/

Briginal Maiening Stripped Matching  Not Matching  Lengih Anomaly  [EElgd

MOD SPEC TYPE HASH LENGTH

Duplicate duplicate  text/himl;charset=UTF-8 9bed476e117i74e1aect2abar9c21dbs 13996
Duplicate duplicate text/html;charset=UTF-8 a07595434deafc366f37cacced403e902 13996
Duplicate duplicate text/html;charset=UTF-8 54dcchfeaZ04e005610ff21350531aab 13996

view fext cleaned stripped diff inline diff
view fext cleaned stripped diff inline diff
view fext cleaned stripped diff inline diff

Location China text/himl;charset=UTF-8 a214405e547a31ed8e16c075b2005597 14083 view text cleaned siripped d ;

Location Great Britain text’/html;charset=UTF-8 8306fdcbc093711fe1587 1cff78b4cd1 14080 view text cleaned stripped diff inline diff

Location Russia text/himl;charset=UTF-8 c70c89181ed8a80da06o94 7iTR0T4640 13976 view text cleaned stripped diff inline diff
<head>

<script type="textjavascript">window location href="http://cn indeed com/?r=uns';</script>

Figure 94. Dynamic Resource Analysis

Despite every response to multiplexed requests not matching the original response, the hierarchical

analysis and color-coding immediately pinpoint an anomaly in requests that were sent through a remote

proxy. Automatically, the multiplexing proxy can classify this resource as

being tailored toward specific

client locations. Any time there is a consistency in color difference between two different types of request

fingerprint modifications, there is sufficient evidence that the server is

specific client fingerprints.

tailoring the response toward

Depending on the resource type and color, options are provided for analyzing and visualizing the response

even further. Typical options include viewing the resource, analyzing the markup or code, and viewing

the differences between a response and the original. The differences can either be stripped away from the

static content for analysis, or they can be viewed inline with the static content, as is seen in Figure 94.
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