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Abstract

Real-time predictive process control and optimization rely fundamentally on accurate
dynamic process models. Across chemical, agricultural, and food processing systems, sev-
eral strategies have been extensively studied for constructing such models. First-principles,
white-box models are among the principal approaches, derived from mass, energy, and mo-
mentum balances that yield systems of partial differential equations (PDEs) or ordinary
differential equations (ODEs). Using these models for real-time purposes, however, faces
certain limitations, including unknown parameters and high computational costs. Moreover,
as process systems become increasingly integrated, the governing equations grow limited in
their ability to describe the full system dynamics, introducing unmodeled physics and dis-
crepancies that adversely affect real-time performance. Time-series machine learning (ML)
modeling has been introduced to address these challenges; however, purely black-box models,
in which a learning-based model is developed from process data alone, suffer in turn from
limited generalizability and extrapolation capability.

Bridging the gap between these two modeling approaches, this dissertation explores dif-
ferent methods of integrating process domain knowledge with advanced time-series ML tech-
niques, constructing knowledge-guided modeling frameworks that can be embedded within
real-time control and optimization schemes and further employed for process safety and
resilient operation. Depending on the form in which process knowledge is available, rang-
ing from high-fidelity simulations and reduced-order physical models to expert assessments,
imaging, and real-time sensor measurements, dedicated frameworks are developed, including
surrogate models for model predictive control, hybrid and physics-informed architectures,
multimodal modeling, and ML-based cyberattack detection and recovery. The proposed
frameworks are evaluated through several case studies in chemical, agricultual and food

process systems.
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Chapter 1

Introduction

1.1 Time-Series Prediction: A General Problem

Time-series prediction, also known as dynamic system modeling, concerns predicting a sys-
tem’s future behavior given its past states and current input signals. The desire to predict
what happens in the future under different input scenarios, and to analyze the range of
possible outcomes that follow, has long been a standing challenge across a wide range of
application domains, precisely because most systems of practical interest, whether financial,
environmental, or industrial, do not evolve independently at each time step but instead carry
forward information from their past contextual states.

In financial markets, the time-series prediction challenge lies in forecasting stock prices
over short- and long-term horizons, given a wide range of economic, political, and market-
sentiment inputs. For instance, several studies have focused on using machine learning
methods such as recurrent neural networks (RNNs) and Long Short-Term Memory (LSTM)
architectures to forecast stock prices from historical trading data, motivated by the highly
stochastic and non-stationary nature of asset price movements, which limits the effectiveness
of classical linear time-series models 2.

In urban transportation systems, the time-series prediction challenge is forecasting short-

term traffic flow from historical volume patterns that are affected by recurring daily and



weekly cycles, as well as irregular disruptions such as accidents or road work. For instance,
several studies have used machine learning methods, such as LSTM networks, to forecast
traffic volumes from historical sensor data, motivated by the inability of classical statistical
traffic models to capture the nonlinear and non-stationary fluctuations arising from complex
urban mobility patterns®.

In the energy sector, accurately predicting short-term electricity demand is a long-
standing challenge for grid operators, since generation must be scheduled in advance while
consumption itself fluctuates with weather, time-of-day effects, and variable consumer be-
havior. Machine learning-based load forecasting methods have been extensively surveyed in
this context, with several studies reporting that data-driven models can capture the nonlin-
ear temporal dependencies underlying residential and grid-level consumption patterns more
effectively than classical statistical approaches, providing the accuracy needed to support
generation scheduling and maintain real-time supply-demand balance®®.

Across these examples, the common limitations are the same: the governing dynamics of
the system are either unknown, analytically intractable, or computationally demanding to
resolve on the timescales required for decision-making.

For decades, these obstacles limited time-series prediction to linear or shallow statisti-
cal models, such as autoregressive and moving-average methods, which struggle to capture
long-range temporal dependencies and nonlinear behavior. The emergence of learning-based
methods, particularly RNNs and, more recently, self-attention-based transformer architec-
tures, has substantially expanded the capacity of nonlinear temporal correlations for time-
series prediction. RNNs introduced the ability to propagate information across time steps
through internal memory states, allowing models to learn temporal correlations directly from
sequential data rather than from a pre-specified functional form?”. Transformer architectures
further extended this capability by replacing recurrence with self-attention mechanisms, en-
abling models to weigh the relevance of distant past observations directly and to be trained
more efficiently in parallel®. This methodological progress has occurred alongside, and has
been substantially enabled by, advances in computing hardware, including graphics process-

ing units (GPUs) and specialized neural network accelerators, which have made the training



of large, deep sequence models computationally practical?. Together, these developments
have unlocked the capacity to tackle time-series prediction problems that were previously
intractable for data-driven methods, particularly those involving long memory horizons, high-
dimensional inputs, and strongly nonlinear dynamics.

Regardless of the specific architecture used, time-series prediction problems of this kind

are commonly formulated using a general discrete-time state-space representation,

i1 = [z, wy), (1.1a)

Yy = h(wy), (1.1b)

where x; denotes the internal state of the system at time ¢, u; denotes any external or
manipulated inputs, y; denotes the observed output, and f(-) and h(-) denote the generally
nonlinear and possibly unknown state transition and observation functions, respectively.
Learning-based time-series models can be viewed as data-driven approximations of f(-) and
h(-), learned directly from historical input-output sequences rather than derived from first
principles. As discussed in the following section, this state-space perspective aligns naturally
with the mathematical description of dynamic processing systems, where the state transition

function is traditionally derived from first-principles mass, energy, and momentum balances.

1.2 Time-Series Modeling in Process Systems Engi-

neering

In process systems engineering (PSE), the time-series prediction challenge is more complex,
as the aim is to predict the future state of a process system that typically involves a ther-
mophysical transformation. This challenge, often referred to as dynamic process modeling,
is the first step in constructing any process control and optimization system.

The mathematical representation of such dynamic behavior is traditionally derived from



first principles, or so-called white-box modeling, by formulating conservation (mass, energy,
and momentum) balances over the relevant control volumes of the process. In its most gen-
eral form, a conservation balance for a field variable {(z,y, z,t) (e.g., species concentration,
temperature, or momentum) can be written as
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5 TV (V) = V- (DVE) + (& u), (1.2)

where &(x,y, z,t) is the field variable of interest evaluated at spatial coordinates (z,y, z)
and time t, v(z,y, z,t) denotes the bulk velocity field, D denotes the relevant diffusivity or
conductivity, and (£, u) denotes the net generation or consumption term, such as reaction
kinetics, which is itself a function of the state and any manipulated or disturbance inputs
u. When & represents momentum itself, Eq. (1.2) recovers the general form of the Navier-
Stokes equations, coupling the velocity field v to pressure, viscous, and body-force terms,
and is typically solved jointly with the continuity and energy balances to fully describe the
transport phenomena within the process!%!!.

Depending on the simplifying assumptions applied to a given process, such as neglecting
spatial gradients (lumped modeling), assuming steady-state behavior in one or more direc-
tions, or reducing the coordinate system based on geometry, Eq. (1.2) reduces to either a
system of partial differential equations (PDEs) or a system of ordinary differential equations
(ODEs), for well-mixed, lumped-parameter systems!'?. Obtaining a closed-form analytical
solution for these governing equations is generally difficult. Instead, it requires numeri-
cal solution techniques, such as finite difference, finite element, or finite volume methods,
discretized in time and in the appropriate coordinate system (Cartesian, cylindrical, or spher-
ical) for the geometry of the process under consideration, to obtain a numerically tractable
dynamic model of the system!?.

Despite the practicality of these numerical methods, their real-time use requires sig-
nificant computational capacity, hindering the application of white-box models for process
control and optimization. This computational burden becomes a serious constraint for high-

dimensional, integrated process systems, where repeatedly solving the governing PDEs or



ODEs within the short sampling intervals required by real-time optimization and control is
often impractical 718,

To address this limitation, prior work in the field has proposed replacing or augmenting
white-box models with computationally cheaper alternatives that approximate the underly-

ing process dynamics. Recent works span several complementary directions.

1.2.1 Model reduction approaches

Model reduction approaches construct lower-dimensional approximations of the original gov-
erning equations by projecting the full-order dynamics onto a reduced subspace, preserving
the underlying physical structure while substantially reducing simulation cost. These meth-
ods typically proceed by identifying a low-dimensional basis, often obtained through proper
orthogonal decomposition or balanced truncation, that captures the dominant modes of the
system’s behavior, and then projecting the original high-dimensional ODE or PDE system
onto this basis to obtain a reduced-order model with substantially fewer states. Because the
reduced model is derived directly from the original governing equations rather than learned
purely from data, it retains a degree of physical interpretability and extrapolation reliability
that purely data-driven approaches often lack. However, the accuracy of the reduced model
is inherently tied to the accuracy of the basis used, and its performance could drop outside
the parameter or operating range over which the reduction was performed, which limits its
applicability to process systems that operate over wide-ranging or highly nonlinear operating

conditions 972!,

1.2.2 Grey-box (hybrid) modeling approaches

Grey-box, or hybrid, modeling approaches retain part of the first-principles structure of
Egs. (1.2) while embedding data-driven components to represent the portions of the dynamics
that are unknown, uncertain, or computationally expensive to resolve directly??. Two closely
related lines of prior work fall under this category. Hybrid semi-parametric models, which

explicitly combine a mechanistic submodel with a nonparametric data-driven submodel, and



physics-informed approaches, which instead embed the governing equations directly into the

training objective of an otherwise data-driven model.

Hybrid semi-parametric models

In this setting, a mechanistic submodel, derived from mass, energy, or momentum balances,
is combined with a nonparametric submodel, typically a neural network or other flexible
regression model, that is trained to capture the residual dynamics not accounted for by the
mechanistic component, such as unmeasured reaction kinetics or transport coefficients??.
This structure allows the resulting model to retain the interpretability and extrapolation
behavior of the mechanistic submodel in regions where the physics is well understood, while
relying on the data-driven submodel only where necessary, which has been shown to reduce
the amount of training data required relative to a fully data-driven model of comparable
accuracy?®. Hybrid semi-parametric modeling has been applied extensively to process mon-
itoring, control, optimization, and scale-up tasks in the chemical and biochemical process
industries!” and forms the basis of the physics-informed hybrid modeling framework devel-

oped later in this dissertation.

Physics-informed approaches

Physics-informed approaches instead embed the governing conservation laws directly into the
training objective of a machine learning model, most commonly a neural network, constrain-
ing the learned solution to satisfy the known PDEs or ODEs of the system while retaining
the flexibility of a data-driven function approximator??. Rather than discretizing the gov-
erning equations over a mesh, as in traditional numerical methods, physics-informed neural
networks (PINNs) incorporate the residual of the governing equations, along with any known
initial and boundary conditions, as additional terms in the network’s loss function, allowing
the equations to be enforced at arbitrary collocation points in the domain without requiring

5

a fixed spatial discretization?. This framework has since been extended well beyond its

original formulation to a broader class of physics-informed machine learning methods that



integrate physical priors into learning architectures in a variety of ways, spanning forward
simulation, inverse parameter estimation, and the discovery of hidden or unmodeled physics

from data?6-29

. Because the resulting model is explicitly constrained to remain consistent
with the underlying physics, physics-informed approaches are particularly well suited to dy-
namic processes for which the governing balance equations are known but computationally

expensive to solve, or are only partially known due to uncertain parameters or unmodeled

phenomena?®’.

1.2.3 Fully data-driven (black-box) modeling approaches

Black-box approaches, often known as data-driven approaches, consider scenarios where
abundant process data is available but obtaining a solvable, numerically or analytically, first-
principles model is not feasible. These methods rely on fully exploiting the observed process
data using regression techniques or, more recently, machine learning algorithms, ranging
from shallow learning models to deep learning-based neural networks, to approximate the
state transition function f(-) of Eq. (1.1a) directly3'#2.

Data-driven modeling in process systems engineering predates the recent adoption of
deep learning by several decades. It has traditionally relied on classical regression and sys-
tem identification techniques, such as partial least squares, principal component regression,
and autoregressive models with exogenous inputs (ARX/NARX), to construct input-output
models of process dynamics directly from historical operating data3?. These classical tech-
niques remain widely used, particularly for soft-sensing and process monitoring applications,
but are generally limited in their ability to capture strongly nonlinear dynamics or long-range
temporal dependencies without extensive manual feature engineering?.

The emergence of deep learning-based time-series models has substantially expanded the
capabilities of black-box modeling by removing much of this reliance on hand-engineered
features. Among these, recurrent neural network (RNN) architectures, and LSTM networks
in particular, are especially well-suited candidates for dynamic process modeling, since their

internal memory states are explicitly designed to propagate information across time steps,



allowing them to learn temporal correlations directly from sequential process data rather than
from a pre-specified functional form”. This property has made RNN-based architectures a
common choice for constructing black-box surrogate models of nonlinear process dynamics
for use in real-time optimization and control applications?3%:3¢.

This flexibility, however, comes at the cost of reduced interpretability and a greater
reliance on the quantity and quality of the available training data, since black-box models
offer no inherent guarantee of consistency with physical conservation laws outside the range
of conditions represented in the training set!*. Despite these limitations, black-box time-
series models have been widely adopted across process systems engineering wherever sufficient
process data is available, owing to their comparatively low development cost and their ability
to capture complex nonlinear dynamics without requiring detailed first-principles knowledge
of the process 419,

From the perspective of machine learning, and time-series modeling in particular, each
of these directions ultimately reformulates dynamic process modeling as a sequence learning
problem. Given historical measurements of the process state and inputs, a time-series ML
model, whether reduced-order, physics-informed, hybrid, or fully data-driven, is trained
to predict how the state evolves forward in time, in place of, or in conjunction with, the
governing conservation equations derived in the previous section.

Across all four of these modeling paradigms, model reduction, grey-box, and black-box
approaches, time-series ML-based dynamic models have found broad application through-
out process systems engineering, extending beyond offline prediction accuracy. In process
control and optimization, surrogate models built using these approaches have been embed-
ded directly within Model Predictive Control (MPC) and Moving Horizon Estimation (MHE)
frameworks to enable real-time, computationally tractable control of nonlinear processes"3%.
In cybersecurity, these same modeling paradigms have been used to detect deviations from
expected process behavior, forming the basis of ML-based frameworks for identifying falsified
sensor measurements and maintaining resilient, economically stable operation under active

cyberattack scenarios3%40.



1.3 Problem Statement and Motivation

The purpose of this dissertation is to develop knowledge-guided time-series modeling frame-
works for chemical, agricultural, and food processing systems. These frameworks are de-
signed to be capable of leveraging whatever physical knowledge of a process is available, re-
gardless of the form that knowledge takes, to construct a more physically consistent dynamic
model than a purely data-driven approach would otherwise allow. Physical understanding
of a process is rarely available in a single, uniform form; rather, it exists in different layers,
ranging from high-fidelity simulations, to simplified physical models, to expert judgment and
unconventional measurements, to raw sensor data, depending on how well characterized the
process is and how the process itself is currently monitored. This dissertation is motivated by
the observation that existing time-series ML approaches tend to treat these layers of knowl-
edge separately and inconsistently, either discarding available physical knowledge in favor of
a fully data-driven surrogate, or, conversely, relying on physical models that are too detailed
to embed efficiently into a learning architecture (Figure 1.1). Rather than adopting a single
modeling strategy, this dissertation is motivated by unifying these layers of knowledge infu-
sion, distilled surrogate knowledge, reduced-order physical models, expert and multimodal
feedback, and real-time sensor measurements, under a common, physics-guided time-series
ML framework, with each layer addressed in turn through a dedicated research objective

and case study.

1.4 Research Objectives and Case Studies

The first layer of knowledge infusion addressed is the case where an existing high-fidelity
model, such as a computational fluid dynamics (CFD) or multiscale simulation, is available
but too computationally expensive to deploy within a real-time optimization or control loop.
Rather than treating the resulting surrogate model as a purely data-driven fit to observed
input-output data, the first objective of this dissertation is to derive a time-series surrogate

model directly from the mass, energy, and momentum balance principles embedded within
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Figure 1.1: Conceptual framework of the dissertation

the CFD or multiscale model itself, such that the surrogate acts as an accurate, physically
grounded proxy of the high-fidelity model for real-time control applications, rather than
an independently learned black-box approximation. This objective is evaluated through
the dynamic optimization and predictive control of an ammonia synthesis and adsorption
process (Chapter 3), where LSTM-based surrogate models, derived from the offline high-
fidelity CFD simulations of the process, are integrated into an MPC framework to enable
real-time control at a fraction of the computational cost of the original high-fidelity model.

The second layer of knowledge infusion addressed is the case where a simplified, reduced-
order physical model of the process is available, but is known to be inaccurate, deviating from
the true process behavior in ways that are not captured by the reduced-order equations alone.
The second objective of this dissertation is to embed this reduced-order physical knowledge
into hybrid and physics-informed neural network (PINN) architectures by learning the resid-
ual between the reduced-order model’s predictions and the true observed process behavior,
rather than discarding the reduced-order model or relying on it directly. This objective is

evaluated through a soil water content (SWC) case study (Chapter 4), where a simplified,
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reduced-order hydrological model of soil water dynamics is combined with residual learn-
ing and physics-informed neural network architectures, in both centralized and distributed
settings, to correct for the reduced-order model’s inaccuracies under limited measurement
conditions.

The third layer of knowledge infusion addressed is the case where the underlying process
is poorly understood, no physical model, reduced-order or otherwise, is available, and the
only accessible process knowledge takes the form of expert feedback together with sensor
and imagery data. The third objective of this dissertation is to develop a physics- and data-
guided multimodal time-series framework that combines expert-level feedback with image
and sensor data as the available forms of process knowledge, in the absence of any governing
physical model. This objective is evaluated through a multimodal time-series framework for
plant-based meat extrusion (Chapter 5), where process time-series data, product imaging,
and expert quality assessments are combined to link extrusion process parameters to prod-
uct quality and enable real-time monitoring and control of a process whose thermophysical
transformations remain poorly characterized.

The fourth layer of knowledge infusion addressed is the case where process knowledge
is available in the form of the active controller design and real-time sensor measurements
themselves, used to detect, localize, and recover from deliberate disruptions to the process
rather than to characterize its nominal dynamics. The fourth objective of this dissertation
is to combine this controller and sensor-level knowledge with time-series classification tech-
niques to detect cyberattacks, localize the affected subsystem, and recover the process to safe
operation in highly integrated systems. This objective is evaluated through a centralized and
distributed cyberattack detection, identification, and reconstruction framework applied to a
benzene-alkylation process (Chapter 6), a highly integrated process used as a representative
benchmark for evaluating the scalability of the proposed detection and recovery architecture.

The remainder of this dissertation is organized as follows. Chapter 2 presents the materi-
als and methods common across the dissertation, including the ML architectures, MPC/MHE
formulations, computer vision techniques, and physics-informed /hybrid modeling approaches

used throughout. Chapter 3 presents the integrated surrogate-based MPC framework de-
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veloped for the ammonia synthesis and adsorption process. Chapter 4 presents the hybrid,

physics-informed, and distributed modeling framework developed for the soil water con-

tent case study. Chapter 5 presents the multimodal time-series framework developed for

plant-based meat extrusion. Chapter 6 presents the centralized and distributed cyberattack

detection, identification, and reconstruction framework developed for the benzene-alkylation

process.

1.5 Contributions

Each of the presented frameworks and case studies has specific contributions toward the

overall objective of the dissertation and the specific objectives within each case study. Below

is the complete list of the publications:
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Chapter 2

Materials and Methods

Numerical time-series ML architectures serve as the core modeling tool across all case stud-
ies presented in this dissertation. Depending on the case study, both shallow learning and
deep learning time-series models are used, spanning data-driven, hybrid, multimodal, and
physics-informed settings, and implemented in either centralized or distributed configura-
tions. Computer vision techniques have additionally been employed as a secondary compo-
nent to the dynamic time-series models for the plant-based meat extrusion case study, where
the time-series image analysis complements the numerical time-series ML component. MPC
and MHE have further been employed in Chapters 3 and 6. As the control and estimation
layer for the integrated surrogate model, and as a component supporting the cyberattack

detection framework for the highly integrated benzene-alkylation system.

2.1 Machine Learning Architectures for Dynamic Pro-

cess Modeling

The nonlinear, time-varying behavior exhibited by the process systems considered in this
dissertation, ranging from the reactor-adsorber dynamics of ammonia synthesis to the ther-
mophysical transformations occurring during food extrusion, motivates the use of time-series

machine learning (ML) architectures capable of learning temporal dependencies directly from
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process data. Depending on the case study, this dissertation employs feedforward, recurrent,
and attention-based deep learning architectures, as well as shallow tree-based learners, se-
lected according to the nature of the available data and the computational demands of the
downstream control or monitoring task. This section reviews these architectures in order of

increasing capacity to represent temporal dependencies.

2.1.1 Extreme Gradient Boosting (XGBoost)

XGBoost is a highly efficient and scalable ML algorithm that builds decision trees sequen-
tially, with each new tree trained to minimize a specified loss function. It relies on a
second-order Taylor series approximation of the loss to improve both convergence speed
and computational efficiency®!. Its robustness on small, noise-contaminated datasets has
been demonstrated in prior work on food safety risk assessment and other small-sample
42;43

learning applications, underscoring its suitability for data-limited settings

The optimization objective in XGBoost is given by:
£(t) =Y 1wV + filw) +Qf) (2.1)
i=1

where [(+) is the loss function, typically mean squared error (MSE) for regression tasks, y; is
the true value of the i-th data point, and gf‘” is its predicted value at the previous iteration
t — 1. The term fi(x;) represents the tree added at iteration ¢, and Q(f;) is a regularization

term that limits model complexity to prevent overfitting:

T
1
Q(f,) =T + §Azw§ (2.2)
j=1
where T is the number of leaves in the tree and w; is the weight of leaf j. Here, v penalizes
trees with more leaves to discourage excessive depth, while A applies Ly regularization to
the leaf weights to improve generalization.

New splits are added to each tree using a greedy algorithm that selects the split maxi-
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mizing the gain in the objective function:

G3 G% (G + Gg)?

1
- _ — 2.3
2| Ho4x  Hatn Ho+Hptr| | (23)

Gain =

where G and H denote, respectively, the first- and second-order gradients of the loss func-
tion with respect to the predictions. This split-selection strategy allows XGBoost to capture
nonlinear relationships in the data while remaining resistant to overfitting. In time-series
modeling, XGBoost generates future predictions by using lagged and engineered temporal
features as inputs*, allowing it to capture complex dependencies and, through feature im-

portance analysis, identify the process variables most relevant to the prediction task.

2.1.2 Light Gradient Boosting Machine (LightGBM)

Light GBM is an advanced implementation of gradient boosting that uses a histogram-based
algorithm to speed up training and lower memory usage*. Rather than growing trees level-
wise as conventional gradient boosting methods do, Light GBM follows a leaf-wise growth
strategy that expands the leaf contributing the most to the loss first. This targeted growth
improves accuracy by concentrating model refinement where the predictions need it most.

As in XGBoost, the Light GBM objective seeks to minimize the following loss function:

£t) = U3y’ + fils)) + Q(f) (2.4)

where fi(z;) is the tree added at iteration ¢. What sets Light GBM apart is its histogram-
based partitioning of the data: continuous feature values are grouped into discrete bins,

which lowers the computational cost of evaluating candidate splits:

G2
Gainpis = max (Hk j_ >\> (2.5)

where k indexes the bin, Gy, is the gradient, and Hj, is the second-order gradient (Hessian)

associated with that bin.
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Its leaf-wise growth strategy further boosts performance by permitting deeper, more

flexible trees: 5

H(t+1)=H(t)+ Y

J=1

2.
H; + A (2:6)

where H(t) is the accumulated Hessian and L is the number of leaves. Because it always
expands the leaf offering the greatest loss reduction, Light GBM converges faster and gen-
eralizes better than level-wise methods, especially on large datasets. This efficiency and
scalability make Light GBM well suited to time-series modeling and texture quantification.
Relative to XGBoost, which handles missing data robustly and performs well in recursive
multi-step forecasting, Light GBM’s leaf-wise growth is particularly effective on sparse and
imbalanced data while still guarding against overfitting. In extrusion processes, both models
are used to establish quantitative relationships between operational parameters and texture
measurements, sharpening the dynamic representation of system behavior across varying

operating conditions?.

2.1.3 Feed Forward Neural Networks (FNNs)

FNNs are a class of neural networks in which the connections from each layer to the next
are unidirectional. They are the simplest form of neural network architecture, designed
to recognize patterns and make decisions without holding any hidden state. The primary
components of FNNs are layers: an input layer, one or more hidden layers, and an output
layer. Each neuron in a layer is connected to every neuron of the subsequent layer through
weights and biases*” . Figure 2.1 shows the architecture of FNNs

Mathematically, the output y of a neuron can be represented as:

y=1r (Z w;r; + b) (2.7)

Here, x; denotes the input values, w; the weights associated with the corresponding
connections, b the bias term, and f the activation function.

The activation function, such as the sigmoid or ReLU, introduces nonlinearity into the
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Multiple Hidden Layers

Figure 2.1: Feed Forward neural Network (FNN)

model, enabling it to capture nonlinear relationships in the dataset*®.

Training an FNN involves adjusting the weights and biases to minimize the difference
between the predicted output and target values. This is achieved using the backpropagation
algorithm in conjunction with gradient descent. Backpropagation computes the gradient of

the loss function with respect to each weight by applying the chain rule, which is then used

by gradient descent to update the weights and biases, minimizing the loss®’.

2.1.4 Recurrent Neural Networks (RINNs)

Although FNNs are efficient and fast, they are not well suited to recognizing patterns in
sequential data. Time-series problems and natural language processing tasks are both ex-
amples of sequential problems, where each value depends on the values that came before it
in the sequence. RNNs, another class of neural networks, are designed to handle this kind
of data by introducing a recursive connection from each neuron back to itself, generating a
hidden state at every step. The central idea behind RNNs is that this hidden state carries
forward information from previous steps in the sequence, allowing the network to retain a

memory of what it has already seen.
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Vanilla RNNs

The vanilla Recurrent Neural Network (RNN) is the simplest form of RNN architecture. It
processes sequential data by maintaining an internal state, or memory, that carries hidden
information forward and allows previous outputs to inform future ones. This basic design,
however, struggles with long-term dependencies due to the vanishing (or exploding) gradi-
ent problem, in which gradients shrink or grow exponentially as they are propagated back
over long sequences, making it difficult for the network to learn correlations between dis-

8

tant time steps?®. Even so, vanilla RNNs have been applied successfully to tasks such as

language modeling and time-series forecasting, showing that they can model sequential data
effectively when dependencies are short-range. Their simplicity and the intuitive way they
mimic sequential memory make them a natural starting point from which more advanced

architectures, such as LSTMs and GRUs, were later developed®”. Figure 2.2 illustrates the
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Figure 2.2: RNN structure

structure of a vanilla RNN.

The hidden state h; at time ¢ is computed as:

hi = f(Whnhi—1 + Wapze + bp) (2.8)

where z; is the input at time ¢, Wy, and W, are the weight matrices associated with the

hidden-to-hidden and input-to-hidden connections, respectively, and by, is the bias term.
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Long Short-Term Memories (LSTMs)

The limitations vanilla RNNs face in learning long sequences motivated the development of
LSTMs, a more advanced RNN variant built specifically to capture long-term dependencies.
LSTMs introduce memory cells capable of retaining information over extended periods. Their
central idea is the cell state, together with three gates (input, forget, and output) that
regulate how information flows into, through, and out of the cell*”*°. The input gate controls
how much new information enters the memory cell, the forget gate determines what existing
information is discarded, and the output gate governs what is passed forward to the next

time step®®. Figure 2.3 shows the architecture of an LSTM cell.
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Figure 2.3: An LSTM Cell

The information flow through these gates is described mathematically as follows. Given
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an input vector x;, a previous cell state ¢;_;, and a previous hidden state h;_q:

Forget gate: f; = o(Wy - [he—1, 4] + by) (2.9)
Input gate: iy = o(W; -+ [hy—1, 2] + b;) (2.10)

¢y = tanh(We - [hy_1, 2] + bo) (2.11)

Cell state update: ¢ = f, ©® 1+ 1 © G (2.12)
Output gate: o, = o(W, « [h—1, 2] + b,) (2.13)

hy = oy ® tanh(c;) (2.14)

where h;_; is the hidden state from the previous time step, o is the sigmoid function, ®
denotes element-wise multiplication, and the W matrices and b vectors are the trainable
parameters of the LSTM.

LSTM networks have several limitations. Their multi-gate, recurrent architecture makes
them computationally demanding and slow to train, particularly on large datasets. They can
also struggle with very long sequences, where even their gating mechanisms are insufficient
to preserve relevant information, leading to degraded performance. In addition, achieving
good performance typically requires extensive hyperparameter tuning, which can be both

time-consuming and dependent on domain expertise"48.

Gated Recurrent Units (GRUs)

GRUs were introduced to address the architectural complexity of LSTMs and the computa-
tional cost associated with training them, offering a simpler and more efficient alternative.
They achieve this by combining the forget and input gates into a single update gate and
merging the cell state with the hidden state?”. Despite this simplification, GRUs retain
the ability to capture long-term dependencies in sequential data through a reduced gating
mechanism composed of just two gates: the update gate and the reset gate. The update
gate governs how much of the previous state is retained, while the reset gate controls how

much new input information is incorporated, allowing GRUs to model sequences effectively
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while typically training faster and requiring fewer parameters than LSTMs. Chung et al.
demonstrated the effectiveness of GRUs across a range of applications, from general se-
quence modeling to speech signal processing, highlighting both their versatility and their

performance®’. Figure 2.4 shows the architecture of a GRU cell.

Figure 2.4: A GRU Cell

The computations within a GRU cell can be expressed as:

Update Gate: 2z =o(W, -« [hy—1,x4]) (2.15)
Reset Gate: re =o(W, - [hi—1, 24)) (2.16)
Candidate Hidden State: hy = tanh(W - [ry * he_y1, ]) (2.17)
Final Hidden State: he = (1 —2) % hyy + 2z % by (2.18)

where h;_; is the previous hidden state at time step ¢t — 1, z; is the update gate vector, r; is
the reset gate vector, h; is the candidate hidden state, h, is the resulting new hidden state,

and the W matrices and b vectors are the trainable parameters of the GRU.

2.1.5 Sequence-to-Sequence (Seq2Seq) Models

Seq2Seq models were originally developed for natural language processing but have since been

widely adopted for time-series forecasting, owing to their ability to map an input sequence
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onto an output sequence of a different length. the encoder compresses the input sequence
into a fixed-length context vector, and the decoder then reconstructs the output sequence

step by step®%53. The context vector z is obtained as:

Z, hgicl = feHC<$17I27"'7xT) (219)

where x; denotes the input time-series values and fg,. is the encoder network. The decoder

subsequently uses this context vector to generate the output sequence:

y?ec = fdec(hgiclayt—laz) (220)

where h{° is the decoder’s hidden state at time .

2.1.6 Self-Attention Decoder-Only Transformers

This sequential dependency of RNNs prevents parallelization across the input sequence and
becomes a practical bottleneck when working with long historical windows®*. Beyond this
computational constraint, compressing the entire input history into a single fixed-length
context vector also limits the model’s ability to selectively recall relevant past states when
generating a forecast. The self-attention mechanism overcomes both issues by computing
pairwise relationships across all time steps at once, letting any position in the sequence
attend directly to any other without passing information through intermediate recurrent
states®°.

Given an input sequence represented as X € RT*dmodet  the self-attention mechanism

projects each token into queries Q, keys K, and values V through learned linear projections,

and computes the attention output as:

Attention(Q, K, V) = soft <QKT) v (2.21)
ention(Q, K, V) = softmax .
Vdy,

where d is the key dimension, and the scaling factor \/d; keeps large dot products from
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pushing the softmax into regions where gradients are close to zero®. Multi-head attention
extends this by running H independent attention operations in parallel, each attending to a
different aspect of the temporal structure, and then concatenating their outputs into a single
unified representation®.

A transformer layer wraps this multi-head attention operation with two further com-
ponents: a position-wise feedforward network that transforms each token independently
through a nonlinear mapping, and residual connections with layer normalization applied
around both the attention and feedforward sublayers®. Because self-attention is permutation-
invariant and has no inherent sense of order, a positional encoding is added to the input
embeddings so that temporal position information is preserved before the sequence enters
the attention layers®.

For autoregressive time-series forecasting, the decoder-only architecture keeps only the
decoder stack from the standard encoder-decoder transformer and enforces causality through
a triangular mask on the attention weight matrix, which prevents each position from attend-
ing to future tokens (Figure 2.5). This turns the model into a left-to-right conditional model,
where the prediction at time ¢ depends only on observations up through ¢ — 1. The resulting
architecture processes the full observed history in parallel during training while generating
predictions autoregressively at inference time, and it is more parameter-efficient than its

encoder-decoder counterpart®.

2.1.7 Physics-Informed and Hybrid Modeling
Residual Learning-Based Hybrid Models

Residual (or series) hybrid models correct a first-principles model by learning the mismatch
between its predictions and observed process data, rather than replacing the first-principles
model outright. Given a nominal first-principles model fyhys and process data (x;,v;), a

neural network fyn(-;6) is trained to approximate the residual:

§= fonys(z) + fun(2:0), 0" = argmeinz [ — Fonys(:) — fan(i;0)]” (2.22)
=1
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Figure 2.5: Decoder-only Transformer Architecture

This formulation constrains the learning task to the (typically smaller and smoother) unmod-
eled dynamics, improving data efficiency and extrapolation relative to a purely data-driven

model trained on y; directly®®.

Physics-Informed Neural Networks (PINNs)

Rather than correcting a mechanistic model’s output, PINNs embed the governing equations
directly into the neural network’s training objective?®. For a governing PDE of the general
form Nu](x,t) = 0, a neural network ugy(z, t) is trained to jointly satisfy the observed data

and the PDE residual, evaluated at collocation points (z,t.) sampled from the domain:

1 n 1 ne
ﬁ(e) = E Zl HUQ((EZ‘, tl) — U1H2 +A 7’L_C Zl ||N[U9](I’c7]’, th)Hz (223)
N = J= .,
L:;a Ep;rysics

where Lgaa penalizes deviation from measured data, Lpnysics penalizes violation of the gov-
erning equation via automatic differentiation of wug, and A weights the physics constraint
relative to the data-fitting term?*. Because the physical law itself acts as a regularizer,
PINNs can achieve accurate predictions with less training data and improved generalization

outside the training distribution compared to unconstrained networks2.
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Depending on the presented case studies, the formulations of the hybrid and PINNs vary

and will be discussed in the next chapters.

2.2 Computer Vision Methods for Process State Char-

acterization

Computer vision (CV) methods have been employed in this dissertation to support the
second research objective, which is developing a multimodal process model by integrating
image processing with numerical time-series data. In this framework, CV serves as a means
of quantifying product texture from image data, providing an additional data modality that
complements the numerical time-series measurements collected during process operation.

This section discusses each CV component used to achieve this objective.

2.2.1 Canny Edge Detection

Canny edge detection is a multi-stage algorithm that locates edges by identifying regions
of an image where intensity changes rapidly. The first stage applies Gaussian filtering to
smooth the image and suppress noise, obtained by convolving the input image I(x,y) with
a Gaussian kernel G(z,y):

where * denotes convolution. Sobel operators are then used to compute the intensity gradi-

ent, approximating the partial derivatives of the smoothed image in the z- and y-directions:

ol 0l
Gr= 50 Gu=, (2.25)
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From these two gradient components, the gradient magnitude M (z,y) and direction 0(z,y)

at each pixel are obtained as:

M(z,y) = /G2 + G2, O(x,y) = tan~! (%) (2.26)

Non-maximum suppression is then applied along the gradient direction to thin these edges
down to their local maxima. In the final stage, hysteresis thresholding removes weak, spurious
edges: pixels with a gradient magnitude above an upper threshold T}, are classified as
strong edges, those below a lower threshold 7j,, are discarded outright, and pixels falling
between the two thresholds are kept only if they connect to a strong edge, which preserves

the continuity of detected edges®”.

2.2.2 Hough Transform

The Hough transform is a feature-extraction technique that detects geometric shapes, such
as lines and circles, by mapping points from Cartesian space into a parameter space®®. For

line detection, the standard Hough transform represents each line in polar coordinates as:
p = zcos(f) + ysin(6) (2.27)

where p is the perpendicular distance from the origin to the line and 6 is the angle of the
line’s normal. Votes are accumulated in this parameter space to identify the lines that appear
most prominently in the image. Circular features are detected in an analogous way through
the Hough circle transform, which parameterizes each circle by its center coordinates (a,b)
and radius 7:

(x —a)®>+ (y — b)* =1? (2.28)
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2.2.3 Gabor Filters for Structure Analysis

Gabor filters are used in this study to extract meaningful structural features from extrusion
image samples, allowing for a detailed analysis of spatial patterns such as edges, orientations,

and structural variations. A Gabor filter is a linear filter defined as:

/2 2,12 /
G(l’, Y, )\, G,zp, o, ’y) = exp (_l‘;—#) CcOS (271'% -+ w) (229)
g

where the rotated coordinates z’ and 3 are given by:

x' =z cosf+ysind (2.30)

Yy = —xsinf + ycosd (2.31)

Here, X is the wavelength of the sinusoidal component and sets the scale at which the filter
operates, while 6 specifies the orientation of the features it detects. The phase offset ) shapes
the symmetry of the filter’s response, o controls the spatial extent of the Gaussian envelope,

and v sets the spatial aspect ratio, determining the filter’s elongation®’.

2.3 K-means spatial clustering

K-means is an unsupervised learning algorithm that partitions n observations into K disjoint

clusters, {C}, Cs, ..., Ck}, by minimizing the total within-cluster sum of squares (WCSS)%:

T=303 i (2:32)

k=1 x;€Cy

where x; is the feature vector for observation ¢ and p,, is the centroid of cluster Cj. During
training, each observation is assigned to the nearest centroid using Euclidean distance, and
each centroid is updated to the mean of its assigned observations. This process repeats until
the cluster assignments no longer change. Because the clustering features may have different

units and magnitudes, all variables are standardized to zero mean and unit variance before
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clustering:

PO Rk (2.33)

where z; ; is the value of feature j for observation i, z; is the mean of feature j, and o; is
its standard deviation. The number of clusters, K, is determined using the elbow method,
in which the optimal value K* is identified as the point where additional clusters yield only

marginal reductions in J(K)%%2,

2.4 Evaluation Metrics

2.4.1 Regression Metrics: NRMSE, MAE, and Mean Bias

The developed time-series model performance is assessed using the normalized root mean
squared error (NRMSE), mean absolute error (MAE), and mean bias, computed over n

predictions as:

1 1 & 1 &
NRMSE = ———— | = (i —3:)2,  MAE=>) |yi—g]  (234)
ymax - ymin n i—1 n i—1
M Bi L i(A ) (2 35)
can blas = — i — Y .
n Y —Y

i=1
where y; and ¢; denote the true and predicted values, respectively, and ¥max, Ymin are the
extrema of the observed data used for normalization. NRMSE enables comparison of pre-
diction error across variables with different scales and units, while MAE reports the average
magnitude of error in the original units of the variable®. Mean bias indicates the direc-
tion of systematic over- or under-prediction and complements NRMSE and MAE, which are

insensitive to error sign®.
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2.4.2 Classification Metrics: ROC, AUC, F1, Accuracy, Precision,

and Recall

Classification performance is evaluated using accuracy, precision, recall, and the F1 score,
computed from the number of true positives (TP), true negatives (TN), false positives (FP),

and false negatives (FN):

Accuracy = TP+TN Precision = L Recall = T—P
Y= TP+TN+FP+FN’ T TP FP T TPYFN

(2.36)

P =2 Precision - Recall (2.37)

" Precision + Recall

Precision and recall together capture the trade-off between false alarms and missed detec-
tions, and the F1 score summarizes this trade-off as their harmonic mean, which is partic-
ularly informative under class imbalance®. The Receiver Operating Characteristic (ROC)
curve plots the true positive rate against the false positive rate across classification thresholds,
and the Area Under the Curve (AUC) summarizes this curve in a single value representing

the model’s ability to discriminate between classes independent of a fixed threshold .

2.5 Jaccard index

The Jaccard Index evaluates the overlap between predicted and actual sets of attacked

SENSOrs:
IDNG
DUG

Jaccard Index = (2.38)

where D is the set of predicted attacked sensors, and G is the ground truth. This metric
penalizes false positives and negatives, making it suitable for multi-label attack localization.
Values close to 1 denote strong agreement, while lower values indicate overprediction or

missed detections.
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2.6 Explained variance (EV)

Explained variance (EV) quantifies the proportion of variance in the true signal captured by

the reconstructed output:

N (- ~\2
EV=1- Zj\;:l(j% ;%) (239)
Zi:l (yz - yavg)2

where ¥,y is the mean of the true values. EV ranges from —oo to 1, with values closer

to 1 indicating better reconstruction. Unlike RMSE, which focuses on absolute error, EV

emphasizes the model’s ability to capture dynamic trends in the system.

2.7 Model Predictive Control (MPC)

Model predictive control (MPC) is an advanced control strategy that determines control
actions by solving an optimization problem at every time step, seeking to minimize a cost
function over a finite prediction horizon subject to the system’s dynamics and constraints.
For nonlinear systems, this optimization typically takes the form of a nonlinear quadratic

cost:

t+N
JU) = /t (:U(T)TQx(T) + u(T)TRu(T)) dr (2.40)

where z(7) is the system state at time 7, u(7) is the control input, @) and R are positive
definite weighting matrices, and N is the prediction horizon. This integral accumulates
cost over the horizon, with the two quadratic terms penalizing deviations in the state and

excessive control effort, respectively. The corresponding MPC optimization problem is:
t+N
mUln/ (z(7)"Qz(7) + w(r)" Ru(r)) dr (2.41)
t
subject to the nonlinear system dynamics:

(r) = f(z(r),u(r)), 7€ [t,t+ N] (2.42)
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along with any additional constraints imposed on the states and control inputs. Solving this
problem yields a sequence of control actions over the horizon N, of which only the first is
applied to the system; the entire optimization is then re-solved at the next time step using
updated state measurements or estimates, a strategy known as receding horizon control. This
ability to explicitly handle multivariable dynamics, constraints, and nonlinearities within
a single optimization framework makes MPC particularly well suited to complex process

control applications®”.

2.8 Moving Horizon Estimation (MHE)

Moving horizon estimation (MHE) is the estimation-side counterpart to MPC. Rather than
selecting future control actions over a forward-looking horizon, MHE reconstructs the current
system state by solving an optimization problem over a backward-looking window of past
measurements, re-solved and shifted forward at every time step®”. Given a moving window of
length N containing the most recent measurements y(7) and inputs u(7), MHE estimates the
state trajectory &(7) that best explains the observed data by minimizing a cost analogous in
structure to the MPC objective in Eq. (??), but penalizing measurement and process-noise

residuals rather than state deviation and control effort:

2
Qe

+ Hw(7)|

2 )dT (2.43)

Re

J(X)=T(2(t—-N)) + /t_N (||y(7) — h(i(7))]

where h(-) is the measurement model, w(7) is the process disturbance acting on the system
dynamics, ). and R, are positive definite weighting matrices penalizing measurement and
process noise, respectively, and I'(+) is the arrival cost, a summary term that approximates
the information contained in measurements taken before the current window that would oth-
erwise be discarded when the horizon shifts forward. The corresponding MHE optimization

problem is:

2
Qe

+ Hw(7')|

;) dr (2.44)

min T(a(t=N)) + [ (|lotr) = ()

X
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subject to the same nonlinear system dynamics used in the MPC formulation:
#(r) = f(@(r),u(r)) +w(r), 7€[t— N1 (2.45)

and any known bounds on the state and disturbance variables. Solving this problem yields
an estimate #(t) of the current system state, which is then passed to the MPC layer in
place of a direct state measurement whenever full-state feedback is unavailable . As with
MPC, the estimation window is shifted forward and the optimization re-solved at every
time step, allowing MHE to continually incorporate new measurements while bounding the

computational burden of the estimation problem®7.

2.9 Closed-loop performance metrics

Evaluating and comparing the closed-loop performance of MPC frameworks requires quan-
titative metrics that capture both the quality of setpoint tracking and the effort exerted
by the controller to achieve it. Three complementary metrics are employed throughout this
dissertation: the integral of squared error (ISE), the integral of squared control (ISC), and
the dynamic performance index (DPI).

The ISE quantifies the cumulative tracking performance of a regulated output v(t) with

respect to its targeted steady-state value vy, over the closed-loop simulation horizon,

ISE, = i (”(t)—_”)Q At, (2.46)

t=1 ,USS

where T is the number of sampling instants and At the sampling interval. Owing to the
squared error, the ISE penalizes large deviations disproportionately and is therefore dom-
inated by transient excursions such as overshoot or slow initial convergence; a lower ISE
indicates that the controller drives the output to its setpoint faster and with smaller de-
viations. The normalization by the steady-state value renders the metric dimensionless,

enabling aggregation and comparison across outputs of different physical scales and units.
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The ISC analogously quantifies the cumulative control effort exerted through a manipu-

lated input w(t),

ISC,, = XT: (“’(t)—_w)Q At. (2.47)

t=1 Wss
A lower ISC reflects smoother and less energetic actuation, which translates to reduced
actuator wear and, in process systems where the manipulated inputs represent material or
energy duties, directly to lower operational expenditure. Together, the two metrics expose
the fundamental trade-off of feedback control: tight tracking (low ISE) is typically purchased
with aggressive control action (high ISC), and vice versa.
To adjudicate this trade-off with a single scalar measure, the individual contributions are

aggregated into the dynamic performance index,

DPI =) "ISC, + Y ISE,, (2.48)

weU vey

where U and ) denote the sets of manipulated inputs and regulated outputs, respectively.
The DPI thus mirrors the quadratic objective of the MPC itself, representing the realized
closed-loop cost accumulated over the entire simulation; among controllers evaluated under
identical scenarios, the one attaining the lowest DPI achieves the most favorable overall

balance between tracking performance and control effort %,
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Chapter 3

Surrogate-Based Real-Time Model
Predictive Control of Ammonia

Synthesis and Adsorption Processes

3.1 Introduction

Ammonia, the second most produced chemical compound, is crucial for manufacturing fer-
tilizers, pesticides, plastics, fabrics, explosives, and dyes®’. Its versatile properties make it
indispensable for agricultural applications, energy transportation, and as a potential fuel

7071 thereby supporting a sustainable chemical-energy supply chain. Ammonia is

source
synthesized through the Haber-Bosch process, a catalytic reversible reaction between hydro-
gen and nitrogen under high pressure and temperature. The source of hydrogen determines
whether the ammonia is classified as blue or green.

Ammonia production has evolved significantly due to growing fertilizer demand and tech-
nological advancements. The non-energy use of natural gas in ammonia production accounts
for about 4% of the global natural gas supply, with annual production reaching 183 million

tons. This production is expected to grow by 3-4 times over the next 25 years, driven by

demand for hydrogen transport and power generation . The role of ammonia in global food
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security and its renewed interest as an energy vector in the hydrogen economy have also been
investigated . However, most ammonia production currently relies on fossil fuels, primarily
natural gas, exposing production costs to volatile fuel markets and rendering the process eco-
nomically vulnerable to energy price fluctuations and emerging carbon pricing schemes™ 7.
Managing this dependence on fossil feedstocks has therefore become an economic imperative
as much as an environmental one, motivating alternative production pathways; among these,
green ammonia, synthesized using renewable electricity, offers a route to decouple production
costs from fossil fuel markets while leveraging the declining costs of renewable energy ’®.

To meet the growing demand for ammonia while addressing economic concerns, energy-
efficient production and separation processes are essential. In particular, understanding the
coupled dynamics of ammonia synthesis in industrial packed-bed reactors (PBRs) and down-
stream ammonia recovery is crucial for optimizing process efficiency through precise process
control. Although the Haber—Bosch process has been used extensively, deeper insights into
reactor dynamics remain necessary. Moreover, conventional condensation-based ammonia
recovery is energy-intensive at low conversions, motivating the integration of adsorption-
based separation, such as temperature swing adsorption (TSA), directly with the synthesis
reactor %Y. Real-time optimization and control of such integrated reactor-adsorber systems
require a robust process model that can predict temporal dynamics, which are influenced
by the interplay of surface reactions, thermodynamics, adsorption equilibria, and trans-
port phenomena across interconnected units. These complex interactions create challenges
for real-time decision-making, especially in managing reactor hotspot temperatures, species
concentrations, and adsorption column temperatures.

Building on previous studies on multiscale modeling of ammonia synthesis and adsorp-

08:81382 "and given that such high-fidelity models face significant computational limitations

tion
for real-time predictive control, this chapter investigates the development of time-series sur-
rogate models trained on high-fidelity simulations of the multiscale model. In the absence of
sufficient operational data from the reactor and adsorber, these offline simulations serve as

a first layer of physical interpretation embedded in the surrogate models, generating a mul-

tivariate time-series dataset that captures the nonlinear dynamics of the integrated process.
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Conceptualizing the process dynamics as a multivariate autoregressive time-series problem,
we train sequence-to-sequence LSTM models (introduced in Chapter 2), as dynamic surro-
gate models representing the process system as a fast replica in the MPC closed-loop.

The proposed integrated surrogate modeling system is developed from both centralized
and Integrated perspectives. In the centralized approach, a single LSTM model is trained
to replicate the system-wide behavior of the entire reactor-adsorber process, whereas in
the Integrated approach, dedicated subsystem models are co-trained simultaneously with
synchronized information sharing, ensuring the surrogate predictions respect the physical
boundaries between the process units. The developed surrogate models are then incorporated
within an MPC framework, in which an iterative dynamic optimization problem is solved to
determine the optimal manipulated inputs, guiding the process outputs toward a targeted

steady state through closed-loop simulations.

3.2 Multiscale modeling of the integrated ammonia syn-

thesis and adsorption process

Dynamic optimization and optimal control hinge on an accurate process model that describes
the system’s nonlinear behavior. In this case study, the process consists of an ammonia
synthesis packed-bed reactor (PBR) integrated with a temperature swing adsorption (T'SA)
unit for downstream ammonia recovery, in which the reactor effluent is conditioned through
an intermediate heat exchanger before entering the adsorption column, while a second column
undergoes regeneration (Figure 3.1). A detailed multiscale model of this integrated system is
developed based on heat, momentum, and mass balances, coupling continuum-scale transport
in the porous beds with a discrete molecular description of the surface reaction kinetics,
which serve as the link between the two scales. Within the adsorption column, intraparticle
mass transport is resolved at the pellet scale, and the ammonia uptake is described by a
Langmuir-type adsorption equilibrium with a temperature-dependent equilibrium constant.

Combined with computational fluid dynamics (CFD) tools, this multiscale model constitutes
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Figure 3.1: Schematic of the integrated ammonia synthesis and adsorption process, compris-
ing the Haber—Bosch PBR, intermediate heat exchanger, and TSA adsorption—regeneration
columns.
a digital twin of the integrated ammonia synthesis and adsorption process that replicates
the behavior of the real system. The implementation of digital twins facilitates a deeper
understanding of systems, prediction of failures before they occur, and testing of solutions in
a virtual environment, thereby reducing costs and downtime while improving performance? .
Remark 1: The development of the multiscale model is a separate topic within our
research group. We abstain from detailing the multiscale model here, as this chapter focuses
on time-series surrogate modeling of the integrated process using LSTMs; the full details

can be found in our recent papers %8182,

3.3 Problem Statement

The developed multiscale model of the integrated ammonia synthesis and adsorption process
is solved using the finite-element method (FEM) incorporated in COMSOL Multiphysics®3.
Despite the robustness and accuracy of this method, its slow real-time resolution and high
computational demand cannot contend with the required response time of a real-time dy-

namic optimization algorithm. These limitations primarily stem from the high computational
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cost of solving large-scale problems, which require significant memory and processing power,
especially for three-dimensional models and nonlinear material behavior®. Additionally, the
iterative nature of optimization processes and the detailed simulations required at each step
exacerbate these computational challenges. For the integrated process, these limitations
become even more restrictive, as coupling the synthesis reactor with the downstream heat
exchanger and temperature swing adsorption unit enlarges the computational domain and
expands the set of operational degrees of freedom to four manipulated inputs: the reactor
feed flow rate (FRreactor), the heat removed from the reactor (Q pgeactor), the heat exchanger
duty (QHeat Exchanger), and the heat supplied to the adsorber (Qdsorber). As a result, the
multiscale model is impractical for real-time decision-making®!.

Time-series machine learning offers a means to bridge the computational gap between
multiscale modeling and real-time control and optimization. Accordingly, LSTM-based sur-
rogate models trained on offline high-fidelity simulations of the multiscale model replace the
FEM solver within the dynamic optimization layer. For the synthesis reactor, the control
objective is to regulate the maximum reactor temperature (7},,,) and the outlet ammonia
concentration (Cyp,) by manipulating the removed heat (Qpgeactor) and the feed flow rate
(FReactor); for the integrated process, the objective is extended to maximizing ammonia ad-
sorption while minimizing the heat exchanger duty, with Q geat Ezchanger a0d Q Adsorber SEIVINg
as additional manipulated inputs. In both cases, the surrogate model is employed for MPC
optimization while the multiscale model serves as the plant for MPC implementation, ensur-
ing the optimization layer remains computationally tractable without sacrificing the fidelity

of the closed-loop evaluation.

3.4 High-fidelity simulation of the multiscale model

Gathering sufficient process data is crucial for training the surrogate models, as capturing the
full range of nonlinear behaviors within the process data is key to ensuring accurate optimiza-
tion performance. Given the absence of operational data from the integrated process, this

dataset is generated through offline high-fidelity simulations of the multiscale model executed
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in COMSOL Multiphysics across a comprehensive array of input conditions. Four process
inputs are varied to excite the coupled reactor—adsorber dynamics: the reactor feed flow rate
(Freactor [L,/min]), the heat removed from the reactor (Qgeactor [W/m?]), the heat exchanger
duty (QHeat Ezchanger [W]), and the heat supplied to the adsorber (Qadsorber [W/m?]). A
total of 150 simulations are conducted under different combinations of these input values,
each simulating 1000 minutes of process operation, yielding a dataset that encompasses the
dynamic responses of the integrated system.

Although 500-minute simulations at a uniform unit sampling interval would be expected
to produce approximately 1.5 x 10° datapoints, the raw dataset contains roughly 9 x 10°
datapoints. This discrepancy arises from the adaptive time-stepping of the FEM solver,
which refines the temporal resolution in regions of steep dynamics and coarsens it elsewhere.
The resulting non-uniform timesteps produce an irregular time-series dataset, which is in-
compatible with the fixed-interval sequence structure required by the LSTM-based surrogate
models and disturbs the synchronization between the interconnected surrogate subsystems.
To address this, the Gappy Data Regeneration (GDR) approach, detailed in the previous
work ®®, is employed to nonlinearly interpolate the offline simulations onto a uniform timestep
(At = 1), yielding a regular multivariate time-series dataset of 1.5 x 10°> datapoints suitable
for surrogate model training.

The regularized dataset comprises 144 distinct dynamic simulations of the integrated
system, corresponding to different combinations of the heat-related inputs, and is partitioned
into training, validation, and test sets containing 70%, 20%, and 10% of the simulations,
respectively. Importantly, the partitioning is performed at the simulation level, where each
open-loop simulation is assigned to a single set in its entirety rather than being segmented
across sets, which preserves the temporal consistency of the sequences and eliminates the
risk of data leakage between training and evaluation. Furthermore, the simulations are
allocated such that both slow and rapid dynamic regimes are represented in all three sets,
preventing any dynamic regime from being unrepresented during training and ensuring that

the validation and test evaluations reflect the full range of process behaviors.
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3.5 Integrated surrogate modeling of the reactor—adsorber

system

The integrated reactor-adsorber system is modeled using sequence-to-sequence LSTM ar-
chitectures that map the trajectories of the manipulated inputs to the temporal evolution
of the process outputs. Two surrogate modeling strategies are developed and compared for

this purpose: a centralized strategy and an integrated strategy.

3.5.1 Centralized surrogate modeling

In the centralized strategy, a single sequence-to-sequence LSTM model is trained on the high-
fidelity dataset to replicate the system-wide behavior, treating the reactor, heat exchanger,
and adsorption—regeneration columns as a unified process unit. Let the manipulated input

vector of the integrated process be

U(t) - [FReactor (t)a QReactOT (t), QHeat Exchanger (t)]T 5 (31)

and let y(t) denote the vector of process outputs of the integrated system, comprising the
reactor’s maximum temperature, outlet ammonia concentration, total absorbed ammonia,

and outlet ammonia concentration from the column.

y(t) = [TMaz,Reactor(t)v COutletNH3,Reactor<t)a MAve,NHZSAbsorbed(t) ]T> (32)

Given a memory window of length k, the centralized surrogate model fp, , parameterized

by the LSTM weights 6., predicts the output sequence over the prediction horizon m as
gt +1),....9(t+m)= fo(ut—k+1),...;ut+m), yt —k+1),...,y(t)), (3.3)

where the encoder summarizes the past input—output sequences into a latent context and

the decoder unrolls the predictions across the horizon. The model parameters are obtained
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by minimizing the mean squared prediction error over the N training sequences,

1 N m ’
2 :N—ZZ Ot +5) = 99t + )5 - (34)

While conceptually straightforward, this monolithic representation must capture all process
interactions within a single set of parameters 6., and its accuracy degrades as the input—

output dimensionality of the integrated system grows.

3.5.2 Integrated surrogate modeling with synchronized co-training

In the Integrated strategy, the process is decomposed into two subsystems following its
physical topology (Figure 3.2): Subsystem 1 comprises the synthesis reactor, driven by
u1(t) = [ Freactor(t); Qreactor(t)] ", while Subsystem 2 comprises the heat exchanger and the
adsorption-regeneration columns, driven by us(t) = [Queat Erchanger(t), Qadsorber(t)]T. A

dedicated sequence-to-sequence LSTM model is assigned to each subsystem,

Gt +1),. . 51t +m) = fo, (w1, 1), (3.5)

QQ(t—i_l)?"'?gQ(t—i_m):f92(u27 Y2, 2)7 (36)

where y; and y, denote the output vectors of the respective subsystems, and

Z(t) = [ TOUtReactor (t)’ CNH3,R€aCtOT (t) ]T (37)

is the vector of boundary variables of the physical stream connecting the two units, predicted
by the reactor model and communicated to the downstream model at the designated syn-
chronization points. This decomposition allows each model to focus on the distinct dynamics
of its respective process unit, mitigating the dimensionality burden faced by the centralized
representation.

Crucially, the two subsystem models are not trained in isolation. Instead, the end-to-end
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Figure 3.2: Subsystem decomposition of the integrated ammonia synthesis and adsorption
process

system is trained simultaneously by minimizing the coupled loss

ﬁ(@l, 92) = El(gl) + ,Cg(eg), (38)

where £, and L, are the mean squared prediction errors of Subsystem 1 and Subsystem 2,
respectively, and the boundary predictions Z generated by the reactor model are propagated
into the downstream model during training. Through this synchronized information sharing,
prediction errors at the subsystem interface are penalized within the end-to-end training,
constraining the coupled surrogate models to respect the process boundaries and preventing
the decomposed representation from drifting toward physically inconsistent predictions while
preserving the interdependencies between the reactor and the downstream separation.
Both the centralized and Integrated surrogate models are trained using the ADAM op-

8

timizer®® with adaptive learning rates, minimizing the mean squared error loss over the

regularized time-series dataset.
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3.6 Surrogate-based MPC of the integrated process

The developed integrated surrogate models are subsequently embedded within an MPC
framework to regulate the reactor-adsorber system (Figure 3.3). At each sampling interval

t, the controller solves the finite-horizon dynamic optimization problem

min Jrota = (2] Pray +u' Qru,) + (2] Poxe + u' Q. u, 3.9

w(t+1),...u(t-+m) Total \( " ~ P Q )4 \( ‘ ~ @ ) (3.9)
Reactor Adsorber

st glt+ 1), Gt +m) = folu, y), (3.10)

Umin SU(t+]) Sumam ]: 17"'>m7 (311)

where x, and x. denote the deviations of the reactor and adsorber outputs from their targeted
steady states, u, = [ Freactor, QReactor ] a0d Ue = [ QHeat Brchanger] | are the corresponding
manipulated input deviations, and P,, (.., P., and (). are positive definite weighting matrices
that balance the competing control objectives: regulating the maximum reactor tempera-
ture, stabilizing the outlet ammonia concentration, and maximizing ammonia adsorption
while minimizing the heat exchanger duty. The prediction constraint (3.10) is enforced
through the integrated surrogate models, whose single-inference sequence-to-sequence pre-
dictions span the full prediction horizon m, thereby removing the computational bottleneck
of embedding the FEM-based multiscale model in the optimization loop. The dynamic
optimization problem is formulated and solved in Pyomo®, with the surrogate model infer-
ence performed in Keras/TensorFlow, and the two environments exchanging predictions and
decision variables at every control step.

A practical challenge arises in the implementation phase of the closed-loop simulations.
Applying the optimal inputs directly to the FEM-based multiscale model at every sampling
instant is computationally prohibitive, where the high-fidelity simulation of the integrated
system is intensive enough that it would prolong each MPC iteration far beyond the intended

sampling interval, defeating the purpose of the surrogate-based optimization. To circumvent
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Figure 3.3: Closed-loop architecture of the surrogate-based MPC for the integrated ammonia
synthesis and adsorption process

this, the closed-loop simulations employ a neural network replica of the process in place of
the multiscale model. This replica is the GDR network used for reconstructing the offline
simulation data ; as such, it is not a dynamic model but a static input—output mapping
of the high-fidelity simulations, returning the process outputs associated with the applied
inputs at each control step. Following the receding-horizon principle, only the first element
of the optimal input sequence is applied to the process replica, the resulting outputs are fed
back to the controller, and the optimization is repeated at the next sampling interval.

It must be acknowledged that substituting the process with an FNN-based replica limits
the closed-loop evaluation: the replica does not independently verify the surrogate mod-
els against the full multiscale dynamics, and full implementation of the framework on the
high-fidelity process model, or ultimately on an experimental system, remains necessary for
verification purposes and is deferred to future work. Within this scope, the contribution of
the present chapter is to establish the feasibility of integrated surrogate modeling based on
high-fidelity simulation data as a means of breaking the computational bottleneck that pre-
cludes real-time dynamic optimization of the integrated ammonia synthesis and adsorption

process.
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3.7 Integrated Surrogate Model Evaluations

The predictive performance of the centralized and integrated surrogate models is assessed
through open-loop simulations on test conditions, evaluating each model’s ability to re-
produce the dynamic responses of the three key process outputs: the maximum reactor

temperature (T7%") the outlet ammonia concentration of the reactor (CF5<°"), and the

total amount of ammonia adsorbed (N J@l}jg’"bed). The prediction accuracy is quantified using

NRMSE, enabling a consistent comparison across outputs with different scales and units.

Figure 3.4 illustrates representative open-loop predictions of both surrogate strategies
against the high-fidelity ground truth under two test operating conditions. Both models
capture the dominant process dynamics, including the rapid initial temperature rise toward
the reaction equilibrium and the subsequent settling of the outlet concentration. However,
the integrated model tracks the ground-truth trajectories closely across the entire simula-
tion window, while the centralized model exhibits noticeable deviations: it underpredicts
the maximum reactor temperature at later times, displays oscillatory drift in the outlet am-
monia concentration, and underestimates the cumulative ammonia uptake in the adsorption
column. The adsorption-side error is particularly consequential, as the cumulative uptake
directly reflects the separation performance that the MPC framework is ultimately intended
to maximize.

The aggregate comparison in Figure 3.5 confirms these observations across the test set.
The integrated surrogate model outperforms its centralized counterpart on all three outputs.
Notably, the largest errors of both models occur in the maximum reactor temperature, re-
flecting the sharp thermal dynamics of the exothermic synthesis reaction. Yet, it is also the
output for which the subsystem decomposition yields improvement. These results demon-
strate that decomposing the integrated process into physically motivated subsystems, cou-
pled through synchronized co-training, effectively mitigates the curse of dimensionality faced
by the centralized representation while preserving the interdependencies between the reactor
and the downstream separation. Accordingly, the integrated surrogate model is adopted as

the prediction model within the MPC framework evaluated in the following section.
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Figure 3.4: Open-loop predictions of the centralized and integrated surrogate models against
the high-fidelity ground truth for two test operating conditions.
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three key process outputs across the test dataset.
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3.8 Closed-loop MPC results

The closed-loop performance of the surrogate-based MPC framework is evaluated for both the
centralized and Integrated surrogate models under identical conditions: a prediction horizon
of m = 5, a sampling interval of one minute, and 500 closed-loop iterations, corresponding
to 500 minutes of operation. The targeted steady state is defined by Freactor,ss = 400 L/min,
qo.ss = 30 kW/m?, and a heat exchanger duty setpoint of Qup s, = 20 kW, corresponding
t0 Thnaz,ss = 831.56 K and Cnp, ss = 252.97 mol/m?. Both controllers start from the same
initial conditions and use the same setpoints and objective weights, so the two surrogate
strategies can be compared fairly. Figures 3.6 and 3.7 show the closed-loop trajectories
of the manipulated inputs and process outputs under each controller, with the regulated
variables plotted as normalized deviations from their steady-state values.

Both controllers steer the process to the targeted operation. The maximum reactor tem-
perature and the outlet ammonia concentration reach narrow bands around their setpoints
within roughly 100 minutes and stay there for the rest of the simulation. The heat ex-
changer duty is held at its 20 kW setpoint for most of the operation, which conditions the
reactor effluent and sustains ammonia uptake in the adsorption column; the duty is reduced
only near the end of the simulation, once the cumulative uptake levels off. As a result, the
total ammonia absorbed grows steadily under both controllers, showing that the surrogate-
based optimization finds input policies that regulate the reactor while serving the separation
objective.

The trajectories also show persistent low-amplitude oscillations in both the inputs and
the outputs. A likely contributor is the use of the static neural network replica in place of the
multiscale model during the implementation phase of the closed-loop simulations. Because
the replica is a static input—output mapping rather than a dynamic model, it does not filter
out small mismatches between the surrogate predictions and the replica outputs; instead,
these mismatches reappear at every sampling instant. Implementing the closed loop on the
full multiscale model is expected to dampen these oscillations.

The two controllers are compared using the normalized ISC of the reactor inputs and the
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normalized ISE of the regulated outputs, combined into the DPI, as defined in Section 2.9.
The heat exchanger duty and the total ammonia absorbed are left out of these metrics: they
serve the adsorption-maximization objective rather than reactor regulation, and their perfor-
mance is judged directly from the duty trajectory and the cumulative uptake in Figures 3.6
and 3.7.

Table 3.1 reports the control effort of the two reactor inputs. For both controllers, most of
the effort goes into the inlet flow, which is moved aggressively during the start-up transient;
the Integrated-surrogate MPC uses slightly more flow effort than the centralized one. The
reactor heat removal shows the largest difference between the two strategies: the Integrated-
surrogate MPC keeps this input nearly constant at its nominal value (ISC of 0.010), while
the centralized-surrogate MPC moves it far more (1.120), mostly during a large excursion in
the initial transient.

Table 3.1: Normalized ISC of the reactor manipulated inputs under the centralized- and
Integrated-surrogate MPC.

Manipulated input Centralized ISC Integrated ISC
Inlet flow, Freactor 25.430 28.176
Reactor heat removal, qq 1.120 0.010

Table 3.2 reports the tracking performance of the regulated outputs. The centralized-
surrogate MPC tracks both outputs slightly more closely, with lower ISE for the maximum
reactor temperature and the outlet ammonia concentration. For both controllers, the con-
centration error is about five times larger than the temperature error, which matches the

mentioned start-up transient of the outlet concentration seen in the trajectories.

Table 3.2: Normalized ISE of the regulated outputs under the centralized- and Integrated-
surrogate MPC.

Regulated output Centralized ISE  Integrated ISE
Maximum reactor temperature, T}, 0.143 0.172
Outlet NHj3 concentration, Cyp, 0.781 0.890

Table 3.3 gives the aggregate comparison through the DPI. The two controllers perform

very similarly overall: the centralized-surrogate MPC reaches a DPI of 27.47 against 29.25
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for the Integrated-surrogate MPC, a difference of about 6% that comes almost entirely from
the inlet flow effort. The breakdown across Tables 3.1-3.2 shows that neither controller is
better in every respect. The centralized-surrogate MPC tracks the outputs slightly more
closely and uses less inlet flow effort. In contrast, the Integrated-surrogate MPC keeps the
reactor heat removal nearly constant at its nominal value and absorbs slightly more ammonia

by the end of the simulation.

Table 3.3: DPI of the centralized- and Integrated-surrogate MPC, aggregating the normalized
ISC and ISE contributions of Tables 3.1-3.2.

Controller DPI

Centralized-surrogate MPC  27.47

Integrated-surrogate MPC  29.25

Notably, the two controllers end up so close in closed loop, even though the Integrated
model is clearly more accurate in open loop. The reason is feedback, where at every sampling
instant, the receding-horizon implementation corrects the prediction errors of the central-
ized model, which narrows the gap between the two strategies. Both surrogate strategies
are therefore viable prediction models for real-time dynamic optimization of the integrated
process, and both break the computational bottleneck of embedding the FEM-based multi-
scale model in the control loop. The Integrated strategy remains the stronger choice, offering
higher model accuracy, a nearly constant reactor heat policy, and a better starting point for

extending the framework to larger integrated systems.

3.9 Conclusion

This chapter presented one of the approaches of integrating physics-based domain knowl-
edge with surrogate models, addressing the computational bottleneck of real-time predictive
control in integrated process systems. In this approach, the physical knowledge enters the
surrogate models through the data itself: rather than relying on operational measurements,
the LSTM-based sequence-to-sequence models were trained on offline high-fidelity simu-

lations of the multiscale model, so that the governing transport, reaction, and adsorption
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Figure 3.6: Closed-loop trajectories of the manipulated inputs (left column) and process
outputs (right column) under the Integrated-surrogate MPC.
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Figure 3.7: Closed-loop trajectories of the manipulated inputs (left column) and process
outputs (right column) under the centralized-surrogate MPC.
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phenomena are embedded in the learned dynamics. Two surrogate strategies were developed
and compared for the integrated ammonia synthesis and adsorption process: a centralized
model covering the entire process, and a distributed model that decomposes the process into
reactor and heat exchanger—adsorber subsystems, co-trained with synchronized information
sharing so that the coupled models respect the physical boundaries between the units. The
distributed model reproduced the process dynamics more accurately in open loop, reducing
the NRMSE of all three key outputs by roughly one third relative to the centralized model.
Both surrogate models were then embedded in a Pyomo-based MPC framework to regulate
the reactor while maximizing ammonia uptake in the adsorption column, and the two con-
trollers performed comparably in closed loop, as feedback compensates for the prediction
errors of the less accurate centralized model; the distributed-surrogate MPC nevertheless
maintained a nearly constant reactor heat policy and achieved a slightly higher final ammo-
nia uptake. These results establish the feasibility of simulation-driven surrogate modeling
as a computationally tractable route to real-time dynamic optimization of coupled reaction—
separation processes, while full implementation on the high-fidelity multiscale model, and

ultimately on an experimental system, remains necessary to verify the framework.
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Chapter 4

Hybrid and Physics-informed

Time-Series Modeling for Soil Water
Content (SWCQC)

4.1 Introduction

Ongoing changes in climatic patterns pose substantial challenges to the agricultural sector,
demanding adaptive strategies for sustainable farming®’. Intensified weather anomalies, in-

cluding more frequent and severe droughts and floods, have become prevalent due to shifting

8889

climate dynamics . These environmental disruptions significantly affect soil water con-

tent (SWC), a critical factor influencing plant growth and the uptake of water and nutrients

90

within crop canopies SWC is an essential variable across multiple domains, including

agronomy, hydrology, and engineering. In agronomy, it informs irrigation scheduling and

9192 " In hydrology, SWC is pivotal in rainfall-runoff par-

in-season management decisions
titioning and drought assessment®*. From an engineering perspective, SWC is a crucial
variable that controls soil compaction and shear resistance, is essential for constructing stable
structures such as buildings and roads, and influences vertical heat transfer .

Predictive modeling of SWC relies on a thorough understanding of soil hydrology and
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the physical processes that govern water movement in soils. The soil water cycle, depicted in
Figure 4.1, is essential for accurately modeling SWC. This figure demonstrates water mass
conservation within soil layers by accounting for inputs from precipitation and irrigation,
as well as outputs through evaporation and transpiration. Additionally, water movement

through soil layers is influenced by soil hydraulic properties, such as water retention and

98;99

hydraulic conductivity
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Throughfall

ll nfiltration Evaporation
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Figure 4.1: Schematic representation of the water cycle.

Traditional SWC predictive models based on soil physics often face challenges due to the
large number of required parameters, extensive data needs on soil physical properties, and
significant computational demands. For instance, models based on Richards’ equation!®
employ Darcy’s law and conservation of mass to describe the nonlinear relationship between
soil hydraulic properties and water content!!. Since such models are based on a nonlinear
partial differential equation (PDE), solving it under various boundary and initial conditions
necessitates advanced numerical techniques, complicating real-time analysis'?. Additionally,
key soil properties, such as hydraulic conductivity and water retention characteristics, exhibit
considerable spatial and temporal variabilities, further limiting the applicability of Richards’

equation 103104,
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In scenarios with limited information about soil physics but abundant soil moisture ob-
servations, machine learning (ML) models offer a viable alternative for predicting soil water
dynamics'?. ML algorithms can learn complex relationships among soil properties and SWC
from available data. Once trained, these models enable real-time SWC prediction due to
their fast inference capabilities. However, their performance depends heavily on access to

extensive training datasets. Such datasets can be obtained from environmental monitoring

106 107

networks ™ or remote sensing soil moisture products ™. These datasets provide valuable
inputs for developing robust data-driven ML models. Recent advancements in SWC sensors
have enabled the development of modern monitoring networks known as mesoscale networks
(Mesonets). These networks consist of automated weather and soil monitoring stations
distributed across a region, providing continuous, high-resolution data. Mesonets collect
real-time measurements of soil water content, precipitation, temperature, and other relevant
variables. Examples of such networks include the Oklahoma Mesonet %, the New York State
Mesonet ", the West Texas Mesonet ''?, and the Kansas Mesonet '%.

Advances in time-series ML-based modeling approaches have substantially improved the
predictive modeling of SWC! . However, the exclusive reliance of such methods solely on
available data constrains their ability to capture underlying physical processes governing
SWC dynamics. These limitations can reduce the generality of models, particularly under
conditions not well-represented in the training dataset.

In this chapter, we focus on employing a simplified hydrological model, grounded in the
Richards equation, as an additional level of integrating physics with time-series ML models
to accurately predict SWC. Two main approaches, residual learning and physics-informed

neural networks (PINNs), are investigated under centralized and distributed settings to

deliver accurate multi-step SWC predictions.

4.2 Kansas Mesonet Dataset and Data Preprocessing

Proper data collection and preprocessing are essential steps in developing accurate hybrid and

physics-informed SWC models. In this work, the SWC dataset used for training, validation,
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Figure 4.2: Kansas MesoNet Distributed Stations

and testing was obtained from the Kansas Mesonet, a multipurpose environmental monitor-
ing network consisting of automated data collection stations distributed across Kansas!%
(Figure 4.2). Each station is equipped with research-grade instrumentation and measures
precipitation, air temperature, relative humidity, barometric pressure, wind speed and direc-
tion, solar radiation, soil temperature, and volumetric soil water content at depths of 5, 10,
20, and 50 cm. Soil moisture sensors are calibrated and validated according to established

392 and automated

protocols with a measurement accuracy of approximately 0.03 cm?® cm™
quality control checks flag and exclude observations from malfunctioning sensors prior to
public reporting. Real-time data are accessible through the Kansas Mesonet REST API,
which provides daily averaged measurements of soil water content and associated weather
variables.

The selected dataset fetched for this study from Kansas MesoNet spans from January 2021
to October 2025. For each station, the extracted variables include daily precipitation, day
of year (DOY), and volumetric water content at 5, 10, 20, and 50 cm. The Kansas Mesonet
provides essential geographic metadata for each station, including latitude, longitude, and
elevation, which collectively describe each station’s position in three-dimensional space. This
geographic information serves as the input feature set for K-means spatial clustering, which
forms the first step of the distributed hybrid and physics-informed modeling framework
developed in this study. In addition, daily precipitation records are reported alongside

volumetric SWC measurements at each station. These two quantities are the core inputs to

the API model, which provides the physics-based component of both the hybrid uncertainty
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quantification and physics-informed neural network frameworks on a per-station basis.

Soil water storage was determined by integrating the volumetric water content at each
depth across the corresponding soil layer thickness. Only stations with minimal missing
data and at least two years of valid observations were retained, ensuring sufficient temporal
coverage for model training and evaluation. Remaining missing values were filled using a
seven-day backward moving average, where each missing entry z; is replaced with the mean
of the preceding seven available observations, preserving the local temporal structure while
avoiding the introduction of future information during imputation. After removing stations
with insufficient time-series data, only 62 of 126 stations in the Kansas MesoNet remain in
the time-series SWC dataset, which overall contains 1.01 * 10° data records.

To ensure that all features contribute equally during model training, min-max scaling
was applied, transforming all feature values to the range [0, 1]:

T — Tpin

Lscaled — (41)

Tmax — Lmin
where x;, and . are the minimum and maximum values of the feature across the time-
series. This normalization improves the stability and convergence of the learning algorithms

during training.

4.3 Antecedent Precipitation Index (API) Model

The Antecedent Precipitation Index (API) model provides a physics-based baseline estimate
of SWC. Originally developed for runoff prediction!!?, the model frames SWC as a first-order
autoregressive Markov process in which the next state depends only on the current state and
an external forcing term precipitation!® 1°. This structure reduces parameter requirements
to three readily available quantities: a time-varying loss coefficient «, and the station-specific
minimum and maximum SWC bounds, Sy, and Spax.

Following the modifications introduced in'*?, two adjustments are applied to the standard

API formulation. First, the loss coefficient is expressed as a sinusoidal function of the day
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of year (DOY) to approximate seasonal variation in atmospheric water demand. Second,
the predicted SWC is bounded between S, and Sy.x, representing the field capacity and

wilting point of each soil profile. The model is expressed as:

St - min(Smin + o (St—l - Smin) + Pt; Smax) (42)
where S; is the SWC at time ¢, P, is daily precipitation, and a € (0,1) is a lumped loss
coefficient that aggregates water losses from evapotranspiration, drainage, and runoff? . The
seasonal dependence of « is captured through:

(4.3)

a:c+(1—c)cos<27rw>

365

where ¢ is an empirical constant controlling the minimum loss rate, and ¢ is a phase offset
aligning the seasonal minimum with peak evapotranspiration demand. Despite its parsimony,
the API model captures the primary SWC dynamics and seasonal cycles while avoiding
the computational overhead of solving Richards’ equation and the extensive soil hydraulic
property measurements it requires.

The large model capacity of deep neural networks, in this case LSTMs, combined with
batch-level parallelism across stations through one-hot station encoding, enables centralized
hybrid and physics-informed models to simultaneously learn and predict SWC dynamics
across the entire station network. However, while centralized hybrid and physics-informed
models consistently outperform the standalone API model and fully data-driven models,
they lack any spatial awareness of the Kansas landscape. This blindness to regional vari-
ability in soil and climatic conditions limits the applicability of the centralized approach
for spatially distributed predictions. In this work, we propose a framework that explicitly
accounts for spatial heterogeneity by developing a distributed hybrid and physics-informed
modeling strategy. First, K-means clustering is applied to group geographically proximate
stations into spatially homogeneous clusters. Then, for each cluster, both hybrid uncer-
tainty quantification and physics-informed modeling strategies are trained independently

using either a Seq2Seq LSTM or a decoder-only Transformer architecture. This results in a
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distributed network of cluster-level models that retain the predictive strengths of the hybrid
and physics-informed frameworks while incorporating an explicit representation of spatial
variability across the Kansas Mesonet. In parallel, centralized counterparts of both model-
ing strategies are trained across the entire station network without spatial clustering, serving
as comparison baselines that isolate the effect of spatial clustering from the modeling strategy

itself. The following subsections detail each step of this framework.

4.4 Spatial Clustering of Kansas Mesonet Stations

The K-means clustering algorithm partitions observations into spatially coherent groups by
minimizing the within-cluster sum of squared Euclidean distances from each observation to
its assigned centroid.

In this work, considering the longitude, latitude, and elevation of each station as input
features, K-means is used to form geographically homogeneous clusters of Kansas Mesonet
stations. These clusters serve as the spatial units over which the distributed hybrid and
physics-informed models are independently trained, replacing the single centralized model
with a set of cluster-level models that reflect the regional variability of the Kansas landscape.

The number of clusters K is determined using the elbow method, where the inertia J(K)
is computed for a range of cluster numbers from K = 2 to K = 15. Figure 4.3 shows the
inertia as a function of the number of clusters, where the optimal K* corresponds to the
point of diminishing marginal reduction in J(K), beyond which additional clusters yield

limited improvement in within-cluster compactness.

4.5 Centralized and Distributed Hybrid Uncertainty

Quantification

The API model provides a physics-based baseline SWC prediction for each station through

Eq. (4.2). However, as reported in our previous work? , the API model exhibits systematic
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Figure 4.3: Inertia as a function of the number of clusters K for the Kansas Mesonet
stations.

overestimation and underestimation of SWC under certain seasonal conditions, arising from
its simplified representation of evapotranspiration and drainage dynamics. To correct for
this, a hybrid uncertainty quantification (UQ) approach is adopted, where a data-driven
model is trained to learn the residual error between the API model predictions and the

observed SWC values at each station:

e = SPP — GAPT (4.4)

where SPP is the measured SWC from the Kansas Mesonet and S2FT is the API model
prediction at time ¢. The UQ model, either the Seq2Seq LSTM or the decoder-only Trans-

former, is trained to predict the next-step residual e;;; from a set of dynamic and static

covariates:
éry1 = Fuqlei—k, - - ., e, P, sin(2mr DOY/365), cos(2r DOY/365), =, vy, 2) (4.5)
where e;_p, ..., e; is the sequence of residual errors over the preceding k = 7 days, P; is daily
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Figure 4.4: Hybrid UQ Model Training scheme

precipitation, the seasonal encoding DOY (sin(27 DOY/365), cos(2r DOY/365)) serving as
a temporal feature, and x, y, z are the longitude, latitude, and elevation of the station respec-
tively. The error sequence and precipitation constitute the dynamic covariates, capturing
the temporal evolution of the API model’s uncertainty, while the geographic coordinates
serve as static covariates that distinguish between stations within the same cluster. The UQ
model is trained by minimizing the mean squared error between the predicted and actual

residuals:

N
1 Z R
EUQ = N (et — €t)2 (46)
t=1

The training mechanism is illustrated in Figure 4.4, where the measured SWC and API
model predictions are used to compute the residual time-series, which is then passed, along
with the dynamic and static covariates, to the UQ model. At inference, shown in Figure 4.5,
the trained UQ model produces the corrected residual estimate é,,1, which is added to the

next-step API model prediction to form the final hybrid SWC forecast:

Hybrid _ QAP |
Sif1 = Sif1 T e (4.7)
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Figure 4.5: Hybrid UQ) Model Inference scheme

This formulation preserves the physics-based structure of the API model while allowing
the UQ model to correct for its systematic deviations. The UQ framework is implemented
under two settings. In the centralized setting, a single UQ model instance is trained across
the entire station network. In the distributed setting, following the K-means clustering
step, one UQ model instance is trained per cluster rather than across the entire station
network, introducing spatial awareness into the hybrid framework, with one independent
model instance per cluster capturing the regional characteristics of each geographic group.

For the UQ-based Seq2Seq LSTMs, the centralized model uses an encoder containing 3
stacked LSTM layers with 64, 64, and 32 cells, with dropout layers in between, connected
to a fully connected decoder. Each of the distributed models has a similar architecture, but
with 64, 32, and 16 cells per layer.

For the UQ-based decoder-only Transformers, the centralized model has 2 Transformer
blocks with an attention dimension of 32, 4 attention heads, and a feed-forward dimension
of 128, while its distributed counterparts have a similar architecture with a feed-forward
dimension of 64.

For training the models, the Adam optimizer with adaptive learning rates was used, and
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early stopping was employed to prevent overfitting. Each model was initially configured for
25 epochs; however, proper model checkpointing and early stopping halted training at an

earlier epoch to ensure adequate model training without overfitting.

4.6 Centralized and Distributed Physics-Informed SWC

Models

While the hybrid UQ framework treats the API model as the primary predictor and uses
the ML models to correct its residual error, in the physics-informed (PINN) perspective the
neural network becomes the primary predictor, and the API model is embedded directly
into the training objective to constrain the learned solution toward physically consistent
behavior?*? 2>, Rather than learning an explicit correction term, the PINN model is trained
to predict the SWC value S, at each time step such that it simultaneously agrees with
the observed Mesonet data and remains consistent with the API model’s representation of
soil-water dynamics governed by Eq. (4.2).

This dual objective is enforced through a composite loss function that combines a data-
driven term and a physics-based term. Unlike a fixed weighting scheme, the relative contri-
bution of each term is adapted per station based on the local fidelity of the API model, as

measured on the training data:

1 N A\ 2 N2
Lpiny = N Z {(1 - 5i) (StObS — St) + B <S£API — St> } (4.8)
—1

where SP" is the measured SWC from the Kansas Mesonet, SAF! is the corresponding API
model prediction, N is the number of training samples, and f; € [0, 1] is a station-specific
physics weighting coefficient. By construction, (1 — ;) and §; are complementary and sum
to unity at every sample, ensuring the total loss is always a convex combination of the data
and physics terms.

The station-specific weight [3; is defined as:
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B; = 1 — NRMSE! (4.9)

where NRMSE?PI is the normalized root mean squared error of the API model at station i,
computed on the training split only to prevent data leakage. This formulation has a direct
physical interpretation. At stations where the API model performs well (NRMSE?PI — 0),
B; — 1 and the physics loss dominates, anchoring the network to the API model’s physically
consistent seasonal behavior. Conversely, at stations where the API model is a poor local
approximation (NRI\/[SEiAPI — 1), Bi — 0 and the loss reduces to a purely data-driven
objective, allowing the network to learn directly from the Mesonet observations without being
constrained by an unreliable physics reference. This adaptive weighting directly addresses
a PINN limitation where applying a uniform physics penalty across spatially heterogeneous
stations amplifies the API model’s spatially structured biases.

After substituting the API model from Eq. (4.2) into the physics term, the loss function

becomes:

ﬁPINN =

N N\ 2 . A\ 2
> [(1—@-) (59 = 80) +8: (min (S + @ (St-1 = Sin) + Pry S ) = Z)m)

==

The PINN model takes both dynamic and static covariates as input. The dynamic covari-
ates consist of the historical sequence of observed SWC values over the preceding 7 days, to-
gether with daily precipitation P; and the seasonal encoding (sin(27 DOY /365), cos(2r DOY/365)).
The static covariates are the station’s geographic coordinates x, y, and z, which allow the
model to distinguish stations within the same cluster. The PINN model is thus formulated

as:

Sy = Feran (S5, ..., S2%, P, sin(2r DOY/365)), cos(2r DOY/365)), @, y, 2)  (4.11)
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The principal difference from the UQ formulation in Eq. (4.5) is that the dynamic covariate
is the historical SWC sequence itself rather than the API model’s residual error sequence,
since the PINN model is tasked with predicting SWC directly rather than correcting an
existing prediction.

As with the UQ framework, the PINN models are developed under both centralized
and distributed settings. Centralized PINN models are trained across the entire station
network without spatial clustering, following the adaptive loss formulation in Eq. (4.8). In
the distributed setting, the same Seq2Seq LSTM and decoder-only Transformer architectures
described for the distributed UQ framework are adopted, following the per-cluster structure
established by the K-means spatial grouping. Each model is trained independently per
cluster using its own set of station-specific 3; weights computed from that cluster’s training

data.

4.7 Results and Discussions

In this section, the performance of each proposed framework is evaluated on the held-out
test set across all Kansas Mesonet stations. The analysis proceeds in two stages. First,
the results of each framework are examined through visual diagnostics, including time-series
plots at geographically representative stations, parity plots aggregated across all stations,
and error distribution plots, to characterize the qualitative behavior of each model. Second,
a quantitative comparison is conducted using NRMSE and mean bias computed per station
and aggregated across the full network, enabling a systematic evaluation of the distributed
clustered models against the API baseline and the centralized models. The UQ and PINN
frameworks are each evaluated for both the Seq2Seq LSTM and decoder-only Transformer
architectures, with clustered and centralized training variants compared throughout to isolate

the effect of spatial partitioning from the modeling strategy itself.
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4.7.1 Spatial Clustering Results

The elbow method (Figure 4.3) identifies K = 5, 6, and 7 as candidate values, corresponding
to the region of sharpest inertia reduction where additional clusters yield diminishing returns
in within-cluster compactness. To determine the optimal K* among these candidates, the
silhouette score is computed for each station under each configuration.
The silhouette score ' quantifies how well each observation fits within its assigned cluster
relative to neighboring clusters. For a station i, it is defined as:
b — a;

e 4.12
% max(a;, b;) (412)

where a; is the mean distance from station ¢ to all other stations within the same cluster,
and b; is the mean distance from station ¢ to all stations in the nearest neighboring cluster.
The score ranges from —1 to 1, where values approaching 1 indicate that the station is well
matched to its own cluster and clearly separated from others, values near 0 suggest the
station sits close to a cluster boundary, and negative values indicate the station may have

been assigned to the wrong cluster.

Silhouette Score Distribution by K

L T ]

Silhouette Score

K=5 K=6 K=7
Number of Clusters (k)

Figure 4.6: Silhouette score distributions for the candidate cluster numbers.

Figure 4.6 presents the corresponding silhouette score distributions for all three configu-
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rations, computed in the standardized feature space of latitude, longitude, and elevation. All
three candidates yield comparable median silhouette scores of approximately 0.37, confirm-
ing that none produces geometrically poorly defined clusters. The spatial maps in Figure 4.7
provide the distinguishing basis for the final selection. K = 5 merges climatically distinct
regions in central and eastern Kansas into overly broad partitions, while K = 7 begins to
fragment the relatively homogeneous western high plains into geographically arbitrary sub-
groups. The K = 6 configuration produces the most interpretable spatial partition, separat-
ing the semi-arid high plains in the west, the central transition zone, the Flint Hills, and the
more humid southeastern and northeastern regions into coherent, recognizable agro-climatic

divisions. Accordingly, K* = 6 is selected as the optimal number of clusters.
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Figure 4.7: Clustering results under different candidate values of K.

Figure 4.8 presents the final K* = 6 partition in both 2D and 3D projections, confirming
that the clusters align with the west-to-east climatic gradient across Kansas. The 3D visu-
alization further reveals that elevation drives meaningful vertical stratification, with western
clusters exceeding 900 m and eastern clusters below 500 m; these gradients correspond to
systematic differences in temperature, atmospheric demand, and precipitation patterns in-
fluencing SWC dynamics. Together, the 2D and 3D projections validate that the K-means

partitioning recovers agro-climatically coherent station groupings rather than arbitrary geo-

graphic divisions.

4.7.2 Hybrid Uncertainty Quantification Results

Figures 4.9 and 4.10 present the time-series predictions of the UQ-based Seq2Seq LSTM and

Transformer models at six representative stations, one per cluster, selected by maximizing ge-
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K=6 Clusters: 2D vs 3D Visualization
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Figure 4.8: 2D and 3D projections of the final clustering with K* = 6.

ographic separation using a greedy max-min Haversine distance criterion®!”. These stations
span the full spatial extent of Kansas, from the semi-arid high plains (Tribune, Cluster 5;
Meade, Cluster 1) to the humid eastern regions (Uniontown 3NW, Cluster 2; Washington,
Cluster 3) and the central transition zone (Ludell 3N, Cluster 4; Hoisington 4S, Cluster 6).
Both the clustered and centralized UQ models track the observed SWC dynamics closely
across all six stations, capturing seasonal drydown trends and rapid precipitation-driven re-
sponses. The API model, by contrast, shows large systematic deviations across all stations,
particularly at Meade and Tribune, where it consistently overpredicts or loses track of the
observed dynamics entirely, confirming the limitations of the purely physics-based approach
under spatially heterogeneous soil and climate conditions.

Figure 4.11 presents the parity plots aggregated across all stations for the LSTM and
Transformer architectures. The API model produces a wide, diffuse scatter, with predictions
compressed within a limited dynamic range and failing to follow the 1:1 line, particularly
at low observed SWC values. Both the clustered and centralized UQ models produce sub-
stantially tighter scatter along the 1:1 diagonal across the full SWC range, representing a

significant improvement over the API baseline. The centralized models show marginally
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Time Series Comparison for Representative Stations in Each Cluster for UQ-based Transformer Models
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Figure 4.9: Time-series plots for the UQ-based LSTM models.
Time Series Comparison for Representative Stations in Each Cluster for UQ-based Transformer Models
Cluster 1 - Station Meade Cluster 2 - Station Uniontown 3NW Cluster 3 - Station Washington
100 - 100 : |
. ;‘ : 100 | |
50 1 A & 50 "oy 4 ; H E w
Ogog : 501¢ N
v M Y *
» & s g o o ) 0\ A o » & » g o
= \“9' & & N & & & & & \“’Q i & & & N >
E 4 & & & Nal & & & & & & & & &
EN N S OO I O OO R
O Cluster 4 - Station Ludell 3N Cluster 5 - Station Tribune Cluster 6 - Station Hoisington 4S
3 ] 100
wn 100 75 . —
. J\ s b
X . \ i
g . 50 £ k \
il P R‘ 1 50 - 'm : HA '
o g | Mg dad AW
& 21 81" -g o
T T T T T 0-— T T T T T T T T T
& % o > e » & & > e & & > o> K
& & & & N \“9' & & & N & & & & N
o & & & & o & & & & & & & & &
v v v v Vv Vv v v v v v v v
Time [Days]
-~@-+ Observed API —@- Centralized Transformer —#~ Clustered Transformer

Figure 4.10: Time-series plots for the UQ-based Transformer models.
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denser point concentration along the diagonal at mid-range SWC values, while the clustered
models exhibit slightly wider scatter at the tails. This suggests that the centralized models
slightly outperform the clustered models in terms of prediction accuracy; a detailed com-
parative analysis of which configuration performs better overall is presented later in this

section.

API Model Clustered UQ-based LSTMs Centralized UQ-based LSTMs

100

50

50 100 50 100 50 100

Clustered UQ-based Transformer Centralized UQ-based Transformer
)]

-

Figure 4.11: Parity plots for the UQ-based models.

Furthermore, Figure 4.12 shows the error distributions for all UQ configurations. The API
model produces a broad, left-skewed distribution with substantial density extending beyond
—50mm, reflecting systematic underprediction at many stations. Both UQ frameworks,
clustered and centralized, produce near-symmetric distributions tightly centered at zero with
negligible tails, confirming that the residual correction mechanism effectively eliminates the

API model’s systematic bias regardless of training strategy.

4.7.3 Physics-Informed Neural Network Results

Figures 4.13 and 4.14 present the time-series predictions of the physics-informed Seq2Seq
LSTM and Transformer models at the same six representative stations used in the UQ anal-
ysis. Both the clustered and centralized PINN models track the observed SWC dynamics
considerably better than the API model across all stations, capturing the seasonal drydown

and precipitation responses. However, unlike the UQ framework, where the clustered and
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Figure 4.12: Error distribution plots for the UQ-based models.

centralized models performed comparably in temporal tracking, the PINN models show more
visible station-to-station variability, particularly at Meade (Cluster 1) and Tribune (Clus-
ter 5), where both PINN configurations occasionally diverge from the observed trajectory
during prolonged dry periods. This divergence reflects the influence of the adaptive physics
constraint: at stations where the API model is a poor local approximation, the (3; weighting
reduces the physics penalty. Still, the network must then rely more heavily on limited local
training data to learn the correct dynamic behavior of SWC.

Figure 4.15 presents the parity plots for the PINN configurations. Both the clustered and
centralized PINN models show clear improvement over the API baseline, with scatter clouds
substantially better aligned along the 1:1 diagonal across the full observed SWC range. The
clustered and centralized configurations produce visually comparable alignment for both the
LSTM and Transformer architectures, with no configuration showing a systematic directional
bias relative to the 1:1 line.

Figure 4.16 shows the error distributions for all PINN configurations. All PINN models
produce broader, flatter distributions compared to the UQ framework, with heavier tails
extending to £50 mm and a residual positive skew inherited from the API model’s systematic
tendencies. While both the clustered and centralized PINN configurations substantially
reduce the API model’s large negative bias, the UQ residual correction approach remains

more effective at producing tight, unbiased error distributions across the station network.
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Time Series Comparison for Representative Stations in Each Cluster for Physics-informed LSTMs
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Figure 4.13: Time-series plots for the physics-informed LSTM models.
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Figure 4.14: Time-series plots for the physics-informed Transformer models.
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Figure 4.15: Parity plots for the physics-informed models.
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Figure 4.16: Error distribution plots for the physics-informed models.

4.7.4 Overall Comparison

While the visual time-series, parity, and error distribution analyses provide insight into each
model’s prediction behavior, a quantitative evaluation is necessary to systematically com-
pare performance across all 62 stations. Two complementary objectives are considered in
this work: (1) temporal prediction accuracy at the station level, and (2) spatial consis-
tency of errors across the network. To address the first objective, NRMSE and mean bias
(MB) are computed per station for each model, quantifying the regression accuracy and the

systematic over- or under-prediction tendency of each framework. To address the second
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objective, Moran’s I is computed on station-level mean residuals to assess whether predic-
tion errors exhibit statistically significant spatial autocorrelation across the Kansas Mesonet
network. Together, these three metrics provide a comprehensive evaluation of each model’s
performance from both temporal and spatial perspectives.

Figure 4.17 presents the NRMSE distribution across all 62 stations for each model con-
figuration. The API model shows the highest NRMSE, with a median of approximately 0.45
and extreme outliers exceeding 1.0 at individual stations, confirming its inability to capture
the spatially heterogeneous SWC dynamics across Kansas. Both the UQ and PINN frame-
works substantially outperform the API baseline across all stations and both architectures,
with UQ achieving the lowest median NRMSE (~ 0.10-0.13) and PINN at an intermediate
level (=~ 0.19-0.23). Figure 4.18 shows the mean bias distributions, where the API model ex-
hibits the widest spread, with extreme station-level biases reaching +40 mm, while both the
UQ and PINN frameworks reduce the bias distribution to a narrow band centered near zero,
indicating that the physics-informed and residual correction strategies effectively eliminate

the API model’s systematic over- and under-prediction tendencies across the network.
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Figure 4.17: NRMSE box plots of the SWC models across stations.
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Figure 4.18: Mean bias box plots of the SWC models across stations.

Within each framework, the centralized models consistently achieve slightly lower median
NRMSE than their clustered counterparts. However, as shown in Table 4.1, the centralized
configurations consistently yield higher Moran’s I values than their clustered counterparts in
both the UQ and PINN frameworks, indicating that centralized training introduces geograph-
ically structured biases that the clustering approach mitigates. The mean bias distributions
in Figure 4.18 show no meaningful difference between the clustered and centralized configu-
rations, confirming that the systematic bias reduction is attributable to the framework type
(UQ or PINN) rather than the spatial training strategy.

Figure 4.19 presents the joint NRMSE-Moran’s I trade-off across all configurations. The
API model exhibits a high NRMSE despite a low Moran’s I, indicating that its spatial
uniformity reflects consistently inaccurate performance rather than acceptable spatial gen-
eralization. Among the ML models, the UQ-based clustered LSTM achieves the best joint
performance, combining a competitive NRMSE (/& 0.12) with the lowest Moran’s I of all
configurations (=~ 0.02), placing it closest to the ideal region.

Despite comparable NRMSE to the UQ framework, the PINN configurations exhibit
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higher Moran’s I values, particularly the centralized physics-informed LSTM (I = 0.33,
p < 0.05), confirming that integrating a globally structured physics constraint can make
the ML model more prone to regional biases. Finally, it can be inferred that the proposed
clustering approach consistently reduces Moran’s I compared with centralized training in
both frameworks, demonstrating that spatial partitioning is necessary to achieve accurate

and geographically unbiased SWC predictions across the Kansas Mesonet network.

NRMSE vs Moran's I: Accuracy and Spatial Bias Trade-off
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Figure 4.19: Joint NRMSE-Moran’s I trade-off across all model configurations.

4.8 Conclusion

In this chapter, the inclusion of a simplified mechanistic model as a core physics-based com-
ponent of time-series ML, models was analyzed through an SWC prediction case study. The
key findings indicate that the time-series learning component substantially enhances the dy-
namic model’s accuracy, while decomposing the original problem into a set of distributed

sub-problems carries certain trade-offs relative to its centralized counterpart. Specifically,

78



Table 4.1: Overall quantitative metrics for each model configuration averaged across all 62

Kansas Mesonet stations on the test set.

Framework Architecture Training NRMSE Mean Bias Moran’s I
API - - 0.481 —0.144 0.063
PINN LSTM Centralized 0.208 —3.898 0.331
PINN LSTM Clustered  0.226 —3.279 0.263
PINN Transformer Centralized 0.204 —3.391 0.222
PINN Transformer Clustered  0.227 —3.587 0.055
UuQ LSTM Centralized 0.097 +0.202 0.069
uQ LSTM Clustered  0.124 —0.195 0.020
[S[®) Transformer Centralized 0.107 +0.458 0.170
[S[®) Transformer Clustered  0.139 —0.259 0.158

both the hybrid UQ and physics-informed strategies markedly outperformed the standalone
API model, confirming that neither first-principles knowledge nor data-driven learning alone
is sufficient for systems with poorly characterized, spatially heterogeneous dynamics. Al-
though centralized training attained slightly lower prediction errors, it inherited geographi-
cally structured biases from the globally imposed physics reference; the distributed clustered
formulation mitigated this spatial autocorrelation, yielding accurate and spatially unbiased
SWC predictions across the Kansas Mesonet network. Within the broader scope of this dis-
sertation, this chapter explores another avenue for integrating physics with time-series ML
models by systematically fusing imperfect physical models with data, providing a reliable

dynamic modeling foundation for real-time agricultural decision-making.
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Chapter 5

Multimodal Time-Series Modeling of

Plant-Based Meat Extrusion

5.1 Introduction

In this chapter, we focus on integrating expert feedback and image data modalities along-
side sensor measurements to develop a dynamic process model for a food extrusion system.
Whereas the preceding chapters addressed processes for which first-principles descriptions
exist and surrogate models primarily served to alleviate computational bottlenecks in dy-
namic optimization and control, the food extrusion process considered here belongs to a class
of systems in which the underlying physics itself is only partially characterized.

Extrusion is the primary manufacturing route for plant-based meat analogs, transform-
ing raw plant proteins into structured products through the coordinated application of heat,
pressure, and shear. The process is essential for aligning protein molecules into the fibrous

HE119 - Ribrousness of the

structures that replicate the texture of animal protein products
final product is a key quality attribute, and maintaining it consistently requires continuous
monitoring and precise regulation of the extrusion conditions. Achieving this level of control

requires an accurate dynamic process model. However, model development remains chal-

lenging because the interaction of material composition, moisture content, temperature, and
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mechanical shear induces dynamic variations in material properties such as viscosity and

120;121

phase behavior . Traditional physics-based models struggle to capture the nonlinear,

highly coupled dynamics inherent in processing plant protein-based complex matrices!??,
and in practice such processes are frequently treated as black boxes, with limited insight
into the relationships between operational parameters and product quality '?3.

Consistent with the time-series machine learning theme developed throughout this dis-
sertation, data-driven modeling offers a powerful alternative for capturing these complex
extrusion dynamics. ML models can characterize the nonlinear relationships between key
input parameters, such as feed composition, screw speed, feed rate, in-barrel moisture, and
barrel temperature, and critical operational variables, including specific mechanical energy

124125 SQuch models serve as efficient surrogates

(SME) input, pressure, and temperature
for real-time monitoring and predictive control, directly paralleling the role of the surrogate
models developed in Chapter 3. In the extrusion context, ML has been applied to predict
rheological properties in biopolymer mixtures, providing insight into structuring mechanisms
during high-moisture extrusion'?, and to optimize textural attributes of plant-based prod-
ucts by identifying critical input features such as protein, fat, and moisture content?7.

A defining feature of the extrusion problem, however, is that product quality is not di-
rectly measurable through conventional process instrumentation. Texture profile analysis
(TPA) has been the standard method for quantifying mechanical properties of extruded
products, such as hardness, cohesiveness, and chewiness; yet TPA is a contact-based, de-
structive technique that requires considerable time and resources, limiting its practicality
for high-throughput and real-time applications. Computer vision (CV) methods provide a
non-contact, rapid alternative by evaluating surface features in captured images, enabling
indirect assessment of textural characteristics. Rather than measuring mechanical properties
directly, CV extracts visual attributes such as color, surface patterns, and structural features
to predict texture-related parameters, and ML techniques can further enhance these evalua-
tions by identifying correlations between structural features and mechanical properties. For
instance, back-propagation neural networks have been used to predict hardness and gum-

128

miness from image-derived features of puffed products'<°, and optimized ML-based models
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have linked image features to the hardness, resilience, and chewiness of plant-based meat
products with substantial predictive accuracy!?’. Beyond conventional textural attributes,
CV-based approaches have also been employed to assess fibrousness and porosity, offering a
scalable pathway for structural monitoring of the extrusion process.

Despite these advances, a critical gap remains in dynamically linking operational parame-
ters to structural quality attributes within a single predictive framework. Industrial process
data are often recorded at irregular or mismatched sampling rates, which has motivated
time-aware modeling architectures that explicitly account for the elapsed time between ob-
servations®. In parallel, multimodal data fusion methods have been developed in industrial
and manufacturing contexts to integrate heterogeneous sensor streams for process monitor-
ing and quality assessment 3133 However, most existing approaches focus on sensor-level
fusion and do not explicitly incorporate CV-derived structural descriptors within the tem-
poral dynamics of the process time-series. This limitation is particularly consequential for
food extrusion, where both the process dynamics and the evolving product structure must
be represented within a unified framework to enable real-time monitoring, optimization, and
adaptive control.

Motivated by this gap in the food extrusion case study, this chapter presents a multimodal
framework that combines computer vision techniques with time-series machine learning mod-
els to connect the process dynamics with product structural attributes. In this work, expert
feedback is also incorporated to fine-tune the multimodal model, embedding an additional
layer of induced physics that is derived purely from expert knowledge and limited image
data rather than from a mechanistic model. In the absence of first-principles descriptions of
structure formation, the expert-assigned structure scores act as a surrogate for the unmod-
eled physics of the process. The feedback encodes the accumulated domain understanding
of how fibrousness and porosity emerge from thermomechanical history, and they allow the
framework to learn a physically meaningful process-to-quality mapping.

The proposed framework consists of two coordinated components. First, unsupervised
and semi-supervised computer vision algorithms quantify product structure from cross-

sectional images of the extrudate; the semi-supervised approach is fine-tuned on the expert-
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provided structure scores, augmenting edge-based porosity and fibrousness features with
Gabor filter-based descriptors to substantially improve scoring accuracy. Second, because
the image modality is sampled far more sparsely than the process measurements, gradient-
boosting models (XGBoost and LightGBM) fuse the CV-derived structure scores with the
time-series process data, yielding an integrated predictive model that tracks structure forma-
tion alongside die temperature and specific mechanical energy dynamics. Beyond its imme-
diate monitoring value, this process-to-quality mapping constitutes the modeling foundation
for future quality-driven dynamic optimization and model predictive control of extrusion

systems.

5.2 Extrusion Process Description

This study employed a pilot-scale extrusion system to process plant-based meat analogs
with varying structural characteristics and to investigate the influence of key operational pa-
rameters on product quality (Figure 5.1). Extrusion experiments were conducted to collect
time-series process data using a data acquisition system and high-resolution images for sub-
sequent modeling and analysis. Detailed descriptions of the extrusion equipment, processing

conditions, and material formulations are provided in the following sections.

: Evaporation
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Figure 5.1: Schematic of the twin-screw extrusion system used in the study.
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5.2.1 Ingredients and formulation

Three distinct plant protein formulations with 70-74% protein content were designed to op-
timize the structure and texture of plant-based meat analogs, based on previous research 3%,
These formulations varied depending on the protein isolate used: pea protein isolate (PPI),

soy protein isolate (SPI), or wheat gluten (WG).

5.2.2 Extrusion operational conditions

All formulations were processed using a pilot-scale co-rotating twin-screw extruder (TX-52,
Wenger Manufacturing, Sabetha, KS, USA). The extruder barrel had four heating zones,
set sequentially to 30, 50, 80, and 110°C from the feed section to the discharge end. A
constant feed rate of 50 kg/h was maintained, and the extruder screw speed ranged from 323
to 455 RPM. The screw and die configurations followed those previously studied by Webb et

131 Water was added at rates of 15.2-27.1 kg/h, depending on the formulation, resulting

al.
in different in-barrel moisture (IBM) conditions. Different combinations of screw speed and
IBM resulted in three process conditions for each formulation. Temperature measurements
were collected using thermocouple probes installed along each barrel head and upstream
of the die. Post-extrusion, product samples were collected every 2 minutes for time-series
texture analysis, corresponding to time points of 0, 2, 4, 6, and 8 minutes from the start of
each extrusion run.

SME, a key indicator of the energy imparted to the material during extrusion, was cal-

culated as follows:
W — W,

m

SME = (5.1)

where W is the motor power (kW), W} is the no-load motor power, and m is the mass flow
rate (kg/s). SME values were used to infer the material viscosity and the extent of cross-
linking under varying IBM conditions. A data acquisition system continuously monitored
and recorded process variables at a one-second sampling rate throughout the extrusion runs.

Logged parameters included preconditioner discharge temperature, barrel zone and die tem-
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peratures, bin feeder speed (RPM), preconditioner cylinder speed (RPM), extruder motor
load, screw and knife speeds (RPM), water injection rates into the extruder and precondi-
tioner, and motor power (kW). This time-series dataset was subsequently used to model the

dynamics of the extrusion process and to predict textures using machine learning.

5.2.3 Image acquisition and visual analysis

To examine the internal structure of extruded textured vegetable protein (TVP) products,
high-resolution macro images were captured using a Nikon D750 digital camera fitted with
a 105 mm macro lens and an SB-R200 wireless remote flash. The imaging setup included a
Kaiser Copy Stand RS1, two Dracast Camlux Pro LED light panels, and an 18% grey card
as the background to ensure standardized lighting and color balance. Image acquisition was
performed using CaptureOne software. Before imaging, dried TVP pieces were rehydrated in
tap water for 30 minutes and then drained for 5 minutes. Each piece was then sectioned both
longitudinally and transversely to expose the internal structure, facilitating visual inspection
of fibrosity (cross-linking and layering density) across different treatment conditions.

For final product structure analysis, 36 images were obtained. Two extrudate pieces were
randomly selected from each of the nine treatment conditions and cut along both longitudinal
and transverse planes, yielding four images per product. For time-series structure analysis,
one piece was randomly sampled at 2-minute intervals (0, 2, 4, 6, and 8 minutes) during
the initial 10 minutes of extrusion, resulting in five pieces per run. These pieces were sliced
horizontally and imaged, producing 45 images for temporal analysis. In total, 81 images (36
from final products and 45 from the time-series analysis) were collected for visual examina-
tion. All product structure images were provided with subjective scores for fibrosity ranging
from 1 to 10 (1 for a very porous structure; 10 for a highly fibrous and layered structure),
which were used for training and evaluating the semi-supervised CV-based model, as well
as for generating the ground-truth structure scores integrated into the time-series modeling

framework.
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5.3 Integration of Time-Series ML and CV for Extru-

sion Modeling

The integration of time-series MLL and CV techniques enables the capture of dynamic rela-
tionships between extrusion process parameters and product structural characteristics. The
proposed framework is structured around two key components: (1) structure quantification
through CV-based methods, incorporating an unsupervised approach to generate structure
scores and a semi-supervised refinement process informed by expert input; and (2) inte-
gration of time-series image-derived structure scores with process data using shallow ML
models, such as XGBoost and Light GBM, to predict structure formation with die temper-
ature and SME dynamics. Each component addresses specific challenges in the extrusion
process, thereby enhancing process monitoring and product quality assessment. The follow-

ing sections detail the methodologies and their respective objectives.

5.3.1 Data collection

Extrusion experiments were conducted to evaluate the dynamic process conditions influ-
encing structure formation in plant-based meat production. Three feed compositions were
investigated: FBC + Gluten + SPC, FBC + PPI + SPC, and FBC + SPI + SPC. These
formulations were chosen to represent a range of plant-based protein sources, enabling a com-
parative analysis of extrusion behavior. Three time-series extrusion runs were performed for
each composition under varying in-barrel moisture conditions (low and medium). Each run
lasted approximately 20 minutes to capture transient and steady state process characteris-
tics.

Structure characterization samples were collected every two minutes during the first 10
minutes of each run, resulting in 81 image samples across all feed types and trials. Both
horizontal and vertical cross-sections of the extrudates were prepared to evaluate structural
anisotropy and variability. Beyond the 10-minute mark, the extrudates were shaped into

patties; these samples were excluded from structural analysis and ML integration because
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the focus was on early-stage structure formation. Process variables, including screw speed
(RPM), water feed rates, mechanical load, and temperature, were continuously recorded from
both the preconditioner and extruder at one-second intervals, producing a high-resolution
time-series. In contrast, structure imaging generated a low-frequency dataset. This mismatch
in temporal resolution poses a challenge for model development and data fusion, which is

addressed through the integration strategies described in subsequent sections.

5.3.2 Preprocessing and feature engineering

A thorough understanding of the systematic interactions among extrusion variables is critical
for developing robust predictive models. As illustrated in Figure 5.2, extrusion dynamics are
governed by a network of interdependent relationships. Raw material properties, feed rates,
and preconditioner conditions influence the distribution of thermal and mechanical energy,
propagating through intermediate parameters such as in-barrel moisture, specific thermal
energy (STE), and residence time. These intermediate states, in turn, affect key measurable
outputs, including die pressure, SME, and die temperature, variables that directly shape
the final product structure. In this framework, the variables in the upper region of Figure
5.2 represent interconnected inputs responsible for process variability and internal state
evolution. These inputs include raw material moisture, preconditioner water flow rate, raw
material feed rate, screw speeds, and extrusion load. The middle region captures transitional
state features, such as in-barrel moisture and residence time, while the lower region reflects
critical output variables, specifically die temperature, SME, and die pressure, that directly
affect product structure. As highlighted in the figure, the selection of model outputs is
guided by this hierarchical structure and informed by extrusion-structure relationships.
Although transitional variables such as residence time and in-barrel moisture provide
valuable insights into the internal dynamics of the extrusion process, they are not used
as direct model inputs because real-time measurements are typically limited in extrusion
systems. However, their effects are implicitly captured through the first-level input features.

For example, variations in feed rate, water content, and screw speed are closely correlated

87



Raw Material Chemical Raw Material Feed Preconditioner Steam and Extruder parameters
and Physical Properties Flowrate (Kg/h) Water Flowrate (Kg/h)
! L
1
Specific Extruder In_Barrel
Thermal Residence Time Moisture
Energy (STE) (s) )
|
* .
! Interconnected variables
Specific
=+ Die Temperature Mechanical Die Pressure
Energy (SME)
Product
N e
Structure ML Model Outputs

Figure 5.2: Interconnected network of extrusion process variables.

with changes in residence time and in-barrel moisture, enabling the ML models to infer
their influence indirectly from the observed inputs. Similarly, while die pressure significantly
impacts the final product structure, it is often unavailable at high temporal resolution.
Instead, its functional effects are represented through SME, which integrates both mechanical
loading and energy dissipation within the system. SME thus serves as an accessible proxy for
several dynamic variables that influence product formation and is used as a target variable
in predictive modeling.

The dataset used for model development consists of high-frequency time-series process
data sampled at 1-second intervals across 10 extrusion runs, resulting in approximately
10,000 data points. It encompasses various operational parameters, including screw speeds,
loads, water content, and zone temperatures. Among these variables, die temperature and
SME were selected as the primary targets for prediction because they critically influence
product structure development. In contrast, temperatures in the early zones remain relatively
stable near ambient conditions and exhibit minimal influence on extrusion dynamics. The

sequential input features comprise historical values of the target outputs, while covariates,
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including extruder loads, screw speeds (RPMs), zone temperatures, and water contents, are
incorporated to account for their effects on system behavior and the evolution of outputs.
For modeling purposes, it is critical to differentiate between independent and dependent
input features. Independent features correspond to external control parameters that are
not significantly affected by internal system dynamics, whereas dependent features emerge
from intrinsic system-material interactions. In this study, zone temperatures, regulated by
PID controllers, are treated as independent inputs, as they remain relatively stable and are
minimally affected by downstream process variations. In contrast, die temperature, SME,
water content, and extrusion load are dependent variables that reflect the system’s dynamic
thermal and mechanical responses. Both independent and dependent features are integrated
as covariates, along with sequential die temperature and SME measurements, to capture
the complex interactions between controlled inputs and system responses. This structure
establishes a physically consistent and process-aligned basis for sequence modeling. The

vector of independent covariates, I(t), consists of controllable process inputs:

I(t) = [Raw Material Moisture, Extruder Water Content, Extruder Screw Speed,
(5.2)

Preconditioner Water Content, Zone 3 Temperature, Zone 4 Temperature]

The vector of dependent covariates, D(t), represents the measured process state variables:

D(t) = [Bulk Density, Extruder Load, Specific Mechanical Energy, Die Temperature]
(5.3)
As the next step, all selected features were standardized using Z-scores. This method
transforms the feature by subtracting its mean and dividing by its standard deviation, en-

. . . ? . .
suring zero mean and unit variance’ . The transformation is expressed as:

o =2t (5.4)

where x represents the original feature value, p is the mean of the feature within the dataset,
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o denotes its standard deviation, and 2’ is the normalized value. This scaling ensures that
all features contribute equally to the model, preventing those with larger magnitudes from
dominating the learning process. Z-score standardization is particularly beneficial for time-
series models, as it accelerates convergence during training and improves overall performance

by maintaining consistent gradient behavior across features.

5.4 CV methods for structure quantification

This study introduces two CV-based approaches for structure quantification: an unsuper-
vised method and a semi-supervised method. The unsupervised approach assigns numerical
structure scores to extrusion samples by extracting features like edge patterns. This enables
automated classification into fibrous or porous categories without requiring labeled data.
To improve accuracy, the semi-supervised method integrates expert-provided labels, refining
structure scores based on these annotations. Labeled data enhances the model’s ability to

distinguish structure variations more effectively.

5.4.1 Unsupervised learning CV method

The proposed unsupervised learning-based CV method quantifies structure characteristics
by analyzing image samples through edge detection and the Hough transform. As shown
in Figure 5.3, the workflow begins with Canny edge detection to extract edges from the
sample images, which serves as the basis for subsequent structural analysis. Canny edge
detection was chosen because it is robust to noise, computationally efficient, and effective
at detecting well-defined boundaries, making it suitable for limited datasets and real-time
applications. The resulting edge map is then processed using the Hough transform to identify
porous structures as circular features and fibrous structures as linear patterns. This approach
leverages the distinct geometric signatures of pores and fibers in extruded products, enabling
interpretable feature extraction without requiring large labeled datasets or deep learning-

based models.
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Figure 5.3: Unsupervised C'V algorithm for structure quantification.

To quantify structure, the algorithm applies the Hough circle transform to identify circu-
lar features associated with porosity and the Hough line transform to detect linear features
indicative of fibrousness. The counts of these features are normalized to compute their rel-
ative contributions, forming the basis of a structure score. This score is assigned on a scale
of 1 to 10, with higher values indicating greater fibrousness. A threshold of 5 is used for
binary classification to distinguish porous from fibrous samples. This scoring system pro-
vides a proportional, interpretable metric for quantifying structure, thereby enabling further
integration with time-series ML models.

This method offers several advantages, particularly its ability to operate without labeled
data, making it suitable for applications where expert-annotated training sets are unavail-
able. Leveraging edge detection and geometric transformations to extract essential structural
features with minimal preprocessing enables effective performance on small image datasets.
Its unsupervised nature reduces reliance on domain-specific knowledge, enhancing its appli-
cability to diverse structure analysis tasks. Moreover, the method is computationally efficient
and easy to implement, allowing for rapid deployment without extensive preprocessing or
expert intervention.

Despite these advantages, the method has certain limitations. Its performance depends
on fine-tuning Canny edge detection parameters, such as edge detection thresholds, which
must be carefully adjusted for different datasets to suppress noise and improve feature ex-
traction, as illustrated in Figure 5.4. This requirement complicates standardization across
diverse image samples. Additionally, variations in imaging conditions, including shadows,
inconsistent lighting, and camera quality, can affect the method’s robustness. The reliance

on geometric interpretations may also oversimplify the representation of structure, poten-

91



tially leading to misclassification in cases with complex or irregular structures. Furthermore,
the absence of expert knowledge integration limits its ability to assess ambiguous or complex

structures.

Image Sample Expert Score : 7.0  Not-tuned Score : 8.75 Tuned Score : 7.09

Figure 5.4: Effect of tuning Canny edge detection parameters on the performance of the
unsupervised C'V method.

5.4.2 Semi-supervised learning CV method

The semi-supervised method extends the unsupervised approach by integrating expert-
labeled data and additional structure features extracted through Gabor filtering. This en-
hancement mitigates the limitations of the unsupervised method by incorporating a richer set
of features and leveraging supervised learning to improve the accuracy of structure quantifica-
tion. This approach is semi-supervised because it combines unsupervised feature extraction
with a supervised learning model.

As illustrated in Figure 5.5, Gabor filters are used to extract detailed structure features,
which are then integrated with edge-based porosity and fibrousness scores computed using
Hough transforms. These image-derived features are fed into an XGBoost regressor, with
the expert-labeled structure scores (1-10) used solely as regression targets during training.
The expert scores are not part of the input features; instead, they serve as ground-truth
labels that direct the supervised learning process.

The dataset comprises 81 image samples, including horizontal and vertical cuts of the final
product for data augmentation. The data is split into 80% for training and 20% for testing.
The regressor is configured with five estimators and optimized using an MSE loss function.

This setup enables precise prediction of structure scores on a 0-10 scale. A threshold of 5
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Figure 5.5: Semi-supervised C'V algorithm for structure quantification.

is applied for binary classification into porous and fibrous categories. The refined structure
scores contribute to an integrated time-series dataset, thereby establishing a link between

structure characteristics and extrusion process parameters.

5.5 Integrated time-series framework for extrusion dy-

namics and structure modeling

The integrated dataset combines high-frequency process data (sampled every second) with
low-frequency image-based structure scores (sampled every two minutes). To enable joint
analysis, the process data are downsampled to one-minute intervals, and the resulting gaps in
the structure-score time-series are filled by interpolation. Interpolation is applied only to the
low-frequency image-based structure scores and is used exclusively to temporally align these
scores with the process data, not to reconstruct high-frequency structural transients. Because
the structure scores capture slowly evolving, cumulative characteristics, linear interpolation

preserves their intended trends and avoids introducing artificial high-frequency behavior or
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Figure 5.6: Schematics of the integrated time-series framework for structure score predic-
tion.

obscuring rapid process dynamics. This preprocessing step ensures continuity while keeping
the dynamic characteristics of the extrusion process.

The final dataset includes time-aligned operational parameters, such as zone temperatures
and structure scores derived from the semi-supervised method. For each feed composition,
30 minutes of data are collected, resulting in a small yet representative dataset. To maintain
temporal consistency, data splitting is performed independently for each time-series, with
80% allocated for training and 20% for testing.

After data partitioning, z-score scaling is applied to normalize the input features, ensur-
ing that all variables contribute equally during model training. XGBoost and LightGBM
models are then used to predict the next-minute structure score from lagged input features,
including prior values of die temperature, SME, and structure score (Figure 5.6). The inte-
grated time-series framework incorporates observations from the previous 2 minutes, thereby
capturing temporal dependencies and dynamic system behavior that are critical for accurate
predictions.

Although deep learning models such as transformers and RNNs are well-suited for cap-
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turing long-term dependencies, they are not used in this context due to the limited dataset
size, which increases the risk of overfitting and reduces generalizability. In contrast, XG-
Boost and Light GBM are better suited for this task, given their ability to handle small
datasets and their built-in regularization, which ensures robust performance while main-
taining computational efficiency. Mathematically, the modeling framework is formulated as

follows:

Y(t) - [Tdie,ta Sstructure,t] (55)

Yitre+k = Fxap-Lightam (Yi— 14—k le—14— K, Di—1:4-k) (5.6)

Both models are trained using the MSE loss function to optimize predictive accuracy. Given
the small dataset size, hyperparameters are carefully tuned to enhance generalization and

mitigate overfitting. The key hyperparameter configurations are as follows:

e XGBoost: 30 estimators, maximum depth of 2, learning rate of 0.1, and full dataset

usage for subsampling.

e LightGBM: 30 estimators, maximum depth of 2, learning rate of 0.1, four leaves per

tree, and full data usage for subsampling.

5.6 Results and Discussion

This section presents the simulation results and evaluations of the proposed methodologies for
modeling and analyzing twin-screw extrusion of plant-based meat. The results are organized
into three parts. First, the effectiveness of CV techniques is examined, with an emphasis
on a semi-supervised approach to structure quantification that employs edge detection and
image-based analysis to estimate fibrousness and porosity scores. Each modeling component
is evaluated independently using task-specific performance metrics to isolate its contribution
before integration into the framework. Third, the integration of these methodologies into a
multimodal framework is evaluated, demonstrating how ensemble models can effectively link

high-frequency process data with low-frequency structural predictions, enabling real-time
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monitoring and process optimization.

5.6.1 CV-based structure quantification results

CV-based methods quantify structure by analyzing detected edges and extracting structure
features. Using a threshold of five, images are classified into two categories: fibrous or
porous. To evaluate the performance of both unsupervised and semi-supervised structure
quantification approaches, binary classification metrics, accuracy, confusion matrices, ROC
curves, and AUC values are used. The scoring performance is assessed using MAE and mean
bias, with predictions compared against expert-labeled references. This dual evaluation
framework enables both binary classification analysis and a more granular assessment of
structure scoring. The latter is particularly critical in the multimodal framework, where
precise structure scores are key training features.

Figure 5.7 presents the confusion matrices for both methods, illustrating their ability
to differentiate between structure types in a test set comprising 25 time-sequenced image

samples. The components of the confusion matrix are defined as follows:
e True Positives (TP): Fibrous images correctly classified as fibrous.
e False Positives (FP): Porous images incorrectly classified as fibrous.
e True Negatives (TN): Porous images correctly classified as porous.
e False Negatives (FIN): Fibrous images incorrectly classified as porous.

In structure classification, FP errors are particularly critical because they mislabel porous
structures as fibrous, leading to incorrect assumptions about the product’s structural prop-
erties. Similarly, FIN errors misclassify fibrous structures as porous, compromising the clas-
sification system’s reliability. The unsupervised method exhibits more pronounced FP er-
rors, highlighting its limited ability to accurately distinguish porous structures. In contrast,
the semi-supervised approach demonstrates significant improvement, eliminating FP errors

while increasing TP detections.
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Figure 5.7: Confusion matrices for the C'V-based methods.

Building on the information provided by the confusion matrices, Figure 5.8 presents the
ROC curves for both the unsupervised and semi-supervised CV methods. A preliminary vi-
sual assessment suggests that the semi-supervised model better distinguishes between fibrous
and porous structures. This improvement stems from integrating edge-based and structure
features extracted using Gabor filters and expert-labeled data for fine-tuning. The ROC
curve further illustrates that the semi-supervised approach achieves a higher TP rate while
effectively reducing FPs, where porous structures are misclassified as fibrous. In contrast,
the unsupervised method struggles to suppress false positives, thereby limiting its ability to
reliably differentiate between structure types. The higher AUC metric reinforces the superior
classification performance of the semi-supervised method.

The evaluation metrics for binary classification and structure score prediction are sum-
marized in Table 5.1. Accuracy is the proportion of correctly classified structures among
all samples and is a key indicator of binary classification performance. MAE quantifies
the average absolute deviation between predicted structure scores and expert-labeled val-
ues, measuring prediction precision. Mean bias indicates the directional error in predictions,
where negative values suggest a tendency to underestimate structure scores. The accuracy

values align with previous observations from ROC curves and confusion matrices, reaffirming
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Figure 5.8: Comparison of ROC curves for C'V-based methods.

the semi-supervised method’s superior performance in classifying fibrous and porous struc-
tures. For structure score prediction, the lower MAE values indicate that the semi-supervised
approach produces predictions closer to expert-labeled scores. Additionally, the mean bias
values demonstrate negligible systematic bias in the semi-supervised method, whereas the

unsupervised approach consistently underestimates structure scores.

Table 5.1: FEvaluation metrics for CV methods: Binary classification and structure score
prediction.

Method Accuracy MAE Mean Bias
Unsupervised CV Method 0.60 1.29 -0.13
Semi-Supervised CV Method 0.86 1.08 0.14

These metrics further validate the advantages of the semi-supervised approach, which
integrates expert-labeled data with Gabor filter-based structure features. This combina-
tion enhances classification accuracy and the reliability of structure score predictions, which
are essential for the integrated time-series framework to effectively capture the dynamic
relationships between operational parameters and structure attributes. Figure 5.9 com-

pares the structure scores generated by the unsupervised and semi-supervised methods with
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expert-labeled ground-truth scores across different feed compositions in time-series data. The
semi-supervised method exhibits greater consistency with expert annotations, particularly
in regions with pronounced structure transitions. In contrast, the unsupervised approach ex-
hibits more pronounced deviations, particularly in complex or ambiguous structures. These
results underscore the importance of incorporating domain knowledge via expert-labeled

data, thereby enhancing the accuracy of the semi-supervised framework.
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Figure 5.9: Comparison of structure scores predicted by the unsupervised and semi-
supervised methods with expert-labeled scores across feed compositions and time-series data.

Furthermore, the integration of domain knowledge through expert feedback offers another
avenue for developing physics-guided dynamic models, in which deviations from process

measurements can be rectified by expert input despite the absence of first-principles models.

5.6.2 Time-series ML integration with structure quantification

The integration of extrusion process dynamics with dynamic structure evolution is achieved

by computing structure scores from time-series samples, constructing a dataset at a 1-minute
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sampling rate, and aligning temperature records with their corresponding structure scores.
This integrated dataset establishes a direct relationship between process parameters and
product structure, facilitating the development of a multimodal model that captures the
interaction between operational conditions and product quality.

Given the relatively small size of the integrated dataset, the training and test sets are used
to evaluate model performance. The limited data increases the risk of poor generalization
and extrapolation, necessitating rigorous validation. This study primarily examines the
feasibility and effectiveness of the proposed framework for predicting the evolution of dynamic
structures, rather than optimizing or deploying the production model. The findings provide
insights into the challenges and benefits of integrating time-series process data with structure

quantification methods and expert feedback.

Integration with XGBoost and LightGBM

Figures 5.10, 5.11, and 5.12 present the time-series predictions generated by the XGBoost
model, while Figures 5.13, 5.14, and 5.15 display the corresponding predictions from the
Light GBM model across different feed compositions. Both models effectively capture key
trends in die temperature, SME, and structure score dynamics within the training set. How-
ever, discrepancies between observed and predicted values in the test set indicate challenges

in generalization, primarily due to the limited size and variability of the integrated dataset.
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Figure 5.10: XGBoost model time-series prediction for WG.
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Figure 5.11: XGBoost model time-series prediction for PPI.
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Figure 5.12: XGBoost model time-series prediction for SPI.
WG - LightGBM Model Predictions
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Figure 5.13: LightGBM model time-series prediction for WG.

Overall, both XGBoost and Light GBM demonstrate the feasibility of integrating oper-
ational parameters and structure scores within a unified ML framework. While XGBoost

effectively captures dominant trends in the data, Light GBM offers a computationally effi-
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Figure 5.14: LightGBM model time-series prediction for PPIL.
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Figure 5.15: LightGBM model time-series prediction for SPI.

cient alternative suited for rapid inference. This integration underscores the potential for

real-time monitoring and control of extrusion processes by establishing a direct link be-

tween process conditions and product structure characteristics. Future advancements, such

as data augmentation and model refinement, can further enhance generalization, leading to

more accurate and robust predictions in dynamic extrusion environments.

General evaluations of integrated models

The performance metrics for the integrated models, XGBoost and Light GBM, are summa-

rized in Table 5.2. The table presents MAE and NRMSE for the training and testing datasets,

enabling a comparative assessment of the predicted outputs. A comparison of performance

metrics indicates that XGBoost and Light GBM yield similar results during training, with
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consistently low NRMSE and MAE across all process parameters. However, evaluation on
the test set highlights limitations in generalization, particularly for SME and die tempera-
tures, where both models exhibit elevated NRMSE and MAE. In predicting structure scores,
the models perform comparably, with Light GBM achieving a test set NRMSE similar to
XGBoost’s. These findings suggest that although both models struggle to generalize predic-
tions of process outputs to unseen data, they achieve higher accuracy in estimating structure
scores. This underscores the potential of integrating process data with CV-based features

for constrained applications.

Table 5.2: FEvaluation metrics for XGBoost and Light GBM across all feed compositions.

Model Parameter MAE NRMSE Data Range
Train Test | Train Test

XGBoost Die Temperature [C] | 1.403  4.207 | 0.052 0.192 | 169.04 - 129.91

XGBoost SME [kJ/kg] 14.695 51.770 | 0.051  0.224 | 948.12 - 570.06

XGBoost Structure Score 0.275 1.026 | 0.074 0.203 9.0 -2.0

XGBoost Mean - - 0.059 0.206

Light GBM Die Temperature [C] | 1.432  2.787 | 0.052 0.117 | 169.04 - 129.91

Light GBM SME [kJ/kg] 15.282 50.092 | 0.052 0.210 | 948.12 - 570.03

Light GBM Structure Score 0.281 1.028 | 0.073 0.199 9.0-2.0

Light GBM Mean - - 0.059 0.175

The limited performance of the integrated models on unseen data is primarily due to the
small dataset size, which is constrained by the sparse two-minute sampling interval for im-
age collection. Although hyperparameter tuning was employed to mitigate overfitting, the
disparity between high-frequency process data (sampled every second) and low-frequency
image acquisition restricts the volume of usable data. This mismatch in sampling rates
introduces a bottleneck in model integration, thereby reducing the robustness and generaliz-
ability of structure score predictions in the time-series framework. Despite these challenges,
the models offer valuable insights into the dynamic relationship between process conditions
and product structure, underscoring opportunities for future improvements.

Although the CV-based structure scoring in this study is illustrated with a two-minute
image sampling interval, neither the proposed CV method nor its integration into the multi-

modal time-series framework is inherently limited to a fixed sampling rate. In principle, the
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framework can operate at higher temporal resolution, and the main obstacle to real-time de-
ployment is the image acquisition rate during extrusion operations rather than computational
delay. As a result, practical real-time implementation would require faster image sampling,
which can be enabled by hardware solutions such as automated camera triggering'®> and

136 Deploying lightweight image processing pipelines on em-

edge computing architectures
bedded vision systems or microcontroller-based platforms would further support on-device
feature extraction and near—real-time structure inference, enabling the framework to provide

real-time or near-real-time monitoring, depending on operational and hardware constraints.

5.7 Conclusions

In this chapter, the integration of expert feedback and image modalities into time-series
process modeling was investigated, with an application to food extrusion systems. A semi-
supervised CV method, fine-tuned on expert-assigned structure scores, quantified product
structure from cross-sectional images and outperformed its unsupervised counterpart in both
classification accuracy and scoring error, while gradient-boosting models fused the resulting
structure scores with the process measurements into an integrated dynamic model. The
findings of this chapter indicate that, even in the absence of first-principles models, col-
lecting domain knowledge and embedding it in dynamic modeling alongside additional data
types, such as images, offers a viable path toward developing unconventional dynamic mod-
els for processes whose governing physics is poorly characterized. Moreover, the presented
time-series modeling framework opens an avenue for real-time decision-making, dynamic op-
timization, and even model predictive control of food extrusion systems, where the control
objective could target product quality directly, since the developed dynamic model links
process parameters to product quality under circumstances where soft sensing is limited or

challenging.
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Chapter 6

Transformer-Based Monitoring for
Cyber-Resilient Operation of Highly

Integrated Chemical Process Systems

6.1 Introduction

Throughout this dissertation, several case studies with different levels of integration be-
tween domain knowledge and time-series ML regression have been presented for the dynamic
modeling of process systems, ranging from surrogate models embedded in model predictive
control (Chapter 3), to hybrid physics-informed formulations (Chapter 4), to multimodal
architectures linking process time-series data with complementary measurement modalities
(Chapter 5). A remaining aspect of the overall research objective is the capabilities of time-
series ML methods in addressing process resiliency in the event of cyberattacks. In this
chapter, the focus is therefore shifted from regression to classification, answering the ques-
tion of how time-series ML models can be employed as monitoring components for detecting
and identifying adversarial cyberattacks, particularly in highly integrated process systems
where attack-induced disturbances propagate rapidly across interconnected units.

The relevance of this question follows directly from the structural trends motivating the

105



earlier chapters. The chemical manufacturing industry is transitioning toward highly in-
tegrated process networks, characterized by enhanced energy and material recycling and
optimized heat and mass transfer to improve efficiency and sustainability. This evolution is
supported by the deployment of advanced sensing and computational technologies that en-
able real-time monitoring, optimization, and control, leading to the classification of modern
manufacturing systems as cyber-physical systems (CPS)'3%138 While CPS offer substantial
advantages, including cost reduction and improved energy utilization®?, their increased con-
nectivity exposes them to heightened cyber vulnerabilities14° 142, Cyberattacks on industrial
control systems can compromise safety, disrupt operations, and lead to significant economic
losses 3144~ Consequently, ensuring the security and resilience of CPS necessitates advanced
detection, mitigation, and recovery strategies that operate within the closed-loop estimation
and control architecture itself.

Substantial research effort has been directed toward this goal over the past two decades.
Early and still widely used approaches rely on model-based residual analysis combined with
statistical change detection, most notably cumulative sum (CUSUM) and chi-squared detec-
tors that flag persistent deviations between measured and predicted process behavior 145146,
Although computationally attractive, such threshold-based statistical schemes are vulnerable
to stealthy falsification strategies deliberately shaped to remain below detection thresholds,
and their effectiveness degrades as the number of coupled measurement channels grows*”. In
parallel, control-theoretic contributions have addressed secure state estimation under adver-

149

sarial corruption'*®, geometric characterizations of detectability'*, game-theoretic designs

that balance robustness and resilience!®, and MPC formulations that mitigate denial-of-

151

service attacks'*. Within the process systems engineering literature, cyber-secure control-

detector architectures?’, active detection strategies based on control mode switching and

152;153 4

set-based analysis , sensor-actuator pairing for resilient interconnection design'®*, and

Lyapunov-based economic MPC formulations with integrated detection and handling'?°* i1%6
have been developed to preserve closed-loop stability under attack.
More recently, ML-based approaches have demonstrated strong potential for enhancing

detection capabilities across different control architectures. Artificial neural network detec-
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tors have been combined with Lyapunov-based MPC to alleviate the impact of cyberattacks
on chemical processes®?, and ML-based detection has been integrated with encrypted control
for enhanced cybersecurity of nonlinear processes'*®. The effects of various attack scenarios
have been systematically examined across centralized, decentralized, and distributed MPC
frameworks, providing insight into the vulnerabilities and robustness of each architecture'®7,
while stealthy sensor and actuator attacks on evolving nonlinear process systems have also
been addressed!'®®. Physics-informed ML formulations, including graph convolutional recur-
rent networks that encode process topology, have been proposed for cyberattack detection

159;160

and resilient control of process networks , and ML-based state reconstruction methods

have been introduced to recover measurements compromised by falsified data!®!.

Despite this progress, a critical challenge persists in accurately detecting and localiz-
ing cyberattacks within highly integrated process systems. The tight thermal and material
coupling among units means that a disturbance induced by an attack on a single sensor prop-
agates rapidly through recycle streams and shared estimation layers, obscuring the original
point of intrusion. The complexity is propagated when estimation and control are tightly
coupled. In closed-loop configurations that integrate MPC with MHE, corrupted measure-
ments distort the reconstructed states, which in turn misguide the control actions, amplifying
the attack’s effect throughout the network. This cascading amplification, referred to in this
work as the snowball effect, makes even a single compromised upstream sensor capable of
triggering system-wide instability and makes the distinction between routine process distur-
bances and malicious interventions increasingly difficult. Moreover, when multiple sensors
may be compromised simultaneously, the identification task acquires a combinatorial multi-
label structure with inherent class imbalance that single-channel statistical detectors and
small-scale ML demonstrations are limited in their ability to address. Therefore, there is a
need for methodologies that detect and localize attacks with high precision in such settings
and mitigate their impact without compromising the stability and performance of the overall
system.

This chapter addresses this gap by leveraging the same class of time-series architectures

employed for regression in the preceding chapters, specifically self-attention transformers,
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in a multi-label classification problem. The sequential learning paradigm allows the mod-
els to learn historical context and system dynamics when identifying anomalies, capturing
long-range temporal dependencies and cross-variable interactions that make coordinated
multi-sensor attacks distinguishable from benign process variability. Two aspects of time-
series ML are examined in this case study. (i) whether time-series classification can jointly
perform attack detection (determining that an attack is active) and identification (localizing
the compromised sensors) under closed-loop MHE-MPC operation, and (ii) how the moni-
toring architecture itself, centralized versus distributed, affects detection, identification, and
recovery performance in highly integrated systems.

The proposed frameworks are demonstrated on the benzene alkylation with ethylene
process %2, a benchmark petrochemical system for ethylbenzene production comprising four
continuous stirred-tank reactors and a flash separator connected through recycle streams.
The strong thermal and material interdependencies of this process, regulated by an integrated
MHE-MPC scheme in which temperature measurements are used to estimate unmeasured
concentration states!'®1%4 make it a representative testing benchmark for sensor-targeted
adversarial attacks. Four categories of sensor falsification are considered: min-max, surge,
noise-based, and set-difference attacks, spanning single- and multi-sensor compromise sce-
narios.

Using the proposed benchmark process, two centralized frameworks are first developed 6°.
an end-to-end (ETE) decoder-only transformer that jointly performs attack detection and
compromised-sensor identification, and a modular two-tier architecture in which a lightweight
feedforward neural network handles binary detection and activates a transformer-based
multi-label classifier only when an attack is flagged, decoupling detection from the inher-
ently identification task. To address the scalability limitations of centralized monitoring,
distributed counterparts of both frameworks (DETE and D2Tier) are then formulated, in
which a modularity-based community detection algorithm decomposes the process network
into strongly coupled subsystems whose local models operate in parallel, reducing subsystem
dimensionality and the combinatorial complexity of multi-sensor identification while preserv-

ing system-wide coverage. Since detection and identification alone do not restore resilient
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operation, all frameworks are integrated with an extended Kalman filter (EKF)-based post-
attack reconstruction mechanism that excludes the identified corrupted measurements from
the estimation update and selectively replaces them with reconstructed estimates, allowing
the MHE-MPC loop to maintain estimation fidelity and closed-loop stability under sustained
attacks. Together, these layers extend the role of time-series ML in this dissertation from
predictive components for dynamic optimization and control to protective components for

resilient operation.

6.2 Representative sensor-level adversarial attacks in

process Systems

Cyberattacks in chemical process systems can take various forms designed to evade data-
driven and model-based detection mechanisms. This study focuses on adversarial attacks
targeting measurement sensors, altering the output to falsified values. Since control systems
rely on sensor feedback for decision-making, such manipulations can lead to substantial
deviations in closed-loop system behavior. Unaware of the compromised measurements, the
controller acts based on incorrect information, resulting in suboptimal or destabilizing control
actions. This work considers four significant types of sensor-level adversarial incidents: min-
max attacks, surge attacks, noise-based attacks, and set difference attacks. These attack
scenarios are utilized to generate training and testing datasets for evaluating the proposed

detection and mitigation frameworks.

6.2.1 Min-max attacks

Min-max attacks manipulate sensor outputs to the extreme values within their permissible
operational range, either the minimum or the maximum, while avoiding the activation of
alarm systems. These attacks maintain a constant falsified value throughout their duration

and can induce the most significant deviation from the nominal state in the absence of
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countermeasures. The min-max attack is formulated as follows*°:

y(t:) = arg min/max{y(t;) € T}, Vi € [ig, io + La], (6.1)

yER?
where g(t;) is the falsified measured output vector during the attack window [ig, io + Lq],
L, specifies the length of the attack window, and T = {g € R* | 5y < y < ¢, } defines the

operational bounds, with ¢; and g, representing the lower and upper limits, respectively.

6.2.2 Noise-based attacks

Random noise is continuously added to the true state values throughout noise-based attacks.
The noise follows a zero-mean distribution with a specified maximum amplitude and remains

within the allowable operational bounds. The falsified measurement is defined as:

y(t;) = x(t;) +(t;), Vi€ [iy, to+ La, (6.2)

where §(t;) represents the noise value at each time step, drawn randomly from a redefined

distribution.

6.2.3 Surge attacks

Surge attacks combine min-max and noise-based strategies and are executed in two distinct
phases. In the first phase, sensor outputs are forced to their respective minimum or max-
imum values, replicating the behavior of a min-max attack. This external manipulation is
maintained for a predefined duration L,. In the subsequent phase, bounded random noise is
added to the manipulated output, creating transient fluctuations while preserving the exter-
nal baseline. This two-stage structure models an abrupt and persistent deviation followed

by stochastic perturbations. The surge attack is mathematically represented as:

§(t:) = argmin / max{y(t;) € Y}, Vi € [io, io + L], (6.3)
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g(tz) = :Q(tz) + n(ti)v \V% € [@0 + Ls» iO + La]a (64)

where 7(t;) denotes the bounded noise introduced during the second phase.

6.2.4 Set difference attacks

Set difference attacks apply a deterministic or structured deviation, denoted by I'(¢;), directly
into the sensor measurement without an initial extremal perturbation. In contrast to surge
attacks, which follow a two-phase manipulation involving a transient external shift followed
by additive noise, set difference attacks employ a single-phase falsification. This falsification
can take the form of constant offsets, periodic signals, or adversarially designed patterns.
Such structures enable more targeted and potentially stealthy behavior, capable of emulating

both deterministic and stochastic anomalies. The compromised measurement is modeled as:

y(t:) = 4(t:) + T'(ts), (6.5)

where I'(¢;) represents the injected deviation, which may be crafted to bypass conventional

statistical anomaly detection techniques.

6.3 Cyberattack Detection Methods

Protecting highly integrated process systems from cyberattacks hinges on timely detection
of malicious activity and accurate identification of the specific components affected, tasks
that become increasingly complex in interconnected environments. In this context, detec-
tion refers to determining the presence and activity of a cyberattack, whereas identification
involves recognizing which specific sensors or equipment have been compromised. Given the
potential for simultaneous compromise of multiple sensors in such systems, the problem can
be effectively formulated as a multi-label classification task. Unlike single-label classification,
which predicts a single output class, multi-label classification enables the model to assign

multiple labels, one per sensor, indicating whether each is functioning normally or under
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attack. This approach accommodates both single- and multi-sensor attack scenarios. In typ-
ical machine learning classification tasks involving class imbalance, techniques such as data
resampling and weighted loss functions are commonly applied to mitigate the imbalance and
reduce learning bias!'%. In this study, however, only a weighted loss function is employed,
as the goal is to preserve the natural frequency of attack scenarios to reflect realistic op-
erational conditions. A comprehensive set of standard multi-label classification metrics is
used to evaluate the performance of the proposed frameworks under single- and multi-sensor
attack scenarios. These metrics include accuracy, precision, recall, F'l-score, area under the
ROC curve (AUC), Jaccard index, root RMSE, and explained variance (EV). Although the
AUC serves as the primary quantitative metric for comparative assessment, ROC curves are
also presented to visually compare model performance across various attack configurations.
Collectively, these metrics assess the models’ detection effectiveness and robustness by quan-
tifying their ability to minimize false positives and missed detections. A detailed summary

of these evaluation criteria is provided in the Supporting Information.

6.3.1 Multi-Label classification and binary cross-entropy loss func-
tion

Multi-label classification is a supervised learning paradigm in which multiple labels may be
associated with a single instance, unlike traditional single-label classification, where each

167:168 A single observation may indicate simultaneous

instance is assigned only one class
attacks on multiple sensors. Given the complexity of highly integrated process systems,
handling both single-attack and multi-attack cases is essential for accurate detection and
identification. Neural network-based classifiers commonly employ the binary cross-entropy
(BCE) loss function for training in multi-label settings” . BCE treats each label prediction

as an independent binary classification task, allowing the model to concurrently optimize

performance across multiple labels. The BCE loss for a given sample is defined as:

Lpce = —% Z [pilog(ps) + (1 — p;) log(1 — p;)] (6.6)
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where p; denotes the ground-truth value of the i-th label, p; is the corresponding predicted
probability, and N is the total number of labels. This formulation enables the model to
independently learn label-specific patterns relevant to various attack scenarios.

A key challenge in multi-label classification is class imbalance, particularly when certain
attack types or compromised sensors occur less frequently. The standard BCE loss assigns
equal weight to all labels, which may lead to biased predictions favoring more prevalent
attack patterns. To address this issue, a weighted binary cross-entropy (WBCE) loss is
employed, which introduces label-specific weights based on their relative frequencies in the

training data'%®. The weighted loss function is expressed as:

N
1 R R
Lwpce = _N E w; [Pz IOg(Pi) + (1 - pi) 1082(1 - Pz‘)] ) (6-7)
=1

where w; is the weight assigned to the i-th label, typically calculated as the inverse of its
frequency in the dataset. This reweighting mitigates the influence of dominant classes and

enhances the model’s ability to detect rare but critical attack patterns.

6.4 Time-series classification frameworks for attack de-

tection and identification

This section presents the time-series classification frameworks developed for cyberattack
detection and compromised-sensor identification under closed-loop MHE-MPC operation.
Two centralized architectures are first introduced, in which a single model monitors the entire
process network. an end-to-end transformer that performs both tasks jointly, and a two-tier
architecture that decouples them. Their distributed counterparts, built on the community
decomposition later discussed, are then formulated to address scalability in highly integrated

process systems.
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6.4.1 Centralized end-to-end (ETE) transformer

Self-attention transformers have demonstrated strong capabilities in capturing temporal pat-
terns in time series data and have been widely used in process modeling, control, and fore-

1697171 a5 also demonstrated in the preceding chapters of this dissertation. This

casting
chapter repurposes transformers from their conventional use in regression to a multi-label
classification setting, enabling joint detection and identification of cyberattacks within a

unified framework (Figure 6.1).

Identification

v

Sensor

Measurements Transformer

v

Detection

Figure 6.1: ETE centralized transformer for cyberattack detection and sensor identification.

The transformer model operates on sensor data sequences. Training and inference use a
time series windowing strategy in which the model receives a fixed-length sequence of his-
torical sensor measurements; this sliding window of past observations incorporates temporal
memory into the model input, allowing the network to account for short-term process dynam-
ics rather than relying on instantaneous measurements. This sequential learning paradigm
allows the model to incorporate historical context and system dynamics when identifying
anomalies, improving robustness to transient disturbances and enhancing the ability to de-
tect attacks that emerge gradually or intermittently. Transformers are preferred over recur-
rent architectures, such as RNNs and LSTMs, because of their non-recurrent structure and
improved training efficiency. They process the input sequence in parallel, avoiding sequential
dependencies during training and reducing computational overhead!™!7. In addition, the
self-attention mechanism enables the model to capture long-range temporal dependencies
and complex cross-sensor interactions, making it particularly effective in distinguishing sub-
tle attack signatures from nominal process variations and in identifying coordinated attacks

in highly integrated process systems.
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The ETE centralized decoder-only transformer integrates detection and identification
tasks into a single architecture. Given a sequence of multivariate sensor measurements, the
model simultaneously determines whether an attack has occurred and identifies the affected
sensors. One key advantage of this approach is its reduced inference time, bypassing the need
for separate detection and classification stages, thereby facilitating real-time implementation.
However, the joint formulation also introduces potential limitations. Misclassification in
the detection stage may propagate to the identification task, increasing the likelihood of
compounded errors. Specifically, false positives and negatives are not decoupled, leading to

reduced accuracy under ambiguous or noisy conditions.

6.4.2 Centralized two-tier framework

While the ETE centralized transformer model enables fast inference by jointly performing
attack detection and sensor identification, it becomes less scalable as system complexity
grows. Errors in the ETE setup directly impact both tasks, reducing overall robustness and
complicating retraining or fine-tuning as new data is introduced. Moreover, performing both
tasks on all samples simultaneously increases computational load and limits adaptability to
new attack patterns. To address these limitations, a two-tier detection and identification
framework is developed, in which detection and identification are decoupled and executed
sequentially. As shown in Figure 6.2, the first tier employs a FNN for binary classification to
determine the presence of an attack. Upon detection, the second tier is activated, comprising
a transformer network designed for multi-label classification to identify which specific sensors
are compromised. This hierarchical approach isolates detection errors, preventing them from
directly affecting sensor identification.

Unlike the ETE model, where all samples undergo complete processing regardless of at-
tack presence, the two-tier framework activates the computationally intensive transformer
only when an attack is detected. This significantly reduces training and inference costs,
particularly in large-scale systems. Furthermore, the transformer is trained solely on attack

data, enabling it to focus on attack-specific patterns without interference from normal pro-
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Figure 6.2: Two-tier framework schematics.

cess variations. The FNN processes sequential sensor data and is trained using BCE loss.
When an attack is detected, the transformer is invoked and trained using weighted BCE
loss to correct for class imbalance and prevent bias toward frequently compromised sensors.
By separating detection and identification, the framework enhances both accuracy and ro-
bustness while reducing computational demands. The FNN ensures rapid detection, and the
transformer specializes in targeted sensor identification, thereby improving adaptability and

resilience in highly integrated process systems.

6.4.3 Community-based distributed frameworks: DETE and D2Tier

Although the centralized frameworks monitor the process network as a single entity, their
computational and learning burden grows with system dimension and with the combinatorial
structure of the multi-label identification task. To address these scalability limitations,
distributed counterparts of both centralized architectures are formulated on top of graph-
based community decomposition, in which the integrated process network is partitioned into

strongly coupled subsystems and each community is monitored by its own local model.

Distributed Weighted Graph-based Community Detection

To establish a distributed framework, the highly integrated process system is first repre-
sented as a weighted interaction network derived from the underlying process model. In

this network, nodes represent process variables, including states, inputs, and outputs, while
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weighted edges quantify the strength of dynamic interactions among them. The decomposi-
tion of the process network into local communities is guided by a modularity-based criterion
that assesses whether interactions within each community are stronger than those across

communities. The modularity index is defined as:

1 d.d.;
= — Al_ Lt
Q=% (4y- %

i?j

) Os;,s55 (6.8)

where A;; denotes the weighted adjacency between nodes i and j, d; is the weighted degree
of node 7, m is the total edge weight of the network, and ds, ,; equals one if nodes ¢ and j are
assigned to the same community and zero otherwise. Larger modularity values correspond
to decompositions with dense intra-community interactions and comparatively weaker inter-
community interactions.

Rather than evaluating modularity via a computationally expensive combinatorial search,
a spectral formulation is used to obtain an efficient, scalable network decomposition. Each
node 7 is mapped to an energy-based spectral vector r;, constructed from the leading eigen-
vectors of the modularity matrix. These spectral vectors characterize the structural role of
each node within the weighted interaction network. For a given community s, the aggregate

community representation is defined as:
R,=>) m, (6.9)
€S

which captures the collective interaction pattern of the nodes assigned to that community.

Based on this representation, the modularity index can be equivalently written as:
1 & 1 &
2 T
Q=—D IR|*=—> > r'R, (6.10)
s=1 s=1 i€s

where L denotes the total number of communities. This compact formulation shows that
modularity increases when the spectral vectors of individual nodes are strongly aligned with

the aggregate vector of their assigned community.
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Community assignments are updated by moving each node to the community whose ag-
gregate vector is most closely aligned with the node’s corresponding vector. The modularity

change associated with moving node 7 from community B to community A is given by

1
AQ = — [(Ra+7)* + (R — 1) — |[Rall” — | Rs ]

1
= ET;(RA — Rp), (6.11)

which provides a simple and interpretable criterion for modularity maximization. Itera-
tively applying this update yields a decomposition that preserves strongly coupled groups of
variables while suppressing unnecessary cross-community connections.

After community identification, the original process model is reorganized into L inter-
acting subsystems, each corresponding to a detected community. The resulting distributed

state-space representation is expressed as:

(1) = fo (x(t), uw ) +wa ), i=1,...,L,

(6.12)
Yo (t) = g6 (2(1), u (1),
where the global state, input, disturbance, and output vectors are defined as x = [x(Tl) x(TQ) - :L’(TL)]T,
u = [u(Tl) u(TQ) u(TL)]T, w= [w(Tl) w(TQ) w(TL)]T, and y = [y(Tl) y(TQ) y(TL)]T, respectively.

The corresponding dimensions satisfy n = Zle ng, m = Zle m;, and r = Zle r;. This
modularity-driven decomposition yields physically meaningful and computationally efficient
subsystems, providing a natural foundation for distributed monitoring, attack detection, and

attack identification in large-scale process networks? 7 .

Distributed end-to-end (DETE) transformer framework

Building on the community decomposition, a DETE transformer framework is developed to
simultaneously detect attacks and identify compromised sensors. As shown in Figure 6.3,
each detected community is assigned an independent transformer model that operates only

on the local sensor measurements for that community. For each community, the learning
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task is formulated as a multi-label classification problem, in which the output vector jointly
encodes the attack-occurrence indicator and the identities of the compromised sensors in
that community. This formulation enables a single model to perform both detection and

identification without separate post-processing or sequential decision-making stages.

Highly Integrated Process System

|

Graph-Based Com}nunity Detection

Identification Detection

Figure 6.3: DETE transformer framework for community-level attack detection and iden-
tification in highly integrated process systems.

Formally, for the i-th community, let XZ) = [y@o(k—=T+1),...,y@(k)] denote the input
sequence constructed from the most recent T samples of local measurements for that com-
munity. Here, y(;)(k) € R" represents the vector of measured sensor outputs for community
1 at discrete time step k, where r; is the number of sensors monitored in that community.
The window length T defines the model’s temporal memory, consistent with the window-
ing strategy of the centralized frameworks'%®, embedding short-term process dynamics into
the model input so that the learning framework can exploit the temporal correlations that
distinguish normal operation from adversarial behavior.

Each community is equipped with an independent transformer model, 7(;(-), which maps
the local time series input to an attack-status output, iﬁ.) = Tu) (X’(‘;)). For communities
with multiple monitored sensors, i.e., r; > 1, the model produces a multi-label output

i@) € {0,1}7! where the first r; components correspond to sensor-level attack indicators.

A value of 1 in these components indicates that the corresponding sensor measurement is
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compromised. The final component, 736.) represents the community-level attack detec-

,attack’
tion decision and indicates whether any attack is inferred within that community. This joint
formulation enables simultaneous attack detection and sensor identification in a single in-
ference step. For communities where only a single state variable is monitored, i.e., r; = 1,
detection and identification coincide: the output space reduces to a binary decision, and the
corresponding transformer model is trained solely for attack detection, since the identity of
the compromised sensor is known by construction once an attack is detected.

At the system level, the distributed outputs from all communities are aggregated to
obtain a global attack assessment. Let ZF = [ZH) , i’g) o ,ZI(CLT)]T denote the concatenated
output vector across all L communities, where L is the total number of detected communities
in the process network. A network-wide attack indicator is then computed by aggregating

~

the community-level detection decisions a* = \/L where V denotes the logical OR

i=1 “(i),attack’
operator. This aggregation ensures that an attack detected in any community triggers a
global alert while preserving the distributed structure of the inference process. Because the
community-level transformer models operate independently and in parallel, the resulting ar-

chitecture supports scalable distributed inference, with computational complexity increasing

approximately linearly with the number of communities.

Distributed two-tier (D2Tier) framework

The distributed two-tier (D2Tier) framework extends the centralized two-tier architecture
of Section 6.4.2 to a fully distributed implementation by integrating the same graph-based
community decomposition. Unlike the DETE framework, which jointly performs detec-
tion and identification in a single model, the two-tier architecture explicitly separates these
tasks, decoupling binary attack detection from sensor-level localization, which is inherently
a multi-label classification problem. In addition to the complexity reduction discussed for
the centralized case, this separation avoids logically inconsistent inference outcomes.

As illustrated in Figure 6.4, each detected community is assigned an independent two-

stage learning pipeline. In the first tier, an FNN is trained to detect community-level attacks
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Figure 6.4: D2Tier framework for community-level attack detection and identification in
highly integrated process systems.

using only local measurements. This detector operates independently within each community
and determines whether any sensor in that community is under attack, without localizing
the compromised measurement. Once an attack is detected, the second tier is activated, con-
sisting of a transformer-based model trained to identify the compromised sensor(s) within
the corresponding community. Consistent with the centralized two-tier training strategy, the
second-tier transformer is trained exclusively on samples from attack scenarios, with nomi-
nal operating conditions intentionally excluded, which reduces the amount of data required
for sensor-level identification and lowers the computational cost of training high-capacity
transformer models at the community level.

During inference, the two tiers operate sequentially and conditionally. For the i-th com-
munity, the same time series input representation X’(“Z.) as in the DETE framework is used.
The first-tier detector computes a community-level binary decision d@) = D (X’(‘“Z.)), in-

dicating whether an attack is absent or present in community 4 at time k, where Dg;)(-)

denotes the community-specific FNN detector. The second-tier transformer is activated only
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when an attack is detected. Accordingly, the sensor-level identification output is defined

conditionally:

2y = (6.13)

where 7;)(-) is the transformer-based identification model and i'(‘“‘i) € {0,1}" denotes the
predicted sensor-level attack labels for community ¢. This conditional formulation enforces
logical consistency between detection and identification by preventing scenarios in which
an attack is detected without identifying any compromised sensor, or in which a sensor is
flagged as compromised without a corresponding attack detection. An exception occurs for
communities with only one monitored sensor, where, as in the DETE framework, detection
and identification are inseparable; for these communities, the first-tier FNN is bypassed, and
the transformer model directly generates a decision output that simultaneously represents
both attack detection and sensor identification.

At the network level, distributed outputs from all communities are aggregated to pro-
vide a global assessment, consistent with the DETE framework: the network-wide attack
indicator is computed as a* = \/Z.L:1 d’(“i), and the community-level identification outputs are
concatenated to construct a network-wide attack localization map. Because all communities
operate independently and concurrently, the resulting architecture preserves the scalability
and computational efficiency of the DETE framework while extending the two-tier strategy

to a distributed setting suitable for high-dimensional, highly integrated process systems.

6.5 Post-attack state reconstruction using extended Kalman
filters

Following attack detection and sensor identification, it is essential to reconstruct compro-
mised measurements to preserve closed-loop stability. An extended Kalman filter (EKF) is

employed for state reconstruction, a widely adopted technique for nonlinear systems subject

122



160;174

to sensor compromise . EKF extends the classical Kalman filter to nonlinear systems

and is governed by the following process and measurement models:

Tpr1 = f(zg, ug) +w,  wi ~ N(0,Qy),
(6.14)

@k = h(l’k) —+ Vg, VU ~~ N(O, Rk),

where f denotes the discrete-time nonlinear model function, x; is the system state, g, the
sensor measurement, and u, the control input. The process and measurement noise terms,
wy and vy, are modeled as zero-mean Gaussian variables with covariances ), and Ry, re-

spectively. The EKF operates in two sequential steps: prediction and update.

Prediction:
ii“k+1|k = f(i%kum Uk%
- 6.15
Poiap = B Pup FE 4+ Q F—a—f| o
k1l = DLkt k> oy P
Update:
Uk = Yk — M Trjp—1),
T T -1 oh
Ky = Pyp—1 Hy (Hp P Hy, + Ry,)™,  Hy = e (6.16)
- 6.16

Tk = Tjp—1 + KT,
Py = (I — K Hy,) Pyjj—1.

Here, F}, and Hj are the Jacobians of the system and measurement models, respectively, and
K} is the Kalman gain that weights the influence of new observations.

In the centralized frameworks, the EKF operates on the full process model. When a
sensor is identified as compromised, its measurements are excluded from the measurement
update, and the EKF estimates the true states based on the process model, control inputs,
and measurements from uncompromised sensors. These estimates are continuously refined
through new observations, and the reconstructed values are substituted for the corrupted
measurements before being passed to the MHE-MPC module. This selective reconstruction
enables the system to maintain stable performance despite adversarial interference.

In the distributed frameworks, the same reconstruction principle is implemented at the
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community level. An independent EKF-based reconstruction agent is assigned to each de-
tected community, and reconstruction is activated only for communities identified as under
attack by either the DETE or the D2Tier architecture. This localized activation confines
reconstruction to the affected portion of the process network, while the measured outputs
from communities operating under nominal conditions remain unchanged. For the i-th com-

munity, the EKF uses the local nonlinear process model and measurement equations:

oy (k+1) = fiy (2(k), ue (k) + wey (k) (6.17)

where ;) (k) denotes the local control input vector, and w)(k) and v (k) represent zero-
mean Gaussian process and measurement noise with covariance matrices ;) and Ry, re-
spectively. The prediction and update steps follow the formulation in Equations (6.15)
and (6.16), applied to the local model. Compromised measurements identified within com-
munity ¢ are excluded from the local measurement update, and the corrupted signals are
reconstructed as g (k) = h (2(k|k)) before being passed to the MHE-MPC module. By
integrating EKF-based reconstruction at the community level, the distributed frameworks
avoid unnecessary global state estimation and limit the propagation of corrupted information

throughout the process network.

6.6 Case Study: Integrated Process of Benzene Alky-

lation with Ethylene

This section applies the proposed frameworks to detect, identify, and reconstruct cyberat-
tacks in a representative integrated chemical process, benzene alkylation with ethylene. This
reaction is a cornerstone of the petrochemical industry, primarily used to produce ethylben-
zene, a key intermediate in the synthesis of styrene. The process involves the catalytic

alkylation of benzene with ethylene in the presence of an acid catalyst, conducted in either
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liquid- or gas-phase reactors!%2.

The case study considered here consists of an ethylene-
based benzene alkylation process comprising four continuous stirred-tank reactors (CSTRs)
followed by a flash separator. The system operates under elevated pressure to ensure liquid-

phase conditions with nearly constant molar volumes. The process involves three principal

reactions:

Benzene + Ethylene — Ethylbenzene (Reaction 1)
Ethylbenzene + Ethylene — Diethylbenzene (Reaction 2)
Benzene + Diethylbenzene — Ethylbenzene (Reaction 3)

In the first reaction, benzene (A) reacts with ethylene (B) to form ethylbenzene (C),
the primary and desired product. In the second reaction, additional ethylene (B) reacts
with the previously formed ethylbenzene (C) to produce diethylbenzene (D), an undesired
byproduct. While diethylbenzene is less valuable and is typically removed in downstream
separation units, its formation is thermodynamically favored under excess ethylene and high-
conversion conditions. The third reaction is a transalkylation step, in which diethylbenzene
(D) reacts with benzene (A) to regenerate two moles of ethylbenzene (C). This reaction
enhances product selectivity and reduces waste by converting a low-value byproduct back
into the main product.

The configuration of the reactors, feed injection points, recycle streams, and the flash
separator is illustrated in Figure 6.8. The process initiates with the co-feeding of pure ben-
zene (A) and ethylene (B) into the first reactor to carry out Reaction 1. Additional ethylene
(B) is introduced into the second and third reactors to enhance conversion through further
alkylation. The effluent from the third reactor is routed to a flash separator, which recovers
unreacted benzene (A) for recycling to the first and fourth reactors. Ethylbenzene (C), the
target product, is withdrawn from the bottom stream of the separator. The fourth reactor
is dedicated to the transalkylation reaction (Reaction 3). In this unit, controlled quantities

of diethylbenzene (D), sourced from an external separation unit, are combined with recycled
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benzene to improve product selectivity by converting the byproduct into the desired product.
Each reactor and the separator are equipped with a jacketed heat exchanger. Due to the
strong thermal and material coupling, the process is managed via multiple control agents

163:164 A first-principles dynamic model is

to maintain optimal conversion and selectivity
used to simulate the process. This model comprises a set of interactive ordinary differen-
tial equations (ODESs) representing reaction kinetics, mass and energy balances, and phase
behavior. The system is characterized by 25 state variables, 17 manipulated inputs, and 15

measured outputs. A detailed formulation of the process model, including the complete set

of parameters, is presented by Ebrahimi and Pourkargar 193,

Fs
F F F
1 —P— D<}4 be 6

L 2 v v R 2

” F3 Fs F,
" Qs
Frz Q1 2 "
P
F
FlO ri F " ~
9
Qs >4 > P4
0y >4

Figure 6.5: Benzene alkylation process schematic.

6.6.1 Data generation and preprocessing

Effective training of the proposed frameworks requires a large-scale, well-balanced dataset de-
rived from closed-loop simulations of the process model. Because classification performance
is highly sensitive to data imbalance, especially in rare-attack scenarios, dataset biases can
impair the model’s ability to generalize. Therefore, data generation should include both nor-
mal and compromised operating conditions across various attack types. To address the large

data requirements of transformer architectures, simulations were performed under 200 ran-
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domized initial conditions. Each simulation corresponds to a closed-loop system integrating

MHE and MPC, implemented using the do-mpc framework'™ (Figure). At each time step,

the MPC computes optimal control inputs, which are applied to the process, while MHE uses

temperature sensor measurements to estimate concentration states. Under normal opera-

tion, this setup maintains system stability. However, when cyberattacks compromise sensor

measurements, the resulting estimation errors can destabilize the system. Even a single

compromised sensor may trigger cascading failures, underscoring the importance of accurate

detection and localization.
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Figure 6.6: MPC-MHE loop under cyber attack

The dataset includes 32 distinct attack scenarios involving single and multi-sensor com-

promises. Simulations were conducted under 120 randomized initial conditions for each

scenario, including both normal and attacked cases (Table 6.1), resulting in approximately

5x 10® data points. Each trajectory spans 36 time steps with a sampling interval of 60 units.

Table 6.1: Attack configurations used for data generation.
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Figure 6.7: Dataset distribution across different labels.

While normal and attack conditions are generally balanced, an inherent imbalance exists
among sensor-specific labels because multi-sensor attack scenarios are naturally less frequent.

The number of possible attack combinations is given by the binomial coefficient:

S, = (Z) - k:'(nn—ik)' (6.18)

For five sensors (n = 5), this yields:

5 5 5 5 5
T T () B R S B

(6.19)

As this distribution shows, double- and triple-sensor attacks are most frequent, whereas
full-sensor compromises are rare. Figure 6.7 depicts the distribution of normal and attacked
samples for each temperature sensor (Sensor 71-75), as well as for the aggregated binary
label (“Any Sensor Attacked”). The red bars denote normal operation, whereas the blue bars

represent attack instances. The binary label indicates if any of the five sensors experienced
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an attack within a given sequence. The figure demonstrates the presence of class imbalance
in the dataset.

Because this imbalance is structurally inherent, standard balancing techniques such as
oversampling or undersampling!™® are avoided, as they would introduce artificial distribu-
tions and reduce model robustness. Instead, the model is trained directly on the naturally
imbalanced dataset to accurately capture realistic operational conditions. A weighted BCE
loss is employed to adequately emphasize minority attack scenarios during learning with-
out artificially modifying their natural occurrence frequency. Finally, one-hot encoding is
applied for multi-label classification, with each sensor assigned a binary indicator, 1 for com-
promised and 0 for normal. The dataset is partitioned into training (70%), validation (10%),
and test (20%) sets, preserving the proportion of normal and compromised conditions across

all subsets.

6.6.2 Model implementation and training

The four proposed frameworks are trained and evaluated on the closed-loop dataset described
in the previous section. all models share a common training configuration. Stochastic

7

gradient descent (SGD) is used as the optimizer!”", early stopping based on validation loss is

8 and model checkpointing is used to retain the parameters

applied to prevent overfitting'”
corresponding to the minimum validation loss. To mitigate the inherent class imbalance in
the attack labels, the multi-label identification models employ a weighted BCE loss in which

the weight for each class i is computed as:

1

= (6.20)

w; =

where p; is the proportion of positive samples for class ¢, and € is a small constant added
for numerical stability. The square root operation mitigates extreme weighting, promoting

stable gradient updates across both frequent and infrequent classes.
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Centralized frameworks

For the centralized ETE framework, a decoder-only transformer performs multi-label classi-

fication over the full sensor set, learning the mapping;:

y = fere(X) € {0, 1}4, (6.21)

where X € RT*? denotes the input sequence of temperature measurements over 7' time
steps from d sensors, and y € {0,1}4*! represents the predicted binary labels. The first d
elements indicate which sensors are compromised, while the final element denotes whether
any cyberattack has occurred. The model architecture comprises three transformer layers,
each with four self-attention heads, a model dimension of 128, and a feedforward network
dimension of 256 to capture complex temporal dependencies. The output layer utilizes a
sigmoid activation function to generate independent probabilities for each label, consistent
with the multi-label classification objective. Training is performed with a batch size of 256,
and an adaptive learning rate scheduler adjusts the learning rate based on validation loss
trends to support convergence and generalization.

In the centralized two-tier framework, each tier is implemented with a specialized archi-

tecture tailored to its objective. The first tier addresses the binary detection task:

gattack = f(l)(X) S {07 1}7 (622)

where the binary output fagack indicates the presence (1) or absence (0) of an attack. The
function f() is implemented as an FNN with four hidden layers using ReLU activation
functions, trained on the full dataset with BCE loss. Upon detection (Jagtack = 1), the

second tier localizes the compromised sensors:
ysensors = f(2) (X) E {07 1}d7 (6'2?))
where f is a decoder-only transformer trained exclusively on samples corresponding to
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attack scenarios, using the weighted BCE loss of Equation (6.20). Both tiers are trained with
a batch size of 256, and inference follows the conditional structure described in Section 6.4.2,

the network-level analogue of Equation (6.13).

Distributed frameworks

Based on the community detection results'6%!64 the five temperature sensors are grouped
into three communities, as summarized in Table 6.2. This decomposition reflects the modular
interaction structure of the benzene alkylation process and forms the basis for the distributed
learning architecture. For each community, an independent self-attention-based transformer
model is trained on a time series of prior temperature measurements from sensors within
that community, using a fixed sequence length of T" = 10 time steps to learn short-term

temporal dynamics relevant to attack detection and identification.

Table 6.2: Community detection for temperature sensors.
’ Community ‘ Assigned Sensors ‘

Cq Ty
CQ T2 ) T3
C3 Ty, T5

In the DETE framework, each community-level transformer performs joint detection and
identification with a multi-label output encoded as binary one-hot representations, in which
each sensor within a community is assigned a compromise-status indicator and a community-
level detection label. For single-sensor communities, such as C}, the output reduces to a
single identification label, which also serves as the detection decision for that community.
Each community-level transformer consists of three encoder layers, four self-attention heads
per layer, a model dimension of 64, and a feedforward dimension of 256, trained with the
weighted BCE loss of Equation (6.20). Because sequentially training multiple transformer
models is computationally demanding, a parallel training strategy is adopted using multi-
threading and concurrent programming with early stopping and checkpointing applied per
community.

In the D2Tier framework, the first-tier FNN detects community-level binary attacks.
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The network comprises four fully connected layers with ReLLU activations, and dropout reg-

ularization is applied between hidden layers to reduce overfitting!™.

A sigmoid activation
function is used in the output layer to estimate the probability of an attack for each commu-
nity, and the model is trained with BCE loss. The second tier employs a transformer-based
architecture similar to the DETE models, configured specifically for multi-label classification
of attacked sensors, with sensor-wise sigmoid outputs. Consistent with the centralized two-
tier training strategy, nominal no-attack samples are excluded from the second-tier training

set, and the identification transformer is activated only when the first tier flags a community

as compromised.

6.6.3 Centralized detection and identification performance

The ROC curve in Figure 6.8 illustrates the overall classification performance of the cen-
tralized ETE (CETE) transformer framework for both attack detection and sensor iden-
tification tasks. The high AUC values across attack scenarios confirm the model’s strong
discriminative ability. Notably, the model maintains robust performance even as the num-
ber of compromised sensors increases, indicating its effectiveness in handling multi-sensor
attack conditions. The increasing AUC trend suggests enhanced sensitivity and reliability
in detecting and identifying complex cyberattacks involving multiple compromised sensors.
The evaluation is further divided into separate analyses of the detection and identification
tasks to provide a more granular assessment. Standard classification metrics, accuracy, pre-
cision, recall, and F1l-score, are computed for each task to offer detailed insights into the
framework’s effectiveness.

Table 6.3 summarizes the detection performance of the CETE transformer across different
attack types. The “Test Set Size” column denotes the number of closed-loop simulations (i.e.,
time series from MHE/MPC simulations) used for each scenario. The results demonstrate
that the model achieves high precision and recall, indicating a balanced trade-off between

false positives and false negatives, and robust detection performance across all attack types.
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Figure 6.8: ROC curve and AUC wvalues for the performance of the CETE transformer
framework.

Table 6.3: CETE transformer detection performance across different attack types.
’ Attack Type \ Precision \ Recall \ F1-Score \ Accuracy \ Test Set Size ‘

Surge 0.8692 0.7903 0.8279 0.8200 203
Min-Max 0.8718 0.6645 0.7542 0.7565 203
Noise 0.8092 0.6521 0.7222 0.7324 203
Set Difference 0.8747 0.8690 0.8719 0.8552 203
Overall 0.8576 0.8942 0.8755 0.8612 812

To further assess the model’s detection robustness under varying levels of attack complex-
ity, Table 6.4 presents performance metrics corresponding to different numbers of simultane-
ously compromised sensors. The results show that the model maintains high precision across
all cases, effectively minimizing false alarms. As concurrent attacks increase, recall improves,
indicating that the model becomes increasingly sensitive to deviations caused by multiple
compromised sensors. This results in higher F1-scores, as more substantial perturbations in
sensor data enhance the distinguishability of attack patterns.

Accuracy remains relatively stable, reflecting the model’s robustness in handling diverse
cyberattack complexities. However, the decreasing test set size with increasing attack counts

reveals a natural class imbalance in multi-attack scenarios. Although the model performs
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Table 6.4: CETE transformer detection metrics across multi-attack scenarios.
’ Attack Count \ Precision \ Recall \ F1-Score \ Accuracy \ Test Set Size ‘

1 0.8733 0.8438 0.8583 0.8447 402
2 0.8743 0.8904 0.8823 0.8659 171
3 0.8645 0.9235 0.8930 0.8790 161
4 0.8556 0.9385 0.8951 0.8756 68
5 0.8708 0.8584 0.8640 0.8398 9

reasonably across all cases, further improvements are needed, specifically, enhancing recall
for single-attack scenarios and refining precision under multi-attack conditions to ensure
reliable detection across varying intensities. As with detection, Table 6.5 summarizes the
CETE transformer’s overall identification performance across different attack types. Ta-
ble 6.6 further shows these results by the number of simultaneous sensor attacks, illustrating

performance trends relative to attack complexity.

Table 6.5: CETE transformer identification performance across different attack types.
’ Attack Type \ Precision \ Recall \ F1-Score \ Accuracy \ Jaccard \ Test Set Size ‘

Surge 0.8555 0.8082 0.8301 0.7890 0.8372 203
Min-Max 0.8156 0.5619 0.5230 0.7123 0.6542 203
Noise 0.5471 0.6058 0.6234 0.7079 0.6265 203
Set Difference 0.8908 0.9418 0.9155 0.8793 0.8962 203
Overall 0.7607 0.6406 0.6941 0.6791 0.7387 812

Table 6.6: CETE transformer identification performance across different attack scenarios.

Attack Count | Precision | Recall | F1-Score | Accuracy | Jaccard | Test Set Size
1 0.6334 0.6401 0.6324 0.7018 0.7255 402
2 0.7354 0.6207 0.6710 0.6530 0.7342 171
3 0.8423 0.6486 0.7328 0.6229 0.7337 161
4 0.8887 0.6370 0.7413 0.6399 0.7502 68
5 0.9270 0.6566 0.7684 0.6152 0.7337 9

The identification results demonstrate the CETE transformer’s capability to localize com-
promised sensors. The Jaccard index, used to quantify similarity between predicted and ac-
tual sets of compromised sensors, indicates that the model typically predicts subsets closely
aligned with the ground truth. This suggests a reliable identification of the presence of at-

tacks and their specific locations within the sensor network. A performance trend is evident
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across varying levels of attack complexity. The model shows improved identification as com-
promised sensors increase, likely due to more pronounced deviations in the input sequences
under multi-sensor attacks. Conversely, single-sensor attacks yield subtler anomalies, mak-
ing them more difficult to distinguish from background noise and leading to reduced recall.
Despite maintaining relatively high precision across all cases, the lower recall in single-attack
conditions reflects a conservative model bias, favoring precision over sensitivity. Although
overall accuracy slightly declines with higher attack counts, partly due to the reduced rep-
resentation of these cases, the Jaccard index remains stable. This consistency indicates that
even under challenging multi-attack scenarios, the model effectively captures key aspects of
the actual attack pattern, reinforcing its robustness in localizing sensor-level intrusions.

The two-tier framework is evaluated using the same performance metrics as the CETE
framework. As shown in Figure 6.9, the ROC curve for the two-tier model’s performance
on a test dataset comprising 840 closed-loop simulations, including both attack and non-
attack scenarios across all attack types, demonstrates improved results. The corresponding
AUC values and sensor-level ROC curves for detection and identification highlight consis-
tent performance gains over the ETE framework. These improvements can be attributed to
the decoupling of binary detection from the inherently imbalanced multi-label identification
task. This separation enhances overall performance and improves model interpretability and
computational efficiency. The framework facilitates more targeted learning and improved
generalization by isolating each subtask and training specialized models. Additionally, the
conditional activation of the identification module during inference avoids unnecessary com-
putation in the absence of detected attacks.

Table 6.7 presents the overall detection performance across different attack types, while
Table 6.8 details results by the number of simultaneous attacks. The framework maintains
high detection accuracy and robustness across both single- and multiple-sensor attack sce-
narios. Notably, the performance remains stable even as the number of compromised sensors
increases, underscoring the advantage of handling detection as a focused binary classification
task.

Tables 6.9 and 6.10 summarize the identification performance across various attack types
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Figure 6.9: ROC curve and AUC values for the two-tier framework.

Table 6.7: Owverall detection performance of the two-tier framework across attack types.
’ Attack Type \ Precision \ Recall \ F1-Score \ Accuracy \ Test Set Size ‘

Surge 0.8263 0.9975 0.9039 0.8838 203
Min-Max 0.8326 0.9998 0.9086 0.8869 203
Noise 0.8315 0.9992 0.9077 0.8916 203
Set Difference 0.8411 1.0000 0.9137 0.8929 203
Overall 0.8324 0.9991 0.9082 0.8917 812

and numbers of concurrent attacks. The framework demonstrates strong capabilities in local-
izing compromised sensors, with consistent improvement as the number of attacked sensors
increases. This trend suggests that higher attack severity yields more distinguishable pat-
terns in the data, facilitating accurate identification. Although lower attack counts present
more subtle deviations, the model maintains competitive precision and recall. The Jaccard
index remains stable, indicating substantial overlap between predicted and actual attacked
sensor sets, further confirming the effectiveness of the two-tier framework in handling com-
plex multi-label identification tasks.

A comprehensive comparison of the CETE and two-tier frameworks, based on the results
presented in Tables 6.3 and 6.10, highlights the trade-offs between unified and modular

architectures. In terms of detection performance, both models demonstrate high accuracy.
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Table 6.8: Detection metrics by number of attacked sensors for the two-tier framework.
’ Attack Count \ Precision \ Recall \ F1-Score \ Accuracy \ Test Set Size ‘

1 0.8327 0.9984 0.9080 0.8873 402
2 0.8283 0.9997 0.9060 0.8924 171
3 0.8466 0.9900 0.9169 0.8943 161
4 0.8163 0.9900 0.8989 0.8802 68
5 0.8154 0.9900 0.8983 0.8652 9

Table 6.9: Overall identification performance of the two-tier framework across attack types.
’ Attack Type \ Precision \ Recall \ F1-Score \ Accuracy \ Jaccard \ Test Set Size ‘

Surge 0.8426 0.9081 0.8720 0.8361 0.8866 203
Min-Max 0.8896 0.5410 0.5827 0.5993 0.6746 203
Noise 0.4499 0.6968 0.5400 0.4800 0.6360 203
Set Difference 0.8582 0.9850 0.9167 0.8563 0.8976 203
Overall 0.7164 0.7614 0.7350 0.7016 0.7798 812

However, the two-tier framework exhibits a more favorable balance between precision and
recall (Table 6.7), particularly under increasingly complex attack scenarios (Table 6.8). This
advantage stems from the first-tier binary classifier, which isolates the detection task and
mitigates the effects of class imbalance inherent in multi-label settings.

The two-tier framework again outperforms the CETE approach for sensor identification,
especially in cases involving multiple compromised sensors (Table 6.10). This improvement
is attributed to the second-tier transformer model, which is trained exclusively on attack-
present data, enhancing its capability to accurately localize affected sensors. The resulting
gains in Fl-score and Jaccard index (Tables 6.5 and 6.6) underscore the benefits of task-
specific model training, which supports better generalization and robustness under complex
cyberattack conditions.

The two-tier framework does, however, exhibit a characteristic trade-off in identification
performance: it achieves higher recall but slightly lower precision compared to the ETE
model. This occurs because the identification module is triggered only when an attack is
detected and operates under the assumption that at least one sensor is compromised. Con-
sequently, it is more likely to flag additional sensors as attacked, increasing the number of

true positives and introducing more false positives. This trade-off reflects a deliberate design
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Table 6.10: Identification metrics by number of attacked sensors for the two-tier framework.
’ Attack Count \ Precision \ Recall \ F1-Score \ Accuracy \ Jaccard \ Test Set Size ‘

1 0.5576 0.7580 0.6343 0.7074 0.7514 402
2 0.6922 0.7562 0.7188 0.6892 0.7837 171
3 0.8174 0.7803 0.7977 0.6704 0.7982 161
4 0.9044 0.7498 0.8185 0.6891 0.8182 68
) 0.9413 0.7679 0.8452 0.6629 0.8112 9

choice that favors sensitivity to ensure potentially compromised components are not over-
looked once an intrusion is detected. Additional insights into each framework’s classification

behavior are provided by the confusion matrices included in Appendix A.

6.6.4 Distributed detection and identification performance

Using the same classification metrics, the performance of the proposed distributed frame-
works is evaluated on the benzene alkylation process. Both the DETE framework and the
D2Tier architecture are assessed using a test set of single- and multi-sensor attack scenarios
generated from closed-loop MHE-MPC simulations. The evaluation is conducted from two
complementary perspectives. First, community-level performance is analyzed to quantify
the effectiveness of localized detection and identification within each decomposed subsys-
tem. This analysis highlights the value of integrating graph-based community detection
with the proposed learning frameworks. It shows how modular decomposition affects clas-
sification accuracy, false alarm rates, and sensor-level attribution. Second, network-level
performance is evaluated by aggregating community-level outputs to assess overall system-
wide detection and identification capabilities across the integrated process network. Finally,
a network-level comparative analysis is performed against the centralized frameworks evalu-
ated in Section 6.6.3. This comparison provides insight into the trade-offs between centralized
and distributed architectures with respect to scalability, robustness, and classification per-
formance in highly integrated chemical process systems. The test set composition and sizes
for each attack type and attack cardinality are identical to those of the centralized evaluation

reported in Section 6.6.3.
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Community-level analysis

Figure 6.10 presents community-level receiver operating characteristic (ROC) curves for the
distributed ETE and two-tier architectures. In Community 1, which includes only a single
sensor, both approaches use the same transformer-based detector, yielding nearly identical
ROC curves and area under the curve (AUC) values. In Communities 2 and 3, however, show
clear performance differences. The distributed ETE model consistently achieves higher AUC
values and steeper ROC curves than the two-tier architecture. Specifically, the ETE model
shows a sharper rise toward high true positive rates at low false positive rates, indicating
stronger sensitivity in the low-FPR region. In contrast, the two-tier model shows more

gradual ROC transitions, particularly in Community 3, suggesting reduced discriminative

capability under the current training configuration.
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Figure 6.10: Community-level ROC curves for the distributed ETE and two-tier frame-
works.

Table 6.11 compares community-level detection performance between the distributed two-

tier and distributed DETE architectures. For the multi-sensor communities (C2 and C3),
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the two-tier architecture achieves very high recall, indicating an aggressive detection strategy
that captures nearly all attack instances. However, this increased sensitivity comes at the
cost of reduced precision, suggesting greater susceptibility to false alarms. In contrast, the
DETE framework offers a more balanced precision—recall trade-off, yielding more consistent
overall performance, as reflected in its Fl-score. This trend is particularly evident in C3,
where DETE improves precision while maintaining competitive recall, thereby enabling more
reliable detection decisions. These results indicate that joint learning within the DETE

architecture stabilizes community-level detection behavior in multi-sensor subsystems.

Table 6.11: Community-level comparison of detection performance.

’ Community ‘ Method ‘ Accuracy ‘ Precision ‘ Recall ‘ F1-score ‘
C1 Two-tier / DETE 0.9411 0.9023 0.8089 0.8531
C2 Two-tier 0.8795 0.7422 0.9916 0.8490
DETE 0.9328 0.8889 0.9181 0.9033
C3 Two-tier 0.8854 0.7552 0.9895 0.8566
DETE 0.9299 0.9368 0.8550 0.8940

Building on the detection results, Table 6.12 presents the corresponding community-level
identification performance. In Community 1, with a single sensor and the same transformer-
based detector, both methods exhibit identical accuracy and localization behavior. In Com-
munity 2, the DETE framework achieves superior overall identification performance, with
higher accuracy and a more balanced precision-recall trade-off than the two-tier model.
Notably, DETE also yields a higher Jaccard index in this subsystem, indicating stronger
agreement between the predicted and true sets of attacked sensors. Because the Jaccard in-
dex directly quantifies set-level overlap, this result demonstrates that DETE provides more

consistent and reliable sensor localization in C2.

Table 6.12: Comparison of community-level identification performance across methods.

’ Community ‘ Method ‘ Accuracy ‘ Precision ‘ Recall ‘ F1-score ‘ Jaccard ‘
C1 Two-tier / DETE 0.9411 0.9263 0.8927 0.9081 0.7438
C2 Two-tier 0.9063 0.7895 0.7777 0.7816 0.8696
DETE 0.9383 0.8417 0.8790 0.8595 0.9126
C3 Two-tier 0.9525 0.8995 0.8787 0.8889 0.9307
DETE 0.9302 0.8872 0.7753 0.8266 0.8977
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In Community 3, a different trend emerges. Although the two-tier approach achieves
slightly higher accuracy and recall, DETE maintains competitive precision. The Jaccard
index remains high for both methods, indicating that despite differences in sensitivity, both
architectures achieve substantial overlap with the true sets of sensors that were attacked.
These results indicate that localization performance is subsystem-dependent: DETE provides
more consistent set-level agreement in C2, whereas in C3, the hierarchical separation of

detection and identification in the two-tier architecture appears to improve sensitivity.

Network-level analysis

To gain further insight into the performance of the distributed frameworks from a network-
level perspective, test-set evaluations are aggregated across all communities and sensors. The
resulting ROC curves, shown in Figure 6.11, clearly distinguish the two architectures. At
the detection level, the DETE framework exhibits a stronger ROC curve, with a steeper rise
in the low false positive rate region and a higher overall AUC than the D2Tier approach. In
contrast, the two-tier model shows a more gradual transition from low to high true positive
rates, indicating reduced sensitivity when detection decisions are aggregated across the entire
network. At the sensor level, both architectures demonstrate strong separability; however,
the DETE framework provides more consistent discrimination across all temperature sensors,
whereas the two-tier model exhibits slightly greater variability among sensors.

Moreover, Table 6.13 summarizes the aggregated network-level detection performance.
The two-tier model achieves higher recall, indicating a strong ability to identify nearly all
attack instances at the network level. However, this increased sensitivity comes with lower
precision and reduced overall consistency. In contrast, the DETE framework exhibits more
balanced detection behavior, achieving higher accuracy, precision, and F1-score. These re-
sults indicate that, when decisions are aggregated across the entire network, joint learning
within DETE provides more reliable and stable detection performance, whereas the two-tier
strategy prioritizes sensitivity at the expense of false-alarm control.

Following the detection results, Table 6.14 summarizes the aggregated network-level iden-
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Figure 6.11: ROC curves at the network level for the DETE and D2Tier frameworks.

Table 6.13: Network-level detection performance comparison.
’ Method \ Accuracy \ Precision \ Recall \ F1-score ‘

DETE 0.9294 0.9523 0.9147 0.9331
D2Tier 0.8913 0.8455 0.9764 0.9063

tification performance. Both architectures exhibit comparable localization capabilities at the
network scale, with closely aligned recall values. However, the distributed DETE framework
achieves slightly higher accuracy, precision, Fl-score, and Jaccard index. The improvement
in the Jaccard index is particularly important because it indicates stronger set-level agree-
ment between the predicted and actual combinations of attacked sensors. Overall, these
results suggest that although both methods effectively localize attacks when performance
is aggregated across communities, the joint learning strategy in DETE enables more con-
sistent and reliable sensor attribution at the network level. The distributed DETE frame-
work demonstrates superior network-level performance, yielding stronger and more consis-
tent results across detection and identification tasks. This finding underscores the value of
community-based decomposition for multi-label classification in cyberattack detection and
identification. By reducing subsystem dimensionality while preserving joint representation
learning, the proposed framework improves prediction stability, supports a more balanced
precision-recall trade-off, and enhances set-level consistency in attack localization.

Tables 6.15 and 6.16 offer a more detailed assessment of detection and identification
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Table 6.14: Network-level identification performance comparison.

’ Method \ Accuracy \ Precision \ Recall \ F1-score \ Jaccard ‘

DETE
D2Tier

0.9356
0.9318

0.8720
0.8561

0.8235
0.8244

0.8450
0.8388

0.8574
0.8504

performance by attack type. At the detection stage, the two-tier architecture consistently
achieves high recall for min—-max and noise attacks, indicating strong sensitivity to sub-
tle perturbations. However, this sensitivity often comes with lower precision, suggesting a
higher rate of false positives. In contrast, the distributed DETE framework provides a more
balanced precision—recall trade-off, particularly for structured attacks such as surge and
set-difference attacks. For these cases, DETE achieves more consistent overall performance
because the coherent deviations introduced by structured attacks are effectively captured

through joint learning.

Table 6.15: Network-level detection performance by attack type.
’ Attack Type \ Method \ Accuracy \ Precision \ Recall \ F1-score

Min—max D2Tier 0.8657 0.8464 0.9313 0.8868
Min—max DETE 0.8485 0.9941 0.7362 0.8459
Noise D2Tier 0.8898 0.8366 0.9894 0.9066
Noise DETE 0.9151 0.8903 0.9615 0.9245
Set-difference D2Tier 0.8997 0.8481 1.0000 0.9178
Set-difference DETE 0.9684 0.9493 0.9968 0.9725
Surge D2Tier 0.8986 0.8539 0.9860 0.9152
Surge DETE 0.9772 0.9909 0.9678 0.9793

At the identification stage, both architectures perform well against surge and set-difference
attacks, achieving high F1-scores and strong set-level agreement. The Jaccard metric further
confirms substantial overlap between the predicted and true sets of attacked sensors under
these structured perturbations. Min—-max attacks remain the most challenging for both
models, lowering localization recall because their bounded deviations are less distinguish-
able from normal process variability. Noise attacks yield moderate localization performance
across both architectures, reflecting the inherent difficulty of attributing stochastic distur-

bances to specific sensors. Overall, DETE provides more stable performance across attack

types, whereas the two-tier framework prioritizes detection sensitivity, particularly for subtle
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perturbations.

Table 6.16: Network-level identification performance by attack type.
’ Attack Type \ Method \ Accuracy \ Precision \ Recall \ F1-score \ Jaccard ‘

Min-max D2Tier 0.8988 0.9250 0.6138 0.7221 0.7603
Min-max DETE 0.9051 0.9826 0.5841 0.7233 0.7613
Noise D2Tier 0.8704 0.6892 0.8023 0.7364 0.7577
Noise DETE 0.8735 0.6949 0.8219 0.7432 0.7585
Set-difference | D2Tier 0.9790 0.9340 0.9745 0.9533 0.9369
Set-difference | DETE 0.9829 0.9492 0.9742 0.9613 0.9513
Surge D2Tier 0.9706 0.9417 0.9239 0.9320 0.9288
Surge DETE 0.9732 0.9496 0.9248 0.9363 0.9413

Tables 6.17 and 6.18 further evaluate performance as a function of the number of sen-
sors attacked simultaneously. At the detection level, the two-tier architecture maintains ex-
tremely high recall as attack cardinality increases, indicating strong sensitivity to coordinated
multi-sensor deviations. However, this heightened sensitivity is associated with compara-
tively lower precision. In contrast, DETE preserves a more balanced precision-recall trade-
off as the number of attacked sensors increases, yielding higher overall F1-scores at moderate
and high attack cardinalities. This trend suggests that joint detection—identification learning
improves robustness when attacks propagate across multiple sensors in the network.

Table 6.17: Network-level attack detection performance as a function of attack cardinality.
’ Attack Count \ Method \ Accuracy \ Precision \ Recall \ F1-score ‘

1 D2Tier 0.8833 0.8525 0.9522 0.8996
1 DETE 0.8996 0.9508 0.8618 0.9041
2 D2Tier 0.8944 0.8490 0.9975 0.9173
2 DETE 0.9477 0.9540 0.9569 0.9555
3 D2Tier 0.8928 0.8324 0.9997 0.9084
3 DETE 0.9531 0.9541 0.9579 0.9560
4 D2Tier 0.8920 0.8413 1.0000 0.9138
4 DETE 0.9638 0.9530 0.9853 0.9689
) D2Tier 0.8994 0.8497 1.0000 0.9187
) DETE 0.9651 0.9614 0.9779 0.9695

At the identification stage, both architectures exhibit gradual performance degradation
as the number of attacked sensors increases, reflecting the growing combinatorial complexity

of multi-label attack localization. Nevertheless, DETE maintains slightly stronger set-level
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consistency for moderate attack cardinalities, as indicated by the Jaccard index. At extreme
cardinalities, the performance gap between the two methods narrows, suggesting that highly
coordinated attacks yield stronger aggregate signatures that are more distinguishable in both
frameworks. The cardinality analysis indicates that DETE scales more consistently under
multi-sensor attack conditions, whereas the two-tier strategy increasingly prioritizes detec-
tion sensitivity as attack cardinality increases. The corresponding network-level confusion
matrices for both distributed frameworks are provided in Appendix A, offering additional in-
sight into the balance between false alarms and missed detections at the sensor and network

levels.

Table 6.18: Network-level attack identification performance as a function of attack cardi-

nality.
’ Attack Count \ Method \ Accuracy \ Precision \ Recall \ F1-score \ Jaccard ‘
1 D2Tier 0.9529 0.7644 0.8487 0.7997 0.8485
1 DETE 0.9559 0.7820 0.8461 0.8079 0.8519
2 D2Tier 0.9301 0.8444 0.8673 0.8551 0.8518
2 DETE 0.9334 0.8562 0.8659 0.8589 0.8602
3 D2Tier 0.9015 0.8861 0.7975 0.8386 0.8355
3 DETE 0.9081 0.9033 0.7956 0.8443 0.8498
4 D2Tier 0.8885 0.9393 0.8105 0.8692 0.8412
4 DETE 0.8970 0.9526 0.8162 0.8783 0.8579
5 D2Tier 0.8525 0.9724 0.7617 0.8532 0.8366
5 DETE 0.8458 0.9769 0.7464 0.8452 0.8335

6.6.5 Post-attack state reconstruction performance

The proposed detection and identification frameworks are further integrated into the closed-
loop control system architecture. At each sampling interval, the frameworks analyze incom-
ing temperature measurements to determine whether an attack is present and identify any
compromised sensors. This information is relayed to the EKF-based state reconstructor of
Section 6.5, which selectively replaces only the corrupted measurements with reconstructed
estimates while retaining uncompromised sensor data; in the distributed setting, localized

EKF estimators are activated only for the communities identified as under attack. This
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selective reconstruction enhances state estimation accuracy and preserves system stability.
Given that the primary control objective of the benzene alkylation process is the production
of ethylbenzene (C), reconstruction performance is assessed using the temperature trajecto-
ries throughout the network and the outlet ethylbenzene concentration from the final reac-
tor, Cos. Both time-domain and state-space visualizations are employed, and performance
is quantified using RMSE and EV. To ensure a fair comparison across all four frameworks,
identical compromised-sensor locations are used across all attack types. In the single-attack
case, the temperature sensor of the final reactor, T5, is compromised, representing a critical
downstream disturbance that directly affects the primary control objective. In the multi-
attack scenario, simultaneous attacks are applied to T, T, and T}, thereby affecting the

upstream reactor dynamics and the separation unit.

Centralized frameworks

For the centralized frameworks, the EKF utilizes reconstructed values to mitigate the impact
of sensor corruption, enabling the MHE-MPC system to maintain closed-loop stability. Fig-
ure 6.12 illustrates detection and reconstruction results using the CETE framework, while
Figure 6.13 presents corresponding results using the two-tier framework under a surge-type
attack on T5. Both frameworks successfully detect, localize, and reconstruct the compro-
mised signal in persistent-attack scenarios. However, comparative analysis of temperature
and concentration trajectories, particularly for 717, Ts, Ty, and C¢s, indicates that the two-tier
architecture achieves earlier detection. This leads to faster activation of the reconstruction
module and quicker stabilization of the closed-loop system.

In the multi-attack scenario, Figure 6.14 depicts the detection and state reconstruction
results obtained using the CETE transformer-based framework. Corresponding outcomes
using the two-tier framework are presented in Figure 6.15 . Both frameworks can accurately
detect and reconstruct process states under concurrent multi-sensor attack conditions. How-
ever, the cascading impact of sensor corruption, the snowball effect, becomes particularly

evident in the closed-loop behavior of downstream units, such as reactors T3 and T5. This
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Figure 6.13: Closed-loop detection and reconstruction under a single surge attack using a

two-tier framework.
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Figure 6.14: Closed-loop detection and reconstruction under multi-sensor surge attacks
using the ETE transformer framework.

phenomenon underscores how compromised upstream measurements can propagate through-
out the system, amplifying disturbances and complicating recovery. As such, the results
reinforce the importance of explicitly addressing multi-point attack scenarios in designing
cyber-resilient monitoring and control architectures.

As summarized in Tables 6.19 and 6.20, the two-tier framework generally achieves lower
RMSE and higher EV in most single-attack cases, indicating more accurate reconstruction
and better fidelity in tracking the true system states. Under multi-sensor attacks, while both
frameworks perform comparably in scenarios dominated by surge or additive noise, the two-
tier model exhibits more consistent reconstruction performance across various disturbances.
In particular, it maintains robustness in the presence of set-point shifts and high-noise con-
ditions, where model stability and sensitivity to input corruption are especially critical.
Supplementary figures illustrating the reconstruction results for additional attack types are

provided in Appendix A.

148



Normalized Deviation from Steady State

Figure 6.15: Closed-loop detection and reconstruction under

T1

Multi Surge Attack - Two Tier
T2

0.10 1
0.05 -
0.00 -
—0.05 -

—0.10 1,

using the two-tier framework.

Table 6.19: EKF-based reconstruction metrics under single-sensor attacks for the centralized

frameworks.

* 0.10 0.00 A S————————
‘ ! 7
! 0.05{ i i itk b
P et o _o-pm—=T== 0051 Al
u 0.001 i} A
Ui 0.05 pZi 0101} 7 *
{ —0.057 0N/
1A lul b fJ‘ |l|l [
Ay —0.10 1 %7 . b
0 10 20 30 0 10 20 30 0 10 20 30
0.00
~0.021 0.0
. i I
0.04 —0.11 ‘Y h
~0.06 | { ',’
—0.08 1 —0.2 ‘;j
0 10 20 30 0 10 20 30
i *  Reconstructed
Time (s) Normal
=== Attacked

multi-sensor surge attacks

Attack Type | Detection Framework | RMSE | EV

Min-Max CETE 0.0092 | 0.9046
Min-Max Two-Tier 0.0069 | 0.9631
Surge CETE 0.0177 | 0.7834
Surge Two-Tier 0.0123 | 0.8693
Noise CETE 0.0106 | 0.9279
Noise Two-Tier 0.0100 | 0.9402
Set Difference | CETE 0.0147 | 0.7955
Set Difference | Two-Tier 0.0078 | 0.9535

Distributed frameworks

For the distributed frameworks, once compromised sensors are identified at the community
level, localized EKF estimators are activated to estimate the affected states, reconstruct
corrupted measurements, and restore consistent state trajectories for continued closed-loop
operation. For each attack type, results are obtained for both the single- and multi-sensor

cases; the min—max attack is examined in detail here, and the corresponding time-domain

visualizations for the remaining attack types are provided in Appendix A.
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Table 6.20: EKF-based reconstruction metrics under multi-sensor attacks for the centralized
frameworks.

Attack Type | Detection Framework | RMSE | EV

Min-Max CETE 0.0193 | 0.8349

Min-Max Two-Tier 0.0170 | 0.8938

Surge CETE 0.0301 | 0.6580

Surge Two-Tier 0.0259 | 0.7048

Noise CETE 0.0159 | 0.8540

Noise Two-Tier 0.0078 | 0.9506

Set Difference | CETE 0.0226 | 0.7979

Set Difference | Two-Tier 0.0191 | 0.8756
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Figure 6.16: Closed-loop detection and reconstruction under a single min—-maz attack using
the DETE framework.

Under the min—max attack, both distributed frameworks exhibit stable post-attack recov-
ery in the single- and multi-sensor scenarios, as shown in Figure 6.16. In the single-sensor
case involving Ty, the time series plots in Figures 6.16 and 6.17 show that the min-max
attack induces a clear deviation in 75 that propagates to the outlet concentration Cgs.

In the multi-sensor scenario with attacks on T4, 75, and T}, the attack impact is more
pronounced and propagates across multiple units, as shown in the time series plots in Fig-
ures 6.18, 6.19. Larger deviations from steady state operation are observed in the upstream

reactors and the separator, reflecting the system-wide effects of coordinated min—max manip-
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Figure 6.17: Closed-loop detection and reconstruction under a single min—-max attack using
the D2Tier framework.

ulation. Detection and localization performance directly affect the subsequent reconstruction
stage. The distributed DETE framework correctly identifies attacks on Ty and T}, enabling
partial reconstruction and reducing deviations in the affected trajectories. By contrast, the
distributed two-tier architecture localizes the attack primarily to 7}, while attacks on 7} and
T, remain undetected and, therefore, unreconstructed. Consequently, residual deviations
persist in these channels despite the overall stabilization of the system.

To provide an overall assessment of the effectiveness of the distributed reconstruction
strategy, Tables 6.21 and 6.22 summarize the RMSE and EV metrics for single- and multi-
sensor attacks across all attack types. As shown in Table 6.21, reconstruction performance
under single-sensor attacks varies by attack type. Min—max, noise, and set-difference attacks
are reconstructed with consistently low RMSE and high EV values for both frameworks, in-
dicating limited performance degradation when the corrupted measurements are localized.
In contrast, surge attacks are the most challenging single-attack scenario, resulting in higher
RMSE and lower EV values than the other attack types. For these attacks, the D2Tier
outperforms DETE, suggesting greater robustness in reconstructing abrupt transient distor-

tions. Overall, among single attacks, surge perturbations produce the largest reconstruction
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Figure 6.18: Closed-loop detection and reconstruction under a multi-sensor min—max attack
using the DETE framework.
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Figure 6.19: Closed-loop detection and reconstruction under a multi-sensor min—mazx attack
using the D2Tier framework
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errors, whereas min-max and noise attacks are comparatively easier to mitigate. Under
coordinated multi-sensor attacks, as shown in Table 6.22, reconstruction becomes more chal-
lenging across all attack types. Surge attacks exhibit the most severe degradation, with the
highest RMSE and lowest EV values, indicating that simultaneous abrupt manipulations
introduce sustained deviations that are more difficult to correct. Noise attacks also lead
to a notable reduction in reconstruction performance, particularly for DETE, reflecting its
sensitivity to distributed stochastic perturbations. In contrast, min—max and set-difference
attacks remain comparatively manageable, with only moderate increases in RMSE and EV,
and EV remains above 0.83 in most cases. Overall, multi-sensor surge attacks represent the
most demanding reconstruction scenario, whereas coordinated min-max and set-difference
attacks cause moderate but controlled performance degradation. A detailed comparison of
the centralized and distributed methods, along with an extended analysis of their computa-

tional efficiency, is presented in the following section.

Table 6.21: Post-attack reconstruction performance under single-sensor attacks for the dis-
tributed frameworks.
’ Attack Type ‘ Framework ‘ RMSE ‘ EV ‘

Min—max DETE 0.007806 | 0.958749
Min-max D2Tier 0.007817 | 0.958383
Surge DETE 0.014230 | 0.853314
Surge D2Tier 0.012322 | 0.878848
Noise DETE 0.007149 | 0.951127
Noise D2Tier 0.007135 | 0.959289

Set Difference DETE 0.007940 | 0.956311
Set Difference D2Tier 0.008169 | 0.955707

6.7 Comparative evaluation of centralized and distributed
frameworks

To conclude the case study, the four proposed frameworks are compared at the network
level across the detection, identification, and post-attack reconstruction tasks. For clarity,

the centralized ETE and two-tier frameworks are hereafter denoted CETE and C2Tier,
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Table 6.22: Post-attack reconstruction performance under coordinated multi-sensor attacks

for the distributed frameworks.
’ Attack Type ‘ Framework ‘ RMSE ‘ EV ‘

Min-max DETE 0.019394 | 0.837951
Min-max D2Tier 0.018149 | 0.844878
Surge DETE 0.028919 | 0.688838
Surge D2Tier 0.029529 | 0.637622
Noise DETE 0.023005 | 0.707770
Noise D2Tier 0.020226 | 0.866647

Set Difference DETE 0.016915 | 0.885949
Set Difference D2Tier 0.016914 | 0.885989

respectively, to distinguish them from their distributed counterparts, DETE and D2Tier.
For this comparison, all metrics are aggregated over the complete set of attack types and
scenarios under identical closed-loop operating conditions and attack definitions; the reported
values may therefore differ from the per-attack-type and per-cardinality overall values of
Section 6.6.3, which reflect different aggregation bases.

Table 6.23 compares the network-level detection performance of the centralized frame-
works with that of the proposed distributed frameworks. In the centralized implementation,
the two-tier architecture improved detection performance relative to the single ETE model.
This improvement was primarily due to separating binary detection from multi-label identifi-
cation, which helped stabilize training in the high-dimensional joint modeling setting. When
all sensors were modeled together, the optimization problem became more complex; there-
fore, task separation reduced learning complexity and improved model performance. In con-
trast, after introducing the community-based decomposition strategy, the DETE framework
achieved the strongest overall detection performance. Because each community operates
within a lower-dimensional subspace, the detection task becomes inherently more tractable.
Under this reduced-complexity setting, the additional task separation imposed by the two-
tier strategy no longer provides the same advantage. Instead, joint learning within DETE
enables shared features to support both detection and identification more effectively, thereby
improving overall consistency at the network level.

A similar pattern is observed in Table 6.24 for the identification task. In the central-

ized setting, the two-tier model outperforms the single ETE architecture because separating
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Table 6.23: Centralized vs. distributed network-level detection performance.

’ Method \ Accuracy \ Precision \ Recall \ F1-score ‘

CETE 0.7856 0.8351 0.7474 0.7888
C2Tier 0.8917 0.8324 0.9991 0.9082
DETE 0.9294 0.9523 0.9147 0.9331
D2Tier 0.8913 0.8455 0.9764 0.9063

detection and localization mitigates the combinatorial complexity of identifying multiple
sensors under attack simultaneously. However, after decomposing the system into smaller
communities, the label space within each subsystem is significantly reduced. Consequently,
the identification task is less affected by combinatorial complexity. In the distributed setting,
the DETE framework achieves stronger overall localization performance, including improved
set-level agreement. These results suggest that, when subsystem dimensionality is reduced,

maintaining a shared representation for detection and identification becomes beneficial.

Table 6.24: Centralized vs. distributed network-level identification performance.
’ Method ‘ Accuracy ‘ Precision ‘ Recall ‘ F1-score ‘ Jaccard ‘

CETE 0.6780 0.7606 0.6383 0.6928 0.7378
C2Tier 0.7022 0.7147 0.7616 0.7342 0.7796
DETE 0.9356 0.8720 0.8235 0.8450 0.8574
D2Tier 0.9318 0.8561 0.8244 0.8388 0.8504

The hierarchical separation in the two-tier approach inherently introduces a trade-off
between information preservation and classification complexity. In the centralized setting,
complexity reduction was the dominant consideration because the joint model had to process
a high-dimensional input space and a large combinatorial label structure. In this case, sepa-
rating detection and identification simplified the optimization problem, and the resulting loss
of shared task information was outweighed by the reduction in model complexity. However,
after community-based decomposition, the classification complexity within each subsystem
is already substantially reduced. Consequently, the relative benefit of task separation dimin-
ishes, while the information loss caused by decoupling detection from identification becomes
more consequential. In the distributed setting, preserving shared representations across tasks

is therefore more advantageous, leading to the observed reversal in performance.
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A similar comparison can be drawn from the post-attack reconstruction results in Ta-
bles 6.25 and 6.26, which report the RMSE and EV metrics averaged across all attack types.
Under single-sensor attacks, the C2Tier architecture achieves the lowest average RMSE and
the highest EV, indicating the most accurate steady state recovery. The distributed frame-
works, DETE and D2Tier, exhibit slightly higher RMSE and moderately lower EV, yet
they still maintain strong reconstruction fidelity. By contrast, the CETE architecture shows
noticeably lower EV, suggesting a reduced ability to preserve dynamic trends after recon-
struction. These results indicate that when corruption is localized to a single sensor, C2Tier

separation remains effective due to its stable coordination between detection and localization.

Table 6.25: Average reconstruction performance across attack types under single-sensor
attacks.

’ Architecture \ Framework \ RMSE \ EV ‘

2*Distributed D2Tier 0.008861 | 0.938057
DETE 0.009281 | 0.929875
2*Centralized CETE 0.013685 | 0.809388
C2Tier 0.007316 | 0.960062

Table 6.26: Awverage reconstruction performance across attack types under coordinated

multi-sensor attacks.

] Architecture \ Framework \ RMSE \ EV
2*Distributed D2Tier 0.021205 | 0.808784
DETE 0.022058 | 0.780127
2*Centralized CETE 0.022481 | 0.770155
C2Tier 0.021349 | 0.746020

Under coordinated multi-sensor attacks, reconstruction performance declines across all ar-
chitectures, as evidenced by higher RMSE and lower EV. In this setting, the performance gap
between centralized and distributed methods narrows. Among the distributed approaches,
the D2Tier framework achieves the highest EV and exhibits RMSE comparable to that of
the centralized models. However, no single architecture consistently outperforms the others
under multi-point corruption. Instead, reconstruction accuracy depends strongly on multi-

sensor identification performance. When attacks are only partially localized or remain un-
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detected, residual deviations persist and prevent full recovery. This behavior indicates that
reconstruction effectiveness is directly governed by detection and identification accuracy,
particularly as attack cardinality increases.

The combined evaluation of detection, identification, and post-attack reconstruction re-
veals a consistent trend. In the centralized setting, separating detection and identification
mitigates the complexity of high-dimensional classification and improves performance. After
community-based decomposition, however, the classification task within each subsystem be-
comes substantially simpler. In this distributed setting, joint learning within DETE becomes
more advantageous, yielding stronger network-level detection and identification performance.
For reconstruction, differences among architectures become less pronounced, especially un-
der multi-sensor attacks, where performance is governed primarily by localization accuracy
rather than model structure. These results demonstrate that community-based distributed
modeling not only simplifies detection and identification but also supports stable and scal-
able post-attack recovery in highly integrated process systems. The computational efficiency

of the four frameworks is examined next to complete the comparison.

6.8 Conclusions

This chapter extended the role of time-series machine learning in this dissertation from
regression-based dynamic modeling to multi-label classification for resilient operation. Four
transformer-based frameworks for cyberattack detection and compromised-sensor identifica-
tion, the centralized CETE and C2Tier architectures and their community-based distributed
counterparts, DETE and D2Tier, were developed and integrated with EKF-based post-attack
state reconstruction under closed-loop MHE-MPC operation. Evaluated on the benzene
alkylation benchmark across four categories of single- and multi-sensor adversarial attacks,
all frameworks successfully detected, localized, and recovered from measurement corruption
while preserving closed-loop stability.

The comparative analysis revealed that the preferred learning architecture depends on

problem dimensionality. In the centralized setting, separating detection from identification
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improved performance by mitigating the combinatorial complexity of the multi-label task,
whereas after community-based decomposition, joint learning within DETE became more
advantageous, yielding the strongest network-level detection and identification performance.
The distributed frameworks substantially improved attack localization relative to their cen-
tralized counterparts, and post-attack reconstruction quality was found to be governed pri-
marily by identification accuracy rather than model structure, with unidentified sensors re-
maining unreconstructed under coordinated multi-sensor attacks. These results demonstrate
that community-based distributed monitoring offers a scalable and reliable foundation for
cyber-resilient operation of highly integrated process systems.

Although the proposed frameworks generalize well within the considered attack space,
their performance under novel or adaptive attack strategies remains an open challenge, mo-
tivating future work on adversarial robustness and domain generalization. Together with the
preceding chapters, this chapter completes the objectives of the dissertation, where similar
time-series architectures that served as predictive components for dynamic modeling, opti-
mization, and control also function as protective components for resilient operation in the

presence of adversarial cyberattacks.
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Chapter 7

Conclusions and Future Directions

7.1 Concluding Remarks

The principal focus of this dissertation is that reliable dynamic modeling of complex process
systems is, at its core, a problem of integrating knowledge of process systems. No single
source of information, mechanistic simulation, first-principle models, sensory measurement,
or structural insight, is sufficient on its own to capture the behavior of modern chemical,
agricultural, and food processing systems at the fidelity and speed required for real-time
decision-making. High-fidelity mechanistic models such as CFD simulations encode deep
physical understanding but are computationally expensive in real time; purely data-driven
models are fast but blind to the principles governing the processes they represent; sensory
data streams are rich but heterogeneous and often disconnected from the quality attributes
that ultimately matter; and the topology of an integrated plant carries essential information
that centralized formulations discard. The frameworks developed throughout this disserta-
tion were designed to bring these complementary layers of domain knowledge together, with
time-series machine learning serving as the common representational core through which
they are combined.

Several layers of domain knowledge were leveraged across this work. Simulation-embedded

knowledge treats high-fidelity mechanistic models as data generators, distilling the accuracy
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of multiscale digital twins into learned surrogates that are computationally compatible with
real-time optimization. Physical laws enter through hybrid and physics-informed formula-
tions, in which governing equations constrain and inform the learning process rather than
being replaced by it. Multimodal sensory knowledge integrates product images with time-
series process measurements, connecting operating conditions to quality attributes that were
previously accessible only through slow offline experimentation. Structural knowledge ex-
ploits process topology and decomposition, recognizing that an integrated plant is not an
undifferentiated whole but a network of functionally coherent subsystems whose structure
can be mirrored in the architecture of the learning framework itself.

Passing these knowledge layers through a common time-series learning core yields a family
of dynamic process models, surrogate, hybrid, multimodal, and distributed representations
of process dynamics that constitute the core of this dissertation. These models were eval-
uated by the decisions they enable rather than by open-loop prediction accuracy alone. In
dynamic optimization and predictive control, learned surrogates resolve the computational
bottleneck of model-based control. In real-time monitoring, state forecasting and product
quality assessment become feasible at the pace of the process. In resilient operation, learned
models detect, identify, and reconstruct the effects of cyberattacks on integrated systems.
Demonstrating these capabilities across chemical, agricultural, and food-processing appli-
cations supports the generality of the approach: the same knowledge-integration principles
hold whether the system is a catalytic reactor network, a soil profile responding to weather,
or a food extrusion line.

Beyond the individual frameworks, this work supports a broader conclusion about the
practice of machine learning in process systems engineering. Across every application, the
main challenge was not selecting a network architecture but confronting the realities of pro-
cess knowledge and process data, such as irregular and biased sampling from computation-
ally constrained simulators, missing and heterogeneous field observations, scarce multimodal
samples, adversarially corrupted measurements, and the challenge of embedding physical
and structural insight into an ML model. In this sense, knowledge integration is not a pre-

processing step that precedes modeling; it is the modeling problem itself. The contribution
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of this dissertation is a set of concrete, open-loop and closed-loop-validated strategies for

carrying out that integration across different application domains.

7.2 Future Motivations: Toward Automated Reason-

ing for Knowledge Integration

The knowledge-integration framework developed in this dissertation also exposes its own
principal limitation. The integration is still performed by the engineer. Choosing which
knowledge layers to invoke for a given problem, structuring a hybrid model, decomposing
an integrated plant, fusing sensory modalities, and responding when a model degrades or an
anomaly appears all remain acts of expert judgment. These decisions are made offline and
are revisited only when performance deteriorates. Process systems continue to grow in scale,
and the available process knowledge, ranging from historical data and simulation archives
to operating procedures, maintenance records, alarm logs, and operator experience, keeps
expanding in both volume and heterogeneity. Under these conditions, manual integration
becomes the bottleneck.

A compelling direction for future research is therefore to employ new-generation Al sys-
tems, particularly large language models (LLMs) and agentic Al architectures, as an auto-
mated reasoning layer above the time-series modeling core developed here. The frameworks
in this dissertation integrate knowledge through carefully designed and mathematically sup-
ported pipelines, whereas LLLM-based agents offer the prospect of performing that integration
adaptively and online. With this perspective, several opportunities stand out.

The first opportunity is the automated orchestration of the knowledge layers themselves.
An agentic system with access to the modeling tools developed in this dissertation, includ-
ing the surrogate training pipelines, hybrid model structures, decomposition algorithms, and
detection frameworks, could select the combination of knowledge sources and model forms
suited to a given process, configure and execute the corresponding workflow, evaluate the

outcome, and iterate. Much of the current modeling effort goes into tasks such as diagnosing
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why a surrogate fails in a particular operating regime or selecting a suitable plant decom-
position. These are, at heart, reasoning tasks over process knowledge, and they are natural
candidates for agentic automation.

The second opportunity is the online integration of unstructured process knowledge.
Much of the knowledge relevant to process operation exists in forms that time-series models
cannot incorporate, such as standard operating procedures, piping and instrumentation doc-
umentation, shift logs, alarm rationalization studies, and incident reports. LLMs make these
sources machine-readable for the first time. Coupling language-based reasoning over such
documents with the state estimates produced by time-series models would allow a decision-
support system to place a prediction or an anomaly in its operational context, for instance
by linking a detected deviation to a maintenance action recorded only in a shift log, and to
propose responses grounded in both process data and documented practice.

The third opportunity is agentic decision-making for resilient operation. The detection,
identification, and reconstruction capabilities developed in this dissertation establish situa-
tional awareness under abnormal conditions, while the complementary challenge of response
remains open. An agentic architecture could close this loop by reasoning over the identified
fault or attack, the plant topology, and the available control degrees of freedom to propose
mitigation actions, reconfigure distributed controllers, or escalate to human operators with
an interpretable account of the situation. In this vision, the time-series models of this disser-
tation act as the perception layer of a larger autonomous system, while LLM-based agents
supply the deliberative reasoning that currently resides only with the operator.

These opportunities also carry clear obligations. Language models are fallible reasoners
that can assert incorrect facts with confidence, and their outputs carry none of the stabil-
ity, feasibility, or safety guarantees that model-based control theory provides. Their role in
process operation must therefore be structured so that every consequential action is verified
against physics-based models, constrained by the same rigorous formulations that under-
pin predictive control, and validated in closed loop. These are the same disciplines this
dissertation has applied to time-series learning. Developing verification layers, uncertainty

quantification, and human-oversight protocols for LLM-driven reasoning in safety-critical
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process environments is itself a rich research agenda, and a necessary complement to the
capabilities described above.

In summary, this dissertation demonstrates that integrating layered domain knowledge
through a time-series machine learning core yields dynamic process models that support
optimization, control, monitoring, and resilient operations across chemical, agricultural, and
food-processing systems. The natural continuation of this work is to automate the act of
integration itself, pairing the quantitative modeling frameworks developed here with emerg-
ing reasoning systems so that process knowledge in every form, whether simulated, physical,
sensory, structural, or textual, can inform process decisions continuously and online, at the
scale that modern integrated systems demand. We hope this work serves as a foundation for

the next generation of intelligent and resilient process systems.
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Appendix A

Appendix A: Supplementary Figures

for Chapter 6

A.1 Confusion Matrices for Proposed Frameworks

Figures A.1 and A.2 present the confusion matrices corresponding to the detection and
identification performance of the centralized ETE decoder-only transformer and the modular
Two-Tier framework, respectively, across all five temperature sensors (7T} to T5). In the
ETE framework (Figure A.1), both detection and sensor-level identification exhibit generally
balanced classification performance. However, a relatively high false-positive rate is observed,
suggesting that the model tends to overpredict compromised states, particularly in complex
multi-sensor attack scenarios.

Conversely, the two-tier framework (Figure A.2) demonstrates superior detection accu-
racy, as indicated by the near absence of false negatives in the detection matrix. This suggests
that the binary classifier in the first tier effectively captures almost all attack events, thereby
allowing the second-tier model to focus solely on sensor-level fault localization. Although
this framework appears more conservative in specific sensor identifications, it achieves im-
proved precision and robustness under highly dynamic operating conditions. The modular

architecture of the two-tier approach enhances interpretability and reliability in real-time
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monitoring and decision-making.
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Figure A.1: Confusion matrix using CETE transformer.
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Figure A.2: Confusion matriz using C2tier framework.

Figures A.3 and A .4 present the sensor-level and network-level confusion matrices for the

distributed DETE and two-tier architectures, respectively. At the network detection level,
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Figure A.3: Network-level confusion matrixz for the DETE framework.

the two-tier model exhibits noticeably fewer false negatives than DETE, consistent with
the strong recall reported in the metric tables. However, this increased sensitivity comes
with substantially more false positives, indicating a more aggressive detection strategy. In
contrast, DETE produces significantly fewer false positives while maintaining strong true
positive counts, resulting in more balanced detection decisions at the network scale.

At the sensor-identification level, both architectures exhibit strong true negative dom-
inance, primarily due to the inherent class imbalance under nominal operating conditions.
For sensors T5, T3, and Ty, DETE generally reduces false positives compared with the two-tier
model, indicating greater selectivity in assigning attacks to specific sensors. Conversely, the
two-tier approach produces fewer false negatives for some sensors, suggesting higher sensi-
tivity but also contributing to over-identification. Sensor Ty exhibits similar behavior across
both methods, indicating that attack patterns involving this sensor are consistently distin-
guishable. Overall, the confusion matrices align with the metric-based findings: the two-tier
architecture prioritizes sensitivity, particularly at the detection stage, whereas DETE pro-
vides more balanced decision boundaries and limits false-alarm propagation. This distinction

becomes more pronounced when sensor-level decisions are aggregated at the network level,
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Figure A.4: Network-level confusion matrix for the D2tier framework.

where DETE maintains stronger overall stability.

A.2 Post-attack EKF-based state reconstruction

A.2.1 Centralized Methods

Following the discussions in Chapter 6, Figures A.5 - A.16 illustrate the performance of the
extended Kalman filter (EKF)-based state reconstruction across various attack types—min-
max, noise, and set difference—under both single- and multi-sensor compromise scenarios for
the centralized methods. Each figure presents the normalized deviation from the system’s
steady state for the five temperature sensors (7}-75) and the final product concentration
(Ccs), comparing the baseline (normal), compromised (attacked), and EKF-reconstructed
states. The reconstructed trajectories provide insight into the effectiveness of the proposed

frameworks in restoring nominal system behavior following adversarial disruptions.

189



Single Minmax Attack - ETE

o T1 T2 T3
E 0.000 0.00 0.00 1
n
5. —0.025 1 ~0.05 1
= —0.05
£-0.050
~—
n —0.10 1
—0.075
g —0.10 1
£-0.100 —0.15 -
: 0 10 20 30 0 10 20 30 0 10 20 30
S
= T4 T5 CC5
<
.= 0.00 - W AN A TR Y] 0.0 1
2 0.000 - AR L amA x4
Q _0.05 7 . ] T ] []
AL Wiy« § nhit &
g ~0.10- ~0.025 1 * o011
= —0.151 -0.050
§ —0.20 —0.075 - —0.2 1
z 0 10 20 30 0 10 20 30 0 10 20 30
. *  Reconstructed
Time (S) Normal
=== Attacked

Figure A.5: Closed-loop simulation results for detection and state reconstruction under
single min-maz attacks using the CETE transformer.
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Figure A.7: Closed-loop simulation results for detection and state reconstruction under

multt min-mazx attacks using the CETE transformer.
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Figure A.8: Closed-loop simulation results for detection and state reconstruction under
multi min-mazx attacks using the C2tier framework.
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Figure A.11: Closed-loop simulation results under multi-noise attacks using the CETE
transformer.
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Figure A.12: C(losed-loop simulation results under multi-noise attacks using the C2tier
framework.
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Figure A.13: Closed-loop simulation results under single set difference attacks using the

CETE transformer.
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Figure A.14: Closed-loop simulation results under single set difference attacks using the

C2tier framewortk.
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Figure A.15: Closed-loop simulation results under multi-set difference attacks using the
CETE transformer.
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Figure A.16: Closed-loop simulation results under multi-set difference attacks using the
C2tier framewortk.

195



Single Surge Attack - DETE
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Figure A.17: Closed-loop detection and reconstruction under a single surge attack using the
DETE framework.

A.2.2 Distributed Methods

Following the centralized methods, Figures A.17 - 7?7 present reconstruction results for the

distributed methods discussed.
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Figure A.18: Closed-loop detection and reconstruction under a single surge attack using the
D2tier framework.
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Figure A.19: Closed-loop detection and reconstruction under a multi-surge attack using the
DETE framework.
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Figure A.20: Closed-loop detection and reconstruction under a multi-surge attack using the

D2tier framework.
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Figure A.21: Closed-loop detection and reconstruction under a single noise attack using

the DETE framework.
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Figure A.22: Closed-loop detection and reconstruction under a single noise attack using

the D2tier framework.
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Figure A.23: Closed-loop detection and reconstruction under a multi-noise attack using the

DETE framework.
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Figure A.24: Closed-loop detection and reconstruction under a multi-noise attack using the

D2tier framework.
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Figure A.25: Closed-loop detection and reconstruction under a single set-difference attack

using the DETE framewortk.
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Figure A.26: Closed-loop detection and reconstruction under a single set-difference attack
using the D2tier framework.
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Figure A.27: Closed-loop detection and reconstruction under a multi-set-difference attack
using the DETE framewortk.
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Figure A.28: Closed-loop detection and reconstruction under a multi-set-difference attack
using the D2tier framework.
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