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Abstract

In the face of growing disaster frequency and severity, we aim to strengthen resilience
across socio-technical systems. We develop several modeling frameworks to understand how
communities prepare for and recover from disruptions that span interdependent infrastruc-
tures and communication channels. Although communities differ in structure and vulner-
ability, disasters uniformly strain both the physical networks and the social systems that
support them.

This dissertation examines resilience across two fronts: the operational resilience of com-
munities within interdependent infrastructure systems and the communicative resilience of
information flow within and between them.

In the first part, we use a Markov Decision Process (MDP) framework to model failure-
and-repair dynamics in binary hetero-functional graphs (HFGs) that couple power, water,
and community infrastructures. We show that communities experiencing power outages
respond more sensitively to prioritization strategies based on vulnerability or criticality,
whereas those affected by water shortages are primarily influenced by service demand. To
overcome the limits of binary HFGs, we introduce the Hetero-functional Agent-Based In-
frastructure Toolkit (HABIT). HABIT enables fine-grained simulation of heterogeneous in-
frastructures and their interdependencies. We apply HABIT to a synthetic model of three
communities with varying infrastructure access and social vulnerability. The simulation re-
produces normal operations, disruptions, and recovery influenced by scarce resources, vehicle
routing, and mobile repair crews. By incorporating stochasticity, we uncover variations in
cascading failures and recovery patterns that deterministic models can miss. HABIT thus
enables rapid evaluation of disruption scenarios and guides resource allocation and recovery

planning under uncertainty.



Recognizing that technical criteria alone may diverge from community priorities, we in-
tegrate community preferences into decision-making. We employ Large Language Models
(LLMs) as proxy survey tools, generating simulated personas with diverse disaster experi-
ences to obtain infrastructure-repair preferences. We aggregate these responses through a
learning-to-rank algorithm, producing a total repair order that balances technical feasibility
with social priorities.

In the second part, we shift from infrastructure to information, examining how com-
munication systems support or hinder resilience. Using survey data from three Midwest
counties, we develop stochastic diffusion models that trace how information spreads through
communities during both normal and disaster conditions. We integrate neighbors, online
social networks, local news, cable news, and local government, mapping trust-based and
interaction-based ties in each community. We find that trust in local government, frequent
interaction with cable news, and social media strongly shape diffusion, with diffusion speed
being independent of community size. We then extend this analysis to examine manipu-
lation of information in online social networks. Using Twitter data from the 2016 United
States elections, we analyze interactions between Russian troll tweets and public replies.
We cluster historical user-interaction sequences and apply statistical tests to reveal diverse,
unpredictable engagement behaviors. We find that trolls lacked a consistent strategy for pro-

voking responses, although content with political figures generally attracted more attention.
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Chapter 1

Introduction

In recent years, there has been a growing focus on strengthening infrastructure resilience in
light of global challenges like population growth and climate change. This increased atten-
tion has led to studies aimed at improving the reliability and robustness of infrastructure.
One significant discovery is the interconnectedness of infrastructures and their relationship
with surrounding communities 2. Therefore, the design and development of resilient infras-
tructure becomes complicated by the need to consider its heterogeneous and dynamic states,
as well as uncertainties stemming from human behavior and environmental conditions. This
complexity makes it relevant to understand how to model resilient infrastructure and com-
munity systems, especially when decisions surrounding infrastructure can affect the resilience
of their connected communities.

Not only are critical infrastructure systems such as power, water, and transportation
deeply interdependent, but they can also operate under uncertain conditions that can change
rapidly during disruptions!. And when such failures occur, the consequences often cascade
across systems, and affect not just physical assets but also the communities that rely on
them®?. For this reason, modeling these interdependencies is essential to understand how
disruptions propagate and to design effective strategies to restore services®’ back to com-
munities.

But what services do we prioritize in communities when natural disasters damage multi-



ple critical infrastructures across communities? This situation creates complex prioritization
challenges for response efforts. Traditional approaches for prioritizing infrastructure repairs
rely heavily on expert opinions, which potentially overlook diverse community perspectives
and public demand urgency. A recent study by Doorn et al® shows that restoring dam-
aged infrastructure during disasters following the technical approach is likely ineffective in
addressing the immediate needs of affected communities. Also, studies have shown that vul-
nerable communities have higher immediate needs and are most likely to be affected if such
needs are not met%'%. With this understanding, it becomes more important to integrate
community preferences into infrastructure response and post-disaster efforts.

Infrastructure resilience goes beyond the physical systems themselves and is tied to com-
munities that need to communicate with each other on different levels to support the re-
silience effort. This understanding that communities rely on communication leads us to
focus on the communication resilience of information flow within and outside a community.
Effective communication of life-saving information during a disaster is critical. However,
the unique characteristics of communities, whether rural, suburban, or urban, can affect the
speed at which such information spreads, potentially impacting a community’s resilience.
Therefore, we need to understand how the process of information diffusion, which is indica-
tive of a community’s communication resilience, depends on the community’s characteristics.

Digging deeper, how can we ensure that the information being diffused is authentic and
free from manipulation? This question leads us to investigate manipulation strategies. Given
that online social networks, such as Facebook, X (formerly Twitter), and Instagram, have
become an essential part of people’s daily lives for getting real-life information, it is important
that such information is organic and free from manipulation However, the ease of access and
anonymity offered by these platforms have also led to the emergence of online trolls, who
seek to manipulate, harass, and intimidate others for their own personal gain.

Manipulation by trolls in online social networks has become an increasingly concerning
issue, particularly due to its potential to cause harm to individuals, damage reputations,

and create a toxic online environment. Various manipulation techniques exist, including

online astroturfing, misinformation, disinformation, clickbait, deepfake, gaming, trending



HAT - Given these challenges, identifying

and ranking algorithms, and coordinating attacks
and understanding the strategies used to manipulate legitimate users on social media has
become imperative.

Given these considerations, this dissertation has two primary goals: first, to operational-
ize community resilience within interdependent infrastructure systems, and second, to un-

derstand the communicative resilience of information flow within and between these systems.

We address these goals from five distinct perspectives, detailed in Section 1.1.

1.1 Overview of Subsequent Chapters

In Chapter 2, we propose a method to enhance the resilience of interconnected infrastructure
by utilizing a stochastic binary hetero-functional graph to model the dependencies among
elements of an infrastructure network. Using a Markov Decision Process (MDP), we simulate
failures and repair strategies and identify optimal repair strategies tailored to interdepen-
dent systems. Our developed algorithms incorporate equity-based metrics to ensure that we
consider equity in the repair processes within the infrastructure network containing power,
water, transportation, and community services. We aim to ensure a fair recovery process
during disruptions by optimizing repair sequences based on interconnectedness and function-
alities.

In Chapter 3, to overcome the limits of binary HFGs, we introduce the Hetero-functional
Agent-Based Infrastructure Toolkit (HABiT). HABiT models infrastructure as a network of
functionalities, such as generating power, transporting water, or consuming vehicles. Each
functionality is represented by an autonomous agent with defined behavior, location, and
evolving states. The simulation operates over discrete time steps and includes stochastic
elements such as random failures, uncertain repair durations, and probabilistic transport
availability. We apply HABIT to a simplified model of three communities with different
levels of infrastructure access and social vulnerability. The simulation captures both normal
operations and disruptions, including recovery influenced by constrained resources, vehicle

routing, and mobile repair agents. HABIT uses a hetero-functional graph to represent in-



terdependencies across functionalities. This structure allows components to be added or
removed without altering the system configuration, supporting flexible scenario design.

In Chapter 4, we represent interdependent infrastructure systems and communities alike
with a hetero-functional graph (HFG) that encodes the dependencies between functionalities.
This graph naturally imposes a partial order of functionalities that can inform the sequence
of repair decisions to be made during a disaster across affected communities. However, using
such technical criteria alone provides limited guidance at the point where the functionalities
directly impact the communities, since these can be repaired in any order without violating
the system constraints. To address this gap and improve resilience, we integrate community
preferences to refine this partial order from the HFG into a total order. Our strategy involves
getting the communities’” opinions on their preferred sequence for repair crews to address
infrastructure issues, considering potential constraints on resources. Due to the delay and
cost associated with real-world survey data, we utilize a Large Language Model (LLM) as
a proxy survey tool. We use the LLM to craft distinct personas representing individuals,
each with varied disaster experiences. We construct diverse disaster scenarios, and each
simulated persona provides input on prioritizing infrastructure repair needs across various
communities. Finally, we apply learning algorithms to generate a global order based on the
aggregated responses from these LLM-generated personas.

A version of Chapter 4'® was accepted for publication [Adaeze Okeukwu-Ogbonnaya,
Rahul Amatapu, Jason Bergtold, and George Amariucai. “LLM-Based Community Surveys
for Operational Decision Making in Interconnected Utility Infrastructures.” Proceedings of
the 2025 IEEE/ACM International Conference on Advances in Social Networks Analysis and
Mining (ASONAM), 2025]. I served as the primary investigator and led the development
of the research concept, experimental design, data analysis, and manuscript preparation.
Rahul Amatapu contributed to the modeling and data preprocessing efforts. Jason Bergtold
provided guidance on socioeconomic framing and interpretation of results. George Amariucai
supervised the research and contributed to the conceptual development and manuscript
revisions.

In Chapter 5, we investigate the communication networks of urban, suburban, and rural
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communities from three US Midwest counties through a stochastic model that simulates the
diffusion of information over time in disaster and in normal situations. To understand infor-
mation diffusion in communities, we investigate the interplay of information that individuals
get from online social networks, local news, government sources, mainstream media, and
print media. We utilize survey data collected from target communities and create graphs of
each community to quantify node-to-node and source-to-node interactions, as well as trust
patterns. We run Monte Carlo simulation to obtain the average time it takes for information
to propagate to 90% of the population for each community.

A version of Chapter 5 of this dissertation has been published in Scientific Reports
[Okeukwu-Ogbonnaya, A., Amariucai, G., Natarajan, B., & Kim, H. J. (2024). Towards
quantifying the communication aspect of resilience in disaster-prone communities. Scientific
Reports, 14, 8837]. I was the lead investigator, contributed to the development of the concept,
participated in data collection and analysis, conducted the experiments, and performed
the result analyses. Balasubramaniam Natarajan and Hyung Jin Kim contributed to the
conception of ideas, acquisition, analysis, and interpretation of data. George Amariucai was
the supervisory author on this project and was involved throughout the project from concept
formation, acquisition, analysis, and interpretation of data to manuscript composition and
edits. All authors participated in reviewing the manuscript.

In Chapter 6, we examine manipulation tactics used by Russian trolls during the 2016
U.S. General Election by analyzing Twitter data from February 8, 2012, to May 30, 2018.
To understand the interaction dynamics between trolls and legitimate users, we link troll
tweets with user replies and extract cumulative features that may influence user response
behavior. Assuming that users respond to troll tweets based on tweet characteristics and their
own interaction histories, we cluster user response histories to identify recurring behavioral
patterns. We then perform statistical analysis of response time distributions within and
across clusters to assess whether trolls employed coordinated strategies to prompt timely
user engagement.

In Chapter 7, we focus on contributions, limitations, and future works of the dissertation.



Chapter 2

Dynamic Hetero-Functional Graph
Modeling for Enabling
Community-Value-Informed
Operational Decisions in Utility

Infrastructures

2.1 Introduction

In recent years, there has been a growing focus on bolstering infrastructure resilience in light
of global challenges like population growth and climate change. This increased attention
has led to studies aimed at improving the reliability and robustness of infrastructure. One
significant discovery is the interconnectedness of infrastructures and their relationship with
surrounding communities. Developing infrastructure poses a challenge due to these connec-
tions requiring consideration of the heterogeneous and dynamic infrastructure systems, along
with uncertainties related to human actions and environmental factors.

Recently, to address the issues of the heterogeneous nature of infrastructure, a hetero-
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functional graph (HFG) model has been proposed® to model unique functionalities in the
infrastructure. This use of hetero-functional graphs eliminates one layer of complexities,
hence we can view infrastructures as a network of functionalities that connect to each other
and to communities.

A hetero-functional graph model representation of interdependent infrastructure maps
functionalities of infrastructure resources to one another as a way to show their logical
relationships. We define functionalities as the representations of processes that capture the
capabilities of the resources. Some examples of processes are: Consume cold water, Enter
electric vehicle, Exit electric vehicle, Transport Water from Point A to B?°. Resources are
objects that have functions such as transforming, transporting, or storing things or operands.
Some examples of resources are houses, parking lots, water pipelines, roads, and power lines.
Operands are inputs or outputs, that is, things that flow through the infrastructure and
community. Some examples of operands are water, electric power, vehicles, and people.

In a hetero-functional graph, each vertex represents the functionality of the resources,
while the edges represent the dependencies between functionalities. An edge AB between
two nodes signifies a dependency between these nodes, meaning that functionality A must
be operational for functionality B to work properly.

In our research, we aim to develop a framework to analyze how interdependent infrastruc-
ture changes over time. We use binary stochastic hetero-functional graphs for this purpose.
These graphs enable us to illustrate the relationships among components within a system,
such as the links between critical functionalities. In this model, we use this representa-
tion to show interdependencies; a “0” signifies no dependence, while a “1” shows there is a
dependence.

To improve our insights regarding these dynamic systems, we integrate Markov Decision
Processes (MDPs). Using MDPs to model interdependent infrastructures allows us to take
into account the stochastic nature of the system, where outcomes are random and influ-
enced by previous states. By utilizing MDPs, we can depict the dynamics of interconnected
systems, make informed decisions based on probabilities, and devise strategies for improv-

ing infrastructures while taking various scenarios into account. Moreover, MDPs provide a



method for making decisions when dealing with uncertainties, paving the way for flexible
approaches to infrastructure management.

When we develop resilience models, we consider three decision planes: the repair deci-
sion plane, the distribution of limited resources decision plane, and the investments decision
plane. The repair decision plane focuses on making decisions about repair and restoration
activities after events. It involves identifying which components or systems need attention,
how resources should be assigned for repairs, and planning restoration efforts. A stochas-
tic resilience model would take into account uncertainties related to repair times, resource
availability, and the dynamic relationships between infrastructure systems. The distribution
of limited resources decision plane deals with allocating and distributing resources like labor
supply, materials, and financial resources to address resilience needs across infrastructure
systems. The stochastic model would consider fluctuations in resource availability over time,
competing resource demands from other infrastructures and sectors, and how resource al-
location decisions affect system resilience. The investment decision plan includes decisions
regarding long-term investments in infrastructure resilience, such as upgrades, maintenance,
and implementing technologies or strategies to improve system robustness. A stochastic
model would assist in evaluating the return on investment for measures that enhance re-
silience while taking into account uncertainties in future hazards, technological advance-
ments, and socio-economic factors.

In summary, our research models interdependent infrastructures as binary stochastic
hetero-functional graphs and uses MDP to comprehensively model and manage the stochas-
tic nature of interdependent infrastructures. This integrated approach allows for a deeper
understanding of dynamic system behavior and empowers us to make decisions that account
for the inherent unpredictability and variability associated with complex, interdependent
systems. Since our interest is in the repair decision plane, the objective of this chapter is to
understand how different decision-making impacts communities. The contributions of this

chapter are as follows:

1. We develop a Markov Decision framework to model the dynamics of failures and repairs



in a hetero-functional graph of multiple infrastructures.

2. We examine the implications of the various repair decisions ordered by community

metrics such as vulnerability and criticality.

3. Our observations reveal distinct impacts on communities affected by power systems
versus those affected by water failures. Decision-making based on vulnerability or
criticality influences communities affected by power failure differently. In communities
affected by water failure, impacts are mostly based on the water demand of each

community.

2.1.1 Acknowledgments

This research was supported by funding from the USA National Science Foundation (NSF)
under Grant Number 2148878.

2.2 Literature Review

The state of research in infrastructure resilience has evolved over time, moving from component-
level optimization toward frameworks that account for uncertainty, interdependence, and
social factors.

Some early works focused on minimizing downtime in individual infrastructure networks
through optimization models, such as those in Zhang and Cheng?!, who used an MDP to
schedule post-disaster maintenance and showed that breaking large networks into smaller
sub-networks can reduce repair delays. Similarly, Fang and Sansavini?? developed a two-
stage stochastic programming approach to improve network recovery under uncertain repair
durations and resource constraints. Alkhaleel et al.?* extended this paradigm with scenario-
based optimization and conditional value-at-risk metrics to account for uncertainty in repair
and travel times, and Wu and Wang?* introduced a performance-driven framework for inter-
connected networks using a combination of mathematical programming and heuristic agent

coordination.



Next, we observe the shift toward modeling interdependent and multi-layered infras-
tructure systems. Ghorbani-Renani et al.?® proposed a tri-level protection-interdiction-
restoration model that simultaneously addresses vulnerability and recoverability in inter-
connected utilities. Almoghathawi et al.?6 and Liu et al.?” presented restoration models
for interdependent and transportation networks, respectively, leveraging mixed-integer op-
timization to provide prioritized repair schedules under limited crew availability. Vugrin et
al.?® formulated a multi-mode project scheduling framework for post-disaster recovery se-
quencing, emphasizing efficiency and service restoration. These studies illustrate the trend
from single-system optimization to integrated approaches that account for cascading failures
and cross-network effects.

Some research efforts have explored how functional importance and network topology
inform resilience. Zhang et al.?’ introduced a method for balancing cost and resilience via
stochastic ranking, while Fang et al.? proposed robust pre- and post-disruption planning
to enhance network performance. Approaches such as genetic algorithms for bridge restora-
tion?!, resilience-aware transportation planning??, and network science heuristics like Cent
Restore®® demonstrate the use of functional criticality and topological measures in guiding
recovery. Li et al.?* and Ye and Ukkusuri® showed how multi-stage design and scheduling
strategies improve post-disaster recovery in transportation systems.

In recent years, researchers started working on incorporating vulnerability and equity

1‘36

considerations into resilience planning. Giovannettone et al.”® identified a persistent gap in

embedding equity in infrastructure decision-making, warning of potential innovation traps

that overlook historical injustices. Meerow et al.®’

characterized urban resilience planning
across distributional, recognitional, and procedural equity, while Karakoc et al.?® combined
vulnerability indices with component importance measures in a multi-criteria restoration
framework. Gunda et al.?® emphasized the role of stakeholder-driven logic models for inte-
grating equity into infrastructure planning, and Wang and Monache*® demonstrated equity-
focused recovery using reinforcement learning for urban traffic networks. Yap et al.! and

Baghersad et al.*? highlighted the trade-offs between efficiency and equity in infrastructure

prioritization.
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In addition to these planning approaches, functional and system-of-systems models have
emerged to capture dynamic interactions and cascading failures. Cavallini et al.*® devel-
oped a system dynamics framework to forecast the evolution of disruptions, while Filippini
and Silva? analyzed functional dependencies to inform resilience assessments. Agent-based

1.%> and Rasoulkhani and

and hybrid simulation approaches, such as those by Miinzberg et a
Mostafavi‘®, explicitly model human-infrastructure dynamics to capture emergent recovery
behaviors. Guidotti et al.*” provided a probabilistic framework for modeling interdependent
networks, and Galbusera et al.*® introduced Boolean network models to simulate failure
and recovery phases under resource constraints. Turnquist and Vugrin“® advanced stochas-
tic optimization for distribution systems by integrating pre- and post-disruption strategies,
and Argyroudis et al.?® demonstrated quantitative resilience assessment for multi-hazard
transport infrastructure.

Our work builds on these developments by integrating dynamic repair modeling, inter-
dependence, and equity into a unified framework. Specifically, we model interdependent
infrastructures as binary stochastic hetero-functional graphs and simulate repair decisions
using MDP. Unlike prior studies that evaluate equity post hoc or treat it as a secondary ob-
jective, we include the community’s social vulnerability scores®! directly into the repair pri-
oritization process alongside infrastructure criticality. By comparing repair strategies based

on individual and combined metrics, our approach provides an operationally actionable and

socially responsive framework for post-disaster infrastructure recovery.

2.3 Data

In this section, we present the notional infrastructure model utilized in our study and the

metrics employed in our analysis.
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2.3.1 Integrated Infrastructure and Community Network

In the proposed infrastructure model, we outline a comprehensive utility network encom-
passing electricity generation, distribution, water supply, transportation, and community
network systems. This model shows three distinct communities, each featuring dedicated
subsystems for electrical power distribution and water supply, as illustrated in Figure 4.1.
In the diagram, undirected edges represent bidirectional connections, such as two-way roads,
while directed edges represent one-way dependencies like the flow of power or water.

In our work, we focus on the subset of the infrastructure model, which is power, water, and
community networks. The model centers around a main power generation unit, Generator
1 (Genl), which acts as the core of the electricity distribution network. From Generator 1
(Genl), power flows to a primary substation, SubStation 1 (SS1), then to four nodes T1-T4,
which we refer to as transformers in this work. In practice, these represent the distribution
transformers within the substations that deliver power to the three communities. Water
Treatment Plant 1 (WTP1) gets electricity from T4 through Powerline 16 (P16). See the

dependency graph in Figure 2.2. We discuss the network of three communities below:

e Community 1: Community 1 is served by T1, receiving electrical power from the cen-
tral generator, Generator 1 (Genl) facility. Power flows through Powerline 1 (P1) to
SubStation 1 (SS1) and then via Powerline 2 (P2) to Transformer 1 (T1). Power-
line 3 (P3), Powerline 4 (P4), Powerline 5 (P5), and Powerline 6 (P6) give power to
the Elementary School 1 (ES1), Residential 1 (RES1), Commercial Area 1 (COM1),
and Hospital 1 (H1) respectively. Simultaneously, potable water processed at Water
Treatment Plant 1 (WTP1) is stored at the water storage tank Water Storage Tank
1 (WS1) and distributed to corresponding end-users through water pipelines Water
Pipelines 2 (WP2), Water Pipelines 3 (WP3), Water Pipelines 4 (WP4), and Water
Pipelines 5 (WP5). The transportation network within Community A comprises roads
(R1, R23, R22, R28, R24, R29, R26, and R27), connecting residential, commercial,

and household sectors with intersections (14, 15, 16, 13, 11).

e Community 2: Transformer T2 serves Community 2’s electrical needs, with power dis-
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Figure 2.1: The Integrated Infrastructure and Community Network Model

tributed to the Elementary School 2 (ES2), Residential 2 (RES2), and Commercial
Area 2 (COM2) through powerlines, Powerline 8 (P8), Powerline 10 (P10), and Power-
line 11 (P11), respectively. Potable water flows from Water Treatment Plant 1 (WTP1)
to the water storage tank, Water Storage Tank 2 (WS2), and is distributed through
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Figure 2.2: The Dependency Graph of Interconnected Infrastructure. Directed edges (ar-
rows) indicate functional dependencies from one node to another.

pipelines Water Pipelines 6 (WP6), Water Pipelines 7 (WP7), and Water Pipelines 8
(WP8) to meet the water consumption demands of the community nodes. The trans-

portation infrastructure features includes roads (R5, R33, R32, R38, R35, R34, R39,
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R36, and R37) which connects intersections (111, 112, 116, 115, 114, 113).

e Community 3: Transformer T3 distributes electricity through powerlines P13, P14,
and P15 to the Elementary School 3 (ES3), Residential 3 (RES3), and Hospital 2 (H2).
Water distribution from Water Storage Tank 3 (WS3) is carried out through Water
Pipelines 9 (WP9), Water Pipelines 11 (WP11), and Water Pipelines 10 (WP10) to
these end-users. The transportation infrastructure comprises of roads (R8, R43, R42,
R48, R45, R44, R49, R46, and R47), and intersections (126, 121, 122, 125, 124, 123)

enabling vehicle movement within communities.

In addition, road R100 connects Community 1 to Community 2, and roads R200 and

R300 connect Community 2 and Community 3.

2.3.2 Metrics

We define four metrics that we use in decision-making and evaluating the results of those

decisions.

e Social Vulnerability Score (SVS): The SVS is a scalable metric created to gauge the
varying levels of vulnerability across different segments of a community during disas-

ters or crises®!

. This index is tailored to capture the diverse starting conditions and
experiences of these groups by utilizing demographic information from U.S. Census
data. The SVS is derived from these demographic variables in a similar manner to the
CDC/ATSDR Social Vulnerability Index (SVI)52 but is scaled for use in simulation.
The SVS uses Zone 1 to Zone 5 to indicate the degree of vulnerability, with 5 showing

the highest vulnerability. In our work, we normalize to the 0-1 range, with 1 showing

the highest vulnerability.

e Criticality: Criticality measures the significance of the effects that a compromised asset
can have on the wider infrastructure network. This measure is commonly quantified
through structural metrics that determine a node’s connectivity and significance within

the network or through reductions in functionality, impacting the delivery of essential
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goods, services, or utilities through the node®¥°*. To represent the level of criticality
of functionalities, we assign values ranging from 0 to 1, where 1 indicates the highest

level of criticality.

Weighted Social Vulnerability Score and Criticality Score: The Weighted Social Vul-
nerability Score and Criticality Score merge social vulnerability and criticality metrics
into a unified weighted measure through a linear combination. In this combination,
each weight is a value between 0 and 1, where the total of all weights equals 1. We
apply this method to provide a more comprehensive assessment by considering both
the vulnerability of the community and the critical importance of the resource or node.
We do this because our repair algorithm requires a single scalar value to produce a total

order of repair priorities, we define:

Priority; = wsvs SVS; + weyig Crit;, (2.1)

where wgys and weyy; are the respective weights. The combined score is a ranking tool,

not a physical quantity, and the weights can be tuned to reflect stakeholder preferences.

Demand Not Served (DNS): DNS is a metric used to assess the consequences of a cas-
cading event in power systems. It quantifies the amount of electrical load that cannot
be supplied due to disruptions within the power network. This measure assumes that
the customer’s load demand remains constant throughout the event®. We compute
DNS and Total Load as cumulative sums over the entire simulation period (i.e., total
across all discrete time steps). This allows us to compare the impact of repair strategies

on overall service delivery.

2.3.3 Community Features

We have three different communities, each with distinct characteristics. In our model, Com-

munity 1 has a social vulnerability score of 0.2, Community 2 scores 0.3, and Community 3

scores (.7, indicating that Community 3 is the most vulnerable among them. Following this,

16



we assign criticality values by first looking at the dependency graph. The nodes that support
more downstream functionalities get higher scores, which we determine using a depth-first
traversal of the hetero-functional graph.

Genl is assigned the maximum criticality score (1.0). Nodes on the same level in a
depth-first search tree share the same score, such as transformers at 0.87 and water storage
tanks at 0.71. We assign hospitals a criticality score of 0.9 to reflect their essential role
during emergencies, while residential, commercial, and school nodes are assigned lower scores
(0.25-0.45) according to their position in the network. Additionally, we categorize each node
within our communities as consuming nodes and assign them specific total demands for water
and power. The data, code, and complete set of assigned scores for all nodes are available

in the chapter’s GitHub repository®°.

2.4 Methodology

We present the binary hetero-functional graph and its application in modeling failure and
repair dynamics via MDP. Next, we explore the process of prioritizing repairs using different

metrics.

2.4.1 Binary Hetero-functional Graph

Binary Hetero-functional graphs are useful for modeling systems where dependencies are
either present or absent without considering degrees or levels of dependency. In a binary
hetero-functional graph, the edges between nodes represent dependencies between function-
alities. Each node in a binary hetero-functional graph represents the functionality of the
system. An edge AB between two nodes signifies a dependency between these nodes so that
functionality A must be operational for functionality B to function effectively.

We apply hetero-functional graph theory to construct hetero-functional graphs of inter-
dependent infrastructure from a multilayer network. Typically, in such a multilayer inter-

dependent infrastructure network, represented as G = (V, E), there are n vertices and m
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edges. Here, the n nodes correspond to components within power, water, and transportation
infrastructures, as well as community structures, while the edges represent the connect-
ing pipelines, power lines, or road networks. However, in the hetero-functional graph, the
vertices and edges in a multi-layer graph are nodes. The edges show the dependency rela-
tionship between the nodes. We show a simple hetero-functional graph in Table 2.1. For the

hetero-functional graph of our model, we have 141 nodes and 208 edges.

Table 2.1: Simple Hetero-functional Matrix

Treat Water at Store Water at
Water Treatment Plant Water Storage Tank

Consume Power at
Water Treatment Plant
Transport Water from
Water Treatment Tank to 0 1
‘Water Storage Tank

1 0

From the graph, we observe that functionalities adhere to a 'Process + Resource’ format.
The functionalities represented in the columns depend on those listed in the rows. For
example, the functionality ’Consume Power at Water Treatment Plant precedes Treat Water
at Water Treatment Plant. Typically, these functionalities represent the capabilities of the
infrastructure, with nodes being defined according to the resource functions across various

infrastructures.

2.4.2 Modeling Failure and Repair with a Stochastic Binary Hetero-

Functional Graph Model

In this study, we explore the dynamics of component failures within interdependent infras-
tructure systems, particularly those damages that arise from disasters or disruptions. We
use small case letters to denote scalars, small case bold letters for vectors, capital letters
for matrices, and capital script letters for sets, which establishes the notational conventions
that will be employed throughout our analysis.

Repairs are frequently required due to the interconnected nature of these systems. Our
study concentrates on repairs linked to disasters or disruptions and explores the dynamics
of component failures within interdependent infrastructures. Given this interdependence,

a failure in one component can lead to cascading failures across the system. Hence, we
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aim to model the decision-making process on which repair process to undertake, given the
interdependent nature of our system. To accomplish this, we present a binary stochastic
hetero-functional graph as a model of MDP. For an infrastructure system depicted by a

hetero-functional graph, we define the MDP framework as follows:

1. &: The state space of the system, denoted by S; where each §; lies within the range
(0,1)

2. A: The action space where the action is stochastic, a(k) € A is an n-tuple binary

sequence of n actions at timestep k

3. D: The set of damages, d(k) € D is an n-tuple binary sequence of n damages at

timestep k
4. G: The hetero-functional graph

5. s(k): The state of functionalities, s(k) is an n-tuple binary sequence of n functionalities

in the system at timestep k
6. P: The transition probability matrix

7. r: The number of repair crews

We use this framework to model decision-making in infrastructure systems facing disrup-
tions. The state space S and an action space A are represented by n-tuple binary sequences
that enable the capture of system functionalities and stochastic actions. The damages, D,
enable the assessment of repair strategies under various scenarios. By integrating the hetero-
functional graph, GG, we ensure adaptive responses by directing repair actions based on the
system’s state and dependence. Utilizing a transition probability matrix P aids in modeling
the stochastic nature of state transitions, facilitating long-term strategy assessment. Includ-
ing the number of repair crews, r introduces an additional constraint, ensuring that at each
time step, the number of system functionalities to be fixed aligns with the available repair

crews. This introduces a queue-like mechanism into the framework. With this framework,
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we can track the evolution of system states over time and make informed decisions regarding
repair strategies.
Given that damage D and action A are stochastic, to find a new state, we solve the

following:

d(k + 1) ~ P(d(k + 1)|d(k), a(k)) (2.2)

s(k+1) = f(s(k), d(k +1),G), (2.3)

where d(k) is the current damage on the system and d(k + 1) is the next state of damage
when actions, a(k) are taken on the system. The function f is the mapping from the previous
state, s(k), to the new state, s(k + 1), given the new damage, d(k + 1) on the system, and

the graph G which determines dependencies between functionalities.

2.4.3 Repair Orderings

In the previous subsection, we established a natural order of repairs based on the depen-
dencies among nodes in the hetero-functional model and the extent of damages incurred.
This ordering, referred to as a partial order on actions, is determined using the depth-first
search algorithm, prioritizing the sequence of functionalities for repair. However, while this
partial ordering ensures an organized sequence of repairs, it does not prioritize individual
repair actions within functionalities on the same level.

To refine the repair ordering further, our aim is to establish a total order of actions.
In addition to considering dependent relationships and damages, this approach incorporates
various metrics to enhance the ordering process. Specifically, as our infrastructure comprises
interconnected communities, we introduce additional metrics such as social vulnerability
score, criticality, and weighted social vulnerability score and criticality. These metrics serve
to prioritize repairs based on the broader impact within the community and the criticality
of the infrastructure component.

We note that multi-objective and multi-criteria optimization methods are commonly used
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for post-disaster repair planning. In this study, we evaluate each decision metric separately
to preserve interpretability. SVS and criticality represent distinct prioritization philoso-
phies, community-focused versus infrastructure-focused, that we aim to compare directly.
Collapsing these into a single multi-objective framework could obscure the trade-offs that
our analysis is designed to highlight.

We use a breadth-first search (BFS)®7 to traverse the dependency graph, starting from
a given node and moving through neighboring nodes level by level. Our only change is that
within each BFS layer, we sort the nodes based on a user-defined priority metric, such as
criticality or social vulnerability score, so higher-priority nodes are handled first. This helps
ensure that the traversal respects the dependency structure, avoids getting stuck in cycles
or deep branches, and keeps the repair sequence aligned with the chosen priorities.

By integrating these metrics into our repair ordering process, our aim is to develop a
framework that optimizes repair sequences and ensures efficient allocation of resources in

response to infrastructure disruptions.

2.4.4 Simulation

Our study implements a detailed simulation model to track the evolution of damage within
the infrastructure systems, focusing on the interactions between damage, repair processes,
and infrastructure dependencies.

During each cycle of the simulation, the model assesses and updates the damage status
of the infrastructure components based on a set of probabilistic rules. These rules simulate
the stochastic nature of damage incidents and repair outcomes, influencing how each com-
ponent’s state might change in response to operational decisions and external factors. To
quantify the dynamics of repair and failure probabilities over time, the model incorporates
the transition probability matrix that provides the probabilities of transitioning from one
state to another within the system. The probability that a component remains undamaged
is set to 1, implying certainty in the absence of external damage influences. The probability

that a component remains in a slightly damaged but stable state is maintained at nearly
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1 (0.999999), indicating that the component is almost certain to remain in this state with-
out further intervention. For components that are actively being repaired, the transition
probability matrix holds probabilities calculated for each time step based on an exponential
distribution. These probabilities are crucial as they reflect the likelihood of a component
being repaired over time, adjusting for the increasing complexity of repairs as time without

¢t where t is the time

intervention extends. The probabilities of repair are of the form 1 —e=*
since the last transition and A is a parameter that adjusts the rate at which the exponential
decays, which emphasizes how repairs become more likely to be completed as time passes.
In our simulation, time moves in discrete steps k, so we treat ¢ as proportional to k.

Within the simulation, repair decisions are enacted according to the total order of ac-
tions, which directs the deployment of repair crews to specific components based on their
current states and priority rules. Each decision impacts the system’s state, and the out-
comes are determined during each simulation cycle, where a random number is generated for
each functionality and compared against its corresponding transition probability from the
transition matrix. If the functionality is under repair and the random number exceeds this
probability for the given time step, indicating a successful repair according to our stochastic
model, the component’s damage state is updated to repaired (0). If not, it remains damaged
(1). This method enables the simulation to realistically replicate the variability and uncer-
tainty typical of real-world repair outcomes, reflecting the dynamic nature of infrastructure
maintenance.

In the water infrastructure, we model the failure and repair process of a pump in a
pipeline connected to water storage as follows. When the pump is operational, and damage
has been repaired (indicated by the status ’fixed’), the system calculates the total water
usage by aggregating the demand across all consumption functionalities downstream. If the
available water storage is sufficient to meet this demand, the water amount is appropri-
ately reduced and then increased by a predetermined refill quantity. This addition helps
maintain optimal water levels, ensuring continuous supply without exceeding the storage’s
initial capacity, which is safeguarded by adjusting the storage to the lesser of the current

or initial levels. In instances where the water storage does not meet the total demand, the
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system prioritizes distribution based on a predefined criticality of nodes. Water is allocated
to these critical nodes first, ensuring that the most important or vulnerable nodes receive
water before others. If the storage can satisfy a node’s full demand, the amount is deducted
and recorded. However, if the storage is insufficient, it allocates the remaining water to the
node, exhausts the storage, and halts further distribution. After addressing these critical
needs, the storage is refilled by the set refill quantity.

However, if the pump has not been fixed, the approach to managing water storage changes
slightly. The system still sums up the total demand from consumption functionalities down-
stream but directly deducts this from the water storage. However, there is no refilling of the

water storage since the pipes that supply water are not functional due to pump failure.

2.5 Experiments

In this section, we present the simulation setup for the experiment. We define two different

scenarios considering failures in the power and water infrastructure, as follows.

1. We simulate the failure of three powerlines, P2, P7, and P12, which connect one
substation to three transformers, which connect to the three different communities.
Our simulation parameters include the number of repair crews given as 2 with the rate
parameter of the exponential distribution (\) as 0.3. These settings are implemented
across four different repair orderings. Each experiment is executed through a Monte
Carlo simulation, repeated 1000 times. We use different repair orderings based on
criticality and social vulnerability scores. When we use the weighted scores, we use
weights on (SVS: Criticality) metrics as (0.4:0.6). The power demand not served across
the consumption functionalities, consume power at ES1, RES1, COM1, H1, RES2, ES2,
COM2, RES3, ES3, and H2 are given as 100MW, 200MW, 500MW, 1000MW, 200MW
100MW, 500MW, 200MW, 100MW, and 1000MW respectively.

2. We simulate the failure of two pumps, pumps 20 and pumps 30, on two water pipelines,

WP12 and WP13. These water pipelines connect two water storage tanks, WS2 and
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WS3, which connect to other pipelines and finally to Community 2 and Community
3 with SVS of 0.3 and 0.7, respectively. The water demands from Community 2 and
Community 3 are 3300 liters and 2100 liters, respectively. Our simulation parameters
include the number of repair crews given as 1 with the rate parameter of the expo-
nential distribution () as 0.3. Each experiment is executed through a Monte Carlo
simulation, repeated 1000 times. We use different repair orderings based on criticality
and social vulnerability scores. When we use the weighted scores, we use weights on

(SVS: Criticality) metrics as (0.4:0.6).

2.6 Results

We compare the outcomes achieved by employing different repair orderings and also evaluate

the effects of integrating equity metrics into the repair prioritization process.

2.6.1 Dependencies between Power and Community Functionali-
ties

Our study explores how different metrics, Criticality, SVS, and a combination of both, impact
the order of repair and thereby affect the functionality of essential infrastructure over time.

In this study, we use discrete simulation timesteps k rather than real-world time units.
Each timestep represents a simulation step in which the system transitions to the next steady
state after repairs or failures are processed. Our purpose for the simulation is to analyze
recovery sequences and steady-state impacts, not to quantify transient dynamics. With this
abstraction, each infrastructure can evolve on its own effective timescale. For example, power
system processes stabilize faster than water system processes.

Figures 2.3, 2.4, and 2.5 illustrate the distinct dynamics of functionality loss and recovery
across three power lines influenced by the metric used to prioritize repairs. The curves do
not start at zero because the three powerlines, P2, P12, and P7, are already damaged at the

start of the simulation. Functionality loss increases gradually because failures move through

24



the dependency graph one step at a time, and downstream nodes only become non-functional
after their upstream parent has failed. Since we run 1000 Monte Carlo simulations, some
failures happen in different steps across runs, and averaging over these runs produces the
smooth rise seen in these figures.

In Figures 2.3-2.5, we quantify recovery by calculating the average rate at which func-
tionality loss decreases between timesteps 3 and 6 where a steeper downward slope over this
interval corresponds to a faster restoration of service. In Figure 2.3, where repairs are pri-
oritized based on Criticality, functionality loss declines most rapidly for P2, with a slope of
—0.57 functionalities per timestep, followed by P7 (—0.37) and P12 (—0.33). This outcome
aligns with the presence of a critical facility (a hospital) in Community 1, which is served
by P2. In Figure 2.4, which uses SVS-based prioritization, P12 shows the steepest decline in
loss (—0.47), while P2 and P7 decline more gradually (—0.37 each). This result is consistent
with P12 having the highest SVS, hence the fastest recovery. Under the combined SVS
and Criticality strategy in Figure 2.5, P12 again experiences the most rapid decrease in loss
(—0.50), followed by P7 (—0.47) and P2 (—0.23). Our results show that the prioritization

strategy directly affects which functionality is restored.
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Figure 2.3: Functionality Loss (Average Number of Functionalities Affected) Over Simulation
Timestep (Total Repair Order by Criticality)

Furthermore, we investigate the average outage time across specific facilities within three

communities, exploring the effects of different prioritization metrics on outage durations.
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Figure 2.4: Functionality Loss (Average Number of Functionalities Affected) Over Simulation
Timestep (Total Repair Order by SVS)
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Figure 2.5: Functionality Loss (Average Number of Functionalities Affected) Over Simulation
Timestep (Total Repair Order by SVS and Criticality)

Figures 2.6, 2.7, and 2.8 illustrate these variations in outage times influenced by the metrics
of Criticality, SVS, and a combined weighting of SVS and Criticality. Figure 2.6 reveals
a focused prioritization of hospitals in all communities, where the average outage time is
consistently lower than for other facilities such as elementary schools, residential buildings,
and commercial buildings. This demonstrates the high priority given to healthcare facil-
ities due to their critical nature, ensuring that they experience the shortest repair delays

to minimize impact on essential health services. Figure 2.7 shows a distinct prioritization
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pattern where communities with higher SVS, presumably Community 3 and Community
2, experience shorter outage times across all facilities, not just hospitals. The SVS-driven
prioritization emphasizes reducing vulnerabilities in socially sensitive areas, which leads to
quicker recovery times in communities facing higher social risks. Combining SVS and Criti-
cality leads to a nuanced prioritization strategy, as shown in Figure 2.8. Hospitals continue
to receive prompt attention, indicative of their criticality, while the SVS component ensures
that other essential services in high-vulnerability areas also see reduced outage durations.
This dual-factor prioritization effectively balances the urgency of infrastructure repairs with
the social vulnerability of the community, leading to a more equitable distribution of repair

resources.
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Figure 2.6: Average Time of Outages by Location Before Repair (Ordering by Criticality)

Also, we use physical usage to analyze the impacts of these repair orderings, as shown
in Figures 2.9, 2.10, 2.11. We use the ratio of DNS over Total Load to see the effect of
the different prioritization techniques. In Figure 2.9, repairs are prioritized based on the
criticality of the communities. Community 1 and Community 3 are deemed the highest
priority because they have hospitals, and Community 1 has the lowest electricity demand
not served. Community 2 has the highest electricity demand not served, suggesting lower

criticality levels than Community 1 and Community 3. In Figure 2.10, the order of DNS
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Figure 2.7: Average Time of Outages by Location Before Repair (Ordering by SVS)

differs from the criticality-based plot, suggesting that the vulnerabilities do not exactly
correlate with the critical infrastructure needs. In Figure 2.11, this plot combines both
the criticality and SVS to determine the repair order. It integrates both the infrastructural
importance and the community’s social vulnerability to produce a more holistic prioritization
metric. This plot is similar to the plot where repairs are prioritized by criticality which shows
that criticality has a stronger influence than SVS on the combined metric since the weight

of criticality (0.6) is greater than SVS in the metric (0.4).

2.6.2 Dependencies Water and Community Functionalities

Figure 2.12 displays the average time to repair two critical pipelines, WP12 and WP13 when
their failed pumps are fixed based on data from 1000 simulations. The plot distinctly shows
that the repair time for WP13 is consistently shorter than for WP12. This observation
can be linked to several operational factors influencing repair prioritization. WP13 serves
Community 3, which includes critical infrastructure such as Hospital 2. Despite similar
criticality scores from the dependency graph, WP13 receives prioritized repairs due to the
presence of such an essential service to ensure minimal disruption to crucial healthcare

services. Using SVS, WP13 receives prioritized repairs due to the higher SVS associated
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Figure 2.9: Proportion of DNS over Total Load (Repair Order by Criticality)

with Community 3. This higher vulnerability score compels more immediate action to restore
services in Community 3. Consequently, despite utilizing various parameters such as SVS,
criticality, and a weighted combination of both in determining repair priorities, the repair
time for WP13 remains notably shorter.

Figure 2.13 illustrates the average water storage levels over time for two water storage
tanks designated for Community 2 and Community 3. When the pumps are fixed, we as-

sume that the refill levels from both pipelines are 4500 liters of water at each time step.
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Figure 2.10: Proportion of DNS over Total Load (Repair Order by SVS)
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Figure 2.11: Proportion of DNS over Total Load (Repair Order by Weighted Criticality and
SVS)

As the plot shows, WS3 consistently maintains higher water levels than WS2 throughout
the observed period. This persistent disparity can be attributed primarily to the differential
water demands from the communities they serve, where Community 3 requires 2100 liters,
significantly less than the 3300 liters required by Community 2. During the period of pump
failure and subsequent repair, the storage levels in both tanks demonstrate distinct trajecto-
ries. WS2 experiences a dramatic decline in water levels around the tenth time step, followed
by a recovery. In contrast, WS3 shows a gradual decline and a steadier recovery.

The minimal variation in water storage levels, irrespective of the sequence of repairs de-
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pending on whether criticality, SVS, or weighted SVS and criticality was used, underscores
system robustness where consistent community demands and stable water inflow from un-
affected pipelines mitigate potential fluctuations. This stability indicates that variations in
repair sequences have a limited impact on overall water availability when demand and supply
factors remain constant.

The bar chart in Figure 2.14 illustrates the ratio of total water available to total demand
for two communities, evaluated across three distinct metrics: Criticality, SVS, and a weighted
combination of both SVS and Criticality. Both communities exhibited similar patterns across
the three metrics, suggesting a demand patterns play a more significant role than repair
sequences in this scenario. Criticality and the combined SVS and Criticality metrics showed

nearly identical values, aligning with the higher weight of criticality in the weighted metrics.
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Figure 2.12: Average Time to Repair Each Node in 1000 simulations

2.6.3 Correlation of Repair Ordering Rankings

We employ Kendall’s Tau to assess the correlation between rankings of repair orderings based
on different metrics. Table 2.2 reports Kendall’s 7 correlation among the three total repair
orders (SVS, Criticality, and weighted SVS and Criticality). As shown, the SVS ordering
has a higher correlation with weighted SVS and Criticality ( 7 = 0.69 than with Criticality
alone ( 7 = 0.32). At first glance, this might suggest that the weighted approach (SVS and

Criticality) more closely resembles the SVS ranking at the individual node level. However, in
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Figure 2.13: Average Water Storage Levels Over Time

3.0

Bl Criticality
. SVS
Bl SVS & Criticality

2.10 2.14

Total Water Available/Total Demand

0.0
Community_2 Community_3

Figure 2.14: Ratio of Total water over Total Demand for Each Community

our broader impact analysis (e.g., measuring demand not served or total time before repairs),
the system-wide performance of weighted SVS and Criticality tends to track more closely
with the Criticality approach.

The apparent contradiction stems from the distinction between ranking correlations
across all nodes and system-level impact dominated by a handful of highly critical nodes.
In calculating Kendall’s 7, the Weighted ( 0.4 x SVS + 0.6 x Criticality) and SVS repair
orders correlate strongly because many mid-priority nodes share relatively high SVS and
moderate Criticality, resulting in similar within-layer sorting. However, at the impact stage,

measured by average outage times and proportion of demand not served, both Weighted and
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Table 2.2: Correlation of the Repair Order Rankings

Total Order Total Order E;)tsi/(s)rder
by SVS by Criticality .0 4 Criticality
Total Order by
SVS ! 0% o
Total Order by
Criticality 0-32 ' .
Total Order by
SVS and 0.69 0.33 1

Criticality

pure Criticality strategies focus heavily on the same very high criticality nodes (e.g., hospi-
tals), leading to nearly identical macroscopic outcomes. Hence, Weighted’s partial emphasis
on SVS raises its overall ordinal correlation with SV, but its emphasis on high-criticality
infrastructure drives performance metrics into alignment with pure Criticality.
Consequently, no error is indicated; rather, the data reflect two distinct phenomena: first,
an overall similarity in how a large subset of nodes are ranked (hence the higher 7 between
SVS and Weighted), and second, a strong emphasis on high-criticality nodes that drive final

system-wide performance into alignment with the repair by Criticality-only strategy.

2.7 Conclusion

In this chapter, we show the effect of repair prioritization on three communities affected by
disaster. We show the effects of using criticality, social vulnerability score, and a combination
of both in ordering repairs and its effects on community outcomes. We show that priori-
tization of repairs in the power infrastructure is important, and a combination of metrics
may give a balanced approach to ordering repairs during outages. For the water infrastruc-
ture, we conclude that though ordering of repairs plays a part in equitable restoration, in
the long run, the demand for water from communities affected surpasses any effects of this
prioritization.

This work has several limitations. First, criticality values are assigned using a simplified

hybrid approach that balances graph structure and domain knowledge. Future works need to
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apply rigorous graph-based or impact-of-removal measures. Second, our model uses abstract
timesteps rather than real-world time, so it does not capture detailed transient dynamics.
Third, the case study focuses on a notional network, while our framework is conceptually
scalable to larger interdependent networks. For us to apply it to real-world infrastructure,
it will require further validation and computational optimization, which we leave for future
work. Also, we do not model the geographic distribution of infrastructure or repair crew
travel times. Future work will incorporate spatial layouts and dispatch delays to improve

the practical realism of the recovery plan.
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Chapter 3

HABIT: A Hetero-functional
Agent-Based Infrastructure Toolkit

for Modeling Community Resilience

3.1 Introduction

Critical infrastructure systems, such as power, water, and transportation, are deeply inter-
dependent and operate under uncertain conditions that can change rapidly during disrup-
tions!'. When failures occur, the consequences often cascade across systems, and affect not

4

just physical assets but also the communities that rely on them?®*. As a result, modeling

these interdependencies is essential to understand how disruptions propagate and to design
effective strategies to restore service® .

While existing agent-based infrastructure models attempt to capture adaptive behaviors,
stochastic disruptions, and community-level responses, several limitations remain. Most
ABM studies either represent only one or two infrastructure networks or integrate addi-

860 " This limited cross-system representation

tional systems in a simplified, static manner
makes it difficult to explore dynamic scenarios involving multiple simultaneous disruptions

and shifting interdependencies. Additionally, traditional ABMs typically adopt asset-centric
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representations, which focus primarily on physical components rather than directly model-

60561 Consequently, these approaches

ing the functionalities that communities depend upon
struggle to represent scenarios that involve service substitutions, alternative delivery mech-
anisms, or dynamic reconfiguration during failures and recoveries. Furthermore, although
recent works show a gradual introduction of some sort of social metrics, few provide a gen-
eralized framework for embedding diverse social and community-centric attributes directly
within infrastructure models®%%3,

To address these gaps, our work introduces HABIT, a flexible agent-based simulation
toolkit built around a hetero-functional graph (HFG). HABIiT models interdependent func-
tionalities rather than physical components alone, supports flexible addition or removal of
system layers during runtime, and integrates social metrics such as Social Vulnerability Scores
(SVS) and Criticality metrics directly into the infrastructure resilience assessment process.

This is a proof-of-concept work that demonstrates the feasibility of modeling interde-
pendent infrastructure with an agent-based, stochastic hetero-functional graph. Our current
prototype established the core mechanisms such as resource flows, cascading failures, priority-
driven repairs, and stochastic response. Other key capabilities will be integrated in future
works. Our work can be interpreted as evidence of validity, and ongoing extensions will
refine the model and broaden its quantitative scope.

We apply HABIT to a synthetic network involving three communities with different
infrastructure needs and social vulnerability scores. Each community interacts with shared
infrastructure systems but experiences disruptions differently based on repair timing and
access to critical services. The model supports both normal operations and recovery phases,
which allows us to explore how different repair policies affect community-level outcomes and
overall system resilience.

This study contributes to the broader effort of modeling infrastructure interdependencies
in a way that balances realism with computational tractability. While the model is not
calibrated to real data, it demonstrates key mechanisms that are relevant for resilience

planning. Future work will extend this prototype to more realistic datasets, integrate policy

constraints, and incorporate stakeholder-defined preferences in recovery planning. Our main
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contributions are:

1. We develop HABIT, an agent-based simulation framework for modeling interdepen-
dent infrastructure using a hetero-functional graph structure. Each node in the graph
represents an autonomous functionality with defined behavior, location, and evolving

state.

2. We demonstrate HABiT’s capabilities through a synthetic three-community scenario,
which analyzes how failures of key functionalities affect infrastructure performance and
recovery. We also evaluate multiple repair prioritization strategies and load-shedding

decisions under failure.

3. Our results reveal that although overall system recovery trajectories may appear sim-
ilar under various prioritization policies, the choice of repair ordering significantly
influences how unmet demands distribute across communities, which highlights impor-
tant equity and fairness implications. This result points to the value of incorporating

distributional objectives into infrastructure resilience planning and policy design.

The rest of this chapter is organized as follows: Section 2 reviews related work on agent-
based simulations, interdependent infrastructure modeling, and hetero-functional graphs.
Section 3 describes the methodology for this research. Section 4 presents the implementation
details of our work. We discuss the synthetic network in Section 5. Section 6 discusses the
simulation results. We discuss the implications of the result in Section 7, and in Section 8,

we conclude with limitations and suggest future work.
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3.2 Literature Review

We present our literature review focusing on four interconnected themes: agent-based model-
ing for infrastructure systems, looking into stochastic-based models in ABMs, and the use of
social metrics in ABM decision making, and finally, on current research on hetero-functional
graph theory.

Agent-based modeling(ABM) has been widely applied to infrastructure management due
to its ability to capture localized decision-making and emergent behaviors. Macal and
North5%55 have written multiple papers on agent-based modeling and simulation (ABMS)
presented at the Winter Simulation Conference (WSC) from 2005 to 2018. These papers
offer guidelines on how to set up ABMS, with details on how to choose the right concepts,
design agents and their environment, and select implementation tools. They also provide
guidance on scheduling model events, calibrating and validating models, and documenting
the modeling process.

Recent studies have extended ABM frameworks to include both physical and social in-
frastructure layers. Esmalian et al.%! developed a multi-agent simulation framework linking
hazard exposure, power infrastructure disruptions and restorations, and household behav-
iors under hurricane-induced outages. Their approach integrates empirical household survey
data to capture community hardship and incorporates equity considerations and scenario
analyses, such as effects from early warnings and social networks.

Jamal et al.%® developed an ABM specifically linking electric power and transportation
networks to study physical infrastructure dependencies. Their model simulates how disrup-
tions in one network influence restoration efforts in another, evaluating various strategies
using real hurricane data from Miami-Dade County, Florida. Sun et al.?3%%% developed
agent-based models to simulate post-earthquake recovery for interconnected community,
power supply, and transportation systems. Their framework models behaviors of system
operators and administrators, quantifying resilience through supply and demand imbalances
and cascading recovery processes.

From a community perspective, Aghababaei and Koliou® proposed an ABM framework
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focused on tornado disruption scenarios, modeling interactions among businesses, healthcare
facilities, educational institutions, utility services, and households. Their work evaluates the
impacts of different mitigation strategies on community resilience.

ABM has expanded into multilayer frameworks for systemic risk assessment. Duban-
iowski et al.5” " developed agent-based models to assess systemic risks in complex sociotech-
nical networks, integrating infrastructure, business, and household agents. These studies in-
troduce new metrics to measure resilience. Likewise, Xue et al.%? proposed PostDisasterSim,
an ABM framework that integrates human behaviors with social and physical infrastruc-
ture layers following Hurricane Harvey. Their study used empirical data to reveal distinct
recovery patterns by agent type, geographic location, and socioeconomic status.

Further integrating multiple system layers, Valinejad and Mili™" developed a cyber-
physical-social ABM that integrates power systems, emergency services, social interactions,
and cyberspace. Their model quantifies community social metrics such as anxiety, risk
perception, and cooperation, validated using real hurricane data.

Several papers include stochastic elements in modeling infrastructure disruptions and re-

58;60;61;72

covery . Esmalian et al.%" and Jamal et al.%" incorporate stochastic hazard exposures

and probabilistic restoration processes. Valinejad et al. ™

assess uncertainty in restoration
outcomes considering community cooperation and wellbeing under stochastic influences.
Only a small fraction of studies incorporates equity or social vulnerability into ABM-

1.6% use houschold survey data to

based infrastructure resilience analyses. Esmalian et a
gauge hardship levels and social-network influences. Xue et al.®? explore recovery dynam-
ics across household income brackets and locations, while Aghababaei and Koliou% model
community, healthcare, and educational agents to capture key social dimensions. Yet most
of the literature still centers on physical recovery metrics, service gaps, node criticality, and
restoration time, rather than social impacts, and rarely embeds equity criteria in planning.
To bridge this shortcoming, our work on HABIT adds vulnerability modeling by simulating
communities with varying vulnerability, which brings social factors into resilience assessment

and clarifies distributional impacts across groups.

Most agent-based work models one or two networks at a time, or treats extra layers only
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in a simplified way. Sun et al.?%°%% Jink community demand with electric power supply yet
leave water and transport outside the model scope. Jamal et al.®® show how power outages
disturb road traffic, but still focus on a two—layer setting. This leaves no common platform
to add or remove whole subsystems during analysis. HABIT loads a heterofunctional graph
that already contains power, water, and transportation functions. Each function becomes
an autonomous agent with its own behaviour, location, and state. Because the graph is read
at start up, agents can be taken out of service or brought online when needed via dynamic
links during run time, which provides practical adaptability without deleting objects from
the graph. Also, users can revise the file to add or delete components and then rerun it,
which makes it a flexible multilayer test bed.

Most resilience studies still build asset-centred graphs. Nodes are pipes, roads, transform-
ers, and edges show physical links® %% Failures and repairs are counted at the component
level, so results show how fast hardware is restored rather than how long power, water, or
mobility stay available. When analysts want to test a workaround, such as moving water
by truck after a pipeline break, they must redraw the network or write sector-specific code.
This asset focus limits insight into cross-sector substitution and makes it hard to compare
different layouts. HABIT turns the view around. Every node is a service functionality,
and physical equipment is just an attribute. The same transport water functionality can
be delivered by a pipeline, a tanker convoy, or any new mechanism added later, with no
change to the code. One agent base class gives uniform behaviour across power, water, and
transport, so cascades flow naturally from service to service. Metrics track service continuity
and unmet demand, which lets analysts compare very different configurations on the same
functional scale. By making services, not hardware, the primary objects, HABIT closes the
gap between fixing components and delivering real service.

Previous literature on hetero-functional graphs, such as Schoonenberg et al.?® and Mu-
nikoti et al.”, has typically employed binary graph representations. These binary graphs
primarily denote only the presence or absence of functional interdependencies between infras-
tructure components, without any system characteristics. However, our research extends the

foundational binary HFG framework by introducing detailed node and edge attributes. We

40



introduce attributes that represent system characteristics such as capacity, resource avail-
ability, and dynamic operational states. Also, our HFG graph includes community-centric
metrics of fairness and equity such as Social Vulnerability Scores(SVS)®! and criticality,
with more opportunities for expansion as needed. The goal of this attribute-based hetero-

functional graph is to provide a more nuanced tool for infrastructure resilience assessment.

3.3 Methodology

We present the Hetero-functional Agent-Based Infrastructure Toolkit (HABIT), a simulation
platform for modeling interdependent infrastructure systems. HABIT combines agent-based
modeling (ABM) with a hetero-functional graph (HFG) representation to simulate dynamic
behavior and cascading dependencies across power, water, and transportation networks, as
well as their interaction with community-facing functionalities. This section describes the
conceptual modeling framework, underlying assumptions, and how the HFG and ABM layers

interact to enable flexible, modular infrastructure simulation.

3.3.1 Modeling Approach

HABIT integrates agent-based modeling (ABM) with a hetero-functional graph (HFG) struc-
ture to represent both localized decisions and system-wide dependencies in interdependent
infrastructure networks. Each node in the HFG represents a functionality, such as gener-
ating power, transporting water, or directing traffic, rather than a physical asset. Directed
edges denote functional precedence; for instance, power must be generated before it can be
distributed. This abstraction supports multi-layered interdependencies while keeping the
model extensible and modular.

Within the ABM framework, each functionality is modeled as an autonomous agent that
tracks its operational status, dependencies, and dynamic behavior. Agents activate based
on upstream availability of required resources (e.g., power, water, vehicles) and respond to

failures or recovery events. The agent-based layer allows for detailed simulation of local
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rules, repair logistics, and emergent network behavior over time.

3.3.2 Model Assumptions

We design HABIT to simulate any interdependent infrastructure system represented as an
attribute-based hetero-functional graph. The model reads a pre-processed input graph where
nodes define functional roles and associated metadata, and edges define resource or service
dependencies. Once loaded, each node is instantiated as an agent. If the functionality is
known and implemented in code, no additional configuration is needed. Otherwise, the
user must implement a new agent class with appropriate logic before simulation. With this
flexibility, HABIT can be applied to systems with varying complexity. We made the following
assumptions during the design of HABiT:

e Infrastructure behavior is governed by localized rules and the directed dependencies

encoded in the graph.

e Each functionality is tied to a physical location and can fail or recover based on its

own internal logic.
e The physical network does not rewire during the simulation.

e Demand for power, water, and vehicles is deterministic unless stochastic demand is

enabled, in which case it varies at every time step.
e Each transport edge forwards at most its rated capacity per timestep.
e Failures can be random or scheduled based on disaster inputs.

e Repair times follow an exponential distribution with rate A = f(d) where d is path

length. Demand noise is Gaussian with standard deviation o = n D.

e Repairs are carried out by mobile repair crews whose arrival time is determined by

road network distance (travel time) and by the number of available crews.
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e Simulations proceed in discrete time steps, and all agents update simultaneously at

each timestep.

e The simulation stops after T,,,, time steps or when all tasks are repaired.

3.3.3 Hetero-Functional Graph Modeling

We adopt a hetero-functional graph (HFG) approach to model the interactions between
infrastructure functionalities. Unlike traditional infrastructure modeling that focuses on
physical components and topology, HFG captures system behavior in terms of interactions
among functional nodes. Each node in our model represents an autonomous agent responsible
for a specific functionality, such as power generation, water treatment, vehicle transport, or
storage management.

We define the infrastructure system as a directed hetero-functional graph G = (V| E),
where each node v € V represents a functionality (e.g., generate power using X, consume
vehicle at Y) rather than a static asset. Each edge e = (v;,v;) € E encodes a depen-
dency relationship between functionalities, indicating that functionality v; requires v; to be

operational. Each node v € V' is assigned attributes such as:
e a resource label, e.g., " Transformer4” or ”Hospitall”,
e a spatial location /(v) € R?
e an infrastructure type d(v) € {power, water, transport},
e and optionally, community affiliation, criticality, and social vulnerability score (SVS).
The use of HFG provides several modeling advantages, such as:

1. Clear representation of functional dependencies: The dependencies between produc-

tion, transport, and consumption are made clear via directed edges.

2. Modularity and flexibility: We can add new functionalities (e.g., 'enable service’, 'repair

resource’) without altering the underlying graph structure.
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3. Multi-infrastructure integration: Different infrastructure systems, such as power, wa-

ter, and transportation, can be modeled in a unified framework in a single-layer graph.

However, HFG also introduces certain tradeoffs. The graph abstracts away physical layouts,
which may hinder interpretability. Also, the approach remains relatively new and lacks

widespread use.

3.3.4 Architecture

We build the Hetero-Functional Agent-Based Infrastructure Toolkit (HABIT) using the
MESA agent-based modeling library in Python. The architecture defines each infrastructure
function as an agent-based functionality class that inherits from a base Functionality Agent
superclass. This base class includes attributes such as physical status, operational status,
and outage duration. We load additional properties from the graph, which we discuss later.
Figure 4.1 shows the HABIT architecture.

Functionality agents are initialized directly from the hetero-functional graph structure,
where each node represents a functionality and each edge denotes a directional dependency.
The simulation interprets these relationships to resolve activation, propagate flow, and trigger
cascading effects. Each agent evaluates its state and dependencies during discrete time steps.
Agents act on local information, which enables fine-grained control and behavior. This
locality supports autonomous, decentralized responses to failures, congestion, or resource

scarcity, allowing complex system-wide behavior to emerge from simple rules.

3.4 Implementation

Each infrastructure function in HABIT is implemented as a class that inherits from the base
FunctionalityAgent. These subclasses override the update method to encode custom logic,
such as capacity checks, flow distribution, or repair status. The model defines a distinct set
of agents for each infrastructure domain.

We use a custom graph-driven scheduler that iterates strongly-connected components(SCCs)
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Figure 3.1: The HABIT Architecture. This architecture shows the interdependencies across
transport, water, and power infrastructures. Arrows indicate resource or control flow between
agent types. Repair crews are dispatched via the transportation layer to failed components
marked by RepairTasks. Resources are generated, transported, and consumed. EnableSer-
vice evaluates the quality of service delivered to community-facing infrastructure such as
hospitals, schools, and residential buildings.
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in topological order. Each SCC is run in three passes where pass one flushes edge buffers
from the previous time step into their downstream nodes, pass 2 lets every node compute
its new state from those inputs and pass 3 writes the resulting outflows back into the out-
going edge buffers so they are available to other components and to the next simulation
timestep. We chose to implement a custom scheduler because the standard Mesa schedulers
step agents in an arbitrary or fixed sequence, which led to race conditions and deadlocks
when applied to such tightly coupled SCCs. Because the scheduler decomposes the graph
into SCCs and processes them sequentially, the scheduler enforces a causally correct order
while still allowing parallelism across independent components. The simulation operates on
a discrete timestep basis. This ensures that all agents evaluate their state, process updates,
and interact with their neighbors synchronously at each step.

HABIT applies stochastic initialization by sampling vehicle availability from a multino-
mial distribution at the start of each simulation. In addition, repair durations for failed
agents are drawn from an exponential distribution that reflects spatial distance to nearby

residential nodes. All codes are available at”*.

3.4.1 Graph-Driven Scheduling

To coordinate interdependent infrastructure agents, we use a custom scheduler that executes
the model’s directed dependency graph in strongly connected component (SCC) order. As
shown in Algorithm 1, the scheduler first condenses the full agent graph G into a directed
acyclic graph (DAG) of SCCs. It then performs a topological sort over the SCCs to determine
a valid execution order. This ensures that, even if cycles exist within a subset of agents
(e.g., water pipelines with feedback), execution still respects causality between higher-level
components.

Each SCC is processed in three phases. In the first phase, edge agents move any residual
flow from the previous time step. Next, node agents transform, generate, or consume re-
sources, and finally, edges push newly generated flow to downstream nodes. After sweeping

all utility-dependency SCCs, the scheduler runs any transient agents (such as completed
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RepairTask).

Algorithm 1 GraphDrivenScheduler one—time step routine

1: C, cmap < CONDENSETOSCCDAG(G)
2: for all component S in TOPOLOGICALSORT(C') do

3: E < edge agents in S; N <+ S\ E

4: for all e € E do > pass 1: move old flow
5: e.STEP()

6: end for

7: for all n € N do > pass 2: transform or generate
8: n.STEP()

9: end for

10: for all e € E do > pass 3: push new flow
11: e.STEP()

12: end for

13: end for

14: for all @ € TRANSIENTPOOL do

15: a.STEP() > clean-up stray agents
16: end for

This design ensures that feedback cycles are resolved locally within each SCC while
preserving the larger system’s acyclic execution semantics. It is particularly well-suited to
interdependent infrastructures, where cycles may arise from, for example, water feedback
loops or bidirectional transportation links, but higher-level system flows remain mostly feed-

forward.

Efficiency Considerations Although the SCC condensation introduces an O(|V| + | E|)
overhead each time step, the resulting execution plan ensures logical consistency and modular
execution. In our model, which includes 157 SCCs, most components are small and modular.
This fragmentation is not a limitation but reflects the decoupled nature of subsystems (e.g.,
edge-only vehicle routes or localized loops). Each SCC contains a small group of tightly
coupled agents, which allows for fast intra-SCC scheduling and clean separation of concerns
between functional regions.

Additionally, the three-phase pass inside each SCC helps to separate pre-existing flow
from new decisions, making time-dependent propagation (such as vehicle and water trans-

port) more accurate. Transient agents—those not wired into the static graph, such as com-
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pleted RepairTasks, are updated afterward in a dedicated clean-up step, preserving correct-

ness without polluting the main dependency flow.

Limitations This approach does not yet exploit fine-grained parallelism; all agents within
an SCC are still stepped sequentially. In large-scale models, repeated SCC decomposition
may become a bottleneck. Finally, the scheduler relies on NetworkX’s in-memory graph
representation, which may limit scalability on extremely large graphs or when streaming
data is required. Future work could explore incremental SCC updates or integration with

out-of-core graph engines.

3.4.2 Power Classes

The power layer models the delivery of electricity from generation, through substation and
transformers, to low-voltage distribution downstream. Four core agent classes capture these
stages: GeneratePower, TransportPower, DistributePower, and PassPower. Together, they
represent sources, capacity-constrained links, load-shedding transformers, and switches, re-

spectively. We discuss their state variables and interaction logic in more detail.

e GeneratePower: This class represents a generator’s generation functionality. It pro-
duces a fixed amount of electrical power when operational. Its output is passed to
downstream transport agents. The agent resets to zero output if it fails. Gener-
atePower agents optionally apply stochastic generation logic at each timestep. Power
output is sampled from a distribution centered around the nominal capacity, normal
to simulate operational variability such as fuel availability or intermittent generation.

Its state variables are power_capacity and power_output.

e DistributePower: This class models the distribution capabilities of transformers and
substations. Aggregates upstream power and applies load-shedding if demand exceeds
capacity. It uses three kinds of metrics (SVS, Criticality, and Weighted Sum of SVS
and Criticality) to rank downstream needs and distribute available power. It maintains

an internal switch state per downstream line. The class also keeps a Boolean switch
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per outgoing line that opens whenever allocated flow drops to zero. The Social Vulner-
ability Score (SVS) describes the vulnerability of the node. Usually, infrastructures do
not have SVS, but we assigned SVS of communities via propagation to infrastructures
tied to those communities. Criticality is a technical metric that defines how important
a node is in a network. Weighted Sum of SVS and Criticality is user-defined and cal-
culated as a x SV .S + § x Criticality where a and § = 1 and are user-assigned. This
kind of balances social versus technical priorities. Its state variables are power_capacity,

aggregated power_demand from children nodes, and switches.

TransportPower: This class represents the transport functionalities of powerlines. It re-
ceives power from upstream functionalities, enforces its capacity constraint(power_capacity),
and distributes the resulting flow to downstream nodes. It updates its power output
each step and can enter a failed state independently, cutting off the flow. It also has
a switch that, when it is on, turns off the power. The agent monitors its physical
integrity and may fail independently. When this occurs, it opens its internal switch,
immediately cutting off power transfer. If downstream demand exceeds its capacity, it
raises an overload flag, enabling upstream transformers to shed load accordingly. Its

state variables are power_capacity, power_outflow, and switch.

PassPower: The agents of this class act like an unlimited switch, such that whatever
power comes in goes straight out, with no capacity limits or priority rules. Its only state
is an on/off switch that upstream protection or repair tasks can open; otherwise, it just
passes power through with no losses. We acknowledge that this is a design simplification
and not a realistic mode of operation. But we did this to keep the electrical graph
co-located with the road graph. We drop a ” Valvelntersection” resource implemented
with PassPower at every road intersection where overhead lines must follow street
geometry. The extra node maps the line along a road edge without throttling flow or

altering load-shedding decisions.
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Algorithm 2 Priority—based Load Shedding in DistributePower

Require: demand map D;, priority scores s;, total capacity Pep, load set L

Ensure: allocation map A;
L Plegy < Peap
2 A« 0 Viel > initialise all allocations
3: for each i in L sorted by s; (desc.) do
4: g < min(D;, Peg)
5: Ai+g
6: Piety < Plett — 9

7 if Pe = 0 then

8: break > no capacity left
9: end if
10: end for

11: if Py >0and di € L: A; < D; then
12: U« {iel|A <D;} > unsatisfied loads
13: s < Pt/ |U] > equal share

14: for each 7 € U do

15: A< A+ s
16: end for
17: end if

3.4.3 Water Classes

The water system starts by treating raw water, moves it through pipelines with the help
of pumps, stores it in tanks, and finally supplies customers. Because treatment plants and
pumps need electricity, the water layer relies on the power layer, creating strong interdepen-
dence between the two networks. During simulation, when demand is higher than production,

the model can split the limited flow using proportional and priority rules, just like in the
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power layer. There are five classes covering the functionalities of the water layer. They are

TreatWater, PumpWater, TransportWater, StoreWater, and PassWater.

e TreatWater: This class simulates the treatment of water functionality of a water treat-
ment plant. Its agent starts each run with a partially filled storage tank. Each time
step, if power is available, it first distributes treated water to operational downstream
pipelines, splitting the volume in proportion to their demand, then produces fresh

water up to production capacity to refill storage capped by storage capacity.

e PumpWater: This class simulates a simple pump functionality. The agent of the class
buffers the water received from upstream. When both inflow and power are present,
it pushes the buffered volume to downstream pipes, allocating flow according to each
pipe’s design capacity share. If either resource is missing, it flushes the buffer, sends

zero, and tallies an outage time step.

e TransportWater: This class represents the transport functionality of water pipelines.
Its agent is a pipe segment with fixed capacity and a valve. After buffering inflow, it
runs by forwarding water to children using the global allocation rule (proportional or
priority) while respecting its capacity. Closed valves or failures make the pipe report

zero demand upstream.

e StoreWater: This class represents the behavior of storage tanks. It operates as a
reservoir that receives inflow until the water level reaches capacity. Each timestep,
it reports demand, so upstream pipes know how much more water they can accept.

When empty or failed, it sends nothing.

e PassWater: This represents an unlimited capacity valve node used to anchor pipes to
road intersections. It forwards all incoming water unchanged. Its only state is a valve

flag that can be closed during repairs.
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Water Sharing

When multiple pipes draw water from the same Transport Water segment, the model decides

how to share the limited flow using one of three rules saved in the model.

e Proportional (default): Each downstream pipe gets the same fraction of its demand,
scaled so that the total flow does not exceed the pipe’s capacity. For example, if the
pipe can only carry half of what is requested in total, each consumer gets half of what

they asked for.

e Greedy: Consumers are sorted by their demand, and the biggest ones are served first.
Then water is given out starting from the largest demand down to the smallest, until

there is no water left. Smaller consumers may get nothing.

e Priority: Each pipe is scored based on a weighted SVS and Criticality, where score =
a x SVS + B x Criticality. The pipes with higher scores are served first, just like in

the greedy rule, but here the order reflects social value rather than just demand.

We use these to explore how different allocation strategies affect who gets water and

how much, across the whole system.

3.4.4 Transportation Classes

This layer governs the flow of vehicles, which act as shared resources required by both repair
crews and service agents. The total vehicle count is fixed at initialization and conserved
throughout the simulation. Vehicles traverse one-way road segments and are dynamically

reallocated across the network.

e GenerateVehicle: These agents act as depots that inject vehicles into the system. Each
depot draws from the global pool and releases vehicles onto connected road segments,
subject to available power, and optionally, water. Dispatch is constrained by a maxi-

mum transport capacity.
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e TransportVehicle: These agents represent directed road segments. They accumulate
incoming vehicles and forward them downstream within their capacity limits. Excess

vehicles are retained in the queue, contributing to local congestion.

e DirectTraffic: This agent simulates an intersection controller. It gathers vehicles from
upstream roads and redistributes them across outgoing links, up to a specified routing
capacity. When multiple paths are available, it favors links with lower congestion,

ensuring efficient load balancing without altering the global vehicle count.

Overall, this layer manages routing, queuing, and congestion dynamics, maintaining a

constant vehicle population and enabling mobility across the infrastructure network.

3.4.5 Community-Related Classes

This group includes demand-side agents that consume electricity, water, and vehicles, as well

as service-level aggregators that evaluate community well-being based on resource delivery.

e ConsumePower: This class represents a power-consuming facility, such as a household
or service node. Each timestep, it checks whether the local vehicle buffer is sufficient
and whether power is available from upstream sources. If both conditions are met, it
computes a power efficiency ratio (received + demanded) and increments an outage

counter whenever power is unavailable.

e ConsumeWater: This class models nodes that require water, including residential or
commercial consumers. It activates only if at least one vehicle is present and water in-
flow is available. The class incorporates stochastic demand variation around a nominal

mean. It records water received, calculates efficiency, and tracks outage durations.

e ConsumeVehicle: This class represents a consumer-side vehicle buffer, such as a parking
bay or delivery dock. It accumulates incoming vehicles and provides them to nearby
power and water consumers. When empty, it induces vehicle-related outages. Vehicles

are returned to the global pool after use.
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e EnableService: This class represents a community-level service that depends on both
power and water availability. At each timestep, it receives efficiency scores from its
linked ConsumePower and ConsumeWater agents. Based on the lower of the two scores,
it assigns a quality level (none, low, medium, or high) and updates a service score used

in system-wide quality-of-life metrics.

3.4.6 Repair and Event Classes

This part of the model introduces failures, dispatches mobile crews, and restores functionality.
It links the failure process to recovery resources. With this, we can analyze how the different

repair policies, crew mobility, and road congestion shape restoration timelines.

e EventManager: We use the EventManager as the scenario controller responsible for in-
troducing disruptions. It reads a JSON-based schedule of predefined failure events and,
at each specified timestep, triggers those failures in the targeted agent. This includes
disabling the agent, opening any associated switches, and generating a corresponding
RepairTask tied to the affected functionality. It can also inject background faults at a

user-defined rate to simulate random failures.

e RepairManager: The RepairManager coordinates the deployment of repair resources.
At each timestep, it identifies all failed agents, ranks them using the current prioriti-
zation policy, such as SVS, Criticality, or a weighted combination. If multiple agents
share the same value for the primary score, the model applies tie-breaking rules. For
SVS-first policies, ties are broken using Criticality; for Criticality-first, ties fall back to
SVS. After ranking, the top-priority task is assigned to the nearest idle crew based on
shortest path routing. We compute and log both travel and repair durations for later
analysis. Also, it tracks crew assignments, monitors ongoing repairs, and marks tasks

as complete once the repairs are finished.

e RepairCrew: Each RepairCrew agent represents a mobile unit. Once dispatched, it

follows the shortest path along the transportation network to reach the assigned Re-
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pairTask. Travel time is determined by the number of road segments divided by a fixed
traversal rate. Upon arrival, the crew performs repairs for a duration drawn from an
exponential distribution scaled by path length, after which the target agent is restored

and the crew becomes available for reassignment.

e RepairTask: This class represents a temporary point created whenever an agent fails.
It shares the failed functionality location and is connected to the road network via a
TransportVehicle agent. While open, it acts as a ConsumeVehicle sink that receives
repair crew vehicles, and once the crew finishes their task, it flags itself as complete

and is removed from the graph.

e NetworkModel: The NetworkModel is the top-level controller for the simulation. It
loads the infrastructure network from a GraphML file, initializes all agents, and sets
global parameters such as noise levels, prioritization rules, and the total vehicle pool.
During each simulation time step, it advances the scenario by activating the event
schedule, processing repair operations, updating all agents based on network depen-

dencies, recording relevant metrics, and evaluating termination conditions.

3.5 Case Study: A Synthetic Multi-Infrastructure Sys-

tem of Three Communities

We demonstrate the capabilities of the HABIT framework using a synthetic infrastructure
model comprising three interdependent communities. Each community is composed of crit-
ical infrastructure functionalities across power, water, and transportation domains, along
with essential community resources such as residential buildings, schools, hospitals, and
commercial areas.

The model is encoded as a hetero-functional graph, represented in a GraphML file where
each node defines a specific functionality (e.g., power generation, water transport, traffic

control), and each edge encodes a directional dependency between functionalities. This
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design supports modular extension and allows new components or dependencies to be added

without altering simulation logic.

3.5.1 Overview of Components

The model distinguishes between physical infrastructure resources and the functionalities
they support. Physical resources are entities like substations, water treatment plants, roads,
and buildings. Functionalities represent the operations performed by these resources and are
implemented as simulation agents.
Resource Resources transform, transport, or store things or operands.

e Power System: Generator, Substation, Transformer, Powerline

o Water System: Water Treatment Plant, Pump, Storage Tank, Pipeline

e Transport System: Road, Intersection

e Community Resources: Residential, Commercial, Elementary School, Hospital
Functionalities Functions are the representations of processes that capture the capabil-
ities of the resources. Each functionality is represented as a node in the graph, labeled
with the format ”action at/using resource”. We extend the typical hetero-functional graph
to become attribute-rich. Nodes include metadata such as spatial location, infrastructure
type, social vulnerability score (SVS), and domain-specific capacities (e.g., water demand

or power load). This setup allows for runtime activation logic, repair propagation, and

interdependence resolution during simulation. Sample functionalities in the graph are:
e Generate power using Generatorl
e Treat water at WaterTreatmentPlant1
e Distribute power using Transformer12

e Transport water from WaterStorageTank3 to Hospitall using WaterPipeline7
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Consume power at Hospitall

Consume water at ElementarySchool2

Enable household services at ResidentialArea3

Direct traffic at Intersectionl2

Operands Operands are inputs or outputs, that is, things that flow through the infras-
tructure and community. In our synthetic model, we have four operands which are power,

water, vehicle and repair crew.

3.5.2 Graph Layout and Composition

Figure 3.2 illustrates the graphical layout of the three-community synthetic model, highlight-
ing functional clusters, transport routes, and spatial organization of the resource nodes. the
graph contains 406 nodes and 610 nodes (functionalities), 113 unique resources, 14 unique
functionalities. The functionality nodes in the graph include a rich set of attributes that
support simulation are in Table 3.1.

The synthetic model partitions the infrastructure system into three spatially and func-
tionally distinct communities. These communities reflect diverse asset configurations and
are encoded using binary flags in the graph metadata.

The network connects a single generator and a single water treatment plant to three
communities via a mix of pumps, storage tanks, substations, transformers, switches, and
road and pipeline networks. Each community includes a residential building, elementary
school, commercial building, and hospital. These consumer nodes are connected to distinct
sets of intermediate transport functionalities such as intersections, valves, and switching

stations. The breakdown of the resources in each community are described below.

Community 1

e ResidentialBuildingl, ElementarySchooll, Hospitall, CommercialBuilding1

57



P4

Pump
Hospital
Es Elementary School

Res Residential Building

Comm  Commercial Building

Transformer

Intersection

D Water Storage Tank

Community Nodes

Road

P4;

P41 - -
WTP1 \—— Powerline /

Water Pipeline

RE8 R67

Figure 3.2: A Synthetic Network of 3-Community Interdependent Infrastructure Network.
The diagram shows roads, power lines, and water pipelines connecting residential, school,
and hospital buildings across three communities.

e Transformers (e.g., Transformerl, Transformer12), Pumpl, WaterStorageTank3

e Roads and intersections: Road21-29, Intersection3, Intersection4, Intersection6

Community 2

e ResidentialBuilding2, CommercialBuilding2, ElementarySchool2
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e Infrastructure components: Pump2, WaterStorageTank2, PowerLinel7-25

e Roads and intersections: Road30-39, Intersection11-16

Community 3
e ResidentialBuilding3, Hospital3, ElementarySchool3
e Pump3, WaterStorageTank1, Transformer3

e Roads and intersections: Road41-49, Intersection21-26

Table 3.1: Node Attributes in the GraphML Model

Attribute Description

resource Name of the physical infrastructure entity hosting
the functionality (e.g., Transformerl, Hospital3).

Functionality Type of action the node performs, such as Gener-
atePower or ConsumeWater.

type Functional role of the node (e.g., Generator, Con-
sumer, Transport).

infrastructure Domain classification: Power, Water, or Trans-
port.

location String of spatial coordinates in the format x,y.

X, ¥ Parsed numerical coordinates used for layout or
distance calculations.

index Internal indexing used for node ordering.

SVS Social Vulnerability Score, used to prioritize re-
pairs or load shedding.

Criticality A normalized value representing the node’s sys-
temic importance.

community Boolean flag indicating whether the node belongs

to a community layer.

primary_community

Integer label for the primary community assign-
ment (e.g., 1, 2, or 3).

Community_1, Community_2, Community_3

Binary indicators for whether a node belongs to
each community. Supports overlapping member-
ships.

Power_Capacity Capacity of power generation, distribution, or
transport elements.

Power_Total _Load Total power demand for consuming nodes.

Pipeline_Capacity Flow limit for water pipelines.

Production_Capacity Maximum water output at treatment plants per
timestep.

Storage_Capacity Buffer capacity for water storage tanks.

Water_Total_Load Water demand for consumers such as buildings or
hospitals.

Transport_Capacity Capacity for transporting vehicles along a road
segment.

vehicle_.demand Maximum number of vehicles needed per timestep

by a consumer.

59



Criticality and SVS Propagation To assign SVS and Criticality scores across the net-
work, we propagate values from the consumer functionalities they support downstream. The
method is the same for both metrics and applies at the level of functionalities, not physical
nodes. We begin at the power generation functionality of Generatorl and perform a depth-
first search through the hetero-functional graph, moving downstream but stopping the walk
when we reach any consumer functionality, such as consuming water, power, or vehicles at
hospitals, schools, or residences. This produces a trimmed tree that includes all directed
paths from the generator to consumer targets, without traversing further once a terminal
consumer functionality is reached.

We then work bottom-up through this trimmed functionality tree. Each intermediate
functionality copies the highest SVS or Criticality score among its immediate children, pro-
vided at least one of those children is a consumer. This propagation stops at any functional-
ity that represents power generation, power distribution at substations, or water treatment,
since these are considered supply-side sources and are excluded from inheriting downstream
scores. These functionalities retain their original Criticality scores and are excluded from
SVS propagation. This enables upstream prioritization not just by structural position but
by the societal vulnerability or infrastructure importance embedded in the consumer func-

tionalities they connect to.

Service Metrics We track a set of metrics that quantify both the availability of services
and the proportion of demand that is met across the network. We use this to evaluate
system performance and equity of recovery. These metrics are computed at each timestep

and aggregated for analysis over time.

e Service Score: This is a score that represents the operational quality at the node and
is used for system-wide and community-level aggregation. Each EnableService agent
represents a community-facing facility such as a hospital, school, or commercial build-
ing. These agents assess upstream delivery from ConsumePower and ConsumeWater

nodes. For each resource type, efficiency is defined as the ratio of received to demanded
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quantity:
resource received

efficiency = :
resource demanded

Based on these efficiencies, the EnableService agent assigns itself a service score ac-

cording to the following rule:

If both power and water efficiency > 0.9, then score = 1.0 (high quality).

— If both > 0.6, then score = 0.66 (medium quality).

If both > 0.3, then score = 0.33 (low quality).

Otherwise, score = 0.0 (no service).

e Average Service Score: At each timestep, we compute the system-wide average of
service scores across all EnableService agents:

N
AvgServiceScore = N E service_score;,

i=1
where NN is the number of service agents. This metric summarizes global service per-

formance at each point in time.

e Average Service Score per Community: Each EnableService agent is tagged with a
corresponding community label. Community-level scores are computed by restricting

the average to agents within each community.

e Power Demand Not Served (%): This metric tracks the shortfall in power delivery

across the network. It is calculated as:

TotalP S d
UnservedPower% = (1 ot owerserve ) x 100.

"~ TotalPowerDemand

Demand and served values are aggregated from all ConsumePower agents.
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e Water Demand Not Served (%): Similarly, we compute unmet water demand as:

Total
UnservedWater% = (1 otalWaterServed ) x 100.

"~ TotalWaterDemand

This value captures how disruptions in the water layer affect consumers.

3.6 Simulation Results

3.6.1 Scenario A

In this scenario, we reduce the available generator capacity and observe how the system prior-
itizes power distribution under three different priority rules: SVS, Criticality, and Weighted.
Generatorl is the only supply source to Substationl and all downstream loads. We reduced
its capacity from 600kW to 250kW below the total system demand to simulate a load-
shedding situation. The demand is from consumers is stochastic across 100 runs. Our goal
is to evaluate how different prioritization rules affect power distribution and the resulting
demand-not-served (DNS) across communities and consumer types.

For each run, we use the same network structure, stochastic demand levels, and the same
failure conditions. We only change the prioritization policy. SVS should prioritize based on
the consumers’ social vulnerability score, criticality prioritizes based on the infrastructure’s
operational importance, and the Weighted rule combines both in different ratios, where « is

0.6 and (3 is 0.4.

Results

Figure 3.3 compares the three load-shedding policies (SVS, Criticality, and Weighted, where
a is 0.6 and [ is 0.4) at the community level when a generator supply of power is lower
than demand from loads under stochastic demand. Under the SVS rule, Community 3
and Community 2 exhibit the lowest fraction of unserved load. This outcome matches

expectations, since Community 3 (with SVS = 0.7) is the most vulnerable and thus receives
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top priority, and Community 2 (SVS = 0.3) still benefits relative to Community 1 (SVS
= 0.2). By contrast, when using the purely Criticality-based policy, Community 1 and
Community 3 both show much lower unserved demand than Community 2; critical assets
in Communities 1 and 3 (specifically Hospital 1 and Hospital 3) compel the algorithm to
allocate available capacity to those communities, effectively shedding more of Community
2’s load. The Weighted policy mirrors this same behavior, because when combining SVS
and Criticality in our weighting, the critical hospitals in Communities 1 and 3 dominate the
ranking, such that Community 2 again suffers the worst service.

Figure 3.4 provides a breakdown that explains these community-level trends. In every
community, the Criticality and Weighted rules prioritize the hospital above all other nodes,
forcing Elementary and Residential buildings into deeper cuts. This is particularly visible
in Community 2, where the elementary school and residential block are nearly completely
unserved. In contrast, the SVS policy shifts priority toward Community 3’s buildings first
(since SVS = 0.7 places those facilities at the top), then to Community 1 buildings, and
lastly to Community 2. As a result, Community 3’s load remains largely served at the
building level under SVS, driving its low community-level unserved percentage. In short,
SVS concentrates restoration on the most vulnerable community (Community 3) and then
on Community 2, whereas Criticality (and consequently Weighted) funnel capacity almost
exclusively to hospitals in Communities 1 and 3, which explains why Community 2 fares

worst under those two policies.

3.6.2 Scenario B

In this scenario, we repeat the same scenario as Scenario A. The only difference is that we
run this with deterministic demand; here, all consumers draw fixed, deterministic power

loads across runs. The weights still remain « is 0.6 and § is 0.4.

63



100 - SV =.9:3 Load Shedding Policy
Bl Criticality
. SVS
 \Weighted

80

60 -

40 1

Demand Not Served (%)

20

2
Community

Figure 3.3: Community-level DNS under three load-shedding policies (SVS, Criticality,
Weighted) when a generator’s capacity generation is reduced and less than demand; de-
mands are stochastic.

Results

Figure 3.5 and Figure 3.6 compare the three load-shedding policies (SVS, Criticality, and
Weighted) at the community and building level, respectively, when a generator supply of
power is lower than demand from loads under deterministic demand. We start by viewing
the results from the building level. Under deterministic demand, each building’s fixed load
means that SVS and Criticality alone determine allocation. In Community 1 (SVS = 0.2),
SVS-based shedding cuts Hospital 1 entirely, whereas both Criticality retains some, and the
hybrid Weighted approach meets 100% of its demands. In Community 2 (SVS = 0.3), SVS
prioritizes Commercial Building 2 and Residential Building 2 over the Elementary School 2,
while pure Criticality protects sheds most of the consumers, forcing Commercial Building
2, Elementary School 2, and Residential Building 2 into near-total blackout. The Weighted
policy behaves almost similarly to Criticality. In Community 3 (SVS = 0.7), weighted is
the best, meeting 100% demands of all nodes, SVS comes in second, while Critcality is the

worst overall. However, criticality comes second in meeting the demands of Hospital3, which
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Figure 3.4: Building-level breakdown of DNS for each community (SVS = 0.2, 0.3, 0.7). Each
bar shows the fraction of unmet demand under SVS, Criticality, and Weighted policies. The
scenario is under stochastic loads.

makes sense because of its high criticality value.

When we viewed the results at the community level, Weighted-based shedding tends to
minimize overall unmet demand compared to Criticality or SVS. In Community 1, SVS leaves
more total demand unserved than the other policies because deprioritizing the hospital drives
excess blackout, whereas Criticality holds the community shortfall to about one-third, and
Weighted meets all demands. In both Community 2, SVS generates the lowest community-
wide shortfall (around one-quarter to one-third of total load), while Criticality (and, to a
lesser degree, Weighted) concentrates capacity on single critical nodes and leaves most other
consumers dark. Because loads never fluctuate, Weighted behaves like Criticality when
hospital importance dominates and like SVS when vulnerability is strongest. In Community

3, weighted meets 100% of demands while Criticality leaves most unserved, followed by SVS.

Because loads never fluctuate, the weighted rule behaves like pure Criticality whenever
hospital presence dominates and like pure SVS when vulnerability dominates. The result
is extreme: Weighted achieves perfect service in the two hospital communities yet almost

completely sacrifices the community without a hospital. SVS, in contrast, never reaches 100
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Figure 3.5: Community-level DNS under three load-shedding policies (SVS, Criticality,
Weighted) when a generator’s capacity generation is reduced and less than demand; de-
mands are deterministic.

% service anywhere but avoids a total blackout in every community, producing the most

balanced outcome across the three deterministic runs.

3.6.3 Scenario C

In this scenario, we simulate the failure of the three pumps’ functionalities, connecting
the TreatWater functionality to the 3 StoreWater Functionalities. We simulate these three
pumps failing simultaneously at time step 3. We run 100 Monte Carlo replications. Two
repair crews are available. Each crew’s travel and on-site repair durations are drawn from
Exp(A = 0.10). Our objective is to see the impact of the four different repair policies, which
are SVS (with Criticality tie break) and Criticality (with SVS tie break), and Weighted with
a = 0.6 and § = 0.4.
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Figure 3.6: Building-level breakdown of DNS for each community (SVS = 0.2, 0.3, 0.7). Each
bar shows the fraction of unmet demand under SVS, Criticality, and Weighted policies. The
scenario is under deterministic loads.

Results

Figure 3.7 presents the average service score for the entire system following the simultaneous
failure of three pumps, with repairs prioritized using three different policies: Criticality, SVS,
and Weighted. This figure represents overall system recovery, computed by averaging the
service score across all service functionalities. The three recovery curves are identical, with
full restoration occurring at roughly the same time across all policies. This similarity is
largely driven by the fact that all pumps are repaired within a narrow time window, so no
policy outperforms the others.

We then examine recovery at the community level. Figure 3.8 presents the average service
score for each community. We observe that while the repair order shifts depending on the
policy, all three curves show a similar pattern. Their failure causes a sharp collapse in service,
followed by a staggered recovery that ultimately brings all communities back to full service.
The difference is which community recovers first. Under SVS, Community 1 (C1) recovers
last, while under Criticality and Weighted, it is Community 2 (C2). Despite these differences
in ordering, all communities eventually return to full service.

The impact of this ordering is clearer in Figure 3.9, which shows the percentage of total
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water demand not served in each community. Whichever pump is fixed last leads to the
highest loss for that community. For example, C1 suffers the most under SVS, while C2 sees
the highest losses under Criticality and Weighted. The Weighted policy slightly balances the
trade-off, but the differences remain small. Table 3.2 explains this result where the pump
repaired last in each policy is directly linked to the community that experiences the highest
unmet demand. It shows Pump 1 under SVS, Pump 2 under Criticality and Weighted.

This result highlights that while the repair order shapes short-term recovery and de-
termines which community experiences the longest outage, it does not substantially alter
long-term system performance. When failures occur simultaneously and repair resources
are sufficient, prioritization affects who recovers first, but not the overall speed of system
recovery.

These results underline a key policy tension. A decision-maker who looks only at a
system-level resilience curve might conclude that all three strategies are equivalent, yet the
choice of priority metric sharply alters which community is disadvantaged. If the objective
is to minimise the maximum community shortfall to protect critical lifelines such as the
hospital in C3 then the repair rule must be selected with that distributional goal in mind,

not merely on the basis of aggregate recovery speed.
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Figure 3.7: Three Time series of Average Service Score showing System-Wide Service re-
covery curve under three pump failure and repair scenarios, aggregated over 100 simulation
runs. Each plot shows the results under a different repair prioritization policy.
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represents Communityl, Community2 and Community3 respectively.

Table 3.2: Average Repair Time (in Steps) for Each Pump by Scenario

Scenario | Pumpl (N=100) | Pump2 (N=100) | Pump3 (N=100)
SVS 36.50 21.90 21.75
Criticality 24.09 37.77 21.05
Weighted 23.53 36.62 21.83

3.7 Discussion

Across the three scenarios, a consistent picture emerges. The network’s aggregate resilience
curve often masks important distributional effects that unfold underneath.

When the generation capacity of a generator is less than demand, load shedding occurs.
The load-shedding results show that while all three prioritization rules keep the system-wide
unmet demand within a narrow range, they do so by distributing that shortfall differently
across communities. The SVS rule protects the most vulnerable community first, often at the
expense of others. Criticality shifts supply toward infrastructure like hospitals, no matter
where they are, leading to a different pattern of who gets served and who doesn’t. The
weighted rule moves between the two, it acts like SVS when vulnerability dominates and
like Criticality when infrastructure ranks higher. This trade-off matters. A decision-maker
looking only at system-wide averages may believe all three rules perform equally well, but
on the ground, they produce very different experiences. One community may be fully served

while another is left with little or no power or water. These differences in distribution are

69



SVS = 0.2

SVS = 0.3 Repair Policy
H SVS
B Criticality
Hm \Weighted_SVS

50 4

40

30 -

20

Water Demand Not Served (%)

10 A

2
Community

Figure 3.9: A Bar Chart of Water Demand Not Served per community under three pump
failure and repair scenarios, aggregated over 100 simulation runs. Each colored bar represents
results under a different repair prioritization policy.

what make the choice of priority rule consequential.

In the pump failure scenario, we see that system-level recovery curves remain nearly
identical regardless of the repair rule. This is expected since all three pumps are fixed within
a tight window, and there are enough repair crews to work efficiently. However, the recovery
paths for each community tell a different story. The order in which pumps are repaired
directly determines which community recovers first and which one suffers the longest outage.
The link is clear: the community served by the pump that was last repaired consistently sees
the highest share of unmet demand. The impact is temporary. Eventually, all communities
return to full service, but the period of disadvantage matters, especially when critical facilities
like hospitals are affected. This highlights a tension in resilience planning: fast system-level
recovery does not mean fair recovery. The choice of repair order creates a short-term burden
that falls hardest on whichever community is served last.

A final observation concerns how the three local ranking rules shape community-wide

outcomes. With deterministic loads, an SVS-first rule spreads the reduction in proportion
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to social vulnerability and therefore produces the smallest total demand not served across
the three communities. A pure Criticality rule achieves its intended goal, full protection of
the hospital loads, but does so at the cost of almost complete blackout in the non-hospital
community, amplifying inequities among other consumers. The weighted formulation offers
a tunable compromise: by choosing larger or smaller Criticality weight () the operator can
shift the solution continuously from “protect every hospital at any cost” toward “spread cuts

by vulnerability.

3.8 Conclusion

This study shows that while all three prioritization rules, SVS, Criticality, and Weighted,
can restore full service to the network in roughly the same amount of time, they differ
substantially in how recovery is distributed across communities. When multiple failures
occur and resources are limited, the rule used to allocate repairs or shed load determines
which groups bear the brunt of the outage. SVS protects the most socially vulnerable.
Criticality secures infrastructure. The Weighted rule offers a tunable middle ground but still
depends on how the two scores are combined.

These results suggest that resilience assessments must go beyond system-wide averages.
A fast recovery curve does not answer the deeper question of who recovers first and who
waits longest. Decision-makers need to clarify whether their priority is minimizing total
unmet demand, protecting critical services, or distributing recovery more equitably. Each
rule reflects a different objective and leads to different outcomes. A network can be fully
restored and still fail its most vulnerable population if the wrong repair policy is used.

There are several directions to expand this work. First, the current model assumes fixed
travel and repair times drawn from an exponential distribution. Introducing more realistic
routing delays, congestion effects, or blocked access could shift how the repair order plays
out. Second, this model already includes interdependence, for example, pumps and wa-
ter treatment plants require power to operate. Future work could explore more complex

interactions, such as power systems depending on water, or cascading failures that move
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between layers. Third, this study used synthetic values for SVS and Criticality. Future work
could integrate real community data or co-design these metrics with local stakeholders to
reflect realistic priorities. Fourth, it would be valuable to test these rules under extended
disruptions, partial observability, or feedback-enabled demand responses to understand how
they perform in more dynamic and uncertain environments. There is also a need for more
stochastic representation beyond random demand, including variability in failure timing,
repair success, and network conditions. These additions would better reflect real-world un-
certainty and system complexity. Finally, there is a need for external validation using a
cosimulation framework. Coupling this agent-based model with established infrastructure
simulators would allow for more rigorous testing of assumptions, calibration against real sys-
tem dynamics, and assessment of whether the observed patterns hold under more physically

grounded representations.
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Chapter 4

LLM-Based Community Surveys for
Operational Decision Making in

Interconnected Utility Infrastructures

4.1 Introduction

Natural disasters often damage multiple critical infrastructures across communities, which
creates complex prioritization challenges for response efforts. Traditional approaches for
prioritizing infrastructure repairs rely heavily on expert opinions, which potentially overlook
diverse community perspectives and public demand urgency. A recent study by Doorn et
al® shows that restoring damaged infrastructure during disasters following the technical
approach is likely ineffective in addressing the immediate needs of affected communities.
Also, studies have shown that vulnerable communities have higher immediate needs and are
most likely to be affected if such needs are not met?1°.

Due to this, the current research trend is focused on integrating the social needs of com-
munities into the technical aspects of infrastructure restoration to achieve a fair allocation
of limited resources during disasters™ "®. Building upon these efforts, this chapter proposes

additional prioritization schemes that incorporate community perspectives, thereby com-
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plementing existing approaches and enhancing the overall fairness and effectiveness of the
infrastructure recovery process. We leverage the use of Large Language Models (LLM) to
simulate diverse community opinions and generate synthetic data on the community’s pre-
ferred orders of repair. Afterward, we use a ranking algorithm to develop a total order for
prioritizing infrastructure repairs in communities.

While fairness may often be treated as a technical goal, for instance, like ensuring access to
all or prioritizing the most vulnerable, it is also a socially constructed and context-dependent
concept. What a community may perceive as fair may differ based on their values, lived
experiences, or crisis-specific needs. In using LLM, we heavily rely on our prompt design
to encode assumptions about fairness, urgency, or moral trade-offs. This might reflect in
our results, such that prompts that emphasize vulnerability may lead to prioritizing high-
risk areas, and prompts that focus on service restoration might focus on high-density or
populated areas. This means that the fairness in our results is not an objective truth rather
a reflection of the values embedded in our prompts. Hence, we acknowledge that prompt
design may influence what the model learns to treat as fair.

This study serves as proof of concept in incorporating community preferences and pri-
orities into recovery and restoration after a natural disaster or hazard, demonstrating how
LLM-generated preferences can complement infrastructure prioritization models. In future
work, we plan to validate this approach using real community surveys or explore using prior
survey data to generate synthetic preferences for new contexts, particularly where survey

response rates are low. Our contributions include the following:

1. We introduce a hetero-functional graph of a toy infrastructure model comprising power,
water, and community infrastructures. We use this graph to establish a partial order
showing the sequence of repair decisions to be made during a disaster or post-disaster

across affected communities.

2. We use a Large Language Model (LLM) as a survey tool and obtain community pref-

erences as ordered pairs.

3. We use a neural network-based ranking algorithm to obtain a total order of repair
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prioritization, which is a consensus of the community preferences.

The rest of this chapter is organized as follows: Section 2 reviews related work on the use
of hetero-functional graphs, infrastructure repair prioritization, the use of LLM in surveys,
and order learning. Section 3 describes the proposed methodology, including the LLM-
based simulated community preferences, the comparator and chainization model, random
subset sampling, and the sensitivity analysis. Section 4 describes the data collected during
the experimentation. Section 5 presents experimental results and key findings. Finally, in
Sections 6 and 7, we discuss the findings in our research and conclude the chapter, outlining

directions for future research.
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4.2 Literature Review

Hetero-functional graphs (HFGs) have been employed to model complex interdependent in-
frastructure systems, particularly in the context of smart cities and utility networks?2%737,
For instance, Schoonenberg et al.?’ developed a comprehensive HFG model to represent
interdependent smart city infrastructures, demonstrating its applicability in capturing the
multifaceted interactions among urban systems. Similarly, Munikoti et al.”™ utilized HFGs to
assess the robustness of interdependent urban utility networks, providing insights into system
vulnerabilities under various failure scenarios. Despite these advancements, the application
of HFGs in disaster recovery, specifically for prioritizing infrastructure repair, remains unex-
plored. Our work extends HFG modeling into this domain, applying it as a tool for extracting

partial orders of functionality during disaster events. This allows us to formalize system-level

dependencies and provide structure to otherwise ambiguous recovery decisions.

5



Recent research has explored how Large Language Models can be used in persona gen-
eration and generating opinions in surveys or stand-ins for community feedback. This ap-
proach becomes more important, especially when real-time or large-scale surveys are difficult
to execute. These studies lay the groundwork for synthetic survey and preference genera-
tion using LLMs. Dolant and Kumar®® proposed a multi-agent LLM in which simulated
personas assume distinct stakeholder roles to support decision discourse under disaster con-
ditions. They explored tradeoffs in decision-making and in strategy generation by using a
flood scenario in a MidWestern township where personas exhibit evolving priorities. Li et
al.®? conducted large-scale empirical evaluations of LLM-generated personas for simulating
public feedback, including in use cases such as U.S. election forecasting. Their study criti-
cally identified systematic biases and deviations from real-world data, which they attribute
to ad hoc generation techniques. Shi et al.®? used LLM-generated personas in structured
multi-perspective debates to simulate community perspectives on complex topics. Though
not explicitly survey-based, the study showed how synthesized viewpoints can approximate
population-level opinion diversity and influence the ranking of decisions by exposing users
to multiple attitudes and concerns. These papers demonstrate the potential of LLMs to
produce community inputs through simulations that can substitute for or augment surveys.

Xie et al® presented WildfireGPT, a multi-agent LLM system that tailors decision sup-
port to different stakeholders during wildfire scenarios. In this study, community-based feed-
back is used to inform risk reports via retrieval-augmented LLMs. Algitham® introduced
a system that uses real-time public sentiment from social media along with reinforcement
learning to improve equity in disaster resource distribution. In this work, community feed-
back is ranked and weighted using optimization to guide the allocation of utility resources
such as water, electricity, and medical aid. Chen et al.®® designed a decision-support system
that combines LLMs with multi-objective optimization algorithms and reinforcement learn-
ing for dispatch and resource allocation in urban emergencies. In this work, user feedback
is collected iteratively and used for personalized allocation in urban emergency response.
Chen et al.®¢ built a structured emergency system using knowledge graphs to support LLM

reasoning during crises. Though these works are not focused on graphs of interdependent in-
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frastructures, they applied LLM-based systems using community feedback to guide real-time
or resource allocation decisions in disaster management.

As LLMs are used more often to simulate people, concerns about reliability and fairness
have increased. Li et al.®! pointed out that ad hoc persona generation can introduce systemic
biases. They argue that a lack of control procedures can cause downstream distortions,
especially in models meant for decision support. Shi et al.®? tested whether synthetic views
influence human judgment by tracking eye movements and engagement metrics. The study
raises critical concerns about the power of synthetic viewpoints to shape judgment.

These studies emphasize the need to evaluate synthetic feedback carefully. Our approach
addresses this by performing sensitivity analyses by varying the prompts to the LLM. This
allows us to detect and explain potential preference bias in the LLM-generated rankings.

Recent works show that infrastructure repair and investment prioritization rely on both
technical and social criteria. Technical factors are usually based on asset condition, effi-
ciency, cost-benefit, and performance objectives, while social factors include equity, social

879 These solutions often use tools like multi-criteria

vulnerability, and stakeholder inpu
decision analysis (MCDA) and analytic hierarchy process (AHP) to combine different types
of criteria into a final score or ranking.

Even though social criteria are included, technical factors tend to carry the most weight
and usually drive the final decision. Pramesti et al.?® show that while economic and social
factors are considered, they are limited in scope and mainly reflect the views of stakeholders
and regulators. Karasneh and Mogbel® find that technical factors dominate, while the influ-
ence of socioeconomic and environmental factors is minor. Das and Nakano® operationalize
social impact metrics alongside technical ones, but actual community participation is not

1.97 show that although customer satisfaction and external benefits are

included. Bauer et a
considered, community preferences are not directly built into the decision-making process
for the annual rehabilitation programs in drinking water networks. The focus remains on
technical performance and service delivery.

Some works show that including social aspects can shift the rankings when done well. The

study by Mohamadiazar et al.®” shows that incorporating social and hazard vulnerability
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changes which bridges are seen as most critical. In Dhansinghani et al.?®, both stakeholder
input and technical criteria are used. One result of stakeholder involvement was that sepa-
rating cost from the priority score gave more weight to social goals like walkability and school
access. Dell’Anna et al.”! also show that adding vulnerability-related criteria can re-rank
urban regeneration projects compared to a technical-only approach. Although they do not
collect community surveys, they still reflect equity concerns through weighted criteria.

Although many prioritization methods include social criteria, most do not gather or use
community preferences to guide final decisions. We observe that technical scores still take
the lead in most cases. In some works where social criteria are weighted carefully or when
stakeholder input is added, it affects the priorities being studied. In our work, we focus on
cases where there is no technical total order, which is when functionalities can be repaired in
any order. We begin with a technical prioritization, which is the partial order provided by
the hetero-functional graph, and resolve the remaining ambiguity by including community
preferences from LLM simulations.

Recent studies in order learning focus on how to create a full ranking from a limited
number of pairwise comparisons. Some of these approaches treat the problem like matrix
completion, where missing preferences are filled in based on patterns in the data. For exam-
ple, Park et al.”® model preference data as a low-rank score matrix and show that a small
number of comparisons can still give good results. Gunasekar et al.” go further by recover-
ing the full ranking from a partial order (represented as a directed graph) without needing
exact scores, using a method called nuclear-norm regularization.

Other researchers use semi-supervised learning, which combines labeled and unlabeled

100

data. Szummer and Yilmaz ™" add a graph-based regularizer that ensures similar items get

similar ranks. More recently, neural network models have been applied to this problem. He

101 propose GNNRank, a graph neural network that learns from comparison graphs

et al.
and penalizes incorrect rankings, achieving strong results even with limited data. Lee and
Kim'%? introduced the chainization method, which builds a full ranking by starting with a
partial order and adding new “pseudo” comparisons to improve training.

We build on these ideas by adapting chainization!'%? to infrastructure planning. We start
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with pairwise preferences generated by LLMs, train a model to compare options, and then
use pseudo-pairs to improve the ranking. This helps us build a complete repair priority list

even when we cannot collect all possible comparisons from the community.

4.3 Methodology

In this section, we discuss the approach of modeling infrastructure dependencies and gener-
ating a partial order using a hetero-functional graph representation. Next, we discuss the
use of Large Language Models (LLMs) to generate community preferences. We describe
the aggregation of these preferences and, finally, the machine learning-based chainization

approach for ordering functionalities to produce a total repair order.

4.3.1 Hetero-Functional Graph (HFG) Model

We use a hetero-functional graph to represent the infrastructure system and its interdepen-
dencies. An HFG allows us to model different types of functionalities, such as generation,
transportation, storage, and consumption of operands like power, water, and vehicles. Each
functionality is represented as a node in the graph, and directed edges capture the depen-
dency relationships between them.

The HFG includes infrastructure functionalities across multiple communities. These
communities are linked to the infrastructure nodes through consumption and service-related
functionalities. We use this structure to capture both physical infrastructure flow and its
connections to community-level services. Figure 4.1 shows three distinct communities we
use in this study, each featuring dedicated subsystems for electrical power distribution and
water supply. The hetero-functional graph used in this study is publicly available at!%3.

From the HFG, we extract a partial order of functionalities. This partial order tells us
which functionalities must be repaired before others based on system dependencies. A total
order, on the other hand, is a complete ranking of all functionalities using some metric or

preference criteria. In the final layer of the graph, where consumption nodes like “Consume
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Figure 4.1: The Integrated Infrastructure and Community Network Model

sufficient.
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Water in Residential Area 1”7 or “Consume Power in Residential Area 2” are located, we
notice that many of these do not depend directly on each other. That means they can tech-
nically be repaired in any order as long as their upstream dependencies are already working.
Figure 4.2 shows the bottom part of the HFG used in our model. The final layer contains

functionalities directly tied to community-level services, where technical prioritization is not

In our study, we focus on the fact that consumption functionalities may stop working




at the time of disaster because their associated upstream functionality, such as transport
power to Residential Area 2 using PowerlineX or transport water to Commercial Area 1
using WaterPipelineX, may be damaged. Therefore, the consumption functionalities depend
on repairs being made to their upstream dependencies before they come on. Once those
dependencies are fixed, the consumption nodes become available. Since consumption func-
tionalities do not depend on one another, the model gives no guidance on which upstream

dependency should be repaired first.
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Figure 4.2: A subset of the hetero-functional graph (HFG) showing dependencies across
power and water systems. The final layer consists of consumption functionalities that can be
repaired in any order. Arrows represent functional dependencies.The highlighted functional-
ities are damaged while the links marked x are paths requiring repair before the associated
community-level services (bottom layer) can be restored.

This creates ambiguity when resources like repair crews are limited. The technical model
tells us what is possible and necessary, but it does not tell us what should take priority when
multiple actions are equally feasible. To solve this, we turn to community preferences. In
the next stage of our method, we bring in input from simulated personas to help resolve this

ambiguity.

4.3.2 LLM-based Simulated Community Preferences

We simulate community input and generate responses from synthetic personas using large
language models (LLMs). The personas we create represent a diverse set of individuals from
different communities with varied backgrounds, social contexts, and disaster experience. Our
goal is to approximate how people in communities might prioritize infrastructure repairs

during a disaster when multiple repair actions are possible.
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Persona Generation

We generate 200 personas by applying prompting using few-shot learning in LangChain. We
define each persona using 44 attributes from the American Census Survey(ACS), such as age,
occupation, household composition, and several others. We add some additional attributes,
such as disaster experience and geographical class. The full list of attributes is in Table 4.1.
We use the GPT-3.5-turbo model with a temperature of 0.9. All personas were generated
on April 2nd, 2025, between 2:00 PM and 4:00 PM Central Time using the OpenAl API.
We use two persona datasets: one where each persona is assigned to a community
(community-aware) and another where community identity is removed (community-unaware).
Both share the same attributes. We generate the community-aware set first and then
create the community-unaware version by removing community labels. This allows us to
test whether community awareness affects persona preferences. See generated persona data

here 103,

Simulation Setup

We assign each persona a disaster scenario with infrastructure disruptions across three com-
munities. For each scenario, we specify which infrastructure functionalities are working and
which are damaged. The damaged functionalities are selected to create a mix of affected
services and sectors, requiring personas to choose between, for example, water access in
residential areas and power in commercial areas.

The information provided about each community includes the list of working and dam-
aged functionalities, its geographical classification (urban, suburban, or rural), and its social
vulnerability score. For example, Community 1 is classified as rural and has a social vulner-
ability score of 2.0 out of 10. In this community, water in the school is damaged, and both
water and power in the residential area are down, while the hospital and commercial area
remain functional. Community 2 is suburban with a vulnerability score of 3.0. Here, the
residential area and water access in the commercial area are damaged, while the school and

other infrastructures are operational. Community 3 is urban with a high vulnerability score
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Table 4.1: Attributes Used to Generate Synthetic Personas

Attribute Description

Persona ID Unique identifier for each persona
Age Age in years

Gender Gender identity

Race/Ethnicity Self-identified racial or ethnic group

Marital Status
Citizenship Status
Birth Place

Year of Immigration
Primary Language
English Proficiency
Education Level
School Enrolment
Employment Status
Occupation

Industry of Employment
Class of Worker

Work Hours Per Week
Income Bracket
Poverty Status
Government Assistance
Household Relationship
Household Size
Number of Children
Responsible for Grandchildren
Home Ownership
Housing Type

Utilities Access
Utilities Housing Costs
Transportation Mode
Commute Duration
Work From Home
Health Insurance
Disability Status
Disability Type
Military Service
Military Service Period
Disability Rating
Internet Access

Device Access

Recent Birth

Moved in Last Year
Previous Residence
Disaster Experience
Community Description
Geographical Class
Community*

Marital or relationship status
Citizenship classification

Country or region of birth

Year of immigration (if applicable)
Main language spoken

Level of fluency in English

Highest level of education attained
Current enrolment status
Employment situation

Job or role in the workforce

Sector or field of employment
Employment classification

Average hours worked weekly
Annual income range

Position relative to poverty line
Participation in support programs
Role in household (e.g., head, dependent)
Number of people in the household
Number of children in the household
Caretaking responsibility

Own or rent housing

Type of dwelling

Availability of basic utilities

Cost of utilities and housing

Main mode of transport

Travel time to work

Whether the persona works remotely
Type of health coverage

Whether the persona has a disability
Type of disability (if applicable)
Military background

Time served in the military
Government-assigned disability rating
Type of internet connection at home
Devices available to the persona
Whether persona recently had a child
Whether persona changed residence
Where persona lived before moving
Experience with past disasters
Infrastructure status across 3 communities
Urban, suburban, or rural location
Community assignment

of 7.0. In this case, water access is disrupted in school and residential areas, and power is

also down in the residential area, while the rest of the infrastructure is functional.

We include this information in the prompt so that the persona can consider both system-

wide infrastructure conditions and the community context when making decisions. This

setup allows us to simulate trade-offs in prioritization.
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Question and Response Generation

For questions, we create all possible pairwise comparison questions by taking all unique pairs
of damaged functionalities across the three communities. To collect repair preferences, each
persona is presented with a disaster scenario where multiple infrastructure functionalities
are damaged. Then, the persona is asked to choose between two feasible repair options
and to provide a justification for their choice. Each prompt is designed to capture both
the decision and the reasoning behind it. In every prompt, we make sure the persona
has access to information about the status of all three communities. We repeat this process
across many personas and question combinations to cover all pairwise preferences we created.
We use the GPT-3.5-turbo model with a temperature of 0.7. We did these generations
on April 3rd, 2025, between 2:00 PM and 4:00 PM Central Time using the OpenAl API.
Previously, we mentioned that we used a temperature of 0.9 in the persona generation. This
was to promote diversity in characteristics such as age, occupation, and disaster experience.
Now, for the response generation, we set the temperature to 0.7 to encourage more stable,
realistic, and context-grounded reasoning. With this configuration, we try to balance creative
variability during persona creation with more deterministic and coherent outputs during
response collection. The specific prompt templates used to generate the personas and collect

their responses are provided in the Appendix A.

4.3.3 Feature Extraction & Data Processing

We group the data by question and calculate the percentage of personas who chose each
option. These percentages serve as soft labels, a two-dimensional probability vector [py, p]
where p; is the number of personas who chose option 1 and py is 1-p;. For each pairwise
question, the dataset is a pair of feature vectors and the corresponding soft label.

Next, we extract features for each repair option, which represent damaged functionalities
in specific communities. Each feature vector includes information about the infrastructure
type and its community. Table 4.2 lists the features we use for each option. The SVS®!

is a metric we use to identify the different vulnerability levels across a community during
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disasters, originally defined on a 1-5 zone scale. In our work, we normalize this to a 0-1
scale, with 1 representing the highest vulnerability. In total, we aggregate 36 distinct pairwise

questions drawn from 7,200 persona responses.

Table 4.2: Infrastructure Repair Option Features

Feature Description

Infrastructure Type One-hot encoded: Water, Power

Facility Type One-hot encoded: Hospital, Residential,
Commercial, School

Community ID One-hot encoded: Community 1, 2, or 3

Geographical Class One-hot Encoded: Urban, Suburban,
or Rural

Social Vulnerability Score (SVS) Continuous value (0 to 10)

4.3.4 Pairwise Comparator and Chainization Model

We train a neural network model to predict preferences between pairs of infrastructure
repair options. The architecture consists of a feature extractor that processes each option
independently, followed by a comparison layer that combines the extracted features. The
output is a softmax probability distribution over the two choices.

We train the model with a hybrid loss function, where cross-entropy loss is for when the
majority of personas strongly prefer one option (P; # P,), while we use KL-divergence loss
when both options are equally preferred (P, = P,).

For optimisation, we use Adam and a batch size of 8. We select the learning rate by
using a six-fold validation of the full set of 36 pairwise questions. For each learning rate
tested (1 x 1073, 5 x 1074, 1 x 10™%), we obtained the best validation loss reached for every
fold before early stopping. Then we averaged these six values. The mean best-fold losses
were 0.4267, 0.4842, and 0.6584, respectively. We adopt the learning rate of 1 x 1073 for
all subsequent experiments because that gave us the lowest average. See the training and
validation curves for this setting in Figure 4.3.

Once pairwise comparisons are learned, we construct a global ranking of infrastructure
repairs using the Chainization Algorithm. To construct the pairwise preference graph, we
use a directed graph, G = (V, E') where the nodes (V') represent infrastructure repair options

and edges (F) show preference such that when option 1 is preferred over option 2 based on
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Figure 4.3: Six-fold cross-validation curves for the pairwise comparator at LR = 1 x 1073,
Solid lines show training loss; dashed lines show validation loss for each fold.

model prediction, an edge (option2 — optionl) is added.

For the ranking, we apply PageRank instead of Kahn’s topological sorting to order in-
frastructure repairs. In all PageRank computations, we assign edge weights based on the
model’s predicted preference confidence. We use PageRank because it handles cycles cleanly
by assigning global importance scores. Then we rank infrastructure options by score to

produce the final prioritization.

4.3.5 Random Subset Sampling and Fine-Tuning with Pseudo-
Pairs

We adopt a training and refinement approach to investigate the feasibility of reducing survey
burden while maintaining prioritization accuracy. First, we randomly sample a fraction (20%,
30%, 40%, 50%, 60%, 75%) of the available pairwise comparisons from the full dataset.

This simulates realistic scenarios where it is impractical to collect all possible preference
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judgments.

Then we train a pairwise comparator model using only the sampled subset. We still
use the same hybrid loss formulation, that is, cross-entropy loss for strong preferences and
KL-divergence loss for equal cases.

After this initial training, the comparator model predicts pairwise preferences for all
infrastructure options. We use these predictions to build a directed preference graph and
apply chainization to infer a preliminary global ranking.

Based on the recovered initial global rank, we generate synthetic pseudo-pairs. We do this
by assuming that for any two facilities that have a clear ranking relationship (e.g., A > B), a
pseudo-comparison is added with a hard label indicating definite preference,i.e., [1.0, 0.0]. We
use this to enrich the available training data. Then, we fine-tune the comparator model on a
combined dataset that comprises both the original sampled comparisons and the generated
pseudo-pairs. Following fine-tuning, final pairwise predictions are used to reconstruct the
preference graph and produce a global repair prioritization.

We present the results of Kendall’s 7 correlation between the full ranking and the sampled

104;105

rankings, as well as the Top-K-Lists overlap (Top-3 and Top-5) in Section 5.4.

4.3.6 Validation and Sensitivity Analysis

To assess the robustness of our prioritization approach, we conduct two complementary
evaluations. First, we examine the influence of community identity on repair prioritization
by comparing the global rankings derived from two distinct datasets: one generated using
community-aware personas and the other using community-unaware personas. Second, we
conduct a sensitivity analysis to test the stability of our results with respect to variations in
prompt formulation. Prior studies have shown that large language models (LLMs) can be
highly sensitive to prompt rewording, tone, and instruction style!?1%. To evaluate this, we

create six variations of the original prompt:

1. Reworded Question: We changed the phrasing of the question from ”Which should

be repaired first:’optionl’ or 'option2’?” to ”Between the two options, 'optionl’ and
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‘option2’; which do you deem most critical for immediate repair?”.

2. Reworded Reasoning: We changed the reasoning from ”Your one-sentence explana-
tion” to ”Explain your selection with a concise rationale, highlighting relevant factors

influencing your decision.”.

3. Tone Shift: We introduced empathetic framing like ”"Keep in mind the emotional and
practical consequences of the outage for residents living in these communities as you

evaluate what should be repaired first.” 18,

4. Reformatted Instruction Style: We change the structural layout of the prompt!® by

adding steps for each information in the prompt.

5. Choice Before Reasoning: We restructured the prompt so that the LLM first states its
repair choice and only then provides its justification. All other variants (including the

original) require the model to explain its reasoning before revealing its selection.

6. SVS Removed: We dropped the explanation of SVS to test its influence. In exploratory
runs, we observed that when SVS was not defined in the prompt, the model sometimes
misread the community with a low vulnerability score of 0.2 as having high vulnera-

bility, so removing that detail helped to understand its impact.

We use each variant to regenerate the persona responses for the same infrastructure repair
comparisons. These new responses are then processed through the full modeling pipeline.
To quantify robustness, we compute the Kendall 7 correlation between each prompt-variant
ranking and the baseline ranking from the original prompt. This allows us to determine
whether minor variations in prompt design affect prioritization outcomes. Also, we look at
the Top-K-Lists overlap (Top-3 and Top-5)1%%1% All code and generated data used in this

chapter are publicly available at the GitHub repository'%3.
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4.4 Results

We focus our results on three different aspects: the impact of community awareness in
persona generation, the effect of limiting the number of preference queries using chainization
and pseudo-pairs, and the sensitivity of prioritization outcomes to variations in prompt

design.

4.4.1 Impact of Community Awareness in Simulated Preferences

To investigate whether awareness of community assignment affects infrastructure repair pri-
oritization, we compare the results from community-unaware personas and community-aware
personas. In the community-aware setting, personas were told which community they be-
longed to, which allowed for potential bias toward their own community. In contrast, in the
community-unaware setting, personas made decisions without this information.

Table 4.3 shows the final repair ranking, which is identical for both the community-aware
and community-unaware personas. We initially expected that making personas aware of their
own community would introduce some level of in-group bias and shift repair priorities towards
their own group. However, the consistency in rankings suggests that personas weighed other
factors more heavily in their decision-making. In this scenario, community identity did not
significantly influence the overall prioritization.

Also, the final ranking shows that repairs related to schools and residential areas appear
most frequently near the top. Water in a school in Community 3 is ranked first, followed
by Water School in Community 1. School-related repairs appear in two of the top three
positions.

Residential infrastructure fills most of the middle rankings, with power generally ranked
above water within the same community. We notice that Water in Residential in Community
3 ranks above Power Residential in Community 1. This might be linked to the high vulner-
ability of Community 3. The only commercial repair, Water Commercial in Community 2,
is ranked last.

Figure 4.4 and Figure 4.5 show how personas from each community made choices across all
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Table 4.3: Final Global Repair Prioritization (Same for Community-Aware and Community-
Unaware Datasets)

=
&
5
5

Repair Option

Repair Water School in Community 3
Repair Water School in Community 1
Repair Power Residential in Community 2
Repair Power Residential in Community 3
Repair Water Residential in Community 3
Repair Power Residential in Community 1
Repair Water Residential in Community 2
Repair Water Residential in Community 1
Repair Water Commercial in Community 2

© 00O U W -

three communities, in both the community-aware and community-unaware persona datasets.
While we expected stronger in-group preference when community identity was made explicit,
the results show only a minor difference. For example, Community 3 personas chose their own
community 41.6% of the time when aware, and 42.8% when unaware. Similarly, Communities
1 and 2 showed nearly identical in-group selection across both datasets.

We observe that Community 3 is consistently preferred even by out-group personas. This
may suggest Community 3 is perceived as most in need, possibly due to its higher SVS of 0.7.
These results suggest that community awareness had minimal impact on in-group preference,
and that other factors may have influenced decision-making more strongly. Given the high
SVS of Community 3, we suspect that personas may have considered broader vulnerability

rather than personal affiliation when making prioritization decisions.

4.4.2 Accuracy with Limited Pairwise Comparisons

We evaluated the possibility of achieving a good global ranking by using the subset of
possible pairwise comparisons. We used random sampling to select some samples of the
pairwise data, applied chainization and fine-tuning on pseudo pairs to obtain a global rank.
Then, we applied Kendall’s 7 correlation between the final inferred ranking and the ranking
obtained from the full dataset.

Figure 4.6 shows the trend of mean Kendall’'s 7 scores across different percentages of
comparisons used. Results are averaged over 100 random trials for each sampling fraction.

We observe that as the percentage of available comparisons increases, the agreement between
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Figure 4.4: Community Preferences by Community-Aware Personas

the predicted and ground-truth rankings improves. We notice that using only 20-30% of the
comparisons achieves a low Kendall’s 7 correlation (<0.6), but once the sampled comparisons
reach 50%, the ranking performance improves substantially, reaching a Kendall’s 7 above 0.7.
These results show that we can recover good global rankings from limited preference data,
which offers a practical way to reduce the burden on survey participants while maintaining
decision quality.

We also present the results of the Top-3 and Top-5 overlaps in Figure 4.7. The overlap
measures how consistently the highest-ranked repair options match the ground truth rankings
as we increase the percentage of pairwise comparisons used for training. We observe that
the overlap steadily improves as the sample percentage increases. In the range of 40% to
60%, the overlaps for both Top-3 and Top-5 remain relatively stable, showing incremental
alignment with the ground truth. In fact, the agreement is as high as 80% . This suggests
that a relatively small fraction of the total data is sufficient to capture the most critical

repair priorities, which is valuable when collecting survey data is costly or time-constrained.

91



Chosen Community 43.4% 42.8%

mmm Community 1
40 1 ®=m Community 2
mmm Community 3

20

Percentage Chosen (%)

10

Community 1 Community 2 Community 3
Persona's Own Community

Figure 4.5: Community Preferences by Community-Unaware Personas

4.4.3 Sensitivity to Prompt Variations

We evaluated six prompt variations against our reference ranking of nine repair options. See
Table 4.4 for each item’s numeric position. Figure 4.8 summarizes the overall agreement
via Kendall’s Tau and Top-k overlaps. We observe that changing instruction format gives
7= 0.50 (p=0.075) and rewording the question in the prompts yields 7= 0.44 (p=0.12),
rewording the reasoning gives 7= 0.39 (p=0.18), shifting the tone of prompt yields 7 = 0.56
(p=0.045), choice first gives 7 = 0.44 (p=0.12) and removing SVS explanation gives 7 = 0.72
(p=0.0059). We observe that only the variant where we remove SVS shows high agreement
with the original. Using the Top-K-Lists overlap, we observe that SVS-removed gives 100%
Top-5 overlap, rewording the question yields 100% Top-3 overlap, and other variants show a
high level of Top-5 overlap. Our results show that the lower-ranked repairs are more sensitive
to prompt changes, and the very top priorities remain stable.

More so, our results indicate that SVS strongly influences persona prioritization and
outweighs community affiliation in repair choices. This raises questions about whether the
LLM separates vulnerability from affiliation when reasoning, or treats them as interchange-

able signals of need. Additionally, our sensitivity analysis shows that the repair rankings
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Figure 4.6: Kendall’s 7 correlation versus percentage of comparisons used.

remain highly dependent on the prompts provided, with SVS as a dominant factor.

4.5 Discussion

This study presents an approach to prioritize infrastructure repairs by combining hetero-
functional graph modeling with community input generated using large language models
(LLMs). Our findings show that combining synthetic persona preferences with repair depen-
dencies can help resolve ambiguity in infrastructure recovery in a scalable and people-centered
way.

One of the most important findings in this study is that we can recover accurate global
repair rankings using only part of the data. By selecting just 60 percent of the pairwise
comparisons and applying chainization with added pseudo-pairs, we achieve high agreement
with the full-data rankings. The Kendall Tau correlation goes above 0.7. This is a useful
result for disaster planning, where one may lack time or resources to gather full data. Our
method reduces the burden on people while still producing reliable prioritization.

We also tested how sensitive our method is to changes in the way we ask questions.
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Figure 4.7: Top-K overlap on Rankings obtained via Random SubSampling and Pseudo-
Pairs

When we reworded the prompt, changed its tone, or adjusted the instruction format, the
final rankings changed slightly. However, we saw more consistency among higher priority
items, while lower ranked repairs were more sensitive to prompt changes. This demonstrates
a strong consensus among personas on identifying the most critical tasks.

While our results are promising, there are some limitations. First, the preferences gen-
erated by the model may not fully match how real people behave, especially in stressful or
emotional situations. Second, the infrastructure model we use is simplified and includes a
fixed set of repair tasks. Future research could apply this method to more complex systems
with more diverse failure scenarios.

Third, in our approach, we treat all functionalities, regardless of infrastructure type,
as part of a unified repair priority list. We acknowledge that this might not necessarily
reflect how infrastructure is usually restored in the field. With the exception of certain small
communities, water, power, and transportation are usually handled by specialized repair
crews and agencies. Nevertheless, our method can be easily extended to deal with these

cases. Moreover, our method can also support broader planning questions, such as where to
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Figure 4.8: Prompts Variations Overall Agreement with Original using Kendall’s 7 and Top-
K overlaps.

invest in resilience or how to include community input in upgrade decisions. In such high-

level decisions, cross-sector rankings can be helpful, especially when guided by community

preferences.

Also, we do not consider social cognitive factors such as measurements of community

connectedness and personality traits.
Lastly, our experiments with sampling and prompt changes are only a first step. Future

work can explore more adaptive strategies that learn which comparisons are most useful as

the model is trained.

4.6 Conclusion

Our work presents a new approach to infrastructure repair prioritization by combining hetero-
functional graphs, community preferences generated using large language models (LLMs),

and a machine learning model that learns from pairwise comparisons. Our method focuses
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Table 4.4: Global Repair Prioritization Across Prompt Variations

Repair Instruction | Reworded | Reworded | Shifting | Choice | Without
Option Format Question Reasoning Tone First SVS

Re.palr Water .School 1 1 1 1 3 9
in Community 3

Re'palr Water .School 4 9 6 9 5 5
in Community 1

Repglr Power Rgmdenhal 6 3 5 6 4 1
in Community 2

Repa.ur Power Re.51dent1al 3 8 9 5 1 3
in Community 3

Reps%lr Water R<'es1dent1al 9 7 3 3 9 4
in Community 3

Repa.ur Power Re'81dent1al 8 6 9 8 8 6
in Community 1

Repz?lr Water R6'351dent1al 7 5 7 7 7 8
in Community 1

Repz?lr ‘Water R§51dentlal 5 4 4 4 6 7
in Community 2

Repa}r Water Cqmmermal 9 9 3 9 9 9
in Community 2

on a common challenge in disaster recovery, which is what to repair first when technical
dependencies allow for multiple valid options. By simulating community input through syn-
thetic personas and applying a comparator model with chainization, we are able to produce
repair priorities that reflect both system constraints and community preferences.

Our results show that full-data rankings can be approximated using a reduced set of
comparisons, lowering the burden of data collection. And we expect that with actual survey
data, the selection will likely be more accurate. We also tested how prompt changes affect
the outcomes and found that while lower-ranked items shift, top priorities remain stable
across variations.

This work opens new directions for integrating synthetic decision-making tools into crit-
ical infrastructure resilience frameworks. Based on this, we have identified several future
directions for this research.

First, future research should validate these methods with real-world stakeholder input
and extend them to more complex systems. We also plan to explore better ways to select
informative comparisons and apply the method to a broader range of infrastructure types.
Additionally, separating infrastructure types and applying domain-specific repair constraints,
as well as exploring more complex ranking situations, will be important extensions. However,

our current unified ranking approach remains valuable for investment planning contexts,
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where decision-makers must choose across multiple systems.

The next step is to collect survey data and formally test our proof of concept in a real-
world setting using actual community data. We also plan to use prior survey data or data
from another community and leverage the LLM to generate data for a different community,
which may be advantageous given the limited survey response rates in recent years.

An important direction is to address potential biases introduced by the generation of
synthetic public viewpoints and responses. We plan to extend this work by validating our
approach with real-world survey data that incorporates community demographics, personal-
ity characteristics, social cognitive factors, and perception data to enhance the realism and
representativeness of the simulated preferences.

We also plan to explore infrastructure consumption nodes as interdependent entities
based on resident or household utility demand, allowing for a more integrated modeling of
how service disruptions impact communities. This will be a focus in the next phase of our
survey-based studies.

In addition, we aim to incorporate community attachment explicitly, as it may signifi-
cantly influence persona preferences. The community-aware dataset will be expanded and
validated using additional metrics of community connectedness in subsequent survey efforts.

Finally, another area for future research is to investigate how repair prioritization rankings
might be established pre-disaster, recognizing that real-time or post-disaster decision-making
may be challenging. This would allow our framework to support proactive planning scenarios

in addition to recovery contexts.
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Chapter 5

Towards Quantifying the
Communication Aspect of Resilience

in Disaster-Prone Communities

5.1 Introduction

Disasters can occur in any community, whether rural, suburban, or urban. However, dis-
aster preparedness, response, and recovery differ across communities. Rural communities
typically have low population density and access to essential critical services may be chal-
lenging. On the other hand, urban areas may have better access to and more robust critical
infrastructures. However, since urban communities are much more heavily populated, any
disaster-related disruption could have a significant impact. This contrast between urban
and rural communities presents challenges in determining the optimal allocation of limited
resources during disasters. Each community has to deal with its own local factors that can
hamper its ability to respond to disaster. Amongst these factors, effective communication
of life-saving information during a disaster is critical, and the unique characteristics of com-
munities can affect the speed at which such information spreads, potentially impacting a

community’s resilience. Our research investigates how the process of information diffusion,
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which is indicative of a community’s communication resilience, depends on the community’s
characteristics.

In our research, "disaster” conditions refer to significant disruptions or emergencies re-
sulting from natural disasters such as floods, hurricanes, or severe storms. These conditions
can lead to widespread damage to infrastructure, displacement of populations, and interrup-
tion of essential services. However, in this study, we focus on communities that are prone
to flooding and how the diffusion time during normal and disaster times differs among these
communities.

In the context of flood disasters, the provided disaster times signify the duration it
takes for critical information to reach various segments of the population. During these
times, people are likely to receive information through multiple channels, including news
broadcasts, social media updates, messages from friends and family, and official government
alerts. However, the timing of when individuals receive these messages may vary depending
on factors such as the availability of communication channels, individuals’ media preferences,
and the effectiveness of government alert systems. Understanding the implications of disaster
times on communication channels and information dissemination is indeed crucial, as it sheds
light on how communities cope with and respond to emergencies. For example, during a flood,
individuals might rely more on immediate sources like social media and friends for real-time
updates on the situation, especially if traditional communication infrastructure like television
and radio are disrupted. In contrast, on a normal day, people might primarily receive news
through traditional media channels. Additionally, the types of alerts issued during a disaster,
such as evacuation orders or safety advisories, would also influence people’s behaviors and
the urgency with which they seek information.

Traditionally, we may define a community as a group of people living in close geographi-
cal proximity. Multiple studies highlight the importance of a community-based approach in

enhancing disaster resilience!!%11

. However, with the recent increase in the use of digital
devices and social media for communication, it is necessary to redefine the notion of commu-
nity as people build interpersonal relationships beyond their physical neighborhoods using

digital devices. People use social network platforms such as Facebook and Twitter to share
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information concerning disasters''> 117, Hence, it makes sense to define the community-based
social network approach to disaster resilience by augmenting face-to-face networks with other
forms of social networking. Our work expands on the definition of community by including
face-to-face and online social networks.

The usage of different communication mechanisms differs across communities — for in-
stance, in communities in the United States, studies show that adults in urban and suburban
communities are more likely to have access to broadband internet than their rural counter-
parts 1819 Individuals in these communities are exposed to information from diverse sources
and rely on different communication methods in different ways, as various factors influence
their preference for communication techniques. Our approach considers that community
structure varies in different contexts, including the relationship and dependence between
people and specific infrastructures, which affects the time of information diffusion. Network
structure, trust, and interaction rates between people and communication infrastructures
play a crucial role.

The study of resilience in complex networks is crucial for assessing the impact of failures
and implementing mitigation techniques?’. Understanding resilience is especially important
for communities during natural disasters, as communication infrastructure failures can cause
information disconnection. Different communities face different challenges, such as face-
to-face communication difficulty when roads or bridges are inaccessible or TV and digital
device failure during power outages. Over-reliance on a few methods of information diffusion
creates problems when infrastructures fail. Our study looks at the impact of communication
infrastructure failure on each community and the ways to improve a community’s resilience
to such disruptions.

Previous studies have explored the evolution of disaster information on online social
networks like Twitter and Facebook!'?!1?2, but little work exists for face-to-face networks
or other offline communication methods. Our approach investigates the complex spread of
information in disaster-affected communities by analyzing the interplay between five infor-
mation sources: online social networks, local news, government sources, mainstream media,

and print media. In this study, we have specific objectives as follows: First, we investi-
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gate whether there is significant variability in the information flow graph between rural,
suburban, and urban communities as well as between disaster and non-disaster scenarios.
Second, we investigate whether there is more information diffusion in online social networks
between different community settings where spatial connectivity and infrastructure provision
are different. Finally, we explore whether there is significant variability in network proper-
ties within the disaster and regular (non-disaster) information networks from rural to urban
communities.

Our study finds that urban communities rely more on online social networks than rural
communities for information dissemination. Furthermore, the information network prop-
erties and flow graphs of urban, suburban, and rural communities differed in normal and
disaster situations, with variations in network centrality but no significant variability in the
average shortest path lengths. We developed a stochastic model using survey responses to
simulate information diffusion in a multilayered network of three Midwest US counties. We
inferred interaction and trust patterns among people in rural, suburban, and urban com-
munities and analyzed the effects of different sources of information on information spread.
We found that community structure, the degree of sparsity, and connectedness influence
the average time of diffusion of information. Moreover, the failure of one communication
infrastructure affects each community differently. To overcome the need for accurate net-
work information, we learned the distributions of the node-to-node relationships from survey
responses and created synthetic graphs using these distributions.

Our contributions include the development of a stochastic model that predicts the aver-
age time of information diffusion in urban, suburban, and rural areas and districts in normal
and disaster times using multiple social networks. This model integrates various factors such
as community degree distribution, trust relationships, and interaction rates between indi-
viduals and communication infrastructure. Additionally, we demonstrate the independence
of diffusion time from community size, even with a community graph ranging from 1000 to
25000 nodes, assuming the same type of information is being propagated in each commu-
nity in normal times or disaster times. Furthermore, we analyze information flow graphs

to understand how different network structures impact diffusion time and we evaluate com-
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munity resilience in scenarios of communication infrastructure failure. Finally, we develop a
framework for extracting policy recommendations, enabling communities to make informed,

budget-conscious investments to enhance information diffusion during disasters.
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5.2 Literature Review

1123;124 1124

The independent cascade mode and linear threshold model *** are the two main models
used in information diffusion theory to describe the diffusion of information in a network.
In the linear threshold model, every node i has a threshold 7;. For every edge (i, j) between
i and its neighbor j there exists an influence (of i from j) weight of w;; > 0 such that
>_;jwij <=1. A node i becomes active when the sum of the influence weights from its active
neighbors surpasses 7;. By contrast, in the independent cascade model, each edge (i, j) has a
certain probability in the directed graph, such that an active node j can influence node i with
probability P;;. Through this activation process, influence spreads in the network. In our
work, we use a variant of these models since the propagation of information depends on two
factors, trust and the rate of interactions between nodes. Hence, our work incorporates both
neighbors’ influences and a trust threshold value to propagate information. Our network
has rates of interaction and trust values between all the participants and their neighbors.
We assume that the neighbors of an uninformed node will share information with this node
during a time step. With a certain probability, informed by the nodes’ rate of interaction,
an uninformed node meets an informed node during a time equal to one simulation step.
During the meeting, the informed node communicates the relevant information to the un-

informed node, who takes it into consideration through a mechanism that depends on the

trust relationship between the two nodes, and previous exposures to the same information.

102



When the uninformed node’s trust in the new information exceeds a certain threshold, the
uninformed node becomes informed.

Past research has extensively investigated the evolution of disaster information on online
social networks like Twitter and Facebook. Yoo et al.'?! characterized diffusion rates during
a disaster by examining key elements of information propagation rates on Twitter data. Fan
et al.'? studied the influence of different users on the diffusion of disaster information on

Twitter, finding that early interventions from hubs increased the speed of information prop-

1 126

agation. Kim et a analyzed interactions between news agencies, weather agencies, and

the public on Twitter during the 2017 Storm Cindy, identifying news and weather agencies

k116

as dominant sources of information. Kim and Hasta studied the role of social media

data on Facebook in information propagation during disasters, identifying specific individ-

1 127

uals as hubs. Yang et a investigated influential Twitter users during Hurricane Harvey,

highlighting the role of objective information sharing in disaster-related follower growth.

Fan et al.'?? studied dynamic changes in network structure during information diffusion of

1 128

disaster information on social networks. Dong et a created an information flow model

from Weibo data to characterize information diffusion patterns during disasters. Sharma

| 129

et a investigated challenges of integrating social network data and emergency manage-

130 explored the

ment to maximize information diffusion of disaster information. Zhang et al.
potential of social media in enhancing public information and warning systems for disaster
management, emphasizing its role in acquiring situational awareness and enabling commu-
nication with disaster management agencies. Zhai et al.'®' characterized disaster tweets
to understand different perspectives of shared data during information diffusion. Xu and
Qiang'?? used retweets to model information diffusion and analyze the geographic distribu-

1.133 characterized social media response by

tion of topics during information flow. Nagar et a
studying how disaster news spread on Twitter and the countries where tweets emerged. Zhu
et al. ' built a probabilistic model for retweeting during disasters, identifying factors affect-
ing retweeting behaviors. Altay and Pal'®® used an agent-based model to demonstrate the
importance of information hubs in the speed of information during disaster response. Liu

et al.!3% developed a theoretical model for modeling information diffusion in online social
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networks during emergencies.

From the review of past studies, we deduce that most work on understanding information
diffusion in social networks is focused on online social networks with little work on face-to-face
networks or other offline communication methods. This research aims to address this gap
by exploring how humans communicate using different communication mechanisms (local
government, online social networks, local news, cable news, and print media) across differ-
ent development contexts (urban, suburban, and rural) and identifying opportunities for
enhancing communication strategies to improve disaster response and resilience. Our model
incorporates a person’s relationship in their social network by including trust in neighbors
and different communication mechanisms. We take this approach since research has shown
that trust is vital in information diffusion and people’s decisions during disasters. Adali et

137 emphasized the significance of trust in interpersonal relationships, particularly in the

al.
context of social networks, and introduced algorithmic methods to measure and quantify
trust based on communication behavior, highlighting its relevance for understanding infor-
mation flow dynamics in networks like Twitter. Wu et al.'®® underscored the importance
of trust in information diffusion processes within network theory, highlighting the influence
of rational decisions based on trust levels in acquaintances, and explored how trust dynam-
ics impact information propagation in a two-layer multiplex network, revealing that memory
span and trustable acquaintances significantly affect information spreading dynamics. More-
over, Fridman et al.'3® found that trust in government sources leads to accurate knowledge
and application of preventive measures during COVID-19. In contrast, a negative relation-
ship exists between trust in cable news and social networks. Additionally, an individual’s

140141

social network can affect their decisions during a disaster Specifically, Widener et

al. 1% used an agent-based model to show that social networks can influence evacuation de-
cisions, while Haer et al.'*! found that communication strategies and social networks affect
whether or not people take protective actions during disasters. Our stochastic model incor-

porates people’s trust relationships within the community and with different communication

hubs.
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5.3 Methodology

Here we discuss our survey methodology, feature extraction, graph generation, stochastic

model, and model assumptions.

5.3.1 Data

A total of 2,736 households were selected using a stratified cluster sampling method from
urban, suburban, and rural residents within Riley County, Kansas, Buchanan County, Mis-
souri, and Platte County, Nebraska which were recently exposed to flooding. These areas
are in the high-risk Midwest watershed areas.

In our selection methodology, we considered the extent and direction of the urban-to-
rural gradient within each setting, utilizing zip codes as the unit of analysis. We specifically
incorporated demographic, economic, and physical characteristics to define the study areas,
including population density, household income, street networks, urbanization patterns, and
flood impact areas along this gradient. The resulting classification of each county into
urban, suburban, and rural zones is depicted in Figure 5.1. This approach allowed for a
comprehensive examination of the diverse urban and rural landscapes present in our study

areas.

(b) Buchanan
(a) Riley County County (c) Platte County

Figure 5.1: Classification of Areas in County. These maps were created using Adobe Photo-
shop (version 22.1, Adobe Systems, https://adobe.com/products/photoshop.html)

The survey was conducted from March to April 2021 through the USPS every door direct

mail (EDDM) service and 155 complete responses were obtained with a response rate of 5.6%.
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Before the survey was conducted, this study was approved by the Kansas State University’s

Institutional Review Board. Table 5.1 shows the distribution of responses.

Table 5.1: Distribution of Responses of Communities. Note: * removed due to insufficient
data

Area Type Response Districts Response
Rural Buchanan Rural 21
ura 49 Platte Rural* 5%
Riley Rural 23
Buchanan Suburban 16
Suburban 62 Platte Suburban 13
Riley Suburban 33
Buchanan Urban* 4*
Urban 44 Platte Urban 21
Riley Urban 19

We focus on survey responses relevant to our study of developing a network of nodes
(people) with edges that describe interaction patterns and trust relationships. Although
our data is limited because we do not have complete network information, we assume that
survey results from random samples of nodes from different communities provide a close esti-
mation of the interactions between community members. Since we are interested in people’s
interaction and behavior in normal daily life and disaster times, our survey questions cover
both situations. These responses allow us to build different information networks for disaster
and normal daily life. The data includes: (i) the number of people with whom respondents
interact regularly within their neighborhood, which represents the degree distribution of
communities, ranging from 0 to 160; (ii) the five people respondents trust the most outside
their households, from whom they prefer to obtain information during normal daily life and
disaster situations - 'the frequency of interaction with them’ (a five-point Likert scale: Never
=1 to Always =5)" as well as 'the level of trust in them’ (0-10 scale); and, (iii) respondent’s
preferred information source during normal and disaster times among the local government,
online social networks, local news, cable news, and print media - ’the frequency of weekly
access to these sources (a five-point Likert scale: Never =1 to Always =5)" and ’the level of
trust in these sources’ (0-10 scale).

After the survey data cleaning, we have ten communities to explore, as shown in Table 5.1.

We dropped two districts (Buchanan Urban and Platte Rural) due to insufficient responses
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but included their data when considering total urban and rural areas. To create features
for each community, we convert survey responses into two sets of thirteen features - one for
normal times and one for disaster times. The features are in Table 5.2.

We obtained each community’s degree sequence by using the node’s degree, which is the

number of connections a node has with others!*?

. We cleaned up the data by dropping one
missing data point and outliers, defined as data points above 100. For the frequency of
interaction with each information source and interactions with neighbors, we dropped the
missing data points and encoded responses with a scale of 1-5 (Never: 1, Rarely: 2, Some-

times: 3, Frequently: 4, Very Frequently: 5). Trust values for neighbors and information

sources range from 0 to 10 and we dropped missing data points for these as well.

5.3.2 Graph Generation

To build a stochastic model of information diffusion in each community, we need a graph
representation of the community. We use the thirteen features obtained in the previous
section to build graphs of the ten communities. Our assumptions to generate these graphs
and assign attributes to the communities are the obtained degree distribution from the degree
sequence represents the degree distribution in each community, the frequency of interaction
and trust relationships indicate the strength of ties between nodes. and each person in
a community can obtain information directly from five sources: cable news, online social
networks, local government agencies, local news, and print media.

In reality, the populations of the communities of interest are much larger than our avail-
able data. To overcome the small sample size, we assume that the number of nodes in our
graph, denoted as n, represents the size of each community. Our graph G = (V| E) has n
vertices and m edges. We generate graphs that only contain community members (without
hubs) by using the kernel density estimation (KDE)!*? to learn the degree distribution of
each community. We sample and generate a degree sequence of size n from this distribution.
We use the Markov chain Monte Carlo (MCMC) algorithm %145 to sample 100 graphs from

the configuration model**® for each community during the simulation process. We add five
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information source nodes (hubs) to the generated graphs — to represent the local government,
online social networks, local news, cable news, and print news — increasing the number of
nodes to n+ 5. Each node can be in one of two states: with information (state 1) or without
information (state 0). Before the simulation, we assume all information sources are in state
1, and all other nodes are in state 0. We build the graph using the NetworkX 4" Python

library.

Figure 5.2: The Features of a Community

Community Features

1. Features relating to node degree:
a. The number of people each person interacts with daily

2. Features relating to degree of interaction
b. The frequency of interaction with 5 most trusted neighbors
c. The frequency of interaction with local government
d. The frequency of interaction with online social networks
. The frequency of interaction with cable news
The frequency of interaction with local news
. The frequency of interaction with print news

@ ™o

3. Features relating to degree of trust
h. Trust value for neighbors for 5 most trusted neighbors
i. Trust value for local government
j- Trust value for online social networks
k. Trust value for cable news
1. Trust value for local news
m. Trust value for print news

h'4® we focused on un-

Since information propagation in a network depends on tie strengt
derstanding node interaction rates and trusts to achieve our goal of propagating information
through the network. We consider two types of edge relationship attributes: interactions
and trust. For interactions, we have directed edges from the sources of information to all
other nodes and undirected edges between nodes. The frequency of interaction between two
nodes ¢ and j is denoted by A;;. For trust relationships, we have directed edges from nodes
to sources of information and undirected edges between nodes. The degree of trust between
two nodes 7 and j is denoted by 6;;.

We use kernel density estimation to learn the trust distribution from each community’s
trust sequence to each source of information. Then we randomly sample n values from this

distribution to assign trust values to edges connecting the nodes to the hubs. This results in

five different trust values for each node corresponding to their ties with the five hubs. Next,
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we use kernel density estimation to learn the distribution of trust levels between people in a
community and assign trust values to five randomly selected edges of the graph. We assign
these sampled trust values to the edges representing the ties between a node and its five
most trusted neighbors, and we set a constant value of 5 for the remaining edges between a
node and its other neighbors.

As mentioned above, we converted the weekly interaction rate to numbers ranging from
1 to 5. We use kernel density estimation to learn the distribution for the frequency of
interactions with sources of information and people in each community and sample from
these distributions. For the sources of information, we get n samples from the learned
distribution. We get n x 5 random samples from the learned distribution for interactions
with people. We convert these frequencies to a weekly interaction rate by assuming a typical
range of days for talking with friends between [0,12] days. We assign a rate to each edge by
uniformly selecting a value from a corresponding range: 0 days for frequency 0, 1-2 days for
frequency 2, 3-4 days for frequency 3, 5-7 days for frequency 4, and 8-12 days for frequency
5. We convert these rates to hourly rates by dividing the number of days by 24 x 7. We
assign the sampled rate values to only five random edges that depict an individual’s five

most trusted friends and a constant rate to the remaining edges between node ¢ and

_5
» 24XT°

its neighbors.

5.3.3 Stochastic Model

We are interested in estimating the average diffusion time, defined as the time that elapses
between the start of an information event, and the time when 90% of individuals in the
community have accepted the information (or have become informed). We use a stochastic
model to simulate information passing within the built graphs. We start with an initial
graph with n 4+ 5 nodes. Initially, we assume there is a piece of information to be shared,
and only the five hubs have this information. Let X be the number of interactions a node
has with a specific neighbor — another person or a source of information — in a week, where

X ~ Poisson(A), and A is an edge value between the two nodes. Using this rate, we calculate
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the probability of 0 meetings between a node and its neighbors. Zero meetings between node
1 and a neighbor 7 mean that node ¢+ and j have not met yet, so node ¢ does not learn any
information from node j. We begin by iterating through all the nodes in the graph. For
each time step, we check the state of the node. If a node has the information, we do not
take any action. However, if a node does not have the information, we check its informed
neighbors. We iterate through the informed neighbors of each node ¢. To determine the
probability that node ¢ meets node j, Fy, let the rate of interactions between ¢ and j be A;;.
We calculate P, as 1 minus the probability of zero meetings between node 7 and node 7, that
is, Py =1— Poisson(X = 0,\;;) =1 — ei.

We draw once from a Bernoulli distribution with parameter Fy. If the outcome is 1,
we update the uninformed node’s total trust in the new information. To update this total
trust, we apply a discount factor to the trust value between node 7 and j. The discount
factor accounts for the number of times node j passed the same information to node ¢
before. Previous interactions with node j, as well as with other nodes, are discounted by a
forgetting factor that accounts for the length of time that passed since those interactions.

We calculate the trust as follows:

N M

T.o=) ) Oyd fle (5.1)

j=1 k=0

T, is the total trust in the new information, N is the number of neighbors of ¢« with a
state of 1, M;; is the number of meetings between ¢ and j, 6;; is the trust between node 4
and j, d is the discount factor and f is the forgetting factor, t. is current time step and ¢ is
the time of meeting number k between ¢ and j. Node i becomes informed when T, exceeds
a threshold ©. In this experiment, we assign a discount factor d = 0.5, a forgetting factor
f = 1.3, and a trust threshold value ©® = 30. Next, we conduct a sensitivity analysis for
these parameters, and the results are in the Results section. The simulation ends when 90%
of the population receives the information. We repeat the simulation 1000 times for each of
the 100 graphs and take an average of the diffusion time. See Algorithm 1 in the Appendix B

for the pseudocode.
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5.3.4 Network Metrics

We chose several key network metrics for our analysis, each providing insights into the struc-
ture and dynamics of community networks and their significance in understanding informa-
tion propagation within communities.. We computed these network metrics using algorithms
implemented in NetworkX 4" and Gephi'?®. We discuss the metrics in the following para-
graphs.

The number of edges in a network reflects the connections between nodes, indicating
overall connectivity and the density of relationships within the community . More edges
suggest a denser network with increased communication channels, fostering efficient infor-
mation exchange and collaboration among members. Similarly, the number of triangles
signifies closed loops formed by interconnected nodes, revealing the level of clustering within
the network %151 A high level of clustering can facilitate local information sharing and
collaboration among closely-knit groups.

The average clustering coefficient quantifies how closely nodes cluster in the network,
indicating the prevalence of tightly interconnected groups'#?. A higher coefficient suggests a
greater tendency for clustering, facilitating efficient information diffusion and collaboration.
Meanwhile, the average path length measures the average shortest distance between all node
pairs 152 signifying information spread efficiency. A shorter path length enables faster com-
munication and coordination, crucial for community disaster resilience as critical information
spreads quickly among individuals, enhancing overall resilience.

The average degree signifies the average connections per node 4

, reflecting network con-
nectivity and influence. A higher average degree suggests stronger communication net-
works, aiding information dissemination during emergencies. On the other hand,the av-
erage weighted degree offers a nuanced measure, considering both connection number and

strength'4°. It highlights nodes with stronger relationships, facilitating effective information

exchange and collaboration within the community network.
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5.3.5 Diffusion Time Prediction with Gaussian Process Regression

Communities need to identify target areas for the improvement of communication resilience
during disasters. We can approach this problem as a regression task where community
features help to predict diffusion time. However, with only ten communities, we need more
data points. We generate synthetic features using the original ten communities to increase
the number of data points, focusing on features during disaster events. We generate 1000
data points using the algorithms explained in the following subsection. After generating the
synthetic graphs and features, we simulate them using Monte Carlo simulations and obtain
the mean and standard deviation of diffusion time from 1000 simulation runs. Afterward, we
use a Gaussian Process Regression Model to predict the diffusion time for the ten original
communities using features obtained through synthetic data generation. We split the dataset
into train and test by a ratio of 80:20. We use the sum of DotProduct and WhiteKernel as
the kernel of the regression model. We discuss the results in the Results section.

We utilize two algorithms for generating synthetic graphs that closely resemble the orig-
inal data. Both employ kernel density estimation to learn the degree distribution from the
initial survey data. Algorithm 2 applies slight perturbations subsequently to the mean and
standard deviation of the degree sequence to introduce variability. Algorithm 3 adjusts his-
togram bin heights. Sampling from these distributions generates a degree sequence of size
d = 1000. Further details and implementation steps can be found in the Appendix B. Fur-
thermore, we generate synthetic trust and interaction data to label graph edges, aiming to
mimic the original community features closely. Initially, we adjust the relative frequencies
of ordinal variables by 4+0.1 and renormalize them. Trust and interaction values are then
generated based on these adjustments. For detailed implementation, see Algorithm 4 in the

Appendix B. All codes are available on this GitHub repository®3.
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5.4 Results

We discuss the results and provide answers to the questions in the Introduction using the

data and experimental results.

5.4.1 Network Properties of Information Networks

The structure of community networks serves as a crucial determinant in understanding
the dynamics of different communities, particularly during normal and disaster situations.
Throughout our analysis of the network structures, we observe variations in network prop-
erties across different community types and between normal and disaster situations. These
variations highlight the nuanced dynamics of community networks and their implications for

information diffusion and community resilience.

Table 5.2: Network Properties of Information Network

Community Normal Times | Disaster Times
(5005 nodes) Number | Number Averagg Average Average Avgrage Number | Number Averagg ] Average Average Ave'rage
of Edges | of Triangles Clustering | Path Degree Weighted of Edges | of Triangles Clustering | Path Degree Weighted
Coefficient | Lengths Degree Coefficient | Lengths Degree
gﬁ:gf”an 45751 ‘ 87723 ‘ 0.277 ‘ 1.997 ‘ 18.282 ‘ 0.46 ‘ 46548 ‘ 95353 ‘ 0.294 ‘ 1.996 ‘ 18.601 ‘ 0.468
Buchanan — »5005 | 19388 0.262 2.033  [10.119 [0.218 25941 | 20789 0.282 2.011 [10.366 |0.252
Suburban
Platte
39272 62845 0.345 2.002 15.693 0.431 38402 62158 0.372 2 15.345 0.421
Suburban
ﬁlr?;)t:rej 38185 ‘ 50716 ‘ 0.239 ‘ 2.027 ‘ 15.259 ‘ 0.373 ‘ 38587 ‘ 57622 ‘ 0.263 ‘ 2.006 ‘ 15.345 ‘ 0.372
gﬂ::l 46361 ‘ 83500 ‘ 0.215 ‘ 2.006 ‘ 18.526 ‘ 0.485 ‘ 48307 ‘ 94272 ‘ 0.231 ‘ 1.999 ‘ 15.419 ‘ 0.511
Riley 35351 47340 0.325 2.005 14.126 0.341 36044 53147 0.355 1.997 19.303 0.372
Suburban
ﬁilsin 30538 ‘ 32017 ‘ 0.279 ‘ 2.031 ‘ 12.203 ‘ 0.293 ‘ 30664 ‘ 34468 ‘ 0.312 ‘ 2.002 ‘ 14.403 ‘ 0.314
Rural 45736 | 83108 | 0.254 |2.002 |18.276 |0.469  |47336 | 95551 | 0.269 [1.998 |12.253 |0.493
Suburban 33577 | 42120 | 0.312 [2.01  |13.417 ]0.324  |33680 | 44299 | 0.340 [1.999 |18.915 |0.347
Urban 34511 | 42839 | 0.268 [2.023 |13.791 ]0.335  |34542 | 46396 | 0.296 [2.003 |13.803 |0.348

Our analysis encompasses several key network properties, as outlined in Table 5.2. Across
the various communities, we discern the following trends:

In Buchanan Rural, during disaster times, there is a slight increase in both the number
of edges and triangles compared to normal times. This suggests that there might be more

interactions or connections among nodes in the network during disasters, leading to higher
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Figure 5.3: Diffusion Times reaching to 90% of Population

Community Normal Time Disaster Time

mean (hours) std mean (hours) std

Buchanan ) 46 0.12 20.447 0.111
Rural

Buchanan =g 5 ) 0.279 32.016 0.208
Suburban

Platte 22.091 0.059 22.069 0.057
Suburban

Platte Urban 27.091 0.183 26.767 0.163
Riley Rural 27.784 0.21 24.360 0.158
Riley

Sl b 25784 0.118 22.977 0.069
Riley Urban 30.038 0.192 25.843 0.155
Rural 24.395 0.152 21.881 0.091
Suburban  27.469 0.145 24.600 0.115
Urban 27.966 0.169 25.091 0.135

clustering coefficient. Similarly, Buchanan Suburban experiences an increase in the number
of edges and triangles during disasters, alongside a more noticeable rise in the average clus-
tering coefficient. This indicates a denser network structure and potentially stronger local
connections among nodes.

Platte Suburban shows a relatively stable number of edges between normal and disaster
times, with a slight decrease in the number of triangles during disasters. Nonetheless, the
average clustering coefficient increases, implying a more clustered network structure during
disasters. Platte Urban witnesses a slight increase in both the number of edges and triangles
during disaster times. Notably, the average clustering coefficient sees a significant increase,
suggesting a more tightly knit network with stronger local connections among nodes.

Riley Rural experiences an increase in both the number of edges and triangles during
disasters, indicating a denser network structure. However, the average clustering coefficient
remains relatively stable, suggesting that the increase in connections may not necessarily
result in stronger local clustering. Similarly, Riley Suburban sees an increase in both the
number of edges and triangles during disasters. However, the average clustering coefficient
sees a significant increase, indicating a more clustered network structure with stronger local

connections. In Riley Urban, there is a slight increase in both the number of edges and
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triangles during disaster times. Notably, the average clustering coefficient witnesses a notable
increase, suggesting a more tightly clustered network with stronger local connections among
nodes.

In rural areas, during disaster times, there is an increase in both the number of edges
and triangles, indicating a denser network structure. However, the increase in the average
clustering coefficient is relatively small, suggesting a moderate increase in local clustering.
Similarly, in suburban areas, there is an increase in both the number of edges and triangles
during disaster times. However, the average clustering coefficient sees a more significant
increase, indicating a denser and more clustered network structure during disasters. Finally,
in urban areas, there is a slight increase in both the number of edges and triangles during
disaster times. The increase in the average clustering coefficient is notable, suggesting a
more tightly knit network with stronger local connections among nodes during disasters.

In general, average path lengths remain relatively stable across communities during both
normal and disaster times, indicating consistent information transmission efficiency regard-
less of conditions. However, differences in community structures are evident across area types
in our dataset. Variations in average path lengths suggest differing efficiency levels in infor-
mation transmission within each area type. The number of edges varies, indicating denser
networks in specific regions, while significant differences in the number of triangles suggest
unique clustering patterns in each area type. Additionally, variations in average clustering
coefficient and average degree reflect disparities in network cohesion and node connectivity
specific to different areas. Similarly, variations in average weighted degree highlight diverse

connection strengths inherent to specific regions.

5.4.2 Information Diffusion in Normal and Disaster Times

We measure a community’s communication resilience to disasters by the time it takes for
information to diffuse to 90% of the population. Our study aims to answer whether there
is a significant difference in the information flow graph between rural, suburban, and urban

communities and between disaster and non-disaster scenarios. During the simulation, we ob-
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tain the diffusion times and their standard deviations for all communities under study. Table
5.3 displays the results for different area types and districts, which show that information
diffuses at varying speeds across all communities and diffuses faster in disaster situations
than in normal daily life. Interestingly, rural communities have a faster diffusion rate than
urban communities, even in disaster scenarios. These findings suggest significant variability

in the information flow graph between communities.
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Figure 5.4: Sensitivity Analysis of the Average Diffusion Time during Disaster (1a, 1b, 1c)
and Normal (2a, 2b, 2¢) Times

We conduct a sensitivity analysis to examine how sensitive our results are to changes
in the discount, forgetting, and trust threshold values. The analysis results are presented
in Fig. 5.4. We observe that the trends of the diffusion time plots are consistent for the

discount, forgetting, and trust threshold values in both disaster and normal scenarios. Rural
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communities have a significantly different diffusion time than urban and suburban commu-
nities. Interestingly, for certain forgetting factor values in normal times, we observed similar
diffusion times in urban and suburban communities. Similarly, for the plot of the diffusion
times using different trust thresholds in normal scenarios, urban and suburban communities

are close.

5.4.3 Resilience to Information Hub Failure

We recognize that infrastructures are vulnerable, especially during disasters. Therefore,
it is crucial to incorporate redundancies in infrastructure networks. For communication
networks such as the one we are studying, it is essential to have multiple communication
paths when some of the infrastructure fails. To investigate the impact of infrastructure
failure on communities, we adjust our model by dropping one of the five hubs and observing
the resulting diffusion time. We examine rural, suburban, and urban communities’ response
to the loss of a particular infrastructure since communities rely on specific communication
infrastructure.

We compare these simulation results to our initial results when all hubs participate in
the diffusion process. The results are in Fig. 5.5, which indicates that the diffusion time
increases when a source of information fails, both in normal and disaster times. In normal
times, the failure of local news seems to have the most significant impact on the time of
information diffusion across all area types, with the most pronounced effect in urban areas,
suggesting heavy reliance on social media in these areas. This is followed by the Government
hub failure again, with urban areas showing the highest increase in diffusion time, indicative
of their reliance on government communication channels. It is interesting to see that Online
social networks and print news failures show a relatively less impact on the diffusion time,
with the least effect seen in rural areas, potentially due to alternative information sources
being utilized.

During disaster times, the failure of each communication hub generally results in a de-

crease in diffusion time compared to that of normal times, when a hub fails. We have
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already shown that the diffusion speed decreases during disasters as compared to normal
times. Hence, this situation follows the same pattern. The failure of Local News still has the
most substantial impact as it shows the greatest increase, particularly in suburban areas.
This is followed by the Government hub failure.

From a resilience standpoint, the findings imply that safeguarding Local News infras-
tructure and providing robust fail-over mechanisms for Government messaging will yield the
greatest reductions in worst-case diffusion delays. Social media and print outlets should
be treated as amplifiers within a layered communication strategy rather than as primary
conduits. Prioritizing investments accordingly will both speed routine information flows and
mitigate cascading delays during emergencies.

The greater spatial disconnection in urban areas compared to rural communities implies
that urban dwellers may rely more on online social networks (OSN) than rural residents.
To investigate this, we compare the diffusion time when the OSN fails while other hubs are
active to the time when all hubs are functioning. Table 5.3 shows that the mean difference in
diffusion time between all hubs working and when the online social network hub fails in urban
communities during a disaster is higher than in rural or suburban communities. For disaster
scenarios, absolute time in hours matters the most, more than the percentage change in time.
Hence, we interpret this result to mean that a high difference indicates a high reliance on
OSN. With this perspective we observe that, in a disaster scenario, urban communities rely
on OSN more than other communities. However, in normal times, suburban communities
are most affected when OSN fails. These findings suggest that urban communities tend to
rely more on OSN compared to rural and suburban areas, with suburban communities being

most affected during normal times when the OSN hub fails.

5.4.4 Impact of Population Size on Time of Diffusion

We tested the impact of the number of nodes on information diffusion times to ensure that
our simulation results were not biased. We varied the number of nodes to include 1000,

5000, 10000, 15000, 20000, and 25000 nodes and kept the graph features constant for each

119



8 8

Average Time of Diffusion in Nermal Times in hours
3

Normal Times
W Al Hubs Working
== Government Hub Fails
mmm Local News Fails

BN Online Social Networks Fails

mmm Print News Fails
WEE Cable News Fails

Rural

Suburban Urban
Area Type

Average Time of Diffusion in Disaster Times in hours

&

]

2

Disaster Times
W Al Hubs Working

== Government Hub Fails

mmm Local News Fails

BN Cnline Social Networks Fails
== Print News Fails

EEE Cable News Fails

Rural Suburban Urban
Area Type

Figure 5.5: Average diffusion times comparing scenarios with one hub failure against all hubs
working, under disaster and normal conditions.

Table 5.3: Reliance of Urban and Rural Communities on Online Social Networks

Community Normal Normal . M.ean Disaster Disaster ) M}ean
(All hubs) (OSN Fails) Difference | (All hubs) (OSN Fails) Difference
mean (hours) std mean (hours) std | mean (hours) std  mean (hours) std

Rural 24.395 0.152 26.392 0.161 1.997 | 21.881 0.091 23.698 0.122 1.817

Suburban  27.469 0.145 30.231 0.189 2.762 | 24.600 0.115 26.472 0.127 1.871

Urban 27.966 0.169 29.809 0.202 1.843 | 25.091 0.135 27.143 0.149 2.052
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community. Our findings showed no significant differences (p-value=0.1) in the diffusion

times across different population sizes of similar communities, as presented in Table 5.4.

Table 5.4: Comparison Using Different Number of Nodes in Network

Platte Suburban Rural Riley

Size  (Disaster and No Disaster Urban
Government Hub) saste Normal
mean mean mean
(hours) std (hours) std (hours) std

1000 25.409 0.293 22.038 0.222 29.771 0.407

5000 24.860 0.242 21.881 0.091 30.038 0.192

10000 24.901 0.059 22.015 0.033 29.723 0.13

15000 24.913 0.107 21.963 0.027 29.835 0.101

25000 25.000 0.003 21.986 0.01 29.635 0.135

5.4.5 Gaussian Process Regression Model Results

The Gaussian Process Regression model provides us with a reliable estimate of the time
it takes for information to spread, along with the uncertainty surrounding this estimate.
We obtain the average diffusion time for test data with corresponding standard deviations.
The mean absolute percentage error (MAPE) for the regression is 4.574%, which suggests
a reasonable forecasting performance for the regression model. Using our model, we make
predictions for the ten communities as shown in Table 5.5. We observe that our predictions
closely align with actual diffusion times.

For good response planning, we need to understand the speed at which information dis-
seminates during a disaster. Accurate predictions enable community leaders and emergency
responders to make informed decisions, prioritizing areas that require immediate attention.
The use of original community data ensures the applicability of our predictions to real-world
scenarios. This direct connection to community data enhances the value of our forecasts for
decision-makers, providing insights grounded in actual community dynamics. Additionally,
our predictions can be utilized to simulate various disaster scenarios, offering communities
the opportunity to assess and refine their response strategies. By comprehensively under-

standing how different scenarios influence communication and response times, communities
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Table 5.5: Gaussian Process Model Predictions for the 10 community groups.

Average Time Predicted Time

Community of Deviation of Decition
Diffusion (Hours) Diffusion (Hours)
Buchanan Rural 20.660 1.393 20.447 0.111
Buchanan Suburban 33.007 1.402 32.016 0.208
Platte Suburban 22.995 1.395 22.069 0.057
Platte Urban 27.334 1.394 26.767 0.163
Riley Rural 25.222 1.393 24.360 0.158
Riley Suburban 24.866 1.398 22.977 0.069
Riley Urban 26.625 1.395 25.843 0.155
Rural 21.623 1.394 21.881 0.091
Suburban 25.444 1.405 24.600 0.115
Urban 25.744 1.396 25.091 0.135

can bolster their preparedness efforts.

Budget Allocation Methodology using Gradients

A community’s unique characteristics may be crucial to improve its disaster resiliency strate-
gies. Using the resilience metrics of diffusion time, we provide a budget allocation method
for a community interested in improving the time of diffusion during a disaster. The average
diffusion time T is a multi-variable function f(py,ps,...,pn), learned through the Gaussian
Regression model, with parameter vector p = [py, pa, ..., pa]T, which is the feature vector of
each community.

We use a gradient approach to develop the budget allocation method. We calculate the

partial derivative, V f(p), as below:

T T
Vf(p) = | 2@ /@) of) | = | f140p1,p2,pn) = F(P1,P2,--Pn) f(p1,p2,prn+8pn) = F(p1,p2,....Pn)
Opr Op2 "7 Opn op1 T opn

(5.2)

We used 0p; = 1 for each feature p; in the vector space, except in one case, where the
feature’s magnitude was high and we used a value of 10. We calculate the gradient at the

values of the feature vectors specific to each community. To evaluate f in the modified values

of the feature vector (i'e‘a f(pl +6p17p27 s 7pn)7 f(p17p2+5172: s 7pn)7 s f(p17p27 <oy Dn T
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dpn)) we use the developed Gaussian Regression model.

See Appendix B, Table 1 for the gradient results. From our results, we find that the
five most critical features, in order of importance, are the Median Frequency of Interaction
with Cable News, the Median Trust for Online Social Networks, the Median Frequency of
Interaction with the Local Government, the Mean of the Degree distribution of the Com-
munity Network, and the Median Trust for People. These listed features correspond to the
highest (in absolute value) gradient components for each community and could be where the
communities might want to focus.

To guide community investments based on the calculated gradient, we propose the fol-
lowing simple strategy. Let the vector A = [A;, Ay, ... A,]" denote the changes in the
community feature vector achievable by the investment of one monetary unit. — e.g., A;
can be the change in p; achieved by investing one dollar in changing p; (increasing it or
decreasing it, depending on whether the gradient component 8(3;—1(? is negative or positive,
respectively). Then the gradient with respect to investments, and which, after normalization
(so that the sum of the components becomes 1) should inform how one dollar is spent, is given
by V f(p)* A, where * denotes the Hadamard product. One single dollar should then be split
amongst the community feature components as indicated by the vector mv f(p)x A,

where | - |; denotes the L; norm.

5.5 Discussion

The diffusion times during normal and disaster scenarios, as presented in Table 5.3, highlight
variations among different community types. In regular circumstances, diffusion times range
from approximately 22.09 to 38.34 hours, indicating gradual information spread. During
disasters, diffusion times decrease across all community types, suggesting faster information
dissemination, albeit with some variability based on community context. These findings
emphasize the intricate relationship between community attributes and information diffusion
dynamics, underscoring the need for tailored communication strategies.

The Gaussian Process Regression (GPR) model results provide reliable estimates of dif-
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fusion time, with a low mean absolute percentage error (MAPE) of 4.574%, indicating rea-
sonable forecasting performance. By predicting diffusion times for different communities,
valuable insights for response planning are provided, enabling leaders and responders to pri-
oritize areas needing immediate attention. Moreover, the model’s accuracy is demonstrated
through close alignment with observed diffusion times.

The gradient analysis identifies critical factors influencing diffusion time across com-
munities. Key influencers include interaction frequency with cable news and online social
networks, trust in the local government and people, and network properties. These findings
highlight the importance of social dynamics and communication channels in shaping commu-
nity resilience during disasters. For instance, communities with higher interactions with local
government may exhibit faster information diffusion, as residents are more likely to heed of-
ficial warnings and instructions. Similarly, frequent interactions with cable news and online
social networks can facilitate the rapid dissemination of critical information, enabling resi-
dents to stay informed and take appropriate actions during emergencies. Communities can
utilize this information to prioritize investments or interventions targeting specific features
to enhance communication resilience. By allocating resources based on gradient analysis,
communities can optimize preparedness efforts, strengthening overall resilience.

Analyzing the relationship between network properties and diffusion time reveals valu-
able insights for disaster resilience strategies. Rural communities generally exhibit smaller
diffusion times compared to suburban and urban counterparts, indicating potentially more
efficient information dissemination processes during disasters. Certain network features, such
as degree distribution mean, interaction frequency with cable news, and trust in online social
networks, play crucial roles in shaping diffusion dynamics across different community types.
Rural areas often display negative gradient values for these features, suggesting that increas-
ing interaction frequency or trust levels in specific communication channels could expedite
information spread. Conversely, suburban and urban communities show mixed gradient val-
ues, implying a more nuanced relationship between network properties and diffusion time.
These findings stress the importance of tailoring communication strategies to community-

specific characteristics. By leveraging insights from diffusion time analysis and gradient
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results, stakeholders can prioritize investments in communication infrastructure and infor-
mation exchange channels to mitigate the impact of disasters on vulnerable communities.
Accurate modeling and analysis are crucial for informing effective disaster response and re-
silience strategies, empowering communities to enhance their resilience and minimize the

impact of disasters on their populations.

5.6 Conclusion

This study highlights the need for tailored communication strategies because of these differ-
ences in communication patterns among different communities. We further emphasize that
certain features are more important for each community, and investments in social programs
and infrastructure should focus on improving interactions with cable news and local govern-
ment and trust for online social networks. Also, we find that urban communities rely more
on online social networks than rural communities for information dissemination. Moreover,
the failure of one communication infrastructure affects each community differently, while the
time of diffusion is independent of the size of the community.

Our study provides valuable insights for community partners and policymakers to develop
effective disaster communication strategies and improve community resilience. However, it
has some limitations. Firstly, the study only focuses on one type of disaster event within
three US Midwestern regions, which may limit the generalizability of the findings. Future
studies could explore the influence of community features in different disaster contexts and
geographical locations to enhance the generalizability of the results. Secondly, this study
relies on self-reported data, which may be subject to bias and inaccuracies. Future studies
could use more objective measures to collect data, such as social media activity or mobile
phone usage patterns. Thirdly, there was a low response rate for the survey during the
COVID-19 pandemic, which might violate statistical validity based on the lack of sample
size. Additionally, the absence of data on shared contacts between individuals limits the
depth of our analysis. Future research could aim to address this limitation by exploring

novel methodologies for collecting such data. Also, we note that another limitation is that
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the single-step gradient approach, while useful for developing a budget allocation method for
policy recommendations, may oversimplify the complexity of policy implementation, poten-
tially neglecting essential factors critical for effective execution. Finally, future studies could
delve deeper into the mechanisms to better understand how specific community features
influence information diffusion during a disaster. Despite these limitations, this study’s
findings offer valuable insights into how to improve communication strategies for disaster

resilience in communities.
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Chapter 6

Predicting Topic Engagement during
Russian Troll Activity around the

2016 US Political Elections

6.1 Introduction

Online social networks have become an essential part of people’s daily lives. These platforms,
such as Facebook, Twitter, and Instagram, have provided an avenue for individuals to express
themselves, connect with others, and share information. However, the ease of access and
anonymity offered by these platforms has also led to the emergence of online trolls, who seek
to manipulate, harass, and intimidate others for their own personal gain.

Trolls are individuals who engage in online behavior that is intended to provoke, upset,
or offend others. They may use various tactics, such as spreading false information, posting
offensive comments or images, and engaging in cyberbullying. Trolls can operate under
different personas and may even create fake accounts or use multiple accounts to hide their
true identity.

Manipulation by trolls in online social networks has become an increasingly concerning

issue, particularly due to its potential to cause harm to individuals, damage reputations, and
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create a toxic online environment. Manipulation occurs when someone is taking deliberate

5 or when

actions that subvert the individual’s ability to make a well-informed decision®
someone’s prior opinions and cognitive states are altered severely by another person'®®. In
this work, we are interested in online manipulation that happens on social networks. Susser
et al.'®® define online manipulation as using information technology to influence people’s
behavior by targeting their weaknesses. Various manipulation techniques exist, including
online astroturfing, misinformation, disinformation, clickbait, deepfake, gaming trending and
ranking algorithms, and coordinating attacks'' 7. Online astroturfing involves distributing
coordinated information to create false impressions of support, while misinformation and
disinformation entail spreading incorrect or misleading information intentionally. Clickbait
employs sensational headlines to attract clicks, and deepfake alters original content using
software and Al tools. Gaming trending and ranking algorithms manipulate algorithms for
visibility, and coordinating attacks involves synchronized efforts to achieve malicious goals.

Our study contributes to understanding the dynamics of user engagement with troll
tweets on social media platforms, utilizing cluster analysis and median response time cal-
culations to uncover interaction patterns. We find a diverse landscape of tweet distribution
across clusters, indicating varying user engagement patterns. We find clusters characterized
by low median response times were not consistently prevalent across sequences, suggesting
no consistent strategy by trolls to elicit quick responses. Additionally, mentions of political

figures by trolls tend to garner more responses.

6.2 Literature Review

Manipulation of people’s opinions is a timely topic in online social networks, especially in
political circles. Hence, several studies have investigated manipulation techniques on different

social media platforms. In this section, we look at some of the related works on manipulation
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6.2.1 Theoretical Models of Manipulation

There are several theoretical models of manipulation on social networks. Forester et al.'®”

provided a theoretical model using DeGroots’s opinion dynamics model, which shows how
agents manipulate social trust to increase their influence on long-run beliefs, thus gaining
opinion leadership. Etesami et al.!>® investigated manipulative agents’ impact on public
opinion using a game-theoretic approach to model and simulate the change in public opinion
when individuals display conformist or manipulative actions. The downside of these theoret-
ical models is a lack of validation with real data, as manipulation in online social networks

can be too complex for simple theoretical models.

6.2.2 Empirical Models of Manipulation

159 introduced

We explore additional manipulation models in online social networks. Nimmo
the coefficient of traffic manipulation (CTM) to assess manipulation within Twitter traffic,
finding that manipulated traffic has a higher CTM compared to normal patterns.

160 analyzed social influence bots’ impact on Twitter communities, noting

Benigni et al.
their engagement in repetitive mentions, leading to data manipulation. Paquet-Clouston
et al.'® investigated Social Media Fraud (SMF) on online social networks, involving the
creation of fake accounts or using compromised real accounts to falsify social media data.

162

Hussain et al. *** utilized social network analysis to study commenter behavior on YouTube

channels promoting conspiracy theories, identifying patterns of manipulated data and bot-

163 proposed a two-phase framework for

like behaviors in communities. Assenmacher et al.
detecting and analyzing manipulation campaigns and trending topics, emphasizing human-

in-the-loop decision-making for transparent analysis and countering manipulation.

6.2.3 Political Discourse Manipulations on Twitter

During the 2016 elections on Twitter, identifying common features among these accounts and
their content. They found that topics of tweets were effective in identifying a significant por-

tion of these accounts, which were responsible for the majority of English-language content.
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Kim et al.!64

introduced the time-sensitive semantic edit distance (t-SED) method, that
emphasized temporal context in the classification of Russian trolls in US political discourse
on Twitter. Monakhov!% proposed a language-centric measure for swift and accurate troll

166

identification across languages. Chun et al. ®® utilized various machine learning models to

detect Russian trolls’ impact on the 2016 US Presidential elections and their model achieved

167

high accuracy in distinguishing troll from non-troll content. Linvill et al."®" analyzed Rus-

sian trolls” communication strategies prior to the 2016 US Presidential elections, identifying

168

seven distinct behaviors. Badawy et al.'®® examined the influence of Russian trolls on the

2016 US Presidential elections, finding varying retweet frequencies among political affilia-

169 characterized bot influence on the 2020 US Presidential elections,

tions. Ferrara et al.
revealing organized efforts to manipulate political opinions on Twitter. Deb et al.!™ ana-
lyzed Twitter conversations during the 2018 US Midterm elections to detect interference in
political discourse. They discovered statistical irregularities between election day tweets and
actual voting results, cautioning against drawing conclusions solely from social media data

due to biases like population bias and bot activity. Cardoso et al.!™!

investigated bot behav-
ior leading up to the 2018 US Midterm Election, finding that bots strategically mimicked
human temporal patterns and engaged with both human and bot populations. They also

observed a significant proportion of human retweets originated from bot-generated content.

6.3 Methodology

This study employs a longitudinal study and clustering and statistical analysis methods to
analyze interactions between Russian trolls and legitimate Twitter users during the 2016 US
presidential elections. We detail our methodology, including data collection, cleaning, and

preprocessing.
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6.3.1 Data Collection

Our primary data source is a public dataset from Clemson University researchers, made
available by FiveThirtyEight on GitHub!™. This dataset contains 2,973,371 tweets from
2,848 accounts linked to the Internet Research Agency, identified as Russian trolls. We

utilized twelve files, focusing on tweets that provided comprehensive metadata.

6.3.2 Data Preprocessing

From the dataset, we extracted relevant information from six specific columns: external
author ID, the author’s username, tweet ID, tweet content, language, and publication date
and time. We filtered the dataset to include only English-language tweets and extracted
hashtags from the content for further analysis. This process identified 1,173 unique troll
accounts.

Due to the removal of these accounts and their tweets from Twitter, direct data on
responses and network interactions was inaccessible. To overcome this limitation, we used
the Twint Python library to search for mentions of these trolls on Twitter by legitimate
users, based on names derived from the troll dataset. This search yielded 39,149 tweets from
what we assume to be legitimate users, spanning from February 8, 2012, to May 30, 2018.
We stored this supplementary data in MongoDB.

To align tweets from legitimate users with those from trolls, we filtered tweets to include
only those with references in the "referenced_tweets_id” and ”in_reply_to_user_id” columns.
We further narrowed this dataset by ensuring that the user IDs in ”in_reply_to_user_id”
matched a troll ID from the initial dataset. This resulted in a subset of 16,666 tweets.

We then applied a temporal filter to only retain tweets posted after the corresponding
troll tweets, focusing on 3,499 tweets that potentially responded to initial troll activity.

Following this, we computed the popularity of hashtags across our entire dataset, encom-
passing both trolls and legitimate users, as this would serve as a key feature in our model.
This involved collecting hashtags from both user groups and their respective tweet dates.

We calculated the hashtag popularity by computing the number of times these hashtags
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occurred in tweets during the seven days preceding the user’s post on the same topic.

For text preprocessing, we removed URLs, user mentions, and punctuation and converted
all text to lowercase. We also used the emoji library in Python to replace emojis with cor-
responding text descriptions, which assists in more accurate sentiment and emotion analysis

of the tweets.

6.3.3 Feature Extraction

This section details the features extracted from the dataset to analyze the dynamics of inter-
actions between legitimate users and trolls. We hypothesize that responses from legitimate
users to trolls are influenced by a combination of message content and the cumulative features
that accumulate to a threshold prompting a user response. Each troll tweet is considered an
originating message in this context.

The following features were extracted to model the potential of a user’s response to a

troll’s tweet:

1. Sentiment Analysis: Using the Natural Language Processing Toolkit (NLTK), we as-
sessed the sentiment of each tweet. This analysis produced three sentiment scores—negative,

neutral, and positive—for each tweet, ensuring that the sum of these scores equals 1.

2. Emotion Detection: We employed an emotion prediction model referenced in'™ to

classify tweets into one of six emotions: anger, disgust, fear, joy, sadness, or surprise.

3. Tweet Length: We measured the length of each tweet by counting the number of words

it contained, which can indicate the intensity or complexity of the communication.

4. Popularity of Hashtags: To understand the influence of hashtags, we tracked the fre-
quency of hashtags used by trolls and legitimate users within the seven days prior to

each tweet. This metric reflects the reach and relevance of the hashtags.

5. Time to Reply: This metric quantifies the delay in response by measuring the time
elapsed between a troll’s tweet and the subsequent response from a legitimate user.

This feature helps identify the immediacy of the interactions.
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Additionally, we considered the user’s tweet history as an accumulation of exposure to

various tweets, including past interactions with trolls and responses from other legitimate

users. This historical context forms a base for each legitimate user’s potential to respond.

From these considerations, we derived a total of 12 new features, which are comprehensively

listed and described in Table 6.1.

6.3.4 Clustering

Table 6.1: Cummulative Features

Feature

Description

History of Negative
Sentiments

The sum of the negative sentiments
from tweets of the original troll to
legitimate users that replied to
that troll before the current user.

History of Neutral
Sentiments

The sum of the neutral sentiment
from tweets of the original troll to
legitimate users that replied to
that troll before the current user.

History of Positive
Sentiments

The sum of the positive sentiment
from tweets of the original troll
to legitimate users that replied to
that troll before the current user.

History of Length
of Tweets

Uses the sum of the length of
tweets from the original troll

to legitimate users that replied

to that troll before the current user.

History of Popularity
of Hashtags

Uses the popularity of hashtags
contained in tweets from original
troll to legitimate users that replied
to that troll before the current user.

History of Anger
Emotion

The Sum of the anger emotion from
tweets of the original troll to
legitimate users that replied to

that troll before the current user.

History of Fear
Emotion

Sum of fear emotion from

tweets of the original troll to
legitimate users that replied

to that troll before the current user.

History of Disgust
Emotion

Sum of disgust emotion from
tweets of original troll to
legitimate users that replied

to that troll before current user.

History of Joy
Emotion

Sum of joy emotion from tweets
of original troll to legitimate
users that replied to that

troll before current user.

History of Sadness
Emotion

Sum of sadness emotion from
tweets of original troll to
legitimate users that replied

to that troll before current user.

History of Surprise
Emotion

Sum of surprise emotion from
tweets of original troll to
legitimate users that replied to
that troll before current user.

Time to Reply

The difference between the

time the current user and the last user
(maybe troll or legitimate)
tweeted—time in hours.

In our analysis, each legitimate user has history-based features that we treat independently.

This approach allows us to apply clustering to identify groups of data points of tweet features

with similar histories. Our aim is to uncover underlying patterns and trends within the data
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that relate to how users respond to interactions with trolls on Twitter. We hypothesize that
legitimate users with similar historical exposure to trolls might exhibit common behaviors
and responses. Therefore, by grouping data points of tweet features based on their historical
patterns, we can draw clearer and more interpretable conclusions about user reactions to
troll interactions.

For our clustering, we make use of 11 of the features, excluding the "Time to Reply”
feature. During our initial data exploration, we identified outliers in the dataset using the
Interquartile Range (IQR) method. We applied the k-means clustering and considered vari-
ations that included or excluded the first Principal Component Analysis (PCA) component
and outliers. To ensure that clustering was not solely influenced by the length of histories
but instead focused on their attributes, we opted to decorrelate the PCA by removing its first
component. We then performed dimensionality reduction using PCA, reducing the dataset
to six principal components, which simplified the data and provided a clearer foundation for
subsequent clustering.

We chose to test clustering with 40, 45, and 50 clusters to capture nuanced insights
into the patterns associated with similar historical data. The decision to use these specific
numbers of clusters was guided by preliminary tests, which suggested that these sizes were
optimal for revealing distinct patterns without overfitting or excessive fragmentation of the
data. Smaller clusters help identify more detailed patterns that might be obscured in larger
clusters.

To further refine our clustering strategy, we implemented four different methods, resulting

in a total of twelve combinations to analyze. The four varieties are:
1. Method 1: cluster with the first principal component with outliers
2. Method 2: cluster with the first principal component without outliers
3. Method 3: cluster without the first principal component with outliers
4. Method 4: cluster without the first principal component without outliers

Each method was selected to explore how the presence or absence of principal components
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and outliers affects the clustering outcome, thus allowing us to determine the most effective

approach for analyzing our specific dataset.

6.3.5 Hypothesis Testing

In our study, we utilized a simulation-based Kolmogorov-Smirnov goodness-of-fit test to
identify the most suitable distribution for modeling the time to reply in our experiment. We
considered different distributions: exponential and Pareto. For this purpose, we generated
random numbers matching the size m of each cluster from both the Exponential and Pareto
distributions, using parameters that align with their hypothesized characteristics. For the
Pareto distribution, these parameters were the shape and minimum value, while for the
exponential distribution, it was the mean. We repeated this simulation process 10,000 times
to ensure accuracy.

For each iteration, we calculated the Kolmogorov-Smirnov statistic by comparing the
empirical cumulative distribution function (CDF) of the simulated data set to the theoretical
CDF. Following this, we computed the KS statistic for our actual data set and compared
it with the KS statistics from the simulations. We derived the p-value by identifying the
proportion of simulated KS statistics that exceeded the KS statistic of the actual data. A
p-value threshold of 0.05 was used to determine if the fit was statistically significant.

We use the results from these distribution tests as a metric in selecting the most effective
clustering method for our analysis. Our findings show that the Pareto Distribution was the
most successful suggesting it was a better fit than the exponential distribution. In particular,
Clustering Method 3 with Cluster 40 achieved the highest pass rate at 95%.

The detailed results for both the Pareto and exponential distribution tests across vari-
ous clustering methods are presented in Tables 6.2 and 6.3. The percentages indicate the
proportion of clusters, out of groups containing 40, 45, and 50 clusters, that passed each
respective test.

Some clusters did not pass the initial distribution tests for the Pareto and exponential

distributions. However, the Pareto distribution was the best fit for our data. After compre-
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Table 6.2: Cluster Distribution Test-Pareto

Clusters Passed
40 45 50
Method 1 Clustering | 87.5% | 93.3% | 90%
Method 2 Clustering | 87.5% | 88.9% | 92%
Method 3 Clustering | 95% | 91.1% | 88%
Method 4 Clustering | 87.5% | 80% | 86%

Clustering Method

Table 6.3: Cluster Distribution Test-Exponential

Clusters Passed
40 45 50
Method 1 Clustering | 27.5% | 26.7% | 32%
Method 2 Clustering | 32.5% | 31.1% | 40%
Method 3 Clustering | 22.5% | 26.7% | 32%
Method 4 Clustering | 22.5% | 22.2% | 34%

Clustering Method

hensive testing, we selected Clustering Method 3, specifically Cluster 40 using the Pareto
distribution, as our primary metric due to its better performance. Two clusters that did not
fit the Pareto. These clusters were clusters 39 and 2, which had 426 and 94 data points,
respectively. Cluster 39 represents a significant portion of our data and mostly contains
tweets with only one response. Since our objective is to understand the broader patterns of
user behavior, we chose to keep these clusters. Following this, we calculated the median time
to reply for each cluster. We use the median rather than the mean because the median is
less sensitive to extreme values. We also applied additional tests using log-normal and beta
distributions, but Pareto seems to be the best for our data. The data and code are available

in the project’s GitHub repository ™.

6.4 Results

6.4.1 Analysis of Clustering Results

Figure 6.1 shows the distribution of tweets across all clusters. We observe that cluster 39 has
the highest frequency, followed by cluster 21. We observe that cluster 39 comprises mostly
tweets where only one user responded to a troll’s tweet. From our data, we see that many
tweets fall into this category.

Next, we observe the sample median and statistical median (from the fitted distribution)
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Figure 6.1: Frequency of Tweets in Each Cluster

response times for each cluster in Figure 6.2. The blue bars, representing the statistical
median, generally appear slightly higher than the orange bars (sample median). There is
considerable variation in response times across clusters. Some clusters exhibit very rapid
responses, with median times under an hour. Others show much slower response times,
exceeding 5 hours. This suggests different user behaviors and engagement patterns across
the clusters. Also, across most clusters, the statistical median derived from the fitted Pareto
distribution tends to be slightly higher than the sample median calculated directly from the
observed data. This consistent difference hints at the influence of the Pareto distribution’s

characteristics on the statistical median calculation.

Comparison of Statistical and Sample Median Response Times by Cluster
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Figure 6.2: Statistical Median and Sample Median Response Time for Each Cluster

6.4.2 Median Response Time of Tweet Sequence

To begin, our objective is to generate a super-sequence comprising all tweets from legitimate

users. A super-sequence refers to a sequence that encompasses or contains multiple other
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sequences within it. Here, a super-sequence is a sequence of tweets that encapsulates or
combines the sequences of clusters observed within tweet sequences.

For every tweet initiated by a troll, we trace the subsequent responses from legitimate
users. These responses are then followed by additional replies from other users, forming a
chronological sequence. This process captures the progression of interactions from trolls to
legitimate users and subsequently includes contributions from other participants over time.
Afterward, we construct another sequence indicating the succession of clusters to which
each tweet belongs. This is feasible as we have assigned every legitimate user’s tweet to
a cluster. This results in a sequence of clusters. By utilizing these cluster sequences, we
generate super-sequences that encompass the observed tweet cluster sequences. As a result,
we obtained 63 super-sequences of tweets, providing a comprehensive view of the clustering
patterns observed within the tweet sequences. Figure 6.3, 6.4 and 6.5 depict 6 such super-
sequences where the x-axis represents the tweets identifier over time, and the y-axis indicates
the sample and statistical median response time, where the statistical median response time
is based on the distribution of the clusters.

Across all sequences, we observe that response times (measured as both statistical and
sample medians) exhibit similar trends. While some sequences display predictable and con-
sistent patterns, others are highly erratic, with sudden spikes or drops. Response times range
from near-zero values to peaks exceeding 4 hours, reflecting a diverse engagement dynamic.
Also, we observe that the response time varies quite significantly across different tweets. This
is evident from the large fluctuations in the y-axis values across all graphs. This suggests a
wide disparity in how quickly users react to different tweets.

Some graphs show a more regular pattern (e.g., periodic spikes), while others are more
erratic. The regular patterns might indicate a consistent behavior in response times for the
associated tweets. Some graphs exhibit high isolated peaks, suggesting a sudden increase in
response time that quickly returns to a lower level. This could correspond to tweets that
people did not engage with initially but later received attention. If we compare the tweets,
we can deduce that some tweets have a more significant impact on response times than

others. For example, sequence 3424 follows a sequence of low response time after an initial
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high peak.

This analysis reveals a lack of consistent behavioral patterns, indicating the lack of a
clear strategy by trolls to prompt quick responses from users. Some clusters exhibit rapid
responses regardless of interaction frequency, while others demonstrate longer response times
despite encountering trolls less frequently. This variance suggests that user responses to trolls

may be influenced by factors beyond just the volume of troll interactions.
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Figure 6.3: Sequence of Median Response Time of Tweet Sequences 397 and 3084
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Figure 6.4: Sequence of Median Response Time of Tweet Sequences 3424 and 3479

] £ 0 7 160
et ID (Time) Tweet 1D (Time)

Figure 6.5: Sequence of Mean Response Time of Tweet Sequences 3489 and 3491

6.4.3 Analyzing Response Time Trends

This subsection explores whether trolls implemented strategies to enhance legitimate user’s
responsiveness to tweets over time. By comparing statistical median and average response

times, we seek to uncover patterns indicative of deliberate engagement tactics. To achieve
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this, we identify troll sequences—series of tweets posted by a troll account over a specific
timeframe—along with the responses to those tweets.

Within each troll sequence, we analyze the average time it takes for the first two re-
sponses to a troll’s tweet for every tweet they post. Additionally, we examine the average
statistical median response time of the first two responses to a troll’s tweets throughout the
sequence. We anticipate that over time, the troll’s proficiency in crafting tweets that elicit
higher engagement or quicker responses will improve. Each point within this sequence rep-
resents the average response time of the first two responses to a troll’s tweet or the median
response time to a troll’s tweet. Our analysis shows more sporadic movements using the
average response time with no clear trends; hence, we focus on the median response time.
Figures 6.6,6.7,6.8 illustrate three troll sequences displaying decreasing, increasing, or no
change patterns over time using the median response time. In Table 6.4, we observe that
only one sequence exhibited a decreasing trend, while four showed an increasing trend, with
the majority remaining stable or showing no apparent changes. Additionally, we identified

90 troll sequences with only a single tweet following the troll’s initial tweet.
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Figure 6.6: Response Time of First Two Responses to Troll’s Tweets Over Sequence (De-
creasing Pattern)

Table 6.4: Analysis of Median Response Time Trends

Trend Number of Sequences
Decreasing 1
Increasing 4
Stable/No Change 58
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Figure 6.7: Response Time of First Two Responses to Troll’s Tweets Over Sequence (In-
creasing Pattern)
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Figure 6.8: Response Time of First Two Responses to Troll’s Tweets Over Sequence (Stable
Pattern)

While our analysis of median and average response times and examination of trends
within troll sequences revealed varying patterns, it is challenging to conclusively determine
whether trolls implemented deliberate engagement tactics. While some troll sequences ex-
hibited decreasing, increasing, or stable response time trends, the presence of troll sequences

with only a single subsequent tweet suggests potential limitations in the effectiveness of such

strategies.

6.4.4 Content Analysis of Troll Tweets

In this subsection, we undertake a content analysis of troll tweets, specifically the text, to dis-
cern the prevalent topics utilized by trolls. We employed Latent Dirichlet Allocation (LDA)

to uncover distinct topics within troll tweets, distinguishing between those with numerous
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responses and those with just one response. The results of this analysis, including the top
words associated with each identified topic, are presented in Table 6.5 and Table 6.6.

From the two tables, we observe that the topics suggest the trolls are engaging in divi-
sive, sensitive, and highly debated social and political issues, potentially amplifying existing
tensions. We notice there is an overlap in themes related to ”blacklivesmatter” across the
tables, indicating its significant presence in the discourse within troll tweets. However, we
notice Table 6.5 contains more specific issue-oriented terms showing intent to tap into ex-
isting social issues, while Table 6.6 has a broader political focus with repeated mentions
of political figures’ names showing an attempt to engage users in political discussions or
influence their perceptions of political figures and the media.

We conclude that the analysis of troll tweets reveals an interesting trend: the mention of
political figures appears to elicit more responses from users compared to tweets focused on

specific social issues.

Table 6.5: Identified Top Words with One Response

Topic | Top Words

Topic 1 | islamkills, stopislam, isis,
thingspeopleontwitterlike,
brussels  fergusonremem-
bers, black

Topic 2 | blacklivesmatter, mike-
brown, gopdebate, fergu-
sonremembers,tcot, police
Topic 3 | blacklivesmatter,stopthegop,
gopdebate,ccot

Table 6.6: Identified Topics for Troll Tweets with Many Responses

Topic | Top Words

Topic 1 | trump, hillary, blacklives-
matter, obama, right,
black, muslim

Topic 2 | trump, Donald, women, po-
lice, Muslim, hillary amer-
ica, refugees, democrats
Topic 3 | trump, clinton, obama,
hillary, cnn
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6.5 Discussion

The study explores the dynamics of user engagement and response behaviors within the realm
of troll tweets on social media platforms. Employing cluster analysis and median response
time calculations, the investigation aimed to uncover patterns and trends in user interactions
with troll content. The analysis of clusters revealed a diverse landscape of tweet distribution
across clusters, each representing distinct user engagement patterns. Cluster 39 emerged as
the most prevalent cluster, with tweets with minimal user engagement. Conversely, other
clusters exhibited varying degrees of activity, with some clusters garnering higher frequencies
of interactions.

We observe the temporal behavior of the median response times to give us insights into
the temporal dynamics of user responses to troll tweets. Across different clusters and tweet
sequences, significant variations in median response times were observed. While some clusters
displayed prompt responses, others exhibited longer response times, indicating varying levels
of user engagement and interaction with troll content.

The findings highlight the complexity of user behaviors in response to troll tweets. Despite
the prevalence of certain clusters, they did not result in a reduction in the median time of
reply. Interestingly, clusters characterized by a low median time of reply were not consistently
prevalent across different sequences.

From our analysis, we do not see a pattern of behavior, and it seems that there is no
consistent strategy by trolls to influence users to respond quickly to trolls’ tweets. Some
clusters show quick responses regardless of the frequency of interactions, while others display
longer response times despite encountering trolls less frequently. This variance suggests that
user responses to trolls might be influenced by factors other than the sheer volume of troll
interactions. However, our analysis reveals that mentions of political figures tend to produce

more responses from users compared to tweets addressing specific social issues.
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6.6 Conclusion

While the study provides valuable insights into user behaviors in response to troll tweets,
several limitations should be acknowledged. First, the dataset may suffer from sampling
bias and missing context (e.g., deleted accounts, private interactions). Second, historical
tweet metadata can contain inconsistencies that affect feature accuracy. Third, because our
analysis is confined to one platform and time frame, results may not generalize to other
social networks or election cycles.

Future work could embed these anomalies in the underlying follower-reply network to
trace their diffusion paths, second, extend the analysis longitudinally to see whether anoma-
lous patterns persist or evolve, and third, pair quantitative signals with qualitative content
coding to better interpret intent.

Despite these constraints, our model offers a method to deepen our understanding of how
manipulation attempts play out in real-world social media interactions.

In conclusion, the discussion highlights the nuanced nature of user engagement and re-
sponse behaviors in the context of troll tweets. By leveraging cluster analysis and mean
response time calculations, the study offers valuable insights into the dynamics of online

interactions.
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Chapter 7

Conclusion

This dissertation explores the resilience of interdependent infrastructure systems and the
communities they serve, with a particular focus on decision-making under uncertainty, eq-
uitable recovery, and information integrity. Each chapter addresses a distinct aspect of this
broader goal using a variety of modeling approaches, from stochastic models to agent-based

simulations and social data analysis. We list our contributions below.

7.1 Contributions

In Chapter 2, we proposed a method to enhance the resilience of interconnected infras-
tructure by utilizing a stochastic binary hetero-functional graph to model the dependencies
among elements of an infrastructure network. Using a Markov Decision Process (MDP), we
simulated failures and repair strategies and identify optimal repair strategies tailored to in-
terdependent systems. Our developed algorithms incorporate equity-based metrics to ensure
that we consider equity in the repair processes within the infrastructure network containing
power, water, transportation, and community services. Our aim was to ensure a fair recovery
process during disruptions by optimizing repair sequences based on interconnectedness and
functionalities. Our simulations indicated that our algorithms show the impacts of repair

prioritization and help to enhance resilience in interdependent systems. Our contributions
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are developing a Markov Decision framework to model the dynamics of failures and repairs
in a heterofunctional graph of multiple infrastructures and examine the implications of the
various repair decisions ordered by community metrics such as social vulnerability scores and
criticality. Our results showed that prioritization of repairs in the power infrastructure is
important, and a combination of metrics may give a balanced approach to ordering repairs
during outages. For the water infrastructure, we conclude that though ordering of repairs
plays a part in equitable restoration, in the long run, the demand for water from communities
affected surpasses any effects of this prioritization.

In Chapter 3, we presented HABIT, the Hetero-functional Agent-Based Infrastructure
Toolkit, for simulating interdependent power, water, and transportation systems. HABiT
models infrastructure as a network of functionalities, such as generating power, transporting
water, or consuming vehicles. Each functionality is represented by an autonomous agent
with defined behavior, location, and evolving states. The simulation operates over discrete
time steps and includes stochastic elements such as random failures, uncertain repair du-
rations, and probabilistic transport availability. We apply HABIT to a simplified model of
three communities with different levels of infrastructure access and social vulnerability. The
simulation captures both normal operations and disruptions, including recovery influenced
by constrained resources, vehicle routing, and mobile repair agents. HABIT uses a hetero-
functional graph to represent interdependencies across functionalities. This structure allows
components to be added or removed without altering the system configuration, supporting
flexible scenario design. Results show that incorporating stochasticity reveals variations in
failure cascades and recovery patterns that deterministic models may miss. HABiIT enables
rapid evaluation of infrastructure disruptions and supports decisions on resource allocation,
recovery planning, and resilience analysis under uncertainty. Our results suggest that re-
silience assessments must go beyond system-wide averages. A fast recovery curve does not
answer the deeper question of who recovers first and who waits longest. Decision makers
need to clarify whether their priority is minimizing total unmet demand, protecting critical
services, or distributing recovery more equitably. Each rule reflects a different objective and

leads to different outcomes. A network can be fully restored and still fail its most vulnerable
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population if the wrong repair policy is used.

In Chapter 4,we represented interdependent infrastructure systems and communities alike
with a hetero-functional graph (HFG) that encodes the dependencies between functionalities.
This graph naturally imposes a partial order of functionalities that can inform the sequence
of repair decisions to be made during a disaster across affected communities. However, using
such technical criteria alone provides limited guidance at the point where the functionalities
directly impact the communities, since these can be repaired in any order without violating
the system constraints. To address this gap and improve resilience, we integrated community
preferences to refine this partial order from the HFG into a total order. Our strategy involves
getting the communities’ opinions on their preferred sequence for repair crews to address
infrastructure issues, considering potential constraints on resources. Due to the delay and
cost associated with real-world survey data, we utilize a Large Language Model (LLM) as
a proxy survey tool. We used an LLM to craft distinct personas representing individuals,
each with varied disaster experiences. We constructed diverse disaster scenarios, and each
simulated persona provides input on prioritizing infrastructure repair needs across various
communities. Finally, we applied learning algorithms to generate a global order based on
the aggregated responses from these LLM-generated personas. Our results show that this
method is promising in the attempt to augment a real-life survey with synthetic data.

In Chapter 5, we investigate the communication networks of urban, suburban, and rural
communities from three US Midwest counties through a stochastic model that simulates the
diffusion of information over time in disaster and in normal situations. To understand infor-
mation diffusion in communities, we investigate the interplay of information that individuals
get from online social networks, local news, government sources, mainstream media, and
print media. We utilize survey data collected from target communities and create graphs
of each community to quantify node-to-node and source-to-node interactions, as well as
trust patterns. Monte Carlo simulation results show the average time it takes for informa-
tion to propagate to 90% of the population for each community. We conclude that rural,
suburban, and urban communities have different inherent properties, promoting the varied

flow of information. Also, information sources affect information spread differently, causing
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degradation of information speed if any source becomes unavailable. Finally, we provide
insights on the optimal investments to improve disaster communication based on commu-
nity features and contexts. Our results show that there is need for tailored communication
strategies because of these differences in communication patterns among different commu-
nities. We further emphasize that certain features are more important for each community,
and investments in social programs and infrastructure should focus on improving interac-
tions with cable news and local government and trust for online social networks. Also, we
find that urban communities rely more on online social networks than rural communities
for information dissemination. Moreover, the failure of one communication infrastructure
affects each community differently, while the time of diffusion is independent of the size of
the community.

In Chapter 6, we examine manipulation tactics used by Russian trolls during the 2016
U.S. General Election by analyzing Twitter data from February 8, 2012, to May 30, 2018.
To understand the interaction dynamics between trolls and legitimate users, we link troll
tweets with user replies and extract cumulative features that may influence user response
behavior. Assuming that users respond to troll tweets based on tweet characteristics and their
own interaction histories, we cluster user response histories to identify recurring behavioral
patterns. We then perform statistical analysis of response time distributions within and
across clusters to assess whether trolls employed coordinated strategies to prompt timely
user engagement. Our results indicate a lack of systematic behavioral patterns among trolls;
the observed response sequences comprise both fast and slow reaction clusters, suggesting
that manipulation tactics were opportunistic rather than strategically timed. Our results
show that there is no clear or consistent strategy by trolls to influence users to respond

quickly to trolls” tweets using our model.

7.2 Future Work

Despite progress made in modeling and analyzing, several challenges remain unsolved. For

Chapter 2, future work could focus on extending the model to larger-scale infrastructure net-
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works using real-world data to validate the performance and robustness of your equity-based
metrics and repair prioritization. Also, future work can integrate multi-hazard analysis. For
Chapter 3, future works can introduce more realistic routing delays, congestion effects, or
blocked access could shift how the repair order plays out. Also, more work could explore
more complex interactions, such as power systems depending on water, or cascading failures
that move between layers and integrate real community data or co-design these metrics with
local stakeholders to reflect realistic priorities. Finally, there is a need for external validation
using a cosimulation framework. Coupling this agent-based model with established infras-
tructure simulators would allow for more rigorous testing of assumptions, calibration against
real system dynamics, and assessment of whether the observed patterns hold under more
physically grounded representations.

For Chapter 4, future research should validate these methods with real-world stakeholder
input and extend them to more complex systems. Also, more work can explore better ways
to select informative comparisons and apply the method to a broader range of infrastructure
types. Additionally, separating infrastructure types and applying domain-specific repair con-
straints, as well as exploring more complex ranking situations, will be important extensions.
However, our current unified ranking approach remains valuable for investment planning
contexts, where decision-makers must choose across multiple systems. Another step is to
collect survey data and formally test the proof of concept in a real-world setting using ac-
tual community data. For Chapter 5, future works can construct optimization models that
recommend tailored communication infrastructure investments based on unique community
characteristics, enhancing targeted disaster communication effectiveness, and integrate some
uncertainty quantification studies. And finally, for Chapter 6, future works can research
more on novel approaches to detect trolling in online social networks and how to prevent

users from being victims.
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Appendix A

Chapter 4 Appendix

Here, we provide the original prompts and the different prompt variants. Also, we provide a
sample persona and response to the original prompt. Full data, prompt templates, and code

are available at 03,

A.0.1 Prompt Templates

We show the prompt templates we use to get the repair preferences from LLM-generated
personas in our study. The variables in curly brackets({}) are replaced dynamically at
runtime with persona attributes and scenario-specific information.

Figure A.1 shows the original prompt we use. This prompt format differs from the
“Choice Before Reasoning” prompt, where the persona makes a choice before reasoning, as

seen in this example response A.7.
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Figure A.1: Original Prompt

You are a {full,persona}, and you are aware that a tornado has impacted three communities (1, 2, and 3),

causing damage to critical infrastructure.

You are familiar with the conditions in all communities, described as follows: {all_community descriptions}.

Social Vulnerability Scores (SVS) range from O (least vulnerable) to 1 (most vulnerable), with higher

values indicating greater vulnerability.

Consider the situation, taking into account any details you find relevant.

Question: Which should be repaired first:‘{optionl}’ or ‘{option2}’?

Before choosing between ‘{optionl}’ and ‘{option2}’, first explain your reasoning.

Provide your answer in the following format:

Reasoning: [Your one-sentence explanation]

Priority Choice: [Your chosen option]

Figure A.2 shows the prompt for changing the instruction format.
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Figure A.2: Changing Instruction Format

Step 1: You are a {full_persona}, and you are aware that a tornado has impacted three communities (1, 2,

and 3), causing damage to critical infrastructure.

Step 2: You are familiar with the conditions in all communities, described as follows:

{all_community.descriptions}. Social Vulnerability Scores (SVS) range from 0 (least vulnerable) to 1

(most vulnerable), with higher values indicating greater vulnerability.

Step 3: Consider the situation, taking into account any details you find relevant.

Step 4: Question: Which should be repaired first:‘{optionl}’ or ‘{option2}’?

Step 5: Before choosing between ‘{optionl}’ and ‘{option2}’, first explain your reasoning.

Step 6: Provide your answer in the following format:

Reasoning: [Your one-sentence explanation]

Priority Choice: [Your chosen option]

Figure A.3 shows the prompt for shifting tone.
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Figure A.3: Shifting Tone Prompt

You are a {full,persona}, and you are aware that a tornado has impacted three communities (1, 2, and 3),

causing damage to critical infrastructure.
You are familiar with the conditions in all communities, described as follows: {all_community descriptions}.
Social Vulnerability Scores (SVS) range from O (least vulnerable) to 1 (most vulnerable), with higher

values indicating greater vulnerability.

Keep in mind the emotional and practical consequences of the outage for residents living in these

communities as you evaluate what should be repaired first.

Consider the situation, taking into account any details you find relevant.

Question: Which should be repaired first:‘{optionl}’ or ‘{option2}’?

Before choosing between ‘{optionl}’ and ‘{option2}’, first explain your reasoning.

Provide your answer in the following format:

Reasoning: [Your one-sentence explanation]

Priority Choice: [Your chosen option]

Figure A.4 shows the prompt for rewording the question.
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Figure A.4: Rewording Question

You are a {full,persona}, and you are aware that a tornado has impacted three communities (1, 2, and 3),

causing damage to critical infrastructure.

You are familiar with the conditions in all communities, described as follows: {all_community descriptions}.
Social Vulnerability Scores (SVS) range from O (least vulnerable) to 1 (most vulnerable), with higher

values indicating greater vulnerability.

Consider the situation, taking into account any details you find relevant.

Question: Between the two options, ‘{optionl}’ and ‘{option2}’, which do you deem most critical for

immediate repair?

Before choosing between ‘{optionl}’ and ‘{option2}’, first explain your reasoning.

Provide your answer in the following format:

Reasoning: [Your one-sentence explanation]

Priority Choice: [Your chosen option]

Figure A.5 shows the prompt for rewording the reasoning.
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Figure A.5: Rewording Reasoning

You are a {full,persona}, and you are aware that a tornado has impacted three communities (1, 2, and 3),

causing damage to critical infrastructure.

You are familiar with the conditions in all communities, described as follows: {all_community descriptions}.

Social Vulnerability Scores (SVS) range from O (least vulnerable) to 1 (most vulnerable), with higher

values indicating greater vulnerability.

Consider the situation, taking into account any details you find relevant.

Question: Which should be repaired first:‘{optionl}’ or ‘{option2}’?

Before choosing between ‘{optionl}’ and ‘{option2}’, first explain your reasoning.

Provide your answer in the following format:

Reasoning: [Explain your selection with a concise rationale, highlighting relevant factors influencing

your decision.]

Priority Choice: [Your chosen option]

A.0.2 Sample Persona and Response

Figure A.6 is an example persona created by the LLM and used in the simulation. Figure A.7
is an example response to the pairwise prioritization question between choosing Power in

Residential in Community 1 and Power in Residential in Community 3.

"persona_id": "POO2",

"age": 30,

"gender": "Male",

"race_ethnicity": "Hispanic",
"marital_status": "Married",
"citizenship_status": "Naturalized Immigrant",
"birth_place": "Mexico",
"year_of_immigration": null,
"primary_language": "Spanish",
"english_proficiency": "Fluent",
"education_level": "Master’s Degree",
"school_enrolment": "No",
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"employment_status": "Employed",
"occupation": "Software Engineer",
"industry_of_employment": "Technology",
"class_of_worker": "Private Sector",
"work_hours_per_week": 40,
"income_bracket": "$50K-$75K",
"poverty_status": "Above Poverty Line",
"government_assistance": "None",
"household_relationship": "Married",
"household_size": 2,
"number_of_children": 2,
"responsible_for_grandchildren": false,
"home_ownership": "Own",

"housing_type": "Single-Family Home",
"utilities_access": "Full access to utilities",
"utilities_housing_costs": "$1500\_per\_month",
"transportation_mode": "Drives",
"commute_duration": 30,
"work_from_home": false,
"health_insurance": "Employer-provided",
"disability_status": "No",
"disability_type": null,
"military_service": "None",
"military_service_period": null,

"disability_rating": null,

"internet_access": "Broadband",

"device_access": "Laptop",

"recent_birth": true,

"moved_in_last_year": false,

"previous_residence": "Same city",

"disaster_experience": "Experienced an earthquake in 2018",
"community_description": "In Community 1: ... (text truncated for brevity)",
"geographical_class": "Suburban"

Figure A.6: Full specification of one synthetic persona used in the simulation
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Figure A.7: Sample Response

Question:
Which should be repaired first: Power Residential in Community 1

or Power Residential in Community 37

Response:

Priority Choice: Repair Power Residential in Community 3
Reasoning: Community 3 has a higher social vulnerability score
of 7.0/10 compared to Community 1’s 2.0/10, indicating a greater
need for immediate assistance to ensure safety in the more

vulnerable urban area.
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Appendix B

Chapter 5 Appendix

B.0.1 Stochastic Model

In this section, Algorithm 3 presents the pseudocode for the stochastic model. We are
interested in estimating the average diffusion time, defined as the time that elapses between
the start of an information event, and the time when 90% of individuals in the community
have accepted the information (or have become informed). We use a stochastic model to
simulate information passing within the built graphs. We start with an initial graph with
n + 5 nodes. Initially, we assume there is a piece of information to be shared, and only
the five hubs have this information. Let X be the number of interactions a node has with
a specific neighbor — another person or a source of information — in a week, where X ~
Poisson(A), and A is an edge value between the two nodes. Using this rate, we calculate the
probability of 0 meetings between a node and its neighbors. Zero meetings between node ¢
and a neighbor 7 mean that node ¢ and 7 have not met yet, so node ¢ does not learn any
information from node j. We begin by iterating through all the nodes in the graph. For each
time step, we check the state of the node. If a node has the information, we do not take any
action. However, if a node does not have the information, we check its informed neighbors.
We iterate through the informed neighbors of each node i. To determine the probability that

node ¢ meets node j, Py, let the rate of interactions between ¢ and j be \;;. We calculate Fy
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as 1 minus the probability of zero meetings between node ¢ and node j, that is,

Py =1— Poisson(X =0,)\;;) =1 — . (B.1)

We draw once from a Bernoulli distribution with parameter F,. If the outcome is 1, we
update the uninformed node’s total trust in the new information. To update this total
trust, we apply a discount factor to the trust value between node ¢ and j. The discount
factor accounts for the number of times node j passed the same information to node 17
before. Previous interactions with node j, as well as with other nodes, are discounted by a
forgetting factor that accounts for the length of time that passed since those interactions.

We calculate the trust as follows:

=

@

N
T, = Z eijdkftc_tk (BQ)

0

el
I

Jj=1

T, is the total trust in the new information, /N is the number of neighbors of ¢ with a state
of 1, M;; is the number of meetings between ¢ and j, 0;; is the trust between node i and j,
d is the discount factor and f is the forgetting factor, . is current time step and t; is the
time of meeting number £ between ¢ and j. Node ¢ becomes informed when T, exceeds a

threshold ©.

Graph Generation Algorithms

For graph generation, we use two methods to generate synthetic graphs that closely resemble
the original. In the first graph generation method, Algorithm 4, we first use kernel density
estimation to learn the degree distribution of the degree sequence of initial survey data and
sample from it to generate a degree sequence of size d = 1000. We shift the mean and stan-
dard deviation of the degree sequence of the initial survey data by small amounts, randomly
sampled from intervals centered around zero as shown in Algorithm 4. In the second method,
as shown in Algorithm 5, we change the heights of the bins of the histograms of the degree

distribution. We again use kernel density estimation to learn the degree distribution of the
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degree sequence of the initial survey data. By sampling from this distribution, we generate a
degree sequence of size d = 1000. We then create a histogram of the distribution and add or
subtract 0.1 from the weighted frequency of each bin to get a new frequency for each bin. We
normalize the new weighted frequencies based on the sum of the original frequency of each
bin in the histogram and generate points from a uniform distribution between the original
bin widths. The number of points generated from each bin equaled the calculated normalized
frequencies. Finally, we perform some cleanup to ensure the length of the generated data is

equal to the size needed and to round up to zero if any data point is less than zero.
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Algorithm 3 The Monte Carlo Simulation Algorithm

Require: Graph G, exposedNodes, time

1: initialize populationPercent = 90% of nodes in G
2: initialize time = 0

3: while len(exposedNodes) | populationPercent do

4: d<+ 0.5 > discount value
5: f+ 13 > forgetting value
6: © + 30 > trust threshold
T for i =1 to N nodes in G do

8: if state of + = 0 then

9: Get all the neighbors of node 4, call them neighborNodes

10: newTrust = 0

11: for j in neighborNodes do

12: if state of j = 1 then

13: Get zeroProbability

14: probabilityInfection = 1 — zeroProbability

15: if probabilityInfection > Uniform[0,1] then

16: if key j exists in the meetings-dictionary between ¢ and j then

17: Update M + M +1 > M = number of meetings of ¢ and j
18: Update array timeStep with current time

19: Get the 6 between node j and 4 > (trust-value)
20: trustInStep = 0

21: for m =0 to M do

22: Get t

23: trustInStep += d™ X f(ti‘“e")

24: end for

25: newTrust += (trustInStep X 0)

26: else

27: M, time, trustInStep = 0,0, 0

28: Get the 6 between node j and i

29: Update M <+ M + 1

30: Get M > (last-meeting index of ¢ and j)
31: t =0

32: for m =0 in M do

33: trustInStep += (d™ x f(‘jme’f’))

34: end for

35: newTrust += (trustInStep X 6)

36: end if

37: end if

38: end if

39: end for

40: end if

41: if newTrust > © then

42: Update State of ¢ = 0

43: else

44: State of ¢ = 0

45: end if

46: if State of ¢ == 1 then

47: Add node i to exposedNodes

48: end if

49: end for
50: time += 1
51: end while

52: timeDiffusion.append(time) return timeDiffusion
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Algorithm 4 Graph Generation 1

Require: Original data d, Length L

1: newbata «+ KDE(L, d) > Kernel Density Estimation (KDE) requires the graph length to generate
2: oldMean + Mean of d

. 0ldStd <— Standard deviation of d

. meanChange <— oldMean X 0.1

. stdChange <— 0ldStd X 0.05

. meanChange <~ Randomly select one of {—meanChange, meanChange}

! stdChange + Randomly select one of {stdChange, (stdChange) '}

. for all ¢ in newData do

© 00D U W

% < (% + meanChange ) X stdChange

10: Convert 7 to integer; if the result is less than 0, then set ¢ < 0
11: newData.append (i)

12: end for

13: return newData

B.0.2 Generating Trust and Interaction Values

We discuss the algorithm for generating trust and interaction values as shown in pseudocode
Algorithm 6. Since, we need to get synthetic trust and frequency of interaction data to label
the edges of the synthetic graphs. We want the artificial trust and interaction data to be
close to the original features of the ten communities. We first get the frequencies of each
of the ordinal variables. Next, we change the sizes of the relative frequencies by adding or
subtracting 0.1 from each of them. Then we renormalize the new relative frequencies and
generate the new trust and interaction values according to these values. Then, the remaining

code is for cleanup to ensure the length of data generated is equal to the expected length.
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Algorithm 5 Graph Generation 2

Require: Original data d, Length L

[ O N I o R e e il S
NH QO XD TS

23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:

— ==
e AR

>—~

newData <— KDE(L, d)

. (n, bins) + Histogram(newData)

! binWidth < bins[2] — bins[1]

. Get array weightfreq = weighted frequency of each count in n
© oldSum + > n

. change + 0.1

. Initialize empty array newFreqList

. for all ¢, 7 in bins and weightfreq do

if 7 # 0 then

newFreqBin < j + UniformRV[f change X ¢, change X z}
else

newFreqBin <— j + UniformRV[— change, change]
end if

newFreqlist.append(newFreqBin)

. end for
. Initialize empty array newData

. for all a, b in newFreqList and bins do

numVal < (a/ > (newFreqList)) x 100

newFreq < (numVal/100) X oldSum

gen < UniformRV [b, b+ binWidth} of size newFreq
newData.append(gen)

. end for

if |newData| < L then
deficit <— L — |newData|
minVal, maxVal <— min(newData), max(newData)
r <+ DiscreteUniformRV [minVal7 maxVal} of length deficit
newData.append(r)
else
k < ||newData| — L|
for _=1tokdo
newData.pop()
end for
end if
Set any element in newData to O if it is less than 0

return newData

> Kernel Density Estimation (KDE) requires the graph length to generate

> n is the count of samples in each bin; bins are the bin edges

> Cleanup code to ensure |newData| = L
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Algorithm 6 Generation of Trust and Interaction Values

Require: Original data d

© 00D U W

21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:

. Let array n contain the frequency of all data points in d

. Let array keys contain the set of unique points in d

. Get array relativeFreq = relative frequency of each count in n
: oldSum + > (n)

. change < 0.1

. Initialize empty array newFreqList

. for all ¢ in relativeFreq do

if i # 0 then
newFreq < 7 + UniformRV [7 change X 4, change X z]
else
newFreq <— ¢ + UniformRV[— change, change]
end if
newFreqlist.append(newFreq)
for all k, f in keys and newFreqlList do
numVal <— (f/ E(newFreqList)) x 100
newFreq <— (numVal/100) X oldSum
gen < array of value k repeated |newFreq| times
newData.append(gen)

end for

. end for

if |newData| < L then
deficit <— L — |newData]
minVal, maxVal < min(newData), max(newData)
r < DiscreteUniformRV [minVal7 maxVal} of length deficit
newData.append(r)
else
k + | L — |newDatal|
for _1 to k do
newData.pop()
end for
end if
Set any element in newData to O if it is less than 0

return newData

> Cleanup code to ensure |newData| = L

B.0.3 Gradient Results for the Budget Allocation Method

We outline a budget allocation method for communities aiming to enhance information

diffusion time during disasters.

The average diffusion time (7') is determined by various factors, represented by a feature

vector (p), learned through a Gaussian Regression model. To develop the budget alloca-

tion method, we utilize a gradient-based approach.The gradient, which indicates the rate of

change of diffusion time with respect to each feature in the vector, is calculated by comparing

the average diffusion time at slightly modified feature values. Specifically, we increment each
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feature by a small amount (§) and observe the resulting change in diffusion time. For most
features, we set d to 1, but for features with high magnitudes, we use a larger value, typically
10. This allows us to capture the impact of each feature on diffusion time accurately.
Using the developed Gaussian Regression model, we evaluate the average diffusion time at
these modified feature values to compute the gradient. This approach guides the allocation
of resources by highlighting which features have the most significant influence on improving
information diffusion time during disasters.

We provide details on the Gradient Results here in Table B.1.
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Table B.1:

Table of Gradient Results

Buchanan | Buchanan | Platte | Platte | Riley Riley Riley
Features Rural Suburban | Suburban | Urban | Rural | Suburban | Urban Rural | Suburban | Urban
Mean of Degree -0.986 -0.021 |-0.273 -0.633 [-0.337| 0.689 |-0.417[-1.458| -0.355 |-0.546
Distribution
Variance of Degree 0.436 0.121 [1.149 0.789 | 1.085 | 2.111 | 1.005 |-0.036| 1.067 | 0.876
Distribution
Skewness of Degree 3.712 0.449 | 4.425 4.065 | 4.361 | 5.387 | 4.281 | 3.241 | 4.343 | 4.152
Distribution
Kurtosis of Degree -0.256 0.052 | 0.457 0.097 | 0.393 | 1.420 | 0.313 [-0.727| 0.375 | 0.184
Distribution
Mode of Interaction 0.130 0.091 | 0.843 0.484 | 0.779 | 1.806 | 0.699 |-0.341| 0.761 | 0.570
with People
Median Interaction -3.526 -0.275 | -2.813 3.173 | -2.877| -1.851 |-2.957(-3.998| -2.895 |-3.086
with People
Mode of Trust 0.982 0.176 | 1.695 1.335 | 1.631 | 2.658 | 1.551 | 0.511 | 1.613 | 1.422
with People
Median Trust -0.662 0.012 | 0.051 -0.308 |-0.013| 1.014 |-0.093|-1.133| -0.031 |-0.222
with People
Mode of Interaction 0.624 0.140 |1.337 0.977 | 1.273 | 2.299 | 1.193 | 0.153 | 1.255 | 1.064
with Local Government
Median Interaction -2.045 -0.127 |-1.331 -1.691 [-1.396 | -0.369 |-1.475[-2.516| -1.413 |-1.605
with Local Government
Mode of Interaction 0.138 0.091 |0.851 0.491 | 0.787 | 1.813 | 0.707 |-0.334| 0.769 | 0.577
with Cable News
Median Interaction -2.615 -0.184 |-1.902 2262 [-1.966 | -0.939 |-2.046 [-3.086| -1.984 |-2.175
with Cable News
Mode of Interaction
with Online Secin! Network | 0480 0.030 |0.233 0.127]0.169 | 1.195 | 0.089 |-0.952| 0.151 |-0.040
Median Interaction
with Online se it Network | 0508 0.129 |1.221 0.861 | 1.157 | 2.184 | 1.077 | 0.037 | 1.139 | 0.948
Mode of Interaction -0.517 0.026 |0.196 0.164 | 0.132 | 1.159 | 0.052 |-0.988| 0.114 |-0.077
with Local News
Median Interaction 1.911 0.269 | 2.624 2.264 | 2.560 | 3.587 | 2.480 | 1.440 | 2.542 | 2.351
with Local News
Mode of Interaction -0.263 0.051 | 0.450 0.090 | 0.386 | 1.412 | 0.306 |-0.735| 0.368 | 0.177
with Print News
Median Interaction 0.596 0.137 | 1.309 0.949 | 1.245 | 2.272 | 1.165 | 0.125 | 1.227 | 1.036
with Print News
Mode of Trust with 1.546 0.232 |2.259 1.899 | 2.195 | 3.221 | 2.115 | 1.075 | 2.177 | 1.986
Local Government
Median Trust 0.925 0.170 | 1.638 1.278 | 1.574 | 2.601 | 1.494 | 0.454 | 1.556 | 1.365
with Local Government
Mode of Trust 0.381 0.116 |1.004 0.735 | 1.030 | 2.057 | 0.950 [-0.090| 1.012 | 0.821
with Cable News
Median Trust -2.087 -0.131 |-1.374 21733 [-1.438 | -0.411 |-1.518 |-2.558| -1.456 |-1.647
with Cable News
Mode of Trust
with Online Social Network | 0-268 0.105 | 0.981 0.621 | 0.917 | 1.943 | 0.837 |-0.204| 0.899 | 0.707
Median Trust
with Online Social Network | -0-328 -0.005 |-0.115 -0.474 |-0.179| 0.848 |-0.259|-1.299| -0.197 |-0.388
Mode of Trust 0.535 0.131 | 1.248 0.889 | 1.184 | 2.211 | 1.104 | 0.064 | 1.166 | 0.975
with Local News
Median Trust -1.707 -0.093 |-0.994 -1.354 |-1.058 | -0.032 |-1.138 |-2.179| -1.076 |-1.268
with Local News
Mode of Trust 0.062 0.084 |0.775 0.415 | 0.711 | 1.737 | 0.631 |-0.410| 0.693 | 0.502
with Print News
Median Trust 2.638 0.341 |3.351 2.991 | 3.286 | 4.313 | 3.207 | 2.166 | 3.269 | 3.077

with Print News
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